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NMPOAOIoz

O1 uttnpeoieg KataAdyou atroTeAOUV £va ONUAVTIKO HEPOG TWV
UTTOAOYIOTIKWYV TTEPIBAAAOVTWY TWV ETTIXEIPNOEWV. O1 UTTNPETIEG AUTEG POG
divouv TNV duvatdTNTa va CUAAEYOUUE TTANPOPOPIES TTOU APOPOUV XPrOTEG,
EQPAPUOYEG, ApPXEIQ, TTNYEG EKTUTTWTWYV, EAEYXOUG TTPOCRAONG Kal AAAOUG
TTOpous. O1 TTANPOPOPIEG AUTEG ATTOBNKEUOVTAI O€ VAV KATAAOYO O OTTOI0G
TIPOOTTEAACETAI ATTO TOUG XPNOTES KA TIG EQAPUOYEG VOGS OIKTUOU. OAEG 01
EQPAPUOYEG KATAAOYOU PTTOPOUV VA XPNOIYOTTOINBOUV ATTO TIG ETTIXEIPNOEIG.

AUTO eAaxIOTOTTOIET TIG VNOIOESG TTANPOPOPIag TTou dnuioupyouvTal 4Tav ol
EQPAPUOYEG XPNOIMOTTOIOUV TIG DIKEG TOUG ECEIDIKEUPEVEG ATTOBNKEG YIA VO
OIaXEIPIOTOUV TIG TTANPOPOPIEG TWV TTOPWV. ETTITTAEOV 01 UTTNPETIEG AUTEG
BeATiwvouv Tnv dloiknaon TTEION N dIAXEIPION TWV TTANPOPOPIWV Eival
OUYKEVTPWTIKN. OTTOIE0OATTOTE TTPOOONKEG 1 AAAQYEG TTOU YivovTal OTIG
TTANPOPOpPIEG KATAAOYOU gival Aueca dIABECINEG O OAOUG TOUG XPrOTES KAl OE
OAEG TIG EQAPUOYEG TTOU XPNOIKOTTOIOUV ToV KaTdAoyo. Napadeiypuatog xapiv,
avTi TNG aAAayng Tou KaTaAoyou eAéyxou TTpdoacng evog TTOPoU o€ KABE
oUO0TNUA TTOU TO TTPOOTTEAACEI, UTTOPEI va Yivel aAAayry uovo piog
TTANPOPOPIAG KAl QUTA VA XPNOILOTTOIEITAI ATTO KABE EQAPUOYN TTOU EAEYXEI
TNV TpdoBacn o€ autdv Tov TTOPO.

To LDAP (Lightweight Directory Access Protocol) gival pia Taxéwg
QVOTITUOCOMEVN TEXVOAOYIQ YIa TNV TTPOCBACT O€ KOIVEG TTANPOQOpPiEG KAaTaAdyou
Kal €X€l UIOBETNOEI KAl EQapPOCBEi ATTO TA TTEPICOOTEPA TTPOIOVTA OIKTUOU. QG £va
QVOIXTO TTPOTUTTO TTAPEXEI MIA APXITEKTOVIKI PE OUVATOTNTA ETTEKTAONG YIO TNV
dIaxEipION KAl CUYKEVTPWOT ATTOBNKEUPEVWYV TTANPOQPOPIWYV O1 OTTOIEG TTPETTEI VA
gival dI0B£0IYEG YIa TO ONUEPIVA KATAVENNUEVA CUOTHUATA KAl TIG UTTNPETIEG.
“Yotepa atmd pia ypriyopn évapén, utropei va BswpnBei 011 To LDAP €xel yivel n de
facto u€Bodog mpdoRaong o€ TTANPOYopPiEG KATAAOYOU, APKETA TTapopola Pe To DNS
(Domain Name System) TO OTTOi0O XPNOIKOTTOIEITAI YIO TNV avalATnon dieuBuvoewv
IP oxedOv o€ OTTOI00ATTOTE CUOTNUA £VOG Intranet ) oTo Internet. To LDAP
TTPOCPATA UTTOOTNPICETAI ATTO TA TTEPICCOTEPA AEITOUPYIKA OIKTUAKA CUCTAMATA.
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KE®AAAIO 1: ENNOIA LDAP

Atopa kai etTixeipnoelg BaciCovral OAo Kal TTEPICCOTEPO OTA
OIKTUWNEVA OUCTAMATA UTTOAOYIOTWYV YIA VO UTTOOTNPIEOUV KATAVEUNUEVEG
EQPAPUOYEG. AUTEG O1 EQAPPOYEG ICWG va AAANAETTIOPOUV UE UTTOAOYIOTEG TTOU
BpiokovTal 010 id10 TOTTIKO dikTUO (LAN), TO OTTOIO €ival HEPOG EVOG ETAIPIKOU
dIkTUOU (Intranet) rj otroudntroTe 010 TTAYKOOUIO d1adikTuo (Internet). Na Tnv
BeATiwon TNG AsiIToupyiag, TNG EUKOAIOG TNG XPrONG Kal YIO VA €ival ETTITPETTTH
N OIKOVOMIKWG ATTODOTIKA dIOXEIPION TWV KATAVEUNUEVWY EQAPUOYWV
TTANPOPOPIWV TTOU APOPOUV UTTNPETIEG, TTOPOUG, XPNOTEG Kal AAAQ
QVTIKEIYEVA TTOU €ival TTPOCRACINA HECW TWV EQAPUOYWY, XPEIAZETAl Va gival
OPYOVWUEVEG PE Eva 0PN KAl CUVETTA TPOTTO. 'Eva peyAAO PEPOG QUTWV TWV
TTANPOPOPIWV UTTOPEI VA DIOUOIPACTEI HETAEU TTOAAWYV EQAPPOYWYV, AAAG
OUYXPOVWG TTPETTEI VA TTPOOTATEUETAI VIO VA ATTOTPETTETAI N TTAPAVOUN
TPOTTOTTOINON 1 N KOIVOTTOINGN TWV IDIWTIKWY TTANPOPOPIWV.

O1 TTAnpo@opieg TTOU XapaKTNEIiCouv TOUug dIAPOPOUS XPHOTEG, TIG EQAPHOYEG,
TA APXEIA, TOUG EKTUTTWTEG KAl GAAOUG TTOPOUG TTOU TTPOCTTEAQUVOVTAI ATTd £vVa
OIKTUO, OUXVA OUYKEVTPWVOVTAI O€ JIa €I0IKA BACT OEQOUEVWV TTOU PEPIKEG POPEG
atrokaAgital «kkaTdAoyos». KaBwg €xel au¢nBei o apiBudg Twv dIa@opeTIKWY dIKTUWVY
KAl EQAPUOYWV, EXEI ETTIONG AUENOEI O APIBUOG TWV ECEIDIKEUPEVWY KATAAOYWV
TTANPOPOPIWV UE ATTOTEAECHUA VA dNUIOUPYOUVTal VNOIOES TTANPOPOPIWYV Ol OTTOIEG
dev PTTOPOUV va gival KoIvOXpNoTEG Kal gival TTOAU OUOKOAO va diatnpouvral. Eav
OAEG AUTEG O TTANPOYOPIEG UTTOPOUCAV VA dIOTNPEOUVTAI KAl VA €ival TIPOCTTEAACINEG
KATA TPOTTO OoUveXN Kal EAEyXOPEVO Ba TTapexdTav €va OnNUEI0 CUYKEVTPWONG yid TNV
EVOWNATWON VOGS KATAVEUNPEVOU TTEPIBAANOVTOG O€ VA OUVETTEG KAl XWPIG OpIa
ouoTnua.

To EAagpu MNpwTtokoAAo MpdoBaong KataAdyou (LDAP) gival Eva avoiyTto
BIouNXaviko TTPOTUTTO TO OTTOIO €XEI CEAIXOEI yIO va IKAVOTTOINOEI QUTEG TIG AVAYKEG.
To LDAP kaBopicel pia TTpoTuTrn EBODO yia TNV TTpooacn Kal vnuEpwon Twv
TTANpo@opiwy o€ éva KatdAoyo. To LDAP kepdilel eupeia atrodoxr ws nEBodog
TTPOoBaong kartaAdyou Tou Internet Kal ETTOUEVWG YiVETAI OTPATNYIKO YECO OTA
eTAIPIKA Intranets. YtrooTnpietal atro évav augavouevo apiBuo TTpounBeuTwy
AOYIOUIKOU Kal €ival EVOWPATWHEVO O€ VA HEYAAO APIBPO EQAPUOYWYV TTOU CUVEXWG
augaveral.

1.1 "Evvola KataAdyou kai Yrrnpeoiag KaraAéyou

‘Evag katdAoyog (directory) €ivai pia Aiota TTANPOQOPIWY YIO AVTIKEIMEVA TA
OTTOIx €iVAI TAKTOTTOINUEVA PE KATTOIO OEIPA KAl Divel ASTITOUEPEIEG YIa KAOE
QVTIKEIUEVO XWPIOTA. Kova TTapadeiydaTa atroTeEAOUV 0 TNAEPWVIKOG KATAAOYOGS HI0G
TTOANG KAl 0 KATAAOYOG KAPTWV HIag BIBAIOBNKNG. MNa évav TNAEQwVIKO KaTtaAoyo, Ta
QVTIKEIYEVA TA OTTOIO TAgIVOPOUVTAI €ival ATOPA. Ta ovOuaTa TOUG TAKTOTTOIOUVTAI
aA@aBnTikd Kal o1 AeTIToPEPEIEG TTOU divovTal yia KABe aTopo gival n d1eubuvar) Tou
Kal 0 TNAEQWVIKOG apIBuOg Tou. Ta BIBAia o€ évav KATAAOYO KAPTWV PIAg
BIBAI0BAKNG dlaTdooovTal CUPPWVA PE TOV OUYYPa®EA Kal TOV TITAO Tou BIAiou Kal




divovTal TTAnpo@opieg 6TTWG 0 apiBudg ISBN Tou BIBAiou ) oTToI0dATTOTE AAAN
TTANPOPOpPIa TTOU aPopPd TIG EKOOOEIC.

2TNV OPOAOYia TWV UTTOAOYIOTWYV, €VOG KATAAOYOG €ival PIa €CEIDIKEUPEVN
Baon dedopévwy, atrokaloupevn €TTioNg «aTroBnKn 0edOPEVWV», OTNV OTTOIA
a1T0ONKEUOVTAI TUTTOTTOINUEVEG KAI DIATETAYMEVEG TTANPOYOPIES YIA TA AVTIKEIMEVA.
‘Evag €101KOG KATAAOYOG PUTTOPEI va aTTAPIOPE TTANPOYOPIES YIA TOUG EKTUTTWTEG
(avTiKeigEVA) O1 OTTOIEG TTEPIEXOUV TUTTOTTOINUEVEG TTANPOYOPIEG OTTWG N BE0N TWV
EKTUTTWTWYV (€va HOPQOTTOINUEVO String XAPOKTAPWY), N TaxUTNTA TWV CEAIdWY avda
AeTTT6 (apIBUNTIKG), OI POEG EKTUTTWONG TTOU UTTOoOTNPICOoVTaI (TT.X POStScript
ASCII) ka1 oUTw KaBegNG. O1 KATAAOYOI ETTITPETTOUV OTOUG XPrOTEG 1 OTIG EQAPUOYES
va Bpouv TTNYEG TTOU £XOUV Ta XAPOKTNPIOTIKA TTOU XPEIACOVTAI VIO VA CUYKEKPINEVO
oKOoTTO. [Na TTapdadelypa, £vag KATAAOYOG XPNOTWYV UTTOPEI VA XPNOIYOTTOINBEI yIa TNV
aveUpeon TNG NAEKTPOVIKNG dlIEUBuvong evog aTépou 1 evog apiBpou FAX. 'H €vag
KATAAOYOG TTOU ATTOTEAEITAI ATTO ECUTTNPETNTEG EQAPUOYNAG MTTOPEI va avaldnTrioel oTa
TTEPIEXOPEVA TOU Evav £CUTTNPETNTA (Server) o OTToiog TTapéxel TTpooacn o€
TTANPOPOPIES TIMOAOYNONG TTEAATWV.

Mia uttnpeoia kataAdyou (directory service) atroBnkeUel TTANPOPOPIEG OTOV
KATAAOYO KOl QvAKTA TTANPOPOPIEG aTTO AUTOV £¢ OVOUOATOG EVOG | TTEPIOCCOTEPWV
eCoualodoTnuévwy XpnoTwyv. O1 uTTNPECieg KATAAOYOU UAOTTOIOUVTAI UE OKOTTO TNV
TTOPOXI OPICHEVWYV TUTTWV TTANPOPOPIAG YIa TIG AVAYKEG epapuoywy. QoTdoo0,
OIAPOPETIKEG UTTNPECIEG KATAAOYOU PTTOPOUV va polpadovTal Tov idlo katdAoyo. Na
TTapAadelyua, ag uttoBEooupe OTI BIABETOUPE BUO TNAEPWVIKOUG KATAAOYOUG, Evav
White Pages katdAoyo kai évav Yellow Pages katdAoyo. Kai o1 dUo diaBétouv
TNAEQWVIKOUG apIBUoUg aAAG pe DIaPOPETIKO TPOTTO. O KATAAOYOG TWV «AEUKWV
OeAidWV» pag divel TNV duvaToTNTA va BPOUUE TOV TNAEPWVIKO apIBPO evog aTdou,
EVW O KATAAOYOG TWV «KITPIVWV OEAIOWV» pag EMITPETTEI va avadnToUPE KATNYOPIES
TTANPOPOPIWV KAl VO AVOKTOUUE TTOIKIAOUG TNAEPWVIKOUG apIBuoUG.

MNa TNV epappoyn Twv dUO UTTNPECIWY PTTOPEI VA XPNOIUOTToINOEi 0 id10g
KATAAOYOG. 2TO TTAPAdEIYUA AUTO, O OUYKEKPIMEVOG KATAAOYOG Ba TTEPIEiXE TO
MOVTEANO TWV OEDONEVWV YIa VA TTEPIYPAWYEI TOV OIOPOPETIKO TUTTO XPNOTWV KAl
TTANPOPOPIWYV. ZTNV TTPAYUATIKOTATA UTTAPYXOUV OUO DIOPOPETIKEG UTTNPETIES
kataAoyou. H pia divel rpoéoBaon ota dedopéva Twyv White Pages kal n GAAn oTta
oedopéva Twv Yellow Pages. Evroutoig, kal o1 U0 PTTOpoUV Va XPNOIYOTIOIOUV TOV
id10 kKartdAoyo. AuTo TTou cupBaivel gival 6TI TO HOVTENO OEDOPEVWV TNG UTTNPEDTAG
«AEUKWV OEAIdWV» ETTEKTEIVETAI WOTE VA TAIPIACEI JE TIG TTIO OUVOETEG AVAYKEG TNG
UTTNPEDIAG TWV «KIiTPIVWV OEAIdWV».To TTapadelyua autd deixvel €1Tiong OTI Ol
UTTNPECiEG KATAAOYOU OuVRBWG AEITOUPYOUV PE VA OUYKEKPIPEVO TPOTTO.
Mapadeiyparog xapiv dev PTTOPOUNE VA BWOOUUE TOV TNAEPWVIKO apIBUO evog
arépou oTnv uttnpeoia White Pages kal va avapévoupe va gag 000¢€i (Me EUKOAO
TPOTTO) TO ATOUO OTO OTTOIO AVTIOTOIXEI O APIBUOG.

Katd ouvETTeia o1 Opol « AEUKEG» Kal «KITPIVEG» OENIDEG XPNOIMOTTOIOUVTAI YIa
va TTEPIYPAYOUV TO TTWG XPNOIYOTTOIEITAI évag KaTtaAoyog. EGv 1o dvopa evog
QVTIKEIUEVOU (ATOMO, EKTUTTWTNAG) €ival yVwOTO, TOTE TA XOPAKTNPIOTIKA TOU
(TNAEPWVIKOG apIBudG, oeAidEG ava AeTTTO) YTTopouVv va avaktneouv. Eav 1o évopa
EVOG HEPOVWHEVOU QVTIKEIMEVOU OEV Eival yVWOTO, O KATAAOYOG UTTOPEI va WAEEI OTIG
ATTOONKEUPEVEG TTANPOPOPIEG TOU YIA PIa AIOTA AVTIKEIUEVWY TTOU KOAUTITOUV dIa
oplopévn atraitnon. ‘ETol, ol KatdAoyol TTou atroOnkeuovTal 0€ £va NAEKTPOVIKO
UTTOAOYIOTH] €V AVTIBEOEI JE TOUG TNAEQPWVIKOUG, €iVal TTEPICOOTEPO EUENIKTOI YIATI
ouvnRBWG PTTOPOUV Va £CEPEUVNOOUV UE CUYKEKPIPEVA KPITHPIa KAl OXI aTTd £va
OUVOAO TTPOKABOPITHEVWV KATAYOPIWV.



1.1.1 XapakTnpioTiKa evog KataAdyou

O1 katadAoyol €X0uV TTEVTE ONPAVTIKA XOPAKTNPIOTIKA:

e H amoBrikeuon Twv TTANPOYOPIWV TTPOCAPPOLETAI ETOI WOTE Ol
TTANPo@opieC va diaBalovial CUXVOTERD TTAPA VO EVNUEPWVOVTAL.
O1 katadAoyol gival KAaTAAANAOI yia TNV EKTEAEO HEYAAOU PKOUG
avadnTAoewVv aAAG dev evOEiKVUVTAI VIO TV EQAPUOYN AEITOUPYIWYV TTOU
aTTaITOUV OUXVN evnuépwon (TT.X CUCTANOTA AEPOTTOPIKWV
KPATAOEWV).

o OI TANPOYOPIEC ATTOONKEUOVTAI UE TPOTTO IEPAPXIKO.
H dopn Twv TTANpo@opiwv BacifeTal OTIG OXETEIG TTPUWTOU AVIOVTOG-
TTPpWTOU KaTIoVTOG (father-child).

o O1I TANPOYOpPiEC TOU KATaAOyou Bacifovial OTa XOPAKTNPIOTIKA.
O kardAoyog atroTeAcital atrd éva oUvoAo avTiKeiuéEvwy (objects).
KaBéva atrd 1a avrikeipeva dIaBETEl Yo ouada XapakTNPIOTIKWV
(attributes) Ta otroia TTEPIEXOUV TTANPOPOPIES. KaTd cuveéTtreia, n
TTANPOPOpPIa IOXETEUETAI OTA XOPAKTNPIOTIKA TWV AVTIKEIUEVWYV TA
OTTOI0 OXNUATICOUV TNV UTTOBOUN TOU KATAAOYOU.

e O1 kataAoyol TTapéXOUV Eva EVOTTOINUEVO hamespace yia OAOUG TOug
TTOPOUG YIA TOUG OTT0ioUG B1aB£TouV TTANPOYOPIa.
O1 koIvEG TTAnpo@opieg evtoTTiCovTtal Kal diapolpadovTal atmod
OIAPOPETIKOUG TTEAATEG KATAAOYOU ETTEION KABE EQAPUOYK) UTTOPEI Va
XPNOIYOTTOINCEI TNV id1a HEBODO TTAPATTOPTIAG EVOG AVTIKEIYEVOU. Eva
evoTToiNuévo namespace divel TNV duvaTtoTNTA OTA OTOIXEIO TOU OIKTUOU
KAl TWV UTTNPECIWY VA EVOTTOIOUVTAI JE AAAOUG TUTTOUG TTANPOPOPIWY,
OTTWG XPNOTEG, EQAPUOYEG KAl Servers.

e  O1 KATAAOYOI UTTOPOUV Va BIAVEINOUV ATTOTEAEOUATIKG TRV TTANPOQOPIa
o€ éva KATaveUNUEVO oUuoTNUA HEOW TNG TTOANATTAGTATAC UAIKOU.
O server kataAOyou £xel TNV IKAVOTNTA VA EAEYXEI TO €i00G TNG
TTANPOPOPIAG TTOU KATAVEUETAI, TN XPOVIKI) OTIYUF TTOU CUMBaivel auTd
Kl O€ TTOI0UG KOPPBOUG TOU CUCTHHATOG.

|1.1.2 Directories vs. Databases

‘Evag KatdAoyog ouxva treplypd@eTtal ws Baon Asdouévwy aAAd gival pia
e€e1dikeupévn Baon AsedopEvwy n oTToia £XEI XOPAKTNPIOTIKA TTOU TNV KAVOUV va
gexwpicel atrd 10 YeVIKO OKOTTO TWV ZXEOIaKWV Bdoewv Acdopévwy. ‘Eva €101k
XOPAKTNPIOTIKO TWV KATAAOYwV gival OTI TrpoaTtreAddovTal (MEow TNG avayvwong i
TNG avadnTnong) TTOAU TTI0 CUXVA AT’ OTI EVAPEPWVOVTAI (MLECW TNG EYYPAPNAG).
Ekatovtadeg AvBpwTTol UTTOpOoUV va avaTpEéEOouV OTA XAPOAKTNPIOTIKA EVOG
TNAEQPWVIKOU apIBPOU 1] XINAOEG XPAOTEG EKTUTTWTWYV iOCWG va avaTpEEouv oTa
XOPAKTNPIOTIKA £VOG CUYKEKPIMEVOU EKTUTTWTH. Ouws 0 TNAEQWVIKOG apIBuog A Ta
XOPAKTNPIOTIKA TOU EKTUTTWTI OTTAVIA GAAGCOUV.



Eteidr o1 katdAoyol TTpETTel va gival o€ B€on va uttooTnpPifouv heyaAo OyKo
AITNUATWY avayvwong, gival BeATioTotroiNuévol yia mpdofaon avayvwong. H
TTPOCBAOoN EYYPAPAG UTTOPEI VA ETTITPETTETAI OTOUG DIAXEIPIOTEG CUCTAMATOG ) OTOUG
dIKAIOUXOUG KABE pépoug TNG TTANpoopiag. ATrd Tnv AAAN TTAEUpd, O YEVIKOG
OKOTTOG TNG Baong Aedopévwy xpelddeTal va UTTooTnNPICEl EPAPUOYEG OTTWG
QEPOTTOPIKEG KPATAOEIG KAI TPATTECIKEG OUVAAAQYEG PE HEYAAO BaBPO evnuépwong.

Eteidry o1 katdAoyol TrpoopifovTav yia TNV atroBnKeuon OXETIKA OTATIKWY
TTANPOPOPIWV KAl OUVEXICOUV VA TTAPAUEVOUV OE QUTOV TOV OKOTTO, DEV gival
KataAAnAol yia atroBrikeuon TTAnpogopiag Tou dlIapkwg PeTaBAaAAeTal. MNa
TTaPAdEIYUA, O APIBUOG TWV EPYATIWY TTOU BPICKOVTAI TTIPOCWPIVA OTAV OUPA £VOG
EKTUTTWTI TMIOAVOV va PNV TTPETTEN VA ATTOBNKEUETAI OTOV KATAAOYO TOU EKTUTTWTH
ETTEION Ol CUYKEKPIPEVES TTANPOPOPIEG B ETTPETTE VA EVNUEPWVOVTAI TUXVA VIO VO
MTTOPEI va €TTAANBEUETAI N 0PBATNTA TOUG. AVTi yIO QUTO, N KATAXWPENOT KATAAGyou
TOU EKTUTTWTH Ba PUTTOPOUCE va TTEPIEXEI TNV dIEUBUVON BIKTUOU EVOG EKTUTTWTH
server. O eKTUTTWTNG server 6a YTTopouoE va EpWTNOEI WOTE va Yivel yVwoTO TO
MNKOG TNG TpéXouoag oupdg. H TTAnpogopia Tou BPiokeTal oToV KATaAoyo (n
dlEUBuvon TOU EKTUTTWTK Server) €ival OTaTIKr, VW 0 apIBUOG TwV EPYACIWY OTNV
ouUpd eKTUTTWONG €ival SUVAMIKOG.

Mia GAAN onuavTikr dIa@opPA HETAEU TWV KATAAOYWV KAl TWV -YEVIKOU
OKOTTOU- Baoeswv AedopEvwy gival 0TI 01 KATAAOYOI PUTTOPET va NV UTTOoTNPICOUV
doooAnyieg. O1 doooAnwieg ival d1adIKaaieg TTOU GUVTEAOUVTAI OUVOAIKA 1] KOBOAOU.
Mo Tapdadeiyua, Kata TNV JETAPOPA XPNHATIKOU TTOO0U ATTO £vav TPATTECIKO
Aoyaplaopd o€ Evav AANo, Ta XPrUaTa TTPETTEI VA XPEWBOUV TTPWTA OTOV évav
Aoyapiaouo Kal ETTEITa oTov GAAO Kal OAa auTd va yivouv o€ pia Kal yoévo doocoAnyia.
Edv oAokAnpwBei pévo 10 PIod HEPOG aUTAG TNG OOCOANWIAG 1 KATTOI0G TTAPEUBE!
OTOUG AoyapIaoPouUg KAta TNV JIAPKEIN UETAPOPAG TWV XPNUATWY, O Aoyaplaouoi
dev Ba cival 1IcoppoTTNPEVOL. UV BWG 01 -YEVIKOU OKOTTOoU- Baoeig Asdopévwv
uTTOOTNPICOUV TETOIOU €I0OUG DOCOANYIES 01 OTTOIEG KAVOUV DUOKOAN TNV EQapuUoyn
TOoug. ETTE1dr o1 KaTtdAoyol aoxoAoUvTal TTEPICCOTEPO PE AITAPATA AVAYVWONG, Ol
OUOKOAIEG TWV OOCOANYIWV UTTOPOUV va atroPeuxBouv. Edv duo atopa aviaAAdgouv
ypageia, Ba TTPETTEl va eVNUEPWOOUV OI KATAXWPNOEIG KATAAOYOU TOUG PE VEOUG
TNAEQWVIKOUG apIBUOUG, PE TIG KAIVOUPIEG BETEIC TWV OTABUWY £pyaoiag Kal oUTw
KaBegng. Eav evnuepwBei pia kataxwpnon KataAdyou Kal 0Tn CUVEXEID PIa GAAN,
UTTAPXEI JIa GUVTOMN XPOVIKK TTEPIOOG TTOU 0 KaTAAoyog Ba d¢€igel 0TI Kal Ta dUO
aropa £xouv Tov idIo apiBud TNAepwvou. ETTeIdr) o1 evUEPWOEIG gival OXETIKA
OTTAVIEG, TETOIEG AVWHAAIEG BEWPOUVTAI ATTODEKTEG.

To €idog TwV TTANPOPOPIWYV TTOU ATTOONKEUETAI O€ £vav KATAAOYO ouvriiBwg
oev atraitei akpiBry ouveTTela. MTopei va gival avekTo To yeyovog 0TI pia TTAnpogopia,
OTTWG £VAG TNAEPWVIKOG apIBUdG, iowg va PpioKeTal TIPOOWPIVA EKTOG AEITOUPYIAG.
Eteidry o1 katdAoyol dev gival katdAAnAol yia doooAnyieg, dev gival KaAr 1I0€a va
XPNOIYOTToIoUVTAl VIO TNV ATTOBAKEUON TTANPOPOPIWYV TTOU Eival EUaicONTEG O€
QOUVETTEIEG OTTWG Ol I00PPOTTIEG TPATTECIKWY AOYOPIACTUWV.

Eteidn o1 -yevikou okotTou- Bdoeig Aedopévwy TTPETTEN va UTTOOTNPICOUV
QUOAIPETEG EPAPPOYEG OTTWG TOV EAEYXO TPATTECIKWYV EPYACIWY, ETTITPETTOUV VA
atroBnkevovTal auBaipeTeg OUANOYEG dedopévwy. O1 KaTAAoyol UTTOPOUV va
TTEPIOPICOVTAl OTOV TUTTO TWV OEQONEVWYV TTOU ETTITPETTOUV YIa aTTOBrKeuon (av Kal n
APXITEKTOVIKY) Oev eTTIBAAAEI Evav TETOIO TTEPIOPIONO). INa TTapddeyua, Evag
KATAAOYOG TTOU EIBIKEUETAI OTIG TTANPOPOPIEG ETTIKOIVWVIAG TTEAATWY PTTOPEI va
TTEPIOPIOTEI HOVO OTNV ATTOBNKEUCT TTPOCWTTIKWY TTANPOPOPIWV OTTWG OVOUATWY,
dIEUBUVOEWV KAl TNAEQWVIKWYV apiBuwv. Edv évag katdAoyog €ival eTTEKTATIYOG,



MTTOPEI va OIaNOPPWOEi e TPOTTO TTOU VA ATTOONKEUEI TTOIKIAOUG TUTTOUG
TTANPOPOPIWYV TTOU TOV KABIOTOUV TTIO XPrOINO 0€ TTOAAG Kal DIOQOPETIKA
TTpoypduuaTa.

Mia GAAN onuavTikr d1Ia@OopPA HETAEU TWV KATAAOYWV KAl TWV —YEVIKOU
OKOTTOU- Baoeswv AedopEvwy BpiokeTal 0TOV TPOTTO PE TOV OTTOIO TTPOCEYYifovTal Ol
TTANpo@opics. O1 TTeEpIoaOTEPES Bdoelig Acdopévwv uTTooTnpiCouV Pia 1I0XUpPN)
TUTTOTTOINUEVN MEBODO TTPOORAcNG TTou ovopadetal Aounuévn Nwooa
Epwtnudatwy (SQL). H SQL emTpETTel TTOAUTTAOKEG EVNUEPWOEIG KAI CUVAPTHOEIG
EPWTNUATWY PE KOOTOG TO HEYEBOG TWV TTPOYPAUMATWY KAl TNV TTOAUTTAOKOTATA TWV
epappoywyv. At Tnv AAANn TTAeupd, ol katdAoyol LDAP xpnoiyoTtroiouy éva
QATTAOUOCTEUPEVO Kal BEATIWPEVO TTPWTOKOANO TTPOOBACNG TO OTTOIO PTTOPEI va
EQAPUOCOEi 0€ PIKPEG KAl OXETIKA OTTAEG EQAPUOYEG.

Etreidry o1 katdAoyol dev gival TTPOOPICUEVOI VA TTAPEXOUV TOOEG AEITOUPYIEG
00€eG TTPOCPEPOUV 01 Baoeig Aedopévwy, NTTOPOUV va BEATIWOOUV UE OIKOVOMIKO
TPOTTO WOTE VA TTAPEXOUV TTEPIOCOTEPEG AEITOUPYIEG UE APEON TTPOCRACH OTA
d0edopEva ToU KATOAGYOoU O€ JEYAAQ KATAVEUNUEVA OUCTHUATA. ETTEION N EKTEVAG
XPRoN TWV KATaAOYWV Eival TTPOOPICHEVN TTEPICTOTEPO VI avAyvwaon Kail o1 yia
d00O0ANYieG PTTOPOUV KATA CUVETTEIA va aTTAOTTOINBOoUV 0 TTEAATNG (client) kal o
€EUTTNPETNTNG (Server) KaTaAoyou.

[MoAAEG BlagpopEG aTTd TIG OTTOIEG AvaPEPBNKAV JTTOPOUV Va 0dnyroouv oTnV
utToia OT1 €vag KaTAAoyog dev gival KATI TTEPICOOTEPO ATTO JIA TTEPIOPICUEVN OFE
Aeiroupyia Baon Aedouévwyv. Auto gival TTpdyparti v HEPEI CwWOTO dEDOPEVOU OTI
€vag 1o TOUG ONUAVTIKOTEPOUG OXEDIOOTIKOUG OTOXOUG HIAG UTTNPECIAG KATAAGYouU
gival OTI PTTopEi va TTPOOTTEAQOCBEI Kl VO XPNOILMOTTOINBEI aTTO OXETIKA UIKPEG KAl
atTAEG epappoyég. Etriong oudntouvTal TTpOTACEIG OTOUG OPYAVIOUOUG TTPOTUTTWV YId
TNV TTPOCBECN PEPIKWV AEITOUPYIWV OTIG MEANOVTIKEG ekOOOEIC TOU LDAP TTOU
€I0IKEVOVTAI OTIG BAoeig AedopEVWY OTTWG N UTTOOTAPIEN TWV EVANEPWOEWY TWV
doooANYIWV.

1.1.3 MeAareg kan EumrnpeTnTég KartaAdyou

O1 karadAoyol ouvnBwg TTPooTTEAACOVTAI E TNV XPNOIKMOTTOINCT TOU JOVTEAOU
ETMIKOIVwViag TTeAATN / eCutTnPeTNTN (Client/server). Mia e@apuoyr) TTou €TTIBUNET va
dlaBdoel  va eyypdwel TTAnpogopia o€ évav katdAoyo dev TTpooTTeAauvel Aueca TovV
kataAhoyo. AvTi yia autd KaAei pia Asiroupyia, €va API (Application Programming
Interface), TTou avaykdadel Eva yivupa va oTaAei o€ pia GAAn diadikaaia. H deuTtepn
auTh diadikacoia £xel TTPOCRACN oTNV TTANPOPOPIa KATAAOYOU £ OVOUATOG TNG
EQApPUOYNG aiTnong. ‘ETTeima, Ta atroteAéopara TG avayvwong A TNG eyypaeng
EMOTPEPOVTAI OTNV EQapuoyn aitnong (BAETTe oxnua 1.1.3).
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2xnua 1.1.3 AAAnAemidpaon client/server karaAdyou

To aitnua ekTeAeiTal atrd Tov TTEAATN KaTaAdyou Kal n diadikacia avalnitnong
TTANPOPOPIWYV O€ Evav KATAAOyo ovouddeTal eEUTTNPETNTAG KATaAOyou. [evikd, ol
€CUTTNPETNTEG TTAPEXOUV IO CUYKEKPIPEVN UTTNPETIO OTOUG TTEAATEG. MEPIKEG POPES
€vag eCUTTNPETNTNG PTTOPEI VA YivEl O TTEAATNG AAAWYV EEUTTNPETNTWYV TTPOKEINEVOU VA
OUYKEVTPWOEI TIG ATTAPAITNTEG TTANPOPOPIES YIA VA ETTECEPYAOTEI £va aitnua.

Mia uttnpeoia kataAdyou gival pia uévo JopPYr) UTTNPECIAG TTOU YTTOPEI Va
gival d1a8€o1un o€ TepIBAAAov client/server. ANAa ouvnBiopéva TTapadeiypara
UTTNPECIWV €ival Ol UTTNPETIEG APXEiwV, O UTTNPETIEG NAEKTPOVIKOU Taxudpopeiou, Ol
UTTNPECIEG EKTUTTWONG, Ol UTTNPECIEG I0TOOEAIdWYV Kal oUTW KaBeEAG. O1 diadikaaieg
TOU client Kal TOU server uTTopouV va ouvTeEAOUVTAI OTO id10 uNXAvnua ry Kai Oxl.
‘Evag server gival o Béon va eEutTnpeTEi TTOAAOUG TTEAATEG. MEpIKOi servers
MTTOPOUV va eTTeCEpyadovTal airuata TeAaTwy TTapaAAnAa. Karrolor aAAol Balouv
o€ o€Ipd Ta el0ePXOMEVA aITAPATA TWV clients yia ogipiokr eTTEEEpyacia o€
TTEPITITWON TTOU €ival ON ATTACXOANUEVOI JE TNV ETTECEPYATIA AAAWY QITNUATWV.

‘Eva API kaBopilel Tnv dIETTAPN TTPOYPAUMATIONOU, pia 1D1aiTEPN YAWo o
TTPOYPAMMATIONOU, TTOU XPNOIUOTTOIEITAI VIO TNV TTPOCBacn o€ pia utthpeaia. To
format kai Ta TTEPIEXOPEVA TWV UNVUPATWY TTOU avTaAAdooovTal HETAgU Tou client kai
TOU server TTPETTEI VA EPPEVOUV TTAVW O€ Eva CUPPWVNPEVO TTPWTOKOANO. To LDAP
KaBopiel Eva TTPWTOKOAAO uNVUPATOG TTOU XPNOIYOTTOIEITAl aTTd TOUG clients Kai
servers KkataAoyou. YTTapxel €1miong Eva oXeTikd LDAP API yia Tnv yAwooa
TTpoypaupaTiopou C KaBwg Kal TPOTTOI JE TOUG OTTOIOUG YUTTOPOUME VO £XOUNE
TpocoPBaon oto LDAP péow piag epappoynsg JAVA. O client dev e€apTdaral atro yia
OUYKEKPIYEVN EQAPUOYH TOU Server Kal 0 server JTropei va eQapudoel ToV KATAAoyo
OTTWG QUTOG ETTIAECEL.

1.1.4 Katavepynuévol KardaAoyol

O1 6po1 «TOTTIKOG», «TTAYKOOMIOG», KOUYKEVTPWTIKOG» KAl «KKATAVEUNMEVOGS»
OuUXva XpNOoIJOTToIoUVTal YIa va TTEPIYPAYWOUV £vav KATAAOYO ) JIa UTTNpEaia
KaTtaAoyou.



evikd, YE TOV OPO «TOTTIKOG» EVVOOUE KATI TO OTTOIO BPICKETAI KOVTA EVW PE TOV
OPO «TTAYKOOUIOG» KATI TO OTTOI0 EEATTAWVETAI KATA PIKOG TOU TTEPIBAAAOVTOG TTOU
MOG evOIa@EPEL. To TTEPIBAAAOV TTOU POG EVOIAQEPEI PTTOPET VA gival PIa ETAIPEIA, PIA
xwpa 1 oAdkAnpn N 'n. O1 6po1 «TOTTIKOG» KAl «TTAYKOCUIOG» gival Ta OUO GKPA HIAG
ouvéxelag. AnAadr KAt utropei va gival TrTepIccOTEPO 1 AiyOTEPO TOTTIKO ] TTAYKOO IO
atro KATI AANO. ZUYKEVTPWTIKO ONPAivel KATI TO OTTOI0 BpioKeTal O€ £va YEPOG Kal
KATaveunuEVo KATI TO OTTOIO BPIOKETAI O€ TTEPICOOTEPA ATTO £va PEPN. AvAAoya UE TO
TOTTIKO KAl TO TTAYKOOMIO, KATI UTTOPEI VA €ival KATAVEUNMWEVO O€ PIKPOTEPN 1 O€
MEYQAUTEPN £KTACH.

H atroBnkeupévn TTAnpo@opia o€ Evav KATAAOYO PTTOPEI va €ival TOTTIKNA 1
o@aIpIkA. Na TTapddelyua, £vag KATAAOYyoG O OTT0I0G ATTOBNKEUEI TOTTIKY TTANPOPOpPIa
MTTOPEI va TTEPIEXEI OvOuaTa, dIEUBUVOEIG NAEKTPOVIKOU Taxudpopueiou, dnuoaoia
KA€EIDIG KPUTTTOYPAEPNONG KAl OUTW KABEENG, T OTToia aPOopOouV Ta PEAN EVOG
TUAMATOG 1} MIO OPAdAG epyalopévwy. 'Evag KaTAAOYOG TTOU aTTOBNKEUEI OPAIPIKN)
TTANPOPOpPIa PTTOPEI Va aTTOBNKEUTEI TTANPOPOPIa YIa pia OAOKANPN €TAIpEia. 2TNV
TIPOKEIMEVN TTEPITITWON Pag evOIa@EPEl N eTalpeia. O1 TTEAATES TToU £Xouv TTPOCRaoN
OTIG TTANPOYOPIEG KATAAOYOU UTTOPEI va €ival TOTTIKOI 1} TTayKOouIol. O1 TOTTIKOI
MTTOPEI Va BpiokovTal 6Aol 010 id10 KTipio i 0T0 id10 TOTTIKG dikTuO (LAN). O!I
TTAYKOOUIOI JTTOPEI VA €ival KATAVEUNPEVOI KATA TTAATOG TNG NTTEIPOU 1} TOU TTAQVAT.

O id10G KAaTAAOYOG PTTOPEI Va €ival CUYKEVTPWTIKOG I KaTaveunuévog. Eav
€vag KAaTtaAoyog €ival CUYKEVTPWTIKOG, UTTAPXEI £vag server KaTaAOGyou TToU TTApPEXE!
TTPOCBaOoN OTOV KATAAOYO EVW AV Eival KATAVEUNMUEVOG UTTAPYXOUV TTEPICTOTEPOI OTTO
évav servers TTou divouv TTpooacn oTov KatdAoyo. OTav avagepdpaoTe o€ Evav
KATAVEPNUEVO KATAAOYO, OUVABWG EVVOOUUE TOUG KATAVEUNUEVOUG Servers
kataAoyou. OTav évag KatadAoyog €ival KATAVEUNUEVOG N ATTOBNKEUPEVN TTANPOPOpPIa
TOU PTTOPEI VA €ival XWPIOPEVN O TUAPATA 1] va €XEI QVTIYPAQA. ZTNV TTEPITITWON
TTOU N TTANPOPOpPIa £XEI TNV HOPPN KATNYOPIWYV, KABE server KaTaAOyou atToBnKeUEl
éva Jovadikd Kal JUn TTIKAAUTITOPEVO UTTOOUVOAO TNG TTANpo@opiag. AnAadr kabe
Karaxwpnon kataAdyou gival atroOnkeupévn atrd évav kal povo Evav server. Otav
UTTAPXOUV avTiypa®a Tng TTAnpo@opiag n idia Karaxwpenon ammobnkKeUeTal O€
TTEPICCOTEPOUG ATTO £vVAV Servers. € £vav KATAVEPNUEVO KATAAOYO, KATTOIEG
TTANPOPOPIEG UTTOPOUV VA gival XWPIOTEG KAl KATTOIEG VA £XOUV avTiypaga.

O1 1peig “d1a0TdoeIg” evog KaTtaldyou — 1Tedio TNG TTANpoopiag, BEon Twv
clients kai diavopur Twv servers — gival avegapTnTeG NETAEU TOUG. MNMapadeiyparog
XApPIv, oI TTEAATEG TTOU Eival OIQOKOPTTIOPEVO! TTAYKOONIWG Ba utropoucav va £Xouv
TTPOORACN 0€ £€vav KATAAOYO TTOU TTEPIEXEI TTANPOPOPIA VI £€va JOVO TURUA Kal
auTdG 0 KATAAOYOoG Ba puTTOopOoUCE va avTiypa@Bei yia TToAAoUG servers kataAdyou. 'H
TTEAATEG TTOU BpiokovTal o€ pia Jovo Béon Ba prTopoucav va TTPooTTeEAAoOUV Evav
KATAAOYO O OTTOIOG TTEPIEXEI TTANPOPOPIES YIA OTTOIOVONTTOTE OTOV KOOMO TTOU €ival
ATTOONKEUPEVEG ATTO £vav HOVO Server.

To 1edio TwV TTANPOPOPIWY TTOU ATTOBNKEUETAI O€ £vav KATAAOYO Cuxvda
atrodideTal WG HIa aTTaitnon epapuoyng. H diavoun Twv servers karaAdyou kai o
TPOTTOG WE TOV OTT0I0 Ta dedopéva XwpilovTal 1 avTiypAa@ovTal JTTopouv ouxva va
puBuifovTtal yia va eTnpeddouv TNV atrddoor Kal TNV dIaBeCINOTATA TOU KATAAGYOU.
Mo Tapadeiypa, Evag KaTavepnUEVOGS Kal avTiypapuEVOG KaTAAOYog UTTOPET va €XEI
KaAUTEPN atrdédoon €1TEIdN £va aiTNUA avAyvwaong PTTOPE va EUTTNPETNOE atTd £vav
KOVTIVO server. Evag OUYKeVTPWTIKOG KATAAOYOG UTTOPEI va gival AlyoTepo dIaB£01M0G
ETTEION O€ TTEPITITWON ATTOTUXIOG OgV Ba pTTOPEi va dwaoel TTANPoPopieg dEdOPEVOU
OTI €ival JOVadIKOG Kal OV UTTAPXEI avTiypa@o Tou. QoTO00, €vag KATAVEUNHEVOG
KATAAoyog iowg va gival Tio dUoKoAo va dlaTnpnBei, €€ aitiag Twv TTOAWYV B€oewv
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TTOU TTIBavVOV BPioKOoVTAl KATW ATTO TOV AEYXO TTOAAWYV DIOXEIPIOTWY KAI TTOU TTPETTE
VA TTOPAPEVOUV EVNUEPWHEVEG KAl 0€ KaTAoTaon Asiroupyiag. O oxedlaouog Kal n
OUVTAPNON MIAG UTTNPECIAG KATAAOYOU PTTOPED va gival TTOAUTTAOKEG DIAdIKATIEG.

1.2 O KardaAoyog wg YTtrodoun

‘Evag KaTAAOYOG O OTT0i0G TTPOCTTEAQUVETAI OTTO OAEG TIG EPAPPOYEG ATTOTEAET
éva CWTIKNG onuaaciog JEPOG TNG UTTOOOWNG TTOU UTTOOTNPICEI £va KATAVEUNUEVO
ouoTnua. Mia uTTnpPEdia KATAAOYOU TTPOCPEPE! JIA EVIAia AOYIKI) Oyn TWV XPNOTWV,
TWV TTOPWV, KAl AAAWV QVTIKEIMEVWY TTOU OUVOBETOUV £va KATAVEUNUEVO CUOTNA.
AUTO ETTITPETTEI OTOUG XPAOTEG KAI OTIG EQAPUOYEG va £XOUV TTPOCRACT OTOUG
OIKTUOKOUG TTOPOUG PE TPOTTO diagavry. AnAadr], TO cUOTNUA AVTIMETWTTICETAI oAV £Va
oUVOAO Kal OXI oav Pia cUAAoyr aTTo avecdapTnTa uEpn. Ta avTiKEiuEVA UTTOPOUV va
TIPOOEYYICovTal HE TO OVOPA N JE PIA AEITOUPYIa XWPIG TNV YVWON TTPOCBIOPIOTIKWY
OTTWG o1 host dieuBuvOoEIg, ovOuaTa apXEiWV EEUTTNPETNTWYV Kal dIEUBUVOEIG
NAEKTPOVIKOU TaXUdpPOuEIoU.

1.2.1 AiaBéocipeg Epappoyég KaraAdyou

Mia d1a0£o1un e@appoyr) KaTaAdyou gival N EQappoyr TTou XPNOIKOTTOIET JIa
uTTNPECIa KATaAGYOoU yIa Va BEATIWOEI TNV AEITOUPYIKOTNTA TNG, TNV XPON TNG Kal TNV
dlaxeipIor TNG. ZAPEPA TTOAAEG EQAPUOYEG KAVOUV XPron TwV TTANPOQOPIWY TTou Ba
MTTOpOUCaV va atmoBnkeuBouv o€ éva katdAoyo. INa TTapddeiyua, ag Bewpriooupe
MIa EQapuoyr NUEPOAOYIOU TTOU XPNOIKOTTOIEITAI JE OKOTTO TNV 0pyavwon
OuUVEDPIACEWY TOU TTPOCWTTIKOU MIAG ETAIPEING OE DIOPOPETIKEG AIBOUOES
OIAOKEWEWV. ZTNV XEIPOTEPN TTEPITITWON, N EQAPPOYH NUEPOAOYiOU OEV XPNOIUOTTOIET
Kapia utrnpeoia kataAdyou. Eav autd ouvéBaive, o xprioTng 1Tou Ba TTpooTrabouoe
va TTpoypapuatiosl Eva meeting 8a £mpetre va Buudrtal Tov aplBud kabe aiBouoag
TToU Ba ATav KATAAANAN yia To meeting. Kai aképa 6a avapwTidtav av n aiBouoa
gival apkeTd peydAn, av dIaBETEI TOV ATTAPAITNTO AKOUCTIKO KAl OTITIKO £EOTTAIOUO Kal
oUTW KaBeENG. ETTiong o xpriotng Ba £TTpeTTe va BupdTal Ta ovopaTa Kai TIG
dleuBuvoelg e-mail KABe CUPPETEXOVTOG TTOU XPEIAeTal va AGBEI Jia onuEiwon
ouvedpiaong. Eival Trpopaveg OT1 pia TETola epapuoyn 6a rrav dUOKOAo va
xpnoiyotroinBei. Eav o1 TTAnpo@opieg yia TIG aiBouoeg diaokeywng (MEyEBOG,
TOTTOBECIA, €10IKOG EEOTTAIOUOG) Kal O TTANPOPOPIEG TTPOCWTTIKOU (OvouaTa,
dleuBuvoelg e-mail, TNAE@WVIKOI aplBoi kal Aoirrd) yrropoucav va TTpoaTreAAlovTal
MEOW MIaG UTTNPETIag KaTaAdyou, n epapuoyn 6a rTav TToAU TTIo EUKOAO va
xpnoiyotroinBei. EtmimrAéov, Ba BeATIWvOTAV N AEITOUPYIKOTNTA TNG EQAPPOYAG.
Mapadeiyparog xapiv, 6a Yyropouoe va TTAPOUCIACETAI OTOV XPNOTN MIa AioTa PE
OAeg TIG OI0B£01MEG aiBouoeg ouveEdPIAOEWV KOBWG Kal TO JEYEBOG Kal Ol ATTAITHOEIG
€€OTTAIOOU TOUG.

Opwg o1 utTelBuvol avaTITugng Twv dIABECINWY EQAPUOYWYV KATAAGYOU
BpiokovTal avTiyETWTTOI PE €va TTPORANUA. Ti Ba cuuBei edv dev AdBouv uttown 4Tl
MIa UTTNPEeoia kataAdyou Ba uttapgel o€ OAa Ta TTepIBAAAovTa; EGv utTapyel pia
UTTNPECIO KATAAOYOU, AUTr MTTOPEI VA EIBIKEUETAI O€ VA OUYKEKPIPMEVO AEITOUPYIKO
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ouoTtnua dikTuou (NOS), KaBIoTWVTAG TNV EQAPUOYN YN EKTEAEOIUN. MTTOpPEI N
UTTApYXoUOa UTTNPETIia KaTaAoyou va dlEupuvOEi yia va atroBnkeuoel ToV TUTTO TwV
TTANPOPOPIWV TTOU XpeIalovTal atrd TNV @appoyr; Adyw auTwy TwWV avnouxIiwy, ol
UTTEUBUVOI QVATITUENG EQAPPOYWYV OUXVA UIOBETOUV TNV YEBODO avaTTTugng Tou dikou
TOUG KATaAGyou TTou Ba UTTOOTNPICEl MIO OUYKEKPIYEVN EQAPUOYT).

LDAP
""l Server

LLDAP
Query

LIVAF Chent
Librar

LDAP AP

TOAT
Application

LDAP Enabled
Application

1.2.2 Ta MNAeovekTApaTa evog Koivou KataAdyou

‘Evag KaTAAOYOG TTOU UTTOOTNPICEI IO CUYKEKPIPEVN EQAPPOYT OTTOBNKEUEI
MOVO TNV TTANPOQOPIa TTOU XPEIACETAI AUTH N EQAPPOYNA KAl N OTToia dEV PTTOPEI va
TIPOOTTIEAQOTE ATTO AAAEG e@apuoyEg. ETTeldn eival SUoKoAo va aTnBei pia TTARpNg
AeIroupyIKd uTTnpeoia KAaTaAdyou, ol KATAAOYOI EIDIKWY EQAPHOYWV ival TTOAU Aiyol.
MBavdv va atrobnkeuouv JOVo Eva OUYKEKPIMEVO TUTTO TTANPOYOPIAG Kal icwg va
pNV O108£ToUV dUVATOTNTEG AvalTNONG OUTE TNV UTTOOTAPIEN TNG AVTIYPAPAG KAl
dlapoipaocng TNG TTANPOPOPIAG KAl VA PNV £X0UV £va TTAIPEG OUVOAO EpYaAEiwY
dlaxeipiong. ‘Evag KataAoyog UIag OUYKEKPINEVNG EQAPUOYNG UTTOPEI Va gival TOOO
atTAGG 600 €va OUVOAO apXEiWV KEIMEVOU 1) Ba uTTopoucE va atrodnkeuBei kal va
TIPOOEYYICETAI JE EVAV ATEKPNPIWTO, IBIOKTNTO TPOTTO.

2¢ €vav Té€Tolo TTEPIBAAAOV, KABE epapuoyr dnIoupyEi Kal dlaxelpieTal TO
OIKO TNG KatadAoyo. AuTo ypriyopa yivetal évag eQIAATNG dlaxeipiong. H idia
d1euBuvon e-mail TTou aroBnkeUETAl ATTO TNV EQAPHUOYN NUEPOAOYIOU PTTOPEI ETTIONG
va atroBnkeuBei atrd pia epappoyr) TaxudpopEeiou Kal atrd pia eQappoyr TTou
€I0OTTOIEI TOUG XEIPIOTEG OUCTHUATOG YIa TTPORANuaTa gotrAiIopou. H trpooTrddeia va
dlaTNPOUVTAIl EVANEPA KAl CUYXPOVIOHUEVA TA AVTiYPAQPA TwV TTANPOPOPIWY gival
OUOKOAN, €I0IKA OTAV avapilyvUovTal OIAPOPETIKESG DIETTAPES XPNOTWV Kal OIAPOPETIKA
ouoThuara dlaxeipiong.

AuTO TTOU XpEIaddeTal gival £vag KOIVOG, aveCApTNTOG ATTO EPAPMOYEG,
KAaTtaAoyog. Av ol UTTEUBUVOI aQVATITUENG EQAPUOYWY hTTopoucav va BeRaiwbouyv yia
TNV UTTOPEN MIOG UTTNPECIag KAaTtaAdyou, TOTE o KaTAAoyol DIKWV EQapuoywy dev Ba
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nrav armrapaitntol. QoT1é00, £vag KoIvOG KATAAOYOG TTPETTEI va BaacieTal o€ éva
QVOIXTO TTPOTUTTO TO OTTOIO VA UTTOOTNPICETAI ATTO TTOAAOUG TTPOUNOEUTEG OE TTOAAEG
TIAATQOPUEG KAI TTOU TTPETTEI VA TTPOOEYYICETAI HEOW £VOG TTPOTUTTOU APIL. Eival
ATTAPAITNTO VA €ival ETTEKTACIPO £TO1 WOTE VA PTTOPEI VA KPATHOEI TOUG TUTTOUG TWV
OedOUEVWV TTOU XpEIadovTal atro TIG auBaipeTeg OOKIPES. Kal akOpa TTPETTEl va
TTAPEXEI TTANPN AEITOUPYIKOTNTA XWPIG VA ATTAITEI UTTEPPOAIKOUG TTOPOUG aTTd TA
MIKPOTEPA CUOTANATA. AEDOUEVOU OTI TTEPIOCTOTEPOI XPIOTEG KAl EQAPHOYES Ba £xouv
TTPOCBacoN OTOV KOIVO KaTAAOYyo Kal Ba e€apTwvTtal atrd auTdv, TTPETTEN ETTIONG va
gival eUPWOTOG, ACPAARG KAl JE dBUVATOTNTEG ECEAIENG.

Ortav pia Tétola uttTodour KataAdyou BpiokeTal o€ I0XU, 01 UTTEUBUVOI
QVATITUENG EQAPHPOYWYV PTTOPOUV VA APIEPWOOUV TOV XPOVO TOUG OTNV AVATITUEN
EQApPUOYWV Kal Ox1 TNV dNUIoUPYIa KATAAOYWV TTOU UTTOOTNPICOUV CUYKEKPIMEVES
epapuoyEG. Me autdv Tov TPOTTO, 01 UTTEUBUVOI AVATITUENG EQAPHOYWY TTOU
BaaoiCovtal oTnv emmiKoIvwVIokr doury Tou TCP/IP kal 0TnV aTTouakpuouévn
diadikaoia kKAong (RPC), Ba gival o€ B€0n va oTnpIXTOUV O€ I0XUPEG, TTAIPOUG
Aeiroupyiag uttnpeoieg kataAdyou. To LDAP gival TO TTpWTOKOAAO TTOU TTPETTEN Va
XPNoIYoTroINGEi yia TRV TTPOCRacn O€ AUTH TNV Koivr) UTTodour KataAdyou. OTTwg 10
HTTP (Hypertext Transfer Protocol) kai To FTP (File Transfer Protocol), €101 kai 10
LDAP cival €éva atrapaitnto HEPOG TNG akoAouBiag TTpwWTOKOAAwWY Tou Internet.

Ortav o1 epapuoyEg £xouv TTpOoBacn o€ Evav TTPOTUTTO KOIVO KaTAAoyo TTapd
o€ €vav KATAAOYO TTOU UTTOOTNPICEI ECEIDIKEUPEVEG EQAPUOYEG, TOTE N TTEPITTA Kal
datravnpn diaxeipion YTTopei va e€aAeIPOEei Kal o1 Kivduvol ao@AAEIag va gival
TEPIOCOTEPO eAgyXOuevOl. O1 eQapuoyEG NUEPOAOYiou, TaxudpPOpEioU Kal
EVNUEPWOEWV TWV XEIPIOTWV PTTOPOUV VA TTPOCTTEAQUVOUV TOV idI0 KATAAOYO yia va
QVOKTIOOUV £va OEDOUEVO OTTWG YIa TTAPAdElyua pia dieuBuvon e-mail. Oa
EMPAVIOTOUV VEEG XPNOEIG TOU KATAAOYOU TTANPOQPOPIWV Kal Ba avaTtrTuxBei yia
OUNPTTPAEN KABWG TTEPIOCOTEPES EQAPUOYEG Ba TTWPEANBOUV aTTd TOV KOIVO
KaTtaAoyo.

1.3 Mpétutra kai loTopia Tou LDAP

Katd mn dekaetia Tou 1970, N 0AOKApwon TWV ETTIKOIVWVIWY KOl TWV
TEXVOAOYIWV TTANPOPOPIKAG 08YNOE OTNV AVATITUEN VEWV TEXVOAOYIWV
EMKOIVWVIAg. NMoAAG atrd Ta IBIWTIKA CUCTAPATA TTOU avaTITUXONKAV ATAV N
ouppBara pe dAAa cuoThpara. ‘Eyive mpo@aveg Oti xpeidlovTav TTPOTUTTA VIO VO
EMTPEWYOUV OTOUG ECOTTAICHOUG KAl OTA CUCTHHATA DIAPOPETIKWY TTPOPNBEUTWY Va
ETTIKOIVWVIOOUV PETAEU TOUG. Na TOV KABOPIoPO TETOIWV TTPOTUTTWY avaTITUXONKAV
OUO KOPUPAIEG AvEEAPTNTES TTPOOTTABEIEG TUTTOTTOINONG.

1.3.1 TO OSI ka1 10 Internet

Mia kivnon trpotuTwy £yive atmo Tnv CCITT (Comite Consultatif International
Telephonique et Telegrafique, 1 Consultative Committee on International Telephony
and Telegraphy) kai Tov ISO (International Standards Organization). H CCITT £xel
yiver atmré 101€ n ITU-T (International Telecommunications Union- Telecommunication
Standardization Sector). H TrpooTtrd6eia autr) 0drjyno€ oT1o TTPpOTUTTO avagopdg (ISO
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7498) Tou OSI (Open Systems Interconnect), To 01T0i0 KABOPIOE £va HOVTEAO
OEOOUEVWV ETTIKOIVWVIAG ETTTA ETTITTEOWYV PE PUOIKI PETAPOPA OTO XAPNAOTEPO
OTPWHA KOI TWV TTPWTOKOAAWYV EQAPUOYNG OTA AVWTEPA ETTITTEDA.

H &GAAn kivnon TpoTuTTwv €yive yUpw atrd 1o Internet kail avatrtuxdnke amod
TNV £peuva TTou uttooTnpixBnke atrd To DARPA (the Defense Advanced Research
Projects Agency) oTig Hvwpéveg MNoArreieg. O Internet Architecture Board (IAB) kai n
IETF (Internet Engineering Task Force) avarrtuooouv TTpOTUTTA Yia TO Internet utrd
Mop®n eyypagwyv TTou ovopdadlovtal RFCs (Request for Comments) Ta oTroia agou
TTPWTA EYKPIBOUV, EQapPOCBOUV Kal XpNoIUOoTToINBoUV yia éva XpoVvIKO diIdoTnua,
TeEAIKG yivovtal TrpdTutTa (STDS). Mpiv pia rpétacn uAotroinbei oe RFC KaAeital
TTpoox£dIo d1adikTuou (Internet Draft).

O1 duo d1adIkaaieg TTPOTUTTWYV TTPOOCEYYICOUV TNV TUTTOTTOINON OTTO dUO
OIAPOPETIKEG TTPOOTITIKES. H TTpoceyyion Tou OSI dpxioe atrd pia EekdBapn Baon Kai
KaBopioe TTPOTUTTA XPNOIUOTTOIWVTAG HIa ETTIONUN S10dIKACIA ETTITPOTING XWPIG TNV
aTraiTnon epapuoywyv. To Internet xpnoIYOTTOIET hIA AlyOTEPO ETTIONUN TTPOCEYYION
EQPAPUOOHEVNG MNXAVIKIG OTTOU OTTOIOOONTIOTE UTTOPEI VA TTPOTEIVEI KAl VO OXOAIACEI
TTavw oT1a RFCS evw atrairtouvTal ol EQAPUOYEG YIa VO EAEYXOEi O,TI gival EQIKTO.

Ta TpwToKoANa OSI avatrTuxnkav apyd kai eTTeid TPEXOUV OAOKANPN TN CWPO
TTPWTOKOAAOU OV £XOUV EUPEWG ETTEKTABEI EIOIKA OTOUG UTTOAOYIOTEG YPAPEIOU KAl
oTNV PIKPr ayopd UTTOAOYIOTWYV. 210 PeTagu, To TCP/IP kai To Internet
avatrTuooovTav Kai epapudlovrav paydaia. Etriong, katolol TrpounBeuTeg dIKTUOU
avETTTUGAV IDIWTIKA TTPWTOKOAAA OIKTUOU Kal GAAa TTpoidvTa.

1.3.2 X.500: To MpoéTutro Ymrnpeoiag KaraAdyou

EvrouToig, Ta TTpwTOKOAAa Tou OSI QVTIMETWTTIOAV ONPAVTIKA {NTAPATA OTA
MEYAAQ KATAVEUNUEVA OCUCTHPATA TTOU AvATITUCCOVTAV VIO TV ayopd Twv
NAEKTPOVIKWYV UTTOAOYIOTWYV Kal Tou Internet. ‘Eva 1€1o10 onuavTiké 1edio ATav ol
uttnpeoieg kataAdyou. H CCITT dnuioupynoe 1o 1988 10 TrpdTuTro X.500 TO OTTOIO0
éyive ISO 9594, Data Communications Network Directory, Recommendations X.500-
X.521 10 1990, av kal akOpa avagépetal ouviBws wg X.500.

To X.500 opyavwvel TIG KATAXWPNOEIG KATAAOYOU O€ £va IEPAPXIKO
namespace TTou €ival IKavo va utrooTnpigel HEYAAEG TTOOOTNTEG TTANPOPOPIAG.
Etriong mpoo@Epel IoXUpEG duvaTOTNTEG VAl TNONG WOTE VA YIVETAI EUKOAOTEPN N
avakTnon TAnpo@opiwyv. AGYwW TNG AEITOUPYIaG TOU Kal TNG IKAVOTATAG TOU va
eCehiooetal, To X.500 ouxva xpnoiyotrolgital padi he Tpdobeteg evoTnTeG (Modules)
yla TNV SIGAEITOUPYIKOTNTA AVAUECO OE UTTNPECIEG KATAAOYou TTou Ogv gival
oupBatég yetagu Toug. To X.500 opiel OTI N ETTIKOIVWVIO AVAPECT OTOV TTEAATN
KATaAOYOU Kal OTOV EEUTTNPETNTI KATAAOYOU YiVETAI JE TNV XPHON TOU TTPWTOKOAAOU
DAP (Directory Access Protocol). Qo1é00, wg éva TTPWTOKOAAO OTPWHATOG
epapuoyng, To DAP atraitei oAdkAnpn tn otoifa Tou OSI yia va Aeiroupynoel. H
uTTOOTAPIEN TNG OToIRag OSI XpeldleTal TTEPICCOTEPOUG TTOPOUG aTTd GOOUG Eival
O1a0£01o1 o€ TTOAAG PIKPG UTTOAOYIOTIKA TTEPIBAANOVTA. ETTOPEVWG EYIVE ETTIBUPNTA
pia dieTTragr) o€ vav X.500 server karaAdyou TTou Ba XpnoIYOTToIEi AlyOTEPOUG
TTOPOUG I AANILOG TTPOEKUYE N avAyKN YA Eva “eAa@PUTEPO” TTPWTOKOAAO.
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2xnua 1.3.2 TAnpogopiakd povrédo X.500. To povréAo X.500 Bpiokeral aTo KEVTPO Kai
TTEPITPIYUPICETAI ATTO KATAXWPHOEIS Ol OTTOIES aTTapTi(ovTal aTTé XAPAKTNPIOTIKA TTOU £XOUV
OUVTAKTIKOUS TUTTOUS Kal [Ia 1) TTEPICTOTEPES TIUES. OI KATaXwpPnoeiS Eival 0pyavwuéVES UTTO
N Hopen 6évdpou. O1 Karaxwpnoeis e weudwvupo (alias) xpnaoiuorroiolvrail yia TV
onuioupyia un- IEPAPXIKWY OXECEWV.

1.3.3 LDAP: H «EAa@pida» MpéoBacon oTto Internet

To LDAP avamtuxOnke wg pia eAa@pid evaAAakTikh Auon yia 1o DAP. To
LDAP aTtraitei TV eAa@putepn Kal dnUo@IAécTePN oToiBa TTPWTOKOAAOU Tou TCP/IP
atro autr) Tou OSI. Etriong atrAotroiei katroleg Asitoupyieg Tou X.500 kail TTapaAEiTTEl
MEPIKA ECWTEPIKA XAPOAKTNPIOTIKA YVWPIoCHATA TOU.

Auo mpddpopol Tou LDAP trapoucidotnkav wg RFCs ato tnv IETF, to DAS
(Directory Assistance Service) (RFC 1202) kai To DIXIE Protocol Specification (RFC
1249). Kai Ta duo Atav evnuepwTiKA RFC Ta otroia dev TTpoTddnkav wg Tpdtutra. H
Ytinpeoia BorBeiag KaraAdyou (DAS) kabopioe pia y€Bodo Pe TNV oTroia évag
TTEAATNG KATAAOYOU PTTOPOUCE VA ETTIKOIVWVIOEI HE VAV QVTITTPOOWTTO (Proxy)
TTavw o€ évav evepyd host OSI o otroiog B€tel arrmfuata X.500 ek yEPOUG TOU TTEAATN.
To DIXIE gival TTapdpolo pe 1o DAS, aAAG TTPOC@EPEI MIA TTIO APECT HETAPPOAOCT) TOU
DAP.

H mmpwTn €kdoon Tou LDAP opicBbnke wg 1o EAa@pu MpwtdkoAAo MNpdoBaong
X.500 (RFC 1487) 10 otroio avTikaraoTtadnke atro 10 EAa@pu MpwTdkoAAo
MpéoBaong KataAdyou LDAP (RFC 1777). To LDAP BeATIWVEI TTEPAITEPW TIG IOEEG
Kal Ta TTPWTOKOAAQ Twv DAS kai DIXIE. Eival 110 oud£TEPN €QAPUOYK) KAl PHEIWVEI
TNV OUOKOAIQ TWV TTEAATWYV Va evOapPUVOUV TNV ETTEKTACN TWV EQAPHUOYWV
kataAoyou. ‘Eva peydalo pépog 1ng epyaciag yia 1o DIXIE kai yia 1o LDAP
EKTEAEOONKE OTO TTAVETTIOTAMIO TOU MiOIyKaV TO OTTOIO TTAPEXEI EPAPHOYES AvaPOPAg
Tou LDAP kai diatnpei IoTooeNideG OXETIKEG e TO LDAP kai KataAdyoug
dlEuBUVOEWV.

To RFC 1777 kaBopicel 10 id10 TO TTPWTOKOAAO LDAP 1O OTT0i0 Madi YE

e TNV AVOTTOPACTACH OTOIXEIOOEIPAG TWV TUTTOTTOINUEVWY CUVTAKTIKWY TWV

xapakTnpioTIKwV (The String Representation of Standard Attribute Syntaxes,
RFC 1778)
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e IO QVOTTOPACTAON OTOIXEIOOEIPAG TWV OIOKPITWY OVONATWYV (A String
Representation of Distinguished Names, RFC 1779)

e ¢va LDAP URL Format (RFC 1959)

e IO AVOTTOPACTAON OTOIKEIOOEIPAG TWV PiATpwV avalntnong LDAP (A String
Representation of LDAP Search Filters, RFC 1960)

kKaBopilel TNV €kdoon 2 Tou LDAP (LDAP v. 2).

H delTepn €kdoon £xel BACEI OTNV KATAOTACH TTPOCXEDIOU OCUUPWVA PE TNV
diadikaoia Tutrotroinong ¢ IETF, dnAadr) éva Bripa piv va yivel TTpoTuTtro. Av Kai
Ba pytTopoucav va yivouv aAAayEG o€ Eva TTPOOXEDIO TTPOTUTTOU, ETTIDIWKETAI TTPWTA
MIa ouo1wdNg dokiur Tou. MNMoAAoi TTPOUNBEUTEG £XOUV £QApPUOOEl TTPOIOVTA TA OTTOIA
utrooTnpiouv TNV £€kdoon 2 Tou LDAP. AAAoI epappolouv TTPoidvTa TToU
uTTOOTNPICOUV €€ OAOKARPOU I EPIKWG TNV €kdoon 3.

H €kdoon 3 £xel kaBopioTei atrd 1o Lightweight Directory Access Protocol (v3)
(RFC 2251). ZxeTikd RFCs TT0U €ival Trpoo@ata f evnuepwEVa yia Tnyv ékdoon 3
eivai:

e Lightweight Directory Access Protocol (v3): Attribute Syntax Definitions

(RFC 2252)

e Lightweight Directory Access Protocol (v3): UTF-8 String Representation of

Distinguished Names (RFC 2253)

e The String Representation of LDAP Search Filters (RFC 2254)
e The LDAP URL Format (RFC 2255)
e A Summary of the X.500 (96) User Schema for use with LDAPv3 (RFC 2256)
To RFC 2251 gival TTpoTeIVOPEVO TTPOTUTTO, €va Briua TTPIV Yivel TTpooxédio. Eival
TOAVOV VA YivOuVv KATTOIEG UIKPEG avaBewproelg aANG TIBILKETAI N OOKIUF aTTO
d1a@opes opades. To LDAPV3 etrekTeivel To LDAPV2 oTta akdAouBa onueia:
Mapatroutrég ‘Evag server o o110ioG dev aTToONKEUEl TA
¢NTOUMEVA DEDOUEVA UTTOPEI VA TTOPATTEUWYEI
Tov client o€ €vav AAAoO server.
AcopdAsia EmKUpwon pe TNV XpNOIYOTTOINCTN TOU

punxaviopou Simple Authentication and
Security Layer (SASL).

AigbvoTtroinon Ytrootpign UTF-8 yia Toug diebveig
XOPAKTAPEG.
EtrekTraoipéTnTa NEoI TUTTOI QVTIKEIMEVWY KAl AEITOUPYIWV

MTTOPOUV va KaBopifovTal QUVAUIKA Kal TO
oxnua (schema) va dnuooIsUETAl JE
TUTTOTTOINKEVO TPATTO.
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To LDAP opicel TO TIPWTOKOAAO ETTIKOIVWVIAG PHETAEU TOU TTEAATN KATOAOYOU
Kal TOU server KataAoyou, Ouwg dgv KaBopilel pia SIETTA@H TTPOYPANUATIOUOU YId
Tov TreAATN. To LDAP Application Program Interface (RFC 1823) kaBopicel Eva API
yAwooag C yia va uttapyel Tpooacn o€ £vav KatdAoyo 1Tou xpnolgotrolgi To LDAP
€kdoong 2. Autd gival éva evnuepwTikO RFC, To otToio onuaivel 611 dgv gival £va
etmionuo TpoTuTTo. QoTO00, £Xel Yivel éva de facto rpdTuTro. ‘Eva TutroTroinuévo
TTPWTOKOAAO Kal n d1aBeon evog Koivou API yia dIaQOPETIKES TTAATPOPUEG Eival Ol
KUPIOTEPOI AGYOI TTOU KAVOUV €UPEWG OTTOOEKTO TO LDAP.

1.3.4 ZOykpion DAP- LDAP

H ammdédoon Tou LDAP egival IKQvoTToINTIKA OTIG TTEPICOOTEPES EPAPHOYEG. 2TNV
evoTnTa auTn yiveral ouykpion Twv DAP kail LDAP o€ TE00€pIG TOUEIG: OTOV
QATTAUTOUPEVO XPOVO ATTOKPIONG TWV EPWTNHATWY, OTO JEYEBOG TWV EPWTNUATWY,
oTnv TaxuTnTa KWdIkoTToinong PDU Kal 010 pEyeBOG Kal TNV TTOAUTTAOKOTATA TWV
EQAPUOYWYV TTOU cuvTeEAOUVTAI ATTO TNV PEPIA TOU client. A TIG CUYKPIOEIG AUTEG
xpnoiyotroinénke n epappoyr) LDAP Tou Mavetmiotnuiou Miolykav kai n e@apuoyn
DAP 1ou ISODE. 210 X.500, 0 KaTAAOYOG €ival KATAVEUNUEVOG METAEU TTOAAWV
servers kai ovopadletal DSA (Directory System Agent). AveEdpTtnta Y€ TTolov server
gival ouvdedepévog o client, BAETTel Tnv id1a dTTown Tou KaTtaAoyou. Edv évag server
O¢ev gival o€ Béon va atravThoel o€ éva aitnua Tou client, TOTE uTTOPEI VO
dpopoAoynoel To aitnua o€ Evav AAAo server (diadikaoia aAuaidag) ) va
Tapatréuyel Tov client og GAAov server ( BA. 2.2.2.2). ‘Etol xpnoiyotroiénke o idlog
DSA vIa OAeG TIG HETPAOEIG TWV EPWTNUATWY ATTOKTWVTAG JE AUTO TOV TPOTTO MIA
Baoikn ypauur ouykpiong. O trivakag 1.3.4.a° deixvel TNV a1rOd00N PIAG OEIPAG
TUTTIKWV EpWTNPATWY Twv DAP kail LDAP. Ta teoT die¢ixOnoav o€ éva pnxavnua
oTo otroio £1pexav ol clients Twv DAP kai LDAP, o LDAP server kai 0 DSA. O1rwg
QaiveTal oToV TTivaka, n kabuoTtépnon Tmou onueiwoe 1o LDAP gival eAaxiotn. H
KaBuoTépnon autry Ba PTTopouce va eCOAEIPOEI CUVOAIKA ATTO HIA EYYEVI) EQAPPOYN
DSA 110U aTTOBAAAEI TNV EVOIAUEDT HETAPPAON KWOIKOTTOINONG, ATTOKWOIKOTTOINONG
KAl TNV JETAQPOACN TTPWTOKOAAOU.

Query DAP | LDAP
Unauthenticated bind 30 68
Authenticated bind 34 56
Simple search {one entry) 32 41
Simple search {30 entries) 203 353

MMivakag 1.3.4.a’. 20yKpIon Twv Xpovwv Twv epwrnuarwyv twv DAP kai LDAP. Or
avalntnoeic ekTeAEabnkav e v xpnon rou idiou DSA. Or xpdvoi gival o€ ms.

O mivakag 1.3.4.3° deixvel TO péyeBog Twv epwTnuatwy. OTTwg Qaiveral, Ta
epwtApaTta LDAP gival ouo1aoTiKG piIkpdTEpa atmd 1a icoduvaua DAP. Ol
e¢oikovounoeig opeilovral oTo atrAoucTeupévo DN Kal OTIG KWOIKOTTOINOEIG TWV
TIMWV. Ta HEYEDN TWV EPWTNUATWY Eival ETTIONG MEIWPEVA AOYW TNG ATTOUCIAG TWV
eAEyXWV UTTNPETiag o€ KABE AsiToupyia.

-17 -



Query DAP | LDAP

Unauthenticated bind 192 14

Authenticated bind 409 138
Simple search request 237 105
Single search result 547 355

MMivakag 1.3.4.8'. 20ykpion Twv peyebwv twv epwtnudrwy DAP kai LDAP. Ta epwrnuara
LDAP &givai onuavrik@ uikporepa amoé 1a avrioroiya DAP. Ta ueyé6n twv eowrnuarwy givai
o€ bytes.

O1 mivakeg 1.3.4.y’ ka1 1.3.4.8’ Tapoucidfouv ToV XpOvo
QATTOKWOIKOTTOINONG KAl KWAIKOTToinong Tutrikwv DAP kal LDAP PDUSs.
Acgixvouv 611 10 LDAP £xel éva Y€Tpio TTAeoVEKTNUA atTddoonG yia atrAd PDUs
Kal £va ouo1a0TIKO TTAEOVEKTNUA YIa ouvOeTa PDUs, €10IKd yia ekeiva TTOU
TTEPIEXOUV TTOAAG DIakPITG ovouaTta (DNS) OTTou N avTITTPOOWITTEUON TNG
oToixelooelpdg LDAP gival éva peydAo kEpDOG.

PDU Complexity DAP LDAP

Simple 550 110
Medium 7.925 714
Complex 38,393 | 2,702

Mivakag 1.3.4.y".  20ykpion Twv Xpovwy armokwoikotroinong twv DAP kai LDAP. Ta
orolxeia mpwTok6AAou LDAP givar euKoAGTEPO va amokwoIKoTToinBouv I0IKG yia ouveeTa
PDUs. To guvBero PDU mepicixe éva xapaktnpioTIKO e TTEpigodTepa armd 600 DNSs. [epimou
HIOOS atro 1oV XpOovo ammokwoikotroinang DAP {odeUtnke o€ évav dITTAG éAgyxo yia va
e€aopalioBei 011 pia 1016TNTa dIABETEI UOVO UIa aTTO KAOE TIun.

PDU Complexity DAP LDAP
Simple 24 0O
Medium 1.084 324
Complex 2656 989

Mivakag 1.3.4.8° 2U0ykpion Twv xpovwvy kwoikotroinang DAP kai LDAP. Ta oroixeia
TPWTOKOAAOU LDAP gival KwoIKOTTOINUEVA TTIO ATTOTEAEOUATIKA, €I0IKG yia ToAUTTAoka PDUs.

TENOG, €yIve OUYKpPION TOU PEYEBOUG TNG EQAPUOYNG KAl TNG
TTOAUTTAOKOTNTOG TOU KWOIKA. Mia TéTola ouykpion gival SUOKOAO va yivel IOTI
TIPETTEI VO agloAoynBei TO eUpU PACUA TV BECIOTATWY KAl TWV OTOXWV TWV
TIPOYPAUMATIOTWY TTOU £PYACOVTAI YIA TNV TTAPAYWYI TWV EQAPUOYWV.
QoT1600 PeEPIKA euvoikG oupTTEpAcpaTa yia To LDAP ptropouv va TTpoéABouv
QTTO TO CUVTPITITIKO TTAEOVEKTNUA TTOU £XEI OE AUTOV TOV TOMEQ, OTTWG PAIVETAI
oTov Trivaka 1.3.4.€’.
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Metric DAP LDAP

Total size (DE) | .484.568 | 334.552
Text 058,464 221,154
Data 385.024 73,728
B5S [41.080 39.640

Semicolon count | 46.746 [.989

If count 0369 568

MMivakag 1.3.4.€ 2uykpion 1n¢ moAutrtAokdtnTag epapuoyns twv DAP kai LDAP. O
DE client, o omroiog utropei va dnuioupyn6ei eite ue tn xprion tou DAP ¢gite Tou LDAP,
XPNOIUOTTOIEITAI yIa va TUYKpPIVEl TO uéyeBog epapuoyns. O semicolon count mou
mpoaeyyilel Tov apiBud TTPOTACEWYV Kal 0 apIBuUoOS Twv TTPOTATEWYV «if» TOU
mpoaoeyyiel Tov apiBud Twv paths Tou KWOIKa arroreAolv 1a duo LETpa
moAurmAokornrag. H ouykpion éyive ueraéu rou ISODE- 8.0 kai tn¢ epappoyns LDAP
rou lNavemmioTnuiou Mioiykav.

Mo TNV oUyKpIon PEYEBOUG ETTIAEXBNKE O TTEAATNG EPEUVWV KATAAOYOU
(Directory Enquiries Client) o o1roiog uTTOpEi va JETAYAWTTIOOEI WOTE VA
xpnoiyotroinoel €ite To DAP eite To LDAP yia Tnv emikoivwvia X.500.
2UyKpiOnke etTiong n TTOAUTTAOKOTNTA KWAIKA Tou ISODE DAP Kail Twv
BiBAI0ONKWV Twv LDAP clients. Xpnoipgotroménkav duo YéTpa
TTOAUTTAOKOTNTAOG. TO TTPWTO, O GUVOAIKOG apIBUOS TOU XapakTrpa “ ; 7 TTou
TTPOOEYYICElI TOV APIOPO TWV TTPOTACEWY Kal TO EUTEPO, O CUVOAIKOG apiBudg
TWV TTPOTACEWV «if» TTOU TTpoCEyyiCel Tov apiBud Twv paths Tng
KWOIKOTTOINONG. 2TOV UTTOAOYIOUO TWV CUYKEKPIMEVWYV PETPWYVY, KATARANBNKE
TIPOOTIABEID VA CUPTTEPIANPOOUV POVO 01 HEPIDEG TOU KWAIKA TTOU ATTAITOUVTAI
yia va uttapxel Tpéopaon oov X.500.

1.4 LDAP: NpwTtékoAAo i KatdAoyog;

To LDAP opicel Eva TTpwTOKOAAO eTTIKOIVWVIAG, dnAadr, kaBopilel Tnv
pETagopd Kal To format Twv YNVUPATWY TTOU XPNOIYOTTOIoUVTAl aTTO évav TTEAATN yia
va éxel mpéofaon ota dedopéva evog kataAoyou TnG pop@ng Tou X.500. To LDAP
dev KaBopilel atrd PoOvo Tou TNV UTINPEeoia kataAoyou. MNMoAAoi avBpwTrol piAouv yia
Toug KataAoyoug LDAP. AAAol Aéve 011 To LDAP egival attAwg éva TTpWTOKOAAO Kal
oxI évag katahoyog. Ti gival Opwg katdAoyog LDAP;

‘Eva TTpOypaupa epapuoyng TTeAATn eioayel éva yrivupa LDAP péow TnG
KANong evog LDAP API. ANG évag e¢uttnpetnTig KataAdyou X.500 dev kataAaBaivel
Ta unvupara LDAP. Ztnv TTpaydaTikOTnTa, 0 TTEAATNG LDAP Kal 0 €EUTTNPETNTNG
X.500 xpnoipoTroiouv dIaPOPETIKA TTPWTOKOAAA eTTIKOIVWVIag (TCP/IP gv avTIBEoEl
pe To OSI). O reAdTng LDAP etmikoivwvei Je pia diadikaoia TTUANG (gateway) mou
dlapiIBader arruata otov €guTTNPEETNTA KataAdyou X.500. H TTUAN auTn ival yvwoTn
wg ecuttnEeTnT G LDAP (LDAP server). O LDAP server €€uUTTNPETEI T QUTAUATA TOU
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LDAP client. To emituyxdavel auto pe 1o va yiveral o idlog TreAatng otov X.500 server.
O LDAP server TTp£TTEl VA ETTIKOIVWVET XpNnoigoTroliwvTag Kal To TCP/IP kai To OSI.

LDAP TCPAR LDAP osi X500
Client Server “t » Server

Directory

2xnua 1.4.a° O LDAP Server wg muAn oe évav X.500 Server

KaBwg peyaAwvel n xprion Tou LDAP kal Ta 0QEAN TOU gival TTpo®aviy, Ta
aropa Ta otroia Ogv diEBeTav egutrnPEeTNTEG X.500 1) TTOoU dev gixav Ta KATAAANAa
TEPIBAANOVTA YIa va TOUG UTTOOTNPiGouv, BEAncav va oTioouv KaTtaAdyoug TTou Ba
gixav mpdoBaon o€ autoug TTeAaTeg LDAP. 'ETo1 AoITTOv yiati va unv uttdpxel o
LDAP server atrobnkeupévog e duvatoTnta TTpOCacng OTov KATaAoyo atro uévog
Tou (BA. oxnua 1.4.6°) avti va ouptrepIQEPETAl WG TTUAN oToug X.500 servers; Autd
eCaAgipel otroladrroTe avaykn yia 1o OSI. B€Baia auto kavel Tov LDAP server
TTOAUTTAOKO Q@OU TTPETTEI VO ATTOONKEUEI KAl VA AVOKTA TIG KATAXWPNOEIG KATAAOYOU.
O1 ouykekpipévol LDAP servers ouxva atmrokaAOUVTal QUTOVOOI Servers €1Teidr dev
eCapTwvral atrd Tov server katahoyou X.500. Ao Tnv oTiypr) TTou 10 LDAP d¢gv
utToOoTNPICEI OAEG TIG duvaToTnTEG Tou X.500, évag autovopog LDAP server xpeiageTai
MOVO va uttooTnpiCel TIG dUVATOTNTEG TTOU aTTalitouvTal atrd 10 LDAP.

LODAP TCRAR LOAP
Client Server

Directory

2xnua 1.4.8° Aurévouog LDAP Server
To RFC 1777 (LDAPvV2) avagépel TNV TTapoxn TTpooBacng oTov KAaTdAoyo

X.500. To RFC 2251 (LDAPV3) culnta TNV Tpdoacn o€ KAaTaAOyoug TTou
utrooTnpi¢ouv 10 povtéAo X.500. AuTrh n aAAayr) oTn YAwooa atreikovidel Tnv 1I0€a OTI
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évag LDAP server pytropei va epapudoel 0 idlog Tov KATAAoyo i va atroTeAECEI TTUAN
yla évav X.500 kataAoyo.

A6 TNV TTAEUPA TOU TTEAATN, OTTOIOCONTIOTE Server TTou EQappodel To
TTPWTOKOAAO LDAP cival évag LDAP server kataAdyou, epOoov 0 server eQapuolel
TOV KaTAAoyo 1 gival TTUAN o évav server X.500. O katdAoyog 0 OTT0i0g
TTpooeyyideTal uTTopei va atrokaAsital LDAP katdAoyog, epOooV 0 KATAAOYOG
epapudleTal ammod Evav autovopo LDAP server ) atmo évav X.500 server.

1.5 H Nopscia Tou LDAP

To LDAP €xel e€eAixBei yia va IKavoTTOINOEl TNV avAykn TTapoxng TTpooaong
O€ MIa UTTODOWI €VOG KoIvou kataAdyou. To LDAP gival pia avoixTd iopnxavia
TIPOTUTTOU TTOU UTTOOTNPICETAI ATTO TTOAAOUG TTPOUNOEUTEG CUCTANOTOG OE TTOAAEG
TAATQOpPUES. EvowpaTwveTal o€ TTpoiovTa AOYIOUIKOU Kal Ypriyopa YiveTal ETTIAOYN
WG TTPWTOKOAAO TTPOCRAONG KATaAGyou. ETITpETTEl OTA TTPOIGVTA SIAQPOPETIKWV
TTPOMNBEUTWY Kal TTAATQOPPWYV VA ETTIKOIVWVOUV KAl VO TTAPEXOUV HIA TTAYKOO IO
utTOoO0N] KaTaAOyou, OTTwG £yive pe To HTTP 110U ouvéBaAE OTNV AVATITUEN TOU
Maykéopiou loTtou. Ta rpéoara Tpoidvta LDAP uttooTnpifouv TOUAGXIOTOV ThV
é€kdoon 2. 'Hdn, ToAAd uttooTnpifouv pépn TNG £€kdoang 3 1} Kal OAOKANPEN.

O1 utTeUBUVOI AVATITUENG EQAPPOYWYV PTTOPOUV VA ETTWPEANBOUV aTTO TO
LDAP yia va dnuioupyioouv €QapuUoyEG KATAAOYOU €TTOMEVNG YeVIAG. Evw o X.500
EXEI TTAPADOOIAKA avaTITUXOEI HOVO O0€ HEYAAOUG OPYaVIOUOUG OTTOU PTTOPE va
deoPEUOEl TOUG ATTAPAITATOUG TTOPOUG YIa va ToV UtTooTnpi¢ouv, To LDAP eival
€1TioNg KATAAANAO yIa YIKPOUG opyaviopoug. MNa TTapddeiypa, Pia JIKPH ETAIPEIa
MTTOPEI va BEAEI va avTaAANAEEl Eyypa@a PE TOUG TTEAATEG KAl TOUG TTPOUNBEUTEG TNG
XPNOIYOTTOIWVTAG NAEKTPOVIKN avTaAlayr dedopévwy (Electronic Data Interchange).
H EDI atraitei kai o1 U0 TTAEUPEG VA CUPPWVOUV WG TTPOG TOV TUTTO TWV EYYPAPWV
TTOU Ba avtaAAayouyv, TIG IBIAITEPOTNTEG TNG ETTIKOIVWVIOG KAl oUTw KaABegng. O1
eTAIPEiEG Ba PTTOPOUCAV VA EKOWOOUV TA XAPAKTNPIOTIKA TNG BIKNAG Toug EDI o€ -
onuéoiag Tpocoaong- LDAP kKataAdyoug yia va dIEUKOAUVOUV TNV NAEKTPOVIKI)
avtaAAayry. Mia koivry uttodopun kataAdyou evBappuvel vées xproels. Ta DEN
(Directory Enabled Networks) traipvouv Tnv TTpwToBouUAia Kal TTPOTEIVOUV Ol
TTANPOPOPIES YIA TNV KATAOKEUN DIKTUWY, YIO T TTPWTOKOAAQ, yIa TO XAPAKTNPIOTIKA
TWV routers kal oUTw KABeENG, va amobnkeuovtal oe katdAoyo LDAP. H
dIa0e0INOTATA AUTHG TNG TTANPOPOPIaG PE Eva Kolvo format atrd TToANOUg
TTPOUNOEUTEG COTTAICOU Ba 0dNyroel oTnV £EUTTVN dIOXEIPION KAl OTNV TTAPOXA TwV
OIKTUOKWY TTOpwV. Ta TTapadeiypara autd dEiXVOUV TIG TTOIKIAEG XPAOEIG TWV
EQPAPUOYWYV KATAAOYOU TTOU UTTOOTNPICOVTAl OTTO JIa KOIVF) UTTOOOUN KATAAOYOoU OTNnV
oTroia TTeTUXaivouue TTpdoacn HEow Tou LDAP.
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1.6 Mpoiévra E§umrnpetnTwyv KataAdyou (Directory Servers)

OpenLDAP 2.3

O OpenLDAP aTtroteAei £va TTpoidv piag CUANOYIKNAG TTPOOTTABEING YIa TV
QAVATITUEN EVOG I0XUPOU Kal avolxTou Kwdika LDAP 1o otroio gival KatadAAnAo yia
EQPAPUOYEG KAl EpYaAEia AvATITUENG EQapuoywy. To £pyo auTo dlaxelpifeTal Yia
TTAYKOOUIA KOIVOTATA €BEAOVTWYV TTOU XPNOIYOTTOIE TO Internet ye oKoTo TNV
ETTIKOIVWVIia, TOV OXEDIAONO Kal TV avaTrTugn Tou OpenLDAP Suite kai TnNG
TTPOCPATNG TEKPNPIWONAG TOU.

To OpenLDAP Project TTpo0@ATa AVOKOIVWOE TNV KUKAOQOpIa TOU
OpenLDAP 2.3 (louviog 2005). To Aoyiouikd OpenLDAP 2.3 atroteAei pia akoAouBia
Tou LDAP v3 110U UTTOOTNPICEI Servers, XpnoINOTNTEG Kal EpyaAeia avaTTuéng
EQPAPUOYWV.

H €kdoon autrh uttooTnpPiCel TIG TTEPICOOTEPES TTAATPOPPES UNIX (kar UNIX-
like) 6TTwg Darwin, FreeBSD, Linux, NetBSD kaBwg kai Ta 110 egtropikd UNIX
ouoTuara. H ékdoon autr) dokiyadeTal €TTiong (MEPIKWG 1) €€° OAOKANPOU) Kal O€
AAAeG TTAATQOPUES OTTWG OTIG Apple MacOS X, IBM zOS, kai Microsoft Windows
2000.

O OpenLDAP 2.3 TTrepI€XEl TIG EEMG ONUAVTIKEG ETTAUENOEIG:

-Slapd(8) enhancements
e Updated slapd “overlay” interface, and several example (and mostly experimental) overlays.
¢ Updated LDAP "sync” Engine with replication support, provider now an “overlay”
¢ Numerous access control enhancements, including experimental "don't disclose on
error" capability
e Configuration Backend
- LDAPv3 extensions, including:
e LDAP Password Policy
e LDAP Component Matching (requires OpenLDAP-snacc)
e LDAP Modify Increment

Emiong mepiAapavel Ta €€\ cuoTaTIKA:

slapd - a stand-alone LDAP directory server

slurpd - a stand-alone LDAP replication server

-lidap - a LDAP client library

-llber - a lightweight BER/DER encoding/decoding library
LDIF tools - data conversion tools for use with slapd
LDAP tools - A collection of command line LDAP utilities
Admin Guide, Manual Pages - associated documentation
SNACC - ASN.1 development tools for OpenLDAP

EmmpooBEéTwg, uttdpyxouv JePIKA CUPBaAASuEVa OUCTATIKA:

e LDAPC++ - a LDAP C++ SDK
¢ Various slapd modules and slapi plugins
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Sun ONE Directory Server 5.2

O Sun ONE Directory Server 5.2 gival évag 1I0XUpPOG Kal JE dUVATOTNTEG
eCEMIENG KaTaveunUEVOG server o oTToiog BaciceTal oto LDAP. To Aoyiopikd Tou gival
MEPOG Tou Sun Open Net Environment (Sun ONE) 1o o1T0io BaacifeTal o€ avoixTa
TPOTUTTA OTTWG Java Kal TTapEXEl Eva onuavTiKa eUEAIKTO TTEPIBAAAOV yia TNV
dnuioupyia evog TANBOUG UTTNPECIWY KT atraitnon (services on demand). O
OUYKEKPIUEVOG Server TTpoa@EPEl TTANPOPOPIES YIa Evav HEYAAO apIBPO EQaPUOYWV
uTTOOTNPICOVTAG dUO TTPWTOKOAAQ YIa TNV TTPOCRAC OTOV TTAYKOOHIO KATAAOYO: TO
LDAP kai To DSML (Directory Services Markup Language).

O Sun ONE Directory Server 5.2 utrooTnpicel TI¢ akOAOUBEG TTAATPOPUEG:

MAaTopueg ApXITEKTOVIKA
Sun Solaris™ 9 Operating Environment SPARC® processors in 32-bit and 64-bit mode

Supported x86 processors

Sun Solaris 8 Operating Environment UltraSPARC® processors in 32-bit and 64-bit
mode

Sun Linux 5.0 Sun LX50 servers

Hewlett Packard HP-UX 11i PA-RISC 2.0 processors in 32-bit and 64-bit
mode

IBM AIX 5.1 PowerPC processors

Microsoft Windows 2000 Server, SP 3 Pentium 1l or later IA-32 processors

Microsoft Windows 2000 Advanced Server,
SP 3

Red Hat Linux 7.2 Pentium 1l or later 1A-32 processors

O Sun ONE Directory Server 5.2 utrooTnpicel TTOAMA TTPOTUTTA €K TWV OTTOIWV
OPIOUEVA TTAPOUCIAZOVTAl OTOV TTAPAKATW TTiIVAKA:

MNpoéTutro MNepiypapn

DSML v2 Directory Services Markup Language, an open standard for web services using
Simple Object Access Protocol (SOAP) and Hypertext Transfer Protocol
(HTTP) to provide access to directory information

LDAP The String Representation of LDAP Search Filters, RFC 2254, for searching on
search attribute value presence, equality, inequality, substring, approximate, greater
filters than, less than, and Boolean combinations thereof

LDAP URLs | An LDAP URL Format, RFC 2255

LDAP v3 Lightweight Directory Access Protocol (v3), RFC 2251, the Internet standard
protocol for accessing directory information

LDIF LDAP Data Interchange Format, RFC 2849, for exchanging directory
information
SASL Simple Authentication and Security Layer, RFC 2222, providing for extensible

authentication
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SNMP v2 Simple Network Management Protocol for network management and
monitoring

SSL/TLS Secure Sockets Layer and Transport Layer Security, industry standards for
securing data on the network

X.509 v3 Standard for public key certificate formats enabling secure authentication

IBM Tivoli Directory Server

O IBM Tivoli Directory Server TTap€xel Yia 10XuUpr uttodopur TautotnTag LDAP
OTTOU OTTOTEAEI TO IDPUMA YIO TNV AVATITUEN TTEPIEKTIKWV EQAPUOYWY dIAXEIPIONG
TAUTOTNTAG KAl TIPONYUEVWY OPXITEKTOVIKWY AOYIONIKOU OTTWG O1 UTTNPEeaieg loTou.

O1 mAaT@béppeG TTou utTooTNPICEI 0 IBM Tivoli Directory Server givar: AlX,
Solaris, Microsoft, IBM eServer iSeries, pSeries kal zSeries.

XapakTnpioTikd [MAgovekTApATA O@éAn
yvwpiopara

Broad platform Runs on AlX, Solaris, Provides great
support Microsoft Windows 2000, flexibility to fit into

and HP-UX, as well as Linux the enterprise.
distributions for Intel and IBM Consistent GUI-
eServer iSeries, pSeries and driven cross-platform

zSeries platforms install experience

DB2 UDB 8.1 Data Robust e-business Proven performance,

store foundation reliability and data

integrity

Robust Replication Single-master multiple Allows configuration
replication and multiple- of servers to match
master replication are the topography of
supported as is cascaded, the network to
gateway and partial ensure data
replication availability and to

maximize server
response time

DSML V2 support  Extends the reach of the An enterprise's
directory to web services. customers could, for
Expose the directory and example, make
deliver it to web services changes to directory
through XML coding. data such as phone
numbers or street
addresses

themselves over the
Internet rather than
calling in to customer
service

Password strength  Enable the pre-expiration of Leverage these

features passwords, the definition of  password features
password rules, maintenance along with ACL
of password history and protection features to
failed attempt account enhance directory
security
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Comprehensive Dynamically updatable Using the IBM

and extensible schema includes person schema helps avoid
schema objects and attributes and the time-consuming
the Dynamic Enabled design of schemata,

Networking (DEN)schema for which can slow the
devices and support for Java deployment of the

object storage LDAP directory
Management The Web browser-based Offers great flexibility
directory administration in managing the
console can be run on the operation of IBM
server or remotely. IBM Directory Server

Directory Server
configuration settings may
also be viewed or updated
via LDAP.Audit, Change and
Error logs are provided to
allow quick problem
detection and prevention.

Novell eDirectory 8.7.3

O Novell eDirectory €ival yia upnAig atrdédoong Kal aoPAArG UTTNPETIa
kKataAdyou. MtTopei va atroBnkeuoel kal va dIaxeIpIoOei eKaTOPUUPIa QVTIKEIPEVA,
OTTWG XPAOTEG, EQPAPUOYEG, CUOKEUEG DIKTUOU Kal DEQOMEVA. [TapEXEI CUYKEVTPWTIKN
dlaxeipIon TaUTOTNTAG, UTTOOOWMI), AOPAAEIa DIABIKTUOU Kal duvaTOTNTEG £CEAIENG O€
OAOUG TOUG TUTTOUG £QAPUOYWY TTOU TPEXOUV TTiIoW Kal Trépa atro To firewall. O
Novell eDirectory 8.7.3 TrTapéxel O1adIKTUOKEG KAl aOUPUATEG dUVATOTNTEG
dlaxeipiong, EMTPETTOVTAG TNV TTPOCRACN Kal dIAXEIPION TOU KATAAOYOU, TWV
XPNOTWYV, TWV JIKAIWPATWY TTPO0RaoNG Kal TWV JIKTUAKWY TTOPWV.

O Novell eDirectory utrooTnpiCel TO TTPOTUTTO KATAAOYoU LDAPV3 Kal TTapéxEl
UTTOOTAPIEN YIa uTTnpeoieg TLS/SSL trou Baciovtal oTov TTnyaio kwdika OpenSSL.
Tpéxel o€ Linux, NetWare, Windows, Solaris, AlX kar HP-UX.

O1 atrairhoeig ouoTtrpartog yia Tov Novell eDirectory 8.7.3 civat:
NetWare
e NetWare 5.1 Support Pack 6 or later
e NetWare 6 Support Pack 3 or later
e NetWare 6.5 Support Pack 1 (eDirectory 8.7.3 is only supported through the
NetWare 6.5 Support Pack 1 installation)
If you are using RCONSOLE, you will need a ConsoleOne® administrator workstation with
the following:
e 200 MHZ or faster processor
e 64 MB RAM (128 recommended)
e Novell Client™ for Windows NT/2000/XP version 4.9 or later or Novell Client for
Windows 95/98 version 3.4 or later

Windows
One of the following:

e Windows NT Server 4.0 with Service Pack 6 or later
e Windows 2000 Server with Service Pack 4 or later
e Windows Server 2003
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Important: Windows XP is not a supported Novell eDirectory 8.7.3 platform.

Linux

Solaris

e An assigned IP address
e A Pentium 200 with a minimum of 64 MB RAM (128 MB recommended) and a
monitor color palette set to a number higher than 16

(Optional) One or more workstations running one of the following:

¢ Novell Client for Windows 95/98 version 3.4 or later

e Novell Client for Windows NT/2000/XP version 4.9 or later

e Administrative rights to the NT/2000 server and to all portions of the eDirectory
tree that contain domain-enabled User objects. For an installation into an existing
tree, you need administrative rights to the root of the tree so that you can extend
the schema and create objects.

One of the following:

SUSE LINUX Enterprise Server 9 (IR3 required)
e SUSE LINUX Enterprise Server 8
e Red Hat Linux 7.3, 8.0, 9.0, or Red Hat Advanced Server 2.1
Note: Ensure that the latest glibc patches are applied from Red Hat
Errata on Red Hat systems.
128 MB RAM minimum
90 MB of disk space for the eDirectory server
25 MB of disk space for the eDirectory administration utilities
74 MB of disk space for every 50,000 users

Ensure that gettext is installed

One of the following:

e Solaris 8 on Sun SPARC (with patch 108827-20 or later)

e Solaris 9 on Sun SPARC

e All of the latest recommended sets of patches are available on the
SunSolve webpage. If you do not update your system with the latest
patches before installing eDirectory, you will get the patchadd error.
128 MB RAM minimum

120 MB of disk space for the eDirectory server

32 MB of disk space for the eDirectory administration utilities

74 MB of disk space for every 50,000 users
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KE®AAAIO 2: APXITEKTONIKH LDAP

To LDAP gival Baociopévo oTo HovTEAO client/server kai Xl eGeAIXOei wg Eva
eAA@PU TTPWTOKOAAO YIa TNV TTPOCRACT OTIG TTANPOPOPIEG TWV UTTNPETIWV
kataAoyou X.500. AT T1OTE €€l yivel M0 avegdpTnTo atro 1o X.500 Kkai o1 servers
TTOU UTTOOTNPICOUV aTTOKAEIOTIKA TOo LDAP Kai 01 To DAP, gival TTAéov koivoi. H
emTuxia Tou LDAP €xel augnBei kal autd o@eileTal oTa akOAOUBA XapaKTNPIOTIKA
TTOU TO KOBIOTOUV aTTAOUCTEPO OTNV £Qapuoyrh o€ oxEéon Me 1o X.500 kai To DAP:

e To LDAP 1péxel oto TCP/IP ka1 6x1 0Tn oToia TOU TTPWTOKOAAOU
OSI. To TCP/IP cival AiyéTepo atrautnTIKO 0€ TTOPOUG Kal ival
EUPEWG OI0BETIPO, EIBIKA OTA UTTOAOYIOTIKA CUCTHUATA YPOPEIOU.

e To Aeitoupyikd povTtéAo Tou LDAP gival o atTAd. MNapaAeitel Ta
avTiypa®a Kal Ta OTTaViwg XPNOIUOTTOIOUPEVA E0WTEPIKA
XOAPOKTNPIOTIKA yVwpiopaTta. OAa autd kaBioTtouv 1o LDAP
EUKOAOTEPO OTNV KATAVONOH KAl TNV £€QApUOy TOU.

e To LDAP xpnOIUOTIOIEI OTOIXEIOOEIPEG (Strings) yia va
avatrapaoTioel Ta dedopéva Kal OX1 TTOAUTTAOKO dopnuEva
OUVTaKTIKG OTTWG N ASN.1 (Abstract Syntax Notation One).

2.1 Emokotmnon ApXITeKToviking LDAP

To LDAP kaBopilel TO TTEPIEXOUEVO TWV UNVUPATWY TTOU avTaAAGooovTal
peETagU Tou LDAP client kai Tou LDAP server. Ta pynvuparta dIEUKpIViCouv TIg
AgIToupyieg TTou ¢nTouvTal aTrd ToV TTEAATN (avalnTnon, TPOTTOTToINoN, dlaypagn
K.A.TT.), TIG QTTAVTAOEIG ATTO TNV PEPIA TOU server, Kal To format Twv dedoPEVWY TTOU
METa@EpovVTal OTa PunvuuaTa. Ta pnvopata LDAP peta@épovtal TTavw oto TCP/IP.
Emeidr) to TCP/IP gival TTpwTOKOAAO TTOU TTpocavaToAifeTal e OUVOEDT, UTTAPYXOUV
A€ITOUpYiEG TTOU YivovTal yIa va KaBIEpWwoouv Kail va d1IakOYOouUV Pia oUVod0o PETAEU
TOU TTEAATN KAl TOU ECUTTNPETNTH.

QoT1600, yia Tov oXedlaoTr Tou KataAdyou LDAP, dev £xel TOCO onuaacia n
QoMM TwV unvuudaTwy 1Tou oTéAvovTal Kal AauBdavovtal. Auto TTou €xel onuaacia givai
TO AoyIkO pHOVTEAO TO OTTOI0 KABOoPICeTal ATTO AUTA TA PNVUPOTA KAl OTTO TOUG TUTTOUG
TWV OEOOPEVWV TT.X. TTWG OPYAVWVETAI O KATAAOYOG, TTOIEG AEITOUPYIEG UTTOPOUV va
yivouv, Je 11010 TPOTTO TTPOCTATEUOVTAI Ol TTANPOPOPIEG KAl OUTW KABEEAG.

H yevikr] aAAnAeTTidpaon petagu Twv LDAP server kai client Traipvel Tnv
aKOAouBn popei:

¢ O client kaBiepwvel pia ouvodo ue Evav LDAP server TTou gival yvwoTH wg
o0éaueuaon Tou server. O client dieukpivi¢el To host name 1} Tnv IP dietBuvon kai Tov
port number Tou TCP/IP é1mou o€ autév “akouel’ o LDAP server. O client utropei
va TTapEXEl Eva user name Kal £va KWOIKO TTpOCRaoNS YIa VA ETTIKUPWVETAI
KataAAnAa pe Tov server. 'H utropei va KaBiepwaoel Jia avwvupn oUvodo PE
TTPoETTIAeypéva DikaiwpaTa TTpooBaong (by default). Etriong o client kai o server
MTTOPOUV VA KABIEPWOOUV PIa GUVODO TTOU VA QApUOLEl IOXUPEG HEBODOUG
KPUTTTOYPA®NoNG OeOOPEVWIV.
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o ‘Etreira o client ekteAei Acitoupyieg TTAvw oTa dedopéva Tou KaTaAoyou. Auto
EMTPETTEI OTIG TTANPOYOPIEG KATAAOYOU va dlaxelpifovTal Kal va epwTwvTal. ETriong
10 LDAP utrooTnpiCel Tnv avalritnon 0e00PEVWV TTOU IKAVOTTOIOUV auBaipeTa
KPITAPIa Ta OTToia £X0UV KOBOoPIoTEI atTo ToV XproTn. H diadikacia avalitnong
gival TToAU ouvnBiopévn yia Tov LDAP. 'Evag xpriotng NTropei va dIEUKPIVIOEI TTOI0
MEPOG TOU KaTaAdyou B€Ael va avalnTtnBei kal TTola TTANPOoPopPIia va ETTIOTPAYPEI.
‘Eva @iATpo avalntnong tmou xpnoiuyotrolei 6poug BOOLEAN digukpiviCel TTolo
OTOIXEIO TOU KATAAOYOU TaIPIAZEl JE TO KPITAPIO avalATnong.

e OT1av o client oAokAnpwaoel TRV UTTOROAN EPWTNHUATWY KAEIVEI TV OUVODO WE
TOV server. AuTo gival yvwoTo wg armodéoucuon (unbinding).

Av kai dev kaBopileTal atrd TO TTPWTOKOANO LDAP oUTE at1rd TNV APXITEKTOVIKI)
TOU, UTTAPXEl €va yvwoTO LDAP API TTOU €TTITPETTEI OTIG EQAPPOYEG VA
aAANAeTTIOpOoUV eUKOAa pe Toug LDAP servers. To API ptropei va BewpnBei wg pia
TIPOEKTAON TNG APXITEKTOVIKAG Tou LDAP. NMapoAo mou 1o LDAP API NG yAwooag C
gival yovo €va evnuepwTikKd RFC Kail n 1o TTpdo@aTtn evNUEPWOT TOU €ival Eva
TTPooX£DIO Internet, £xel katagpépel de facto va OAoel o€ KaTtdoTaon TTPOTUTTOU
€TTeId utToOTNPICETAN ATTO OAOUG TOUG ONUAVTIKOUG TTpounBeuTtég LDAP. H
@IAooco@ia Tou LDAP API gival va diatnpei Ta TTpdyuata atrAd. Auto onuaivel OTi
MTTOPEI, JE XAUNAO YEVIKA KOOTOG, VA TTPOCTEDEI UTTOOTHPIEN KATAAOYOU OTIG
UTTAPXOUOEG EQAPHPOYEG.

Emeidr) To LDAP 1TpoopioTnKe apXIKA wg Pia eAa@pid EVOAAOKTIKI) AUOT TOu
DAP yia Tnv TpoéoBacn og karahdyoug X.500, akoAouBei To povrédo X.500. O
KATAAOYyog atToBnKeUEl Kal opyavwvel OOPEG OEOOPEVWV YVWOTEG WG KATAXWPHOEIS
(entries). Mia kataxwpnon KataAdyou ouvrnBwg TTEPIYPAPE! £vVA AVTIKEIMEVO OTTWG
éva ATopo, évav eKTUTTWTH, évav server Kal Ta Aoitrd. Kabe kataxwpnon £xel éva
ovoua yvwaoTd wg d1akpito ovoua (Distinguished Name(DN)) rou Tnv TTpoodiopidel
povadikd. To DN atroteAgital atmmd pia akoAouBia pepwV TTOU OVOUAZoVTAl OXETIKA
olakpit@ ovouara (RDNS) Ta otroia poiddouv KaTd TTOAU JE TO dvoua apxEiou TTou
TTEPIEXEI TA paths ovoudTwy KATaAOYyou o€ TTOAAG AEITOUPYIKA CUCTHPATA OTTWG TWV
UNIX kat WINDOWS. O1 KaTaxwproeig UTTOpoUV Va TAEIVOPOUVTAI O€ JIA IEPAPXIK
Mop®r) OEvTpou Baciopévn oTa dIAKPITA OVOPATA TOUg. To OEVTPO Twv
Kataxwpnoewv KataAoyou ovopadetal Aévtpo MNMAnpogopiwv KaraAdyou (Directory
Information Tree (DIT) ).
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Root entry

T

Entry A Entry B
Entry A1 Entry A2 Attribute 1 Attribute 2 Attribute 3
Type Distinguis hed Value oo00 Value

value

2xhua 2.1 Aoun DIT

KdaBe kaTtaxwpnaon TTEPIEXEI VA i TTEPICTOTEPA XApaKTNPIOTIKA (attributes)
TQ OTTOIO TTEPIYPAPOUV TNV KaTaxwpnon. KABe xapakTnpIoTIKO £xEl €vav TUTTO Kal YId
TINA. MNa TTapadeiyua, n Kataxwpenon KartaAdyou evog aTOPoU UTTOPED va €XEI TO
XapakTnEIoTIKO telephoneNumber. To CuvTakTIKO TOU XAPAKTNPIOTIKOU
telephoneNumber digukpiviCel OTI 0 TNAEQWVIKOG ApIBUOG TTPETTEI va gival hia
aKkoAouBia atré apIiBUOUG TTOU PTTOPEI VA TTEPIEXOUV dIOOTAMATA KAl TTAUAEG. H Tiun
TOU XOPOKTNPIOTIKOU Ba gival 0 TNAEPWVIKOG aplBuOS Tou atopou Tr.xX 512-555-1212.

Mia kataxwpnon KataAOyou TTepIypAa@el KATTOI0 avTIKEievo (object). Mia
KQTnyopia avriKEUEVOU €ival JIA YEVIKA TTEPIYPAPI TTOU CUXVA QVAQEPETAl WG POpUa
QVTIKEIUEVOU O€ AVTIOIAOTOAA PE TNV TTEPIYPAPT EVOG OUYKEKPIMEVOU AVTIKEINEVOU.
Mapadeiyparog xapiv, n katnyopia (class) avrikeipévou person £xel Eva
XOPAKTNPIOTIKO Surname evw TO AVTIKEIYEVO TTOU TTEPIYPAgEel TO John Smith €xel éva
XOPAKTNPIOTIKO surname pe tnv T Smith.

O1 KaTnNyopieg AvTIKEIMEVOU TTOU PTTOPEI va a1ToBnKeUoEl £vag server
KAaTaAOGyou KaBWG Kal Ta XAPAKTNPIOTIKA TTOU TTEPIEXOVTAI O QUTEG, TTEPIYPAQOVTAI
oTo oXAMa (schema). To oxnua kaBopilel To €i0OG TWV KATNYOPIWV AVTIKEINEVOU
TTOU EMITPETTETAI VA ATTOONKEUBOUV OTOV KATAAOYO, TTOI0 XAPAKTNPIOTIKA TTPETTEI VO
£XOUv, TTOoI0 aTTO AUTA €ival TTPOAIPETIKA KAl TOV OUVTAKTIKG TUTTO auTwv. Na
TTAPAdEIYUA, BEWPOUNE EVa OXN A TTOU OPICEl YIa KATNYOPIA AVTIKEINEVOU PE TO
ovopa person. To oxnua tng Katnyopiag person arraitei 611 €va Atopo Ba €xel 10
XOPAKTNPIOTIKO surname 1o OTT0io Ba gival éva string XapakTripwy, SIEUKPIVICOVTAG
OTI N KATAXWPENON EVOG ATOPOU PTTOPE TIPOAIPETIKA va €XEI KAI TO XOPAKTNPIOTIKO
telephoneNumber 61Tou €ival éva string apIBuwWY, KEVWV Kal TTAUAWV.

To LDAP opicel AeIroupyieg yia Tnv TTpoCTTéEAAC KAl TPOTTOTTOINCN
KATOXWPHOEWV KATAAOYoU OTTWG:

e AvalnTnon yia KaTaxwpnoeig TToU IKAVOTTOIoUV Ta KPITAPIA TTou KaBopilovTal
atrd Tov XpnoTn

e [1po0Brikn kataxwpnong

e Alaypa@r] KaTaxwpnong

e TpoTtroTToinon Kataxwpnong
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e TpoTtrotroinon Tou dIAKPITOU I} TOU OXETIKOU DIaKPITOU OVOUATOG HIOG
Karayxwpnong
e 2 UYKPION KATAXWPENonNg
To LDAP egival Tekunpiwpévo o€ ToAAG IETF RFCs. MapariBevral Ta RFCs NG
€kdOONG 3 PE HIa PIKPN TTEPIYPAPN YIA VA YIVEI YIA ETTIOKOTTNON TWV £YYPAPWYV TTOU
KaBopilouv TNV apxITEKTOVIKr Tou LDAP.

1. REC 2251 Lightweight Directory Access Protocol (v3)

Mepiypd@el To TTPWTOKOAAO LDAP TTOU €ival OXEDIAOUEVO WOTE VA TTAPEXEI
eAa@pIad TTpooBacn o€ KAaTaAdyoug TTou utrooTnpifouv 1o povTEAo X.500. To eAagpu
TTPWTOKOAAO TTPOOPICTNKE VIO EQAPUOYN O€ TTEPIBAANOVTA TTEPIOPIOUEVWV TTOPWV
OTTWG oI browsers kai Ta IKPG UTTOAOYIOTIKA cuoTHPATA Ypageiou. Autd To RFC
atroTeAEi Tov TTUPiva TNG olkoyEvelag Twv LDAP RFECs. Meplypd®el 1O TTWG
ovopadovTal ol KaTaXwPNOoEIG YE Ta DIAKPITA ovouaTta, kabopilel To format Twv
MNVUPATWY TTOU avTaAAdooovTal JETOEU TOU TTEAATN KOl TOU Server, atrapiOuE Tig
AEITOUPYIEG TTOU YTTOPOUV VA EKTEAECBOUV aTTO TNV PEPIA TOU TTEAATN KaI OIEUKPIVICEL
OTI Ta OedOPEVA AVATIAPIOTWVTAI UE TNV XPNOINOTTOINON TNG KWOIKOTTOINONG
xapakthpa UTF-8. To RFC 2251 dieukpiviel OTI 01 KATAaXWPENOEIS KATAAOYyou TTou
TTEPIYPAPOVTAI OTO OXAMA TTPETTEI VA €ival OI IDIEG AVAYVWOIUES £TO1 WOTE €vag
TTEAATNG VA UTTOPEI va TTPOCOIOPIOEl TOV TUTTO TWV QVTIKEIMEVWV TTOU ATTOBNKEUEI O
katahoyog. KaBopilel Tov TpOTTO YE TOV OTT0I0 £vag TTEAATNG YTTOPEI va TTPOCQUYEI OE
évav aAov LDAP server Qv €vag server dev TTEPIEXEI TNV NTOUUEVN TTANPOYPOpIa.
MepIypa@el TO TTWG Ol HEHOVWUEVEG AEITOUPYIEG PE TIG KATAAANAEG pUBUIOEIG
MTTOPOUV VA ETTEKTABOUV KAl TTWG Ol TIPOCOETEG AEITOUPYIEG UTTOPOUV VA
TTPOCBIOPICTOUV XPNOIMOTTOIWVTAG ETTEKTAOEIS. ETTiong oulnTdel yia TO TTWG Ol
TTEAATEG UTTOPOUV va {NTACOUV ETTIKUPWOTN ATTO TOUG Servers Kal TTPOaIPETIKA va
xpnoigotroijoouv 1o Simple Authentication and Security Layer (SASL) yia va
EMTPEWYOUV TTPOCBETOUG UNXAVIOUOUG ETTIKUPWONG.

2. RFC 2252 Lightweight Directory Access Protocol (v3): Attribute Syntax Definitions

To LDAP xpnoigoTrolgi okTadIKA strings yia va avaTrapacTHOE! TIG TIUEG TV
XOPAKTNPIOTIKWY VIO TN JETAPOPA OTO TTPWTOKOANO LDAP. Autd 1o RFC kaBopilel To
TTWG AvaATTApPIoTWVTAI TINEG OTTWG OI aKEPalol apiBuoi, dieuBuvaoelg e-mail kal Ta
Aorrd. Ma mapddelypa, o akEpaiog 123 avatrapiotdral atrd 1o string 1237, Ol
OPIOHOI AUTOI OVOUACOVTAl CUVTAKTIKA XAPAKTNPIOTIKWYV (attribute syntaxes). To
OUYKEKPINEVO RFC TTEPIYPAPEI TO TTWG KWOIKOTTOIEITAI £va XAPOAKTNPIOTIKO PE Eva
OUYKEKPIMEVO OUVTAKTIKO TUTTO OTTWG “TNAEQWVIKOG aplBuOS”. ETTiong kaBopiel Toug
KAVOVEG TTOU XpeIddovTal yia va KaBoploBei av ol TINES IKAVOTTOIoUV Ta KPITAPIA
avadnTnong.

AuTOI 01 TUTTOI XOPAKTNPIOTIKWY KAl O OUVTOKTIKI) TOUG JOop®n
XPNOIYOTTOIOUVTAI VIO VA XTIOOUV TO OXNUA TTOU TTEPIYPAPEI TIG KATNYOPIEG
QVTIKEINEVWY. 'Eva oXANA ava@EPEl TA XOPAKTNPIOTIKA TTOU TTPETTEI va €XEI MIA
Kataxwpnon kataAdyou. KaBe kataxwpnon kataAdyou £xel éva objectclass
XOPAKTNPIOTIKO TO OTTOIO ATTAPIOUEI TO OXNMA (Eva 1} TTEPICCOTEPA) TTOU TTEPIYPAPEI
TNV KaTaxwpnon. Napadeiyparog xapiv, hia Kataxwpnon KataAdyou UTropei va
TTEPIYPAPOEi atrd TIG KATNyopieg avTikelyévou residentialPerson kai
organizationalPerson. Av £va XapaktnploTIKO objectclass repIAapBavel TRV TIPA
extensibleObject, 101 ptTOPEi VO TTEPIEXEI OTTOIODATTOTE XAPAKTNPIOTIKO.
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3. RFC 2253 Lightweight Directory Access Protocol (v3): UTF-8 String
Representation of Distinquished Names

Ta dlokpITd ovopata (DNS) €ival Ta yovadiKa avayvwpIoTIKA TwV
KATOXWPAOEWV KATAAOYOU Ta OTTOIa JEPIKEG POPES KAAOUVTAI TTPWTEUOVTA KAEIDIA (
primary keys). To X.500 xpnaoipoTroiei Tnv ASN.1 yia va KwdIKOTToINoEl Ta dIoKPITA
ovopara. To LDAP KwdIKOTTOIEI TA dIAKPITA ovopaTa wg strings. Auto 1o RFC opicel
TOV TPOTTO PE TOV OTTOI0 avatrapioTwvTtal Ta DNs pe Tnv popr strings. Mia
avaTtrapaoTaon string €ival EUKOAO va KWOIKOTTOINBEI Kal va atToKwOIKOTTOINOE Kal
emITTAEOV gival avBpwTTivwg avayvwolun. ‘Eva DN atroteAgital atmmd pia akoAouBia
OXETIKWV dloKpITwV ovoudtwy (RDNS) 1Tou xwpifovTal ye kOuuata. H akoAouBia
Twv RDNs kavouv Ta DN ovéuarta va ival o1 TTpOyovol JIAG KATaxwpnong
KataAdyou oTnv pifa evog DIT. KaBe RDN £xel ouykpoTnOei atrd tnv Tiuf evog
XOPOKTNPIOTIKOU TTOU AQVAKEI O€ Pia KaTaxwpnon. lMNa rapddeiyua, To DN cn=John
Smith, ou=Austin, 0=IBM, c=US avTITTpooWTTEVEI PIO KATAXWPENON TTOU aPopd £va
ATOPO pE TO Gvopa (cn: common name) John Smith TTou avrKeEl 0TV OPYAVWTIKN
povada (ou: organizational unit) Austin otov opyavioud (o: organization) IBM otnv
Xwpa (c: country) US.

4. REC 2254 The String Representation of LDAP Search Filters

Ta @iATpa avalnTnong Tou LDAP TTapExouv £vav IoXupod Pnxaviopo
avadnTnong Karaxwprnoewyv KataAGyou TToU IKAVOTTOIOUV OpIoHEVA KpIThpIa. To
TTPWTOKOAAO LDAP opiCel Tnv diIKTUOKA avattapdoTtaon evog QiATpou avalnTnong.
Mia T€Tola avatTapdoTaon NTTOPEI va XPNOIMOTTOINBEI O TTOANEG EQAPUOYEG 1) OTOV
TTNYQio KWAIKA VOGS TTPOYPANUATOS VI VO Opicel Ta KPITHpla avadntnong. O1 TIuEG
TWV XAPOKTNPIOTIKWY CUYKPIVOVTAI JE TNV XPNOIKMOTTOINON TEAEOTWV OTTWG =", ">,
O1 Boolean 1eAe0TEG PTTOPOUV VA XPNOIMEUOOUV OTNV KATAOKEUN TTI0 OUVOETWV
@iATpwv. Mapadeiyparog xapiv, To QiATpo avalntnong (| (sn=Smith) (cn=Jo*)) waxvel
YIO EYYPAPEG TTOU EITE £XOUV Eva XAPOAKTNPIOTIKO surname Smith €ite &va common
name TTou apxicer atro Jo.

5. REC 2255 The LDAP URL Format

O1 URLs (Uniform Resource Locators) xpnoiyoTroiouvTai yia va
avayvwpi¢ouv 1I0TooeAIDEG, apxeia kKal AAAEG TTNYEG oTo Internet. 'Eva LDAP URL
dleukpiviCel OTI pia avalntnon LDAP Ba ekteAeoBei oe ouykekpiyévo LDAP server.
‘Eva LDAP URL avTItTpoowTrevel e oTaBEPO Kal TUTTOTTOINKEVO TPOTTO TNV
ETMOTPEPOUEVN TTANPOPOPIA WG TO ATTOTEAECHA TNG avalTNONG.

6. REC 2256 A Summary of the X.500 (96) User Schema for use with LDAPv3

[MoAAG oxriuaTa Kal XapakTnPIoTIKA TTOU ouvhBwg TTpooeyyifovTal atrd Toug
TeEAATEG KaTaAoyou gival AdN kaBopiopéva atro 1o X.500. Auto 1o RFC kdvel pia
ETMIOKOTTNON TWV XAPAKTNPIOTIKWY KAl TWV KATAYOPIWYV AVTIKEIUEVOU TTOU TTPETTEI Ol
LDAP servers va avayvwpi¢ouv. ['a TTapadelyua, kabopifovral XapakTnpIoTIKA
OTTWG cn (common name), description kai postalAddress. Etriong kaBopilovTai
KATNYOPIEG AVTIKEIUEVOU OTTWG country, organizationalUnit, groupOfNames kai
applicationEntity.
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Ta RFCs 110U ava@épbnkav Tapatrdvw dIaPop@uVOoUV TOV TTUPAVA TOU
LDAP trpodiaypa®ng ékdoong 3. EkTog atmd autd 1a RFCs, n IETF diaB£Tel évav
apIBuS TTPOTEIVOPEVWY ETTEKTACEWY TOU LDAPV3 TTOU UTTOPOUV Va £papuocOouv
aTTO TOUG TTPONNBEUTEG. EVTOUTOIG, O1 ETTEKTACEIG AUTEG BpioKOoVTal OKOPA O€
KaraoTaon TTPooXediwv aAAG ptropei va aAAdgouv. H akdAouBbn AioTta ouvowyicel
KATTOIEG ATTO TIG TIPOTEIVOUEVEG ETTEKTACEIG:

e YTIOXPEWTIKA £QAPUOYH ETTIKUPWONG
Mia TTpooTTdBeIa WOTE va UTTAPEEI Jia TOUAAXIOTOV TTPOTUTIN, QOQPAAAG
MEBODO £TTIKUPpWONG o€ GAOUG TOUuG servers Kkai clients (0x1 uovo oto LDAP),
TTaPA EEXWPIOTEG HEBODOI YIa KABE TTPWTOKOAAO TTOU TPEXEI TTAVW OTO
TCP/IP.

o Emektdoeig via Auvapikéc YTTnpeoie¢ KataAdyou
AuTr] gival pia €TTEKTACN TTPWTOKOAAOU TTOU ETTITPETTEI OTOUG TTEAATEG VA
AAANAETTIOPOUV TTIO AGIOTTIOTA PE TOUG Servers 0Tav Ta TTEPIEXOUEVA TOU
KataAoyou aAAalouv.

o Xpnon twv Kwdikwv Nwoocag oto LDAP
Mepypdgel TRV TTPOCONKN TV KWOIKWY QUOIKAG YAWOoOoOg oTa
XOPOKTNPIOTIKA TTOU a1ToOnKeUovTal OTOV KatdAoyo LDAP.

e EmékTaon 1ou LDAPV3 yia TNV A0QAAEIQ TOU OTPWUATOG UETAPOPAC
KaBopilel TNV eVOWPATWON TOU PNXAVIOUOU ao@AAEING OTPWHATOG
METaPOPAG (TLS) péoa oto LDAP.

o EmékTaon eAéyxou LDAP yia ToV XEIPIOUO OEAIDOTTOINUEVWY ATTOTEAEOUATWY
Mepiypd@el pia €TTEKTAON EAEYXOU VIO OEAIDOTTOINCN TWV ATTOTEAEOUATWY
avadnTnong. Auto atroTeAei €I0IKN agia yia TOug atTAoUG, -TTEPIOPICHEVNG
AeIToupyiag- TTEAATEG £T01 WOTE va PTTOPOUV Va NTOUV Ta ATTOTEAETPATA
avadrnTnong va eIoTPEPOVTAI O€ PIKPOTEPA THAMATA (O€AIDES) KABE popa.

o [lapaTrouTIEC KAl ava@opEC TTANPOPOPIaG o€ KaTaAdyoug LDAP
KaBopilel TO TTWG 01 TTAPATTOUTTES KAl Ol ava@QOPES TTANPOPOPIag YTTOPOUV va
a1ToONKEUBOUV WG XAPAKTNPIOTIKA KAl TTWG MTTOPOUV VA XPNOIJOTToINBouy.

o EmékTaon eAéyxou LDAP yia TNV Ta&Iivounon TwWV OTTOTEAECUATWY
avadnTnong oTov server.

Emtpétrel Tnv Tagivounon Twv aTToTEAECUATWY avadhTnong OTov server arr’
OTI oToV client. Autd ptTopEi va gival eTTIBUPNTO yIa TNV KATAOKEUN
ATTAOUCTEPWV -TTEPIOPIOHUEVNG AEITOUPYIAG- TTEAATWV.

e H dieTa@n Tpoypauyatioyou Tou LDAP
KaBopicel To API Tng yAwooag C ato LDAP. O1 TTepIocoOTEPOI TIPOPNBEUTEG
NON EVOWPATWYOUV QUTH TNV €TTEKTAON ) TOUAAXIOTOV £va UEPOG AUTAG.

2.2 TaNpétuma LDAP

To LDAP pTropei va yivel KOAUTEPA KATAVONTO av £EETACOUNE TA TEOTEPQ
MOVTEAQ OTA OTTOIO €ival BACIOUEVO:
e [lAnpogopia
Mepiypd@el TRV douA TWV TTANPOPOPIWY TTOU aTTOBNKEUOVTAIl O€ évav
katahoyo LDAP.
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e Ovopacia
Mepiypd@el TOV TPOTTO PE TOV OTTOIO N TTANPOPOPIa OPYAVWVETAI KAl
avayvwpi¢etal otov KatdAoyo LDAP.

e AsiToupyIkOéTNTA
MepIypdgel TIG AEITOUPYIEG TTOU PTTOPOUV VA EKTEAECBOUV TTAVW OTIG
atroBnkeupéves TTANPo@opicg kataAoyou LDAP.

o Aoc@dAsia
Mepypdgel 1O TTWG N atroBnkeupévn TTAnpo@opia kataAdyou LDAP ptropei
vVa TTPOCTATEUETAI ATTO PN ETTIKUPWHEVEG TTPOCPBACEIG.

2.2.1 To lNAnpogopiaké MovtéAo

H Baoikh povada ammoBnkeupévwy TTANPOPOPIWV KATAAGYOU ovoudadeTal
karayxwpnaon. O1 KATaXwWPENROEIS AvaTTapIOTOUV QVTIKEIMEVA OTTWG ATOUA, Servers,
OPYQVIOPOUG KAl OUTW KABEeENG. ATToTEAOUVTAI ATTO MIO OUAAOYH XAPOKTNPIOTIKWYV
TTOU TTEPIEXOUV TTANPOPOPIES VIO TA AVTIKEIUEVA. KABE XapakTnpIoTIKO €XEl Evav TUTTO
Kal J1a ) TTEPIoCOTEPEG TIMEG. O TUTTOG TOU XAPAKTNPIOTIKOU CUVOEETAI PE EVAV
OUVTAKTIKO TUTTO. O OUVTAKTIKOG TUTTOG DIEUKPIVICEI TA €i0N TWV TIWWYV TTOU UTTOPOUV
va atroBnkeuBouv. Na Tapddelyua, hia KaTaxwpnon UTTOPEi va €XEl TO
XapakTnpIoTIKO facsimileTelephoneNumber. O ouvTakTIKOG TUTTOG Al M€ QUTOV TOV
TUTTO TOU XAPOKTNPIOTIKOU BIEUKPIVICEI OTI OI TINEG €ival TNAEQWVIKOI apIBPOi 01 OTTOIO!
AvaTTapioTavTal aTTo EKTUTTWOIKA strings. Eival mBavo pia kataxwpnon KataAdyou
€VOG OpYyaVvIOUOU VA TTEPIEXEI DIOPOPETIKEG TIMEG YIA TO TTAPATIAVW XAPOKTNPIOTIKO.
AuTO onuaivel 611 Evag opyaviouog 1) ATOPO TTOU AVTITTPOCWTTEUETAI ATTO THV
ovToTnTa Ba £x€l TTOANOUG apiBuoug fax. H oxéon peTagu karaxwpnong KataAoyou,
TWV XAPOKTNPIOTIKWY KAl TWV TIMWV TNG @aiveTal 0To oxAua 2.2.1.

Entry

w .w -
-

- .
) i
| Attribute b
N i
- _ " v

2xhua 2.2.1 Karaxwpnoeig, XapakTnpIoTIKA Kal TIES

Attribute

ff-

'

1 Value :
-t
Fa " y

i
¢ Malue :
5

EkT16G a116 TOV KABOPIoUO TWwV dEBOUEVWY TTOU ATTOBNKEUOVTAI WG TIUN O€ £va
XOPOKTNPIOTIKO, €VOG OUVTAKTIKOG TUTTOG KOBOPICEl ETTIONG TO TTWG QUTEG OI TIMEG
OUNTTEPIPEPOVTAI KATA TNV DIAPKEIA TWV dIAdIKACIWY avaliTnong Kal GAAwvV
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Agiroupyiwv kataAoyou. Mapadeiypatog xapiv, To XapakTnpioTIKO telephoneNumber
€XEl Evav OUVTOKTIKO TUTTO O OTTOi0G KABOPICE!:

e TNV AECIKOYPAYIKI) OEIPA

e OTI TO KEVA KAI OI TTAUAEG AyVOOUVTal KATA TNV DIAPKEIA TWV OUYKPIOEWV

e OTI Ol TIUEG TTPETTEI VA €ival Strings XApaKTHPwWV
Mo Tapadeypa, XPNoIUOTTOIWVTAG TOUG OWOTOUG OPITHOUG, O TNAEQWVIKOI apIBuoi
”512-838-6008", "512838-6008” ka1 "5128386008” BewpouvTal OTI €ival idiol.
Mepikoi a1Td TOUG OUVTAKTIKOUG TUTTOUG TToU £X0uV oploBei yia To LDAP TTapartifevral
oTov ak6AouBo TTivaka.

ZUVTOKTIKOG TUTTOG | Mepiypagn

bin Auadikr) TTAnpoopia.

ces case exact string, yvwoTo €1Tiong wg string karaAdyou”,
gival onuavTiké Katd TV JIAPKEIA TWV OUYKPIoEWV.

cis case ignore string. Agv gival onUAvTiko KATA TNV
OIAPKEIA TWV OUYKPICEWV.

tel TNAe@WVIKOG apiBudg. O1 apiBuoi cupTTEPIPEPOVTAI
oav KEIMEVO, aAAG Ta KEVA Kal OI TTAUAEG TTApaAAEgiTTOVTaL.

dn AlokpITd Gvopa.

Generalized Time To £€10G, 0 PvVagG, N NUEPA KAl O XPOVOG avaTTaPIOTWVTAI

WG PIa EKTUTTWOIUN OEIPd.

Postal Address

AleuBuvon TaxudpopEiou PE YPAPUES TTOU XwpidovTal atro

TOV Xapakthpa “$”.

Mivakag 2.2.1.a’ Mepikoi arré Toug OUVTAaKTIKOUS TUTTOUS XapaKTnpioTIKwy LDAP.

O Trivakag TTou akoAouBei TTapouciddel KATTOIa KOIVA XapaKTNPIoTIKA. MepIka
atro auTd £xouv Yeudwvupa (aliases) Ta oTroia JTTopoUV va XpNnoihoTroinBouv
OTTOUdNTTOTE XPNOIYOTTOIEITAI TO TTAPEG OVOUA TOU XOPAKTNPIOTIKOU. Mapadeiyparog
XApIv, TO CN XPNOIUOTTOIEITAI OTAV AVAPEPOUAOCTE OTO XAPAKTNPIOTIKO

commonName.

XapakTnpIoTIKO, Alias | ZUvTakTIKOG TUTrOG | Mepiypaen Mapadsiypa

commonName, cn cis Koivé 6voua John Smith
MIOG KATaxwpnong

surname, sn cis To emmiBeTo evOg aropou | Smith

telephoneNumber tel TNAEQWVIKOG apiBudg 512-838-6008

organizationalUnitName, | cis Ovopa piag povadag itso

ou opyaviouou

owner dn AlokpITG Gvopa Tou cn=John Smith
atouou oTo oTToio avikell o= IBM, c=US
n Karayxwpnon

organization, o cis Ovopa evog opyaviouou | IBM

jpegPhoto bin dwrtoypagia ye JIPEG | dwroypagia Tou
format John Smith

Mivakag 2.2.1.8° Koiva xapakrnpiotika LDAP
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O1 replopIopoi uTTOPOUV Va ouvduacBoUV PE TOUG TUTTOUG TWV
XOPOKTNPIOTIKWY YIa VA TTEPIOPICOUV TOV apIOUS TWV TINWV TTOU attoBnkeuovTal OTO
XOPAKTNPIOTIKO ] VA TTEPIOPICOUV TO OUVOAIKO PEYEBOG Yiag TIUAG. MNa TTapddeiyua,
£Va XOPAKTNPIOTIKO TO OTTOIO TTEPIEXEI MIA QUTOYPAPia Ba UTTOPOUCE VA PEIWCEI TV
XwpnTikoTNTd Tou 0Ta 10 KB €101 WOTE VA ATTOTPATIEI N XPAoN adIKAIOAOYNTWV
TTOOOTATWY ATTOONKEUTIKOU XWpou. 'H £va XapakTnpIoTIKO TTou ouvrBife va
atroBnkevel Evav social security number 8a YrTopoUce va TTEPIOPIOTEI OTNV QUAASLN
MIOG JOVO TIUAG.

Ta oxnuara kaBopifouv Tov TUTTO TWV AVTIKEIMEVWY TTOU ATTOBNKEUOVTAI OTOV
KatdAoyo. ETiiTAéov atrapiBuoulv Ta XapakTnPIoTIKA KABE TUTTOU AVTIKEIMEVOU KAl
geEXWPICOUV TTOIa ATTO AUTA EiVal UTTOXPEWTIKA KAl TTOI0 TTPOAIPETIKA. MNMapadeiypaTog
XApIv, OTO OXNUA person, armaITeital To XapakTnpIoTikG surname (sn) aAAd 1o
description gival TTPOAIPETIKO. AKOPA 0 EAEYXOG TOU OXAMATOG £aa@aAilel OTI TA
XOPOKTNPIOTIKA TTOU OEV BpiokKovTal 0TO oXAMa OEv gival atToBnKeupéva oTnV
Karaxwpnon. Ta TTPoaIpeTIKA XAPAKTNPIOTIKA PUTTOPOUV va CUPTTANPpwOOUV
OTTOIAOATTOTE OTIYUN. TO OXNua €TTioNG KABopiel TNV JETAPOPA KAl TNV
UTTOKOTNYOPIOTTOINON TWV AVTIKEIUEVWY KABWG Kal TNV akpIpry 6€on eueaviong Toug
oTnv Igpapyia Tou DIT.

O mivakag 2.2.1.y’ deixvel HEPIKA KOIVA OXNUATA (KOTNYOPIEG AVTIKEINEVWYV KOl TA
ATTAUTOUPEVA XAPOKTNPIOTIKA TOUG). Z€ TTOANEG TTEPITITWOEIG, YIO KATAXWPENON UTTOPEI
Va TTEPIEXEI TTEPICOOTEPEG ATTO WIA KATNYOPIEG AVTIKEINEVOU:

KaTtnyopia avrikeipévou | lMNepiypaen AtraiToUpeva
XOPOKTNPIOTIKA
InetOrgPeson Opicel kaTaxwpnoeig commonName (cn)
yla éva GTouo surname (cn)
objectClass
organizationalUnit Opicel kaTaxwpnoeig yia, ou
MOVAdEG opyaviouou objectClass
organization Opicel kaTaxwpnoeIg yial 0
OpYaVIOUOUG objectClass

Mivakag 2.2.1.y' Karnyopies avTIKEIUEVWY Kal TA ATTAITOUUEVA XAPAKTPIOTIKA TOUS

Av Kai 0 KGB¢e server PTTopei a1rd YOVOG TOU VA TTPOCdIOPIcEl TO OIKO TOU
oXAMA, AOYyw TNG DIOAEITOUPYIKOTNTAG Eival AVAPEVOUEVO OTI TTOAAG oxriuaTa
TutroTrolouvTal (RFC 2252 kal RFC 2256). YTrdpxouv KATTOIEG YOPES TTOU Ba
TIPOKUWEI N avAayKn €VOG VEOU OXNUATOG aTTd VAV OUYKEKPIYEVO server i atmd pia
emmxeipnon. 2tnv ékdoon 3 Tou LDAP, évag server uttoxpeouTal va ETTIOTPEPEI
TTANPOPOPIES TTOU APOPOUV TOV idIO KAl TO OXUA TTOU XPNOIWOTTOIEL. ETTOpEVWG Eva
TTPOYPAUMA UTTOPEI VO {NTAOEI ATTO TOV Server va TTpoodIoPIcEl T TTEPIEXOUEVA TOU
oxAMaTOoG. AUTA N TTANPOYOpPIa TOU server atToBNKEUETAI OTO EI0IKO PNOEVIKOU
prikoug DN.

Ta avTikeipeva uropouv va TpoéABouv atrd GAAA AVTIKEIUEVA HECW PIAG
d1adikaoiag Tou ovouddeTal KAnpovoulkoTnta (inheritance). & auTh TNV TTEPITITWON
n «kKAnpovopog» objectClass KANPOVouEi KATTOIO XOPAKTNPIOTIKA TNG
«KAnpovopoupevng» objectClass kal auto gival yvwoTO WG UTTOKATNYOPIOTToiNoN
(subclassing r) objectClass inheritance). Na Tapadelypa ag uttoBEcoupE OTI TO
QVTIKEIUEVO TTOU OVOUACZETAI person £XEl OPIOTEN VA TTEPIEXEI Eva surname Kal ouTw
Kabegng. Mia katnyopia avTiKEIuEVOU YE TO Ovoua organizationalPerson yiropouoe
va opI0BEi WG JIa UTTOKATNYOPIa TNG KATNyopiag person. H karnyopia
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organizationalPerson Ba £xel Ta id1a XapAKTNPIOTIKA PJE TV PErson Kal JTropeEi va
TTPooBEoel Kal GAAa OTTwG Ta title kal officenumber. H person Ba atrokaAcital n
avwTaTtn (superior) Tng organizationalPerson. Mia €I18IKr} KATNyopia AVTIKEINEVOU TTOU
ovopadetal avwTepn (top), dev €xel AAAEG TTOU va BpiokovTal TTI0 TTavw aTrd autiv. H
avwTePn Karnyopia TTePIAAUPBAvEl TO UTTOXPEWTIKO XapakTNEIoTIKO objectClass. Ta
XOPAKTNPIOTIKA TG AVWTEPNG EPPaVICovTal € OAEG TIG KATAXWPNOEIG KATAAOYOU
OTTWG £XOUV KABOPIOTEI (TTPOAIPETIKA 1] UTTOXPEWTIKA).

Kd&Be kataxwpnon KataAdyou £xel Eva €10IKO XOPAKTNPIOTIKO TTOU OVOUACETal
objectClass. H 1iurj Tou xapaktnplioTikou objectClass €ival pia Aiota duo N
TEPIOCOTEPWY OVOUATWY OXNUATWYV. Ta oxnuaTa autd kabopifouv To €id0OG TwvV
QVTIKEIUEVWV TTOU AVTITTPOOWTTEUEI N KaTaxwpnon. Mia atro TIg TINEG TTPETTE va gival
€ite top cite alias. To alias xpnoiyotroigital étav n kataxwpenon Tai¢el poAo alias
(weudwvupou) og pia AAAN Kataxwpenon. & dIOPOPETIKA TTEPITITWON XPNOIMOTTOIEITAI
n top. To xapaktnpioTikd objectClass TTpoodiopiel Ta XAPAKTNPIOTIKA TTOU TTPETTE
KAl JTTOPEI va €XEI N KATaxwpenon.

H €101k katnyopia avTikeipévou extensibleObject emTpéTTel o€ KAOE
XOPAKTNPIOTIKO VA ATTOBNKEUETAI TNV KATaXwpEnon. Auto Ptropei va gival o BoAiko
atrd TO Va OpPIoBEI hIa vEQ KATNYOPIa AVTIKEIMEVOU WOTE va TTPOOTEDEI Eva €10IKO
XOPAKTNPIOTIKO O€ KATTOIEG KATAXWPNOEIG, AAAG ETTIONG AVOIYEI TO AVTIKEIUEVO WOTE
va gival IKavo va TTePIEXEI OTIONTTOTE (TO OTTOI0 UTTOPEI va unv €ival KaAd o€ éva
dounuévo ouoTnua).

Objectclass:
top

Objectclass:

REISON

Objectclass:

organizationalPerson

saINqIIIEe 4o

Superior class

Objectclass:

inetOrgPerson

Objectclass:

eduPerson : 4

2xnua 2.2.1.8"  Aiadikaaia kAnpovouikotntag (objectClass inheritance)

2710 oxAUa 2.2.1.0° @aivetal TTEPIypa@Ikd n d1adikaoia KANPOVOIKOTNTAG YIa
mévte standard objectClasses. Otrwg mmapatnpouue n objectClass eduPerson
KAnpovopei Tnv KAGon inetOrgPerson. 21n cuvéxela n inetOrgPerson KAnpovouei Tnv
KAGon Person péow TngG evdidaueong KAGong organizationalPerson. Eptrepiéxel
OUUTTANPWATIKA attributes, woTe va PTTOPED va TTEPIEXEI DEDOPEVA TTOU £XOUV €UpEia
xprion oto Internet kal yéoa o€ opyaviopous. H objectClass organizationalPerson
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KAnpovopei Tnv Person kai n person KAnpovouei Tnv agnpnuévn KAaon top. TéAog, n
top atroteAei pia 1d1aiTepn KAGon atd Tnv otroia OAEG O AAAEG Aueoa ) EUUETa
KANPOVOPOUV XapakTNPIOTIKA TNG. [evIKOTEPA, N KAGon atrd Tnv otroia pia GAAN
KAGON KANPOVOUEI XapaKTNPIOTIKA OVOUAgeTal superior r} superclass. ©a pytropouoe
va emrwOei 611 n KAGon top civail n superclass 1ng kKAdong Person.

Ortav pia KAdon kKAnpovopei pia GAAn, KAnpovouei To GUVOAO TwV
UTTOXPEWTIKWY XAPOKTNPIOTIKWY, TO GUVOAO TWV TTPOAIPETIKWY XAPOAKTNPIOTIKWY,
KaBwg Kal Tov TUTTO TNG KAAoNG TNV otroia kKAnpovopei. E§utrakousTal O11 pia KAGon
KANPOVOPWVTAG JIa GAAN, avayKaoTIKG KANPOVOEI KAl T XOPAKTNPIOTIKA TNG
superclass 1nG.

2UYKEKpIYEVA yIa TV KAGon eduPerson, avagEpeTal 0Tl atroTeAEi KapTrd TNG
OUVEPYATIAG TTAVETTIOTNHIAKWY I0PUPATWY, KUBEPVNTIKWY QOPEWV KAl IBIWTWYV, OTA
TTAdiola Tou internet2 kai Tou EDUCAUSE. H kAdon eduPerson gival pgia onenrtikn
KAGon yia TIg YTTNpeoieg KataAGyou Twv TTAVETTIOTNHIAKWY I0PUNATWY Kal
EMTTEPIEXEI XAPAKTNPIOTIKA TA OTTOIQ OUVAVTA KAVEIG OTNV TTAEIOWN@Ia QUTWV.
ATTWTEPOG OTOXOG €ival va ATTOTEAECEI N OUYKEKPIMEVN KAGON TTpodiaypa@n yia TIG
YT1npeoieg KataAdyou TTAVETTIOTNUIAKWY 1I0pUUATWY Kal auTd €TTEION €ival
OoXeOIAOMEVN ME TETOIO TPOTTO, WOTE VA DIEUKOAUVEI TNV BIATTAVETTIOTNHUIOKN
ETTIKOIVWVIA KAVOVTOG XPron £CEAIYUEVWV UTTNPEDIWV.

2.2.2 To MovtéAo Ovopaciag

To povtélo ovouaaoiag LDAP kaBopilel Tov TPOTTO E TOV OTTOIO Ol
KATaxwpnoeig avayvwpiovTal kal opyavwvovTal. O1 Kataxwpnoeig gival
OPYOVWUEVEG UTTO pop@r) dévTpou TTou ovouddeTal Directory Information Tree (DIT)
Kal Taktotrolouvtal éoa oto DIT uye Bdon 1o DN Toug. ‘Eva DN egival éva povadikd
OVOMQ TTOU 0apwg TTPoodlopilel pia povadiki katayxwpnon. Ta DN eival
dnuioupynuéva atmd pia akoAouBia OXETIKWY d1akPITwWV ovoudtwy (RDNS). KdBe
RDN 110U Bpioketal o€ €va DN avTioToixei o€ éva kAadi Tou DIT 1ToU eKIVAEI ATTO TN
pifa Tou BEVTPOU WG TNV Kataxwpnon Tou kataAdyou. KaBe RDN trpoépxetal atréd 1a
XOPAKTNPIOTIKA TNG KATAXWPENONG KATAAOYOU. ZTNV aTTAf Kal ouvnBiouévn
TTEPITITWON, €va RDN €xel TNV Hop@r] <évoua XapakTnpIoTIKou> = <Tiur>. ‘Eva DN
atroteAeiTal amrd Tnv akoAouBia Twv RDNs 1Tou Xwpilovtal e KOPPATA.

‘Eva Trapadeiypa evog DIT gaivetal o1o oxnua 2.2.2.a’. To Tapddeiypa givai
TTOAU a1TAG OAAG PTTOPET VO XPNOIYOTTOINGEI KAl yIa TNV ETTEEHYNON HEPIKWYV BACIKWV
evvolwyv. Kade 1TAaiolo avTimrpoowTrelel ia KaTaxwpnon KataAdyou. H katayxwpenon
piCag €ival evvoIOAOYIKNA KAl OTAV TTPAYHATIKOTNTA OV UTTAPXEL. Ta XOPAKTNPIOTIKA
TTapaTiBevral péoa o€ KABe kartaxwpenon. H AioTta Twv XapakTnPIoTIKWVY TTOU
TTapouciageTal dgv gival oAokANpwévn. MNa TTapddelyua, n Kataxwpenon yia tTnv
xwpa DE (c=DE) Ba pytropouce va £xel TO XapakTnPIoTIKO description (TTepiypagr) YE
TNV TIPR Germany (Meppavia).
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| Directory Root |

/;;\
RN
c=l5 : o=MyOrg : c=DE
/\ TR — .
o=IBM
=|BN o=transarc
o=IBM T

I mail: info@transarc.com
fax: 512-838-5187

T\

cn: Mike Young ‘
mail: my@transarc.com

cn: John Smith

ou=LDAF Team R TE
mail: jsmith@mail.com

cn:John
(alias)

2xhua 2.2.2.a’. lNapaderyua evog DIT

H opydvwon Twv kartaxwpioewv oTo DIT TTepIopieTal atrd TOUug avTioTOIXOUG
OPIOPOUG TWV KATNYOPIWV avTiKEINévou. Eival ouvnBiopévo va akoAouBoupe éva
YEWYPAQPIKO ] OpYyavVWTIKO oxnua. MNMapadeiypatog xapiv, ol Kataxwproeig TTou
QVTITTPOOWTTEUOUV XWPES Ba ToTToBETOUVTAV OTNV KOPUPN Tou DIT. Katw atro TIg
XWpPeg Ba Bpiokovtav dIEBVEIG OpyavIoUOi, TTOAEIG, ETTAPXIES KAl OUTW KABEENS. KATw
aT1TO AUTO TO ETTITTEDO, Ol KATAXWPNOEIG TTOPEI VA agopouVv AToua TTou BpiokovTal
O€ AQUTOUG TOUG OPYAVIONOUG 1] TTEPAITEPW UTTOBIAIPETEIG TOU Opyaviopou. Ta
XAMNAGTEPA ETTITTEDQ TWV KATAXWPNOEWV Tou DIT utropolv va avattapioTouv
OTTOIODNTTOTE AVTIKEIUEVO OTTWG ATOUA, EKTUTTWTEG, ECUTTNPETNTEG EQAPHOYWYV KAl TA
Aoirrd. To BaBog ) 1o eupog Tou DIT dev gival ATTAYOPEUTIKO KAl JTTOPET va
oXeDIAOTEI WOTE VA TAIPIACE PE TIG ATTAITACEIG TWV EQAPHOYWV.

O1 kataxwproeig ovouadovTal cupgwva Pe 1n Béon Toug oto DIT. H
Karayxwpnon 1rou BpiokeTal XapnAd de€id oto 2xAua 2.2.2.a’ £€xel To DN cn=John
Smith, 0=IBM, c=DE. Znueiwvetal 611 cuvrBwg Ta DNs diapalovTtal atrd Ta UAAa
TTPOG TN pifa O0€ avTiBEoN YE TO OVOPATA APXEIOU OCUCTAPATOG TTOU OUVHRBWG
diapadovral atrd Tnv pia TTPog Ta UAAA. OTTwe avagEpBnke, Ta DNS atroteAouvTal
atro TNV akoAouBia Twv RDNs. KdBe RDN gival KaTaoKEUAOPEVO ATTO £va
XOPAKTNPIOTIKO () XAPAKTNPIOTIKA) TNG KATAXWPENONG TTou ovopadel. NapadeiypaTtog
Xapiv, To DN cn=John Smith, 0=IBM, c=DE éx&I kataokeuaoTei atrd TNV TTPOCOE0N
Tou RDN cn=John Smith oto DN 0=IBM, c=DE Tng TTponyouuevnNg Kartaxwpnong.
2nueiwveTal To cn=John Smith €ival xapakTnpioTikG oTnv Kataxwpnon cn=John
Smith, 0=IBM, c=DE. To DN piag kataxwpnong TpoodlopileTal OTav dnUIoUpyEiTal.
Etriong Ba fitav vouipo va €xer dnuioupynBei pia karaxwpnon he 1o DN
mail=jsmith@ mail.com, o=IBM, c=DE.

To DIT treplypa@eTal WG Yia pop@r) dEvipou aAAG dev gival dEvTpo. AuTo
oupBaivel €¢ aitiog Twv Peudwvupwy (aliases). Ta weudwvupa ETITPETTOUV OTN dOUN
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0évOpou va gival TTapakAuWIPn. Autd PTTOPEI va gival XPrioIMo av JIa KATaxwpenon
QVNKEI O€ TTEPICCOTEPOUG ATTO £VAV OPYAVIOUOUG 1) av €va XpnaoiyoTroloupevo DN
gival TToAUTTAOKO. Mia GAAN cuvnBiopévn Xprion Twv WPeUdWVUPWY gival Otav ol
KATOXWPNOEIG JETAKIVOUVTal géoa oTo DIT kal emiBupoupe Tpdofaon yia va
OUVEXIOOUME va epyadOPaaTE OTTWG TTPIV. 2T0 ZXNua 2.2.2.a’ To cn=John, ou=LDAP
Team, 0=IBM, c=US c¢ival éva alias yia To cn=John Smith, o= IBM, c=DE. Ta
Yeudwvupa dev XPEIAZeTal va DEIXVOUV OTIG KATaXwPNoelis @UAAwY oto DIT. MNa
TTapadelyua, To 0=Book, c=US Ba pytropouce va frav yeudwvuuo yia 1o ou=ITSO,
0=IBM, c=US.

2.2.2.1 To ZuvtakTiKO TwVv DNs

Ta DNs xpnoigoTTolouvTal WG TTPWTEUOVTA KAEIDIA OTIG KATAXWPNOEIG
kataAoyou. To LDAP opicel pia string avatrapdaoTtaon Twv DNs. To ZxApa 2.2.2.1.a’°
Ocixvel Tnv etTionun ypappatikh Twv DNs. Znueiwveral 611 Ta RDNS ptropei va yivouv
0 TTOAUTTAOKA O€ avTiOeon PE Ta TTaPAdEIYUATA TTOU TTEQIYPAPNKAV TTAPATTAVW.
‘Eva RDN p1ropei va atroTeAEiTal atrd TTOIKIAG XApaKTNPIOTIKG OUVOdEUOUEVA ATTO TO
“+” 6mmwg o1o DN cn=John Smith+1=Stuttgart, 0=IBM, c=DE. Eav o1 TIJEG TwV
XOPAKTNPIOTIKWY TTEPIEXOUV EIDIKOUG XAPOAKTIPEG TIPETTEI VA YIVETAI dIAPUYT AUTWV
ME TNV Xpron Tou Xapaktipa “\” mpiv amd autous. To akdAouBo DN TrepiExel Eva
KOMua

o=Transarc)\, Inc., c=US.

Ta DNs oTtnv €kdoon 3 Tou LDAP eival TTEPICOOTEPO TTEPIOPIOTIKA ATT OTI
otnv ékdoon 2. Napadeiyparog xapiv, oto LDAPV2 o €10IKOG xapaktipag “ ;"
MTTOpPEI £TTiIONG va XWpilel Ta RDNS. 210 LDAPV3 1Tp€TTel va gival atrodeKTr) N
TTOAQIOTEPN OUVTAEN AAAG OUWG OV TTPETTEI va dnuioupyouvTtal DNs TTou dev
TTPOCaPUOLoVTal UE TO VEOTEPO OUVTOKTIKO TUTTO. H akpIBAG YPANUATIKE YIa TOV
OUVTAKTIKO TUTTO £vOG DN @aiveral otov lNMivaka 2.2.2.1.a’.

distinguishedName = [name] , may be empty string
name = name-component *(*,” name-component)

name-component = attribute TypeAndValue * (“+” attribute TypeAndValue)
attributeTypeAndValue = attributeType "=" attributeValue

attributeType = (ALPHA 1* keychar) / oid

keychar = ALPHA/DIGIT / *-*

oid = 1*DIGIT * (*.” 1*DIGIT)

attributeValue = string

string = *(stringchar / pair)

| “#” hexstring
QUOTATION * (. quotechar / pair ) QUOTATION ; only from v2

-39 -




quotechar = <any character except “\” or QUOTATION >

Special ol “’” / H:" / H+" / H<" / ﬂ>” / ﬂ#” / ﬂ;”
pair ="\" (special / “\" / QUOTATION / hexpair )

stringchar = <any character except one of special, “\” or QUOTATION >
hexstring = 1*hexpair
hexpair = hexchar hexchar

hexchar - DIGIT / ‘LAH / HBH / ucn / HDH / uEn / uEn / an
/ uau / ubu / uCu / ud “ / ueu / uf “

ALPHA = <any ASCII alphabetic character> ; (decimal 65-90 and 97-122)

DIGIT = <any ASCII decimal digit> ; (decimal 48-57)

QUOTATION= <the ASCII double quotation mark character * “ * decimal 34>

Mivakag 2.2.2.1.a Tpauuarik) DN

O1 TUTTOI TWV XAPOKTNPIOTIKWYV TTOU Xpnoiyotroiénkav oto RDN utropouv va
avatrapioTavral a1ro £va dekadIKO string TTou KWOIKOTTOIEI TO avAyVWPEICTIKO TOU
avTikelyEvou Tou. MNa Tapadelyua, To cn=John YTTopoUCE ETTIONG VA €iXE YPAPOET WG
2.5.4.2=John. Qo1600, Ta OVOUATA TWV XAPAKTNPIOTIKWY TTOU XPNOIKJOTTOIoUVTal
ouxvd, £XouV JIa avattapdoTacon Sstring TToU TTPOPAVWG €ival TTI0 EUKOAO va
karavonBei. O lMivakag 2.2.2.1.3" atmapiBuei HEPIKOUG aTTd TOUG TTIO KOIVOUG TUTTOUG
XOPOKTNPIOTIKWY KAl TIG OTOIXEIOTEIPEG TOUG.

Attribute Type String
CommonName CN
LocalityName L
StateOrProvinceName ST
OrganizationName ®)
OrganizationalUnitName Oou
CountryName C
StreetAddress STREET
DomainComponent DC
Userid UiD

MMivakag 2.2.2.1.3 TUTTOI KQI OTOIXEIOTEINES XAPAKTNPIOTIKWV

|2.2.2.2 EmBpara kai Mapatroptrég

‘Evag autovopog LDAP server iowg va punv atroBnkeuel oAokAnpo 1o DIT.
‘Evag server Ytropei va atrofnkeuel TIG KATAXWPNOEIG EVOG OUYKEKPIMEVOU TUANOTOG
Kal OXI TIG KATAXWPNOEIG YIA auToUG TTOU TTPONYyouUvVTav TOU TUAMOTOG.
Mapadeiypatog xapiv, £vag server YTropei va atroBnkeuoel TIG KATAXWPENOEIG YIa TO
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TuAMA ITSO Tng IBM. O avwTtepog KOUPBoG Tou DIT TTOU a1T0ONKEUETAI ATTO TOV Server
Ba cival To ou=ITSO, 0=IBM, c=US. O server dev Ba a1moBnNKeUOEl KATAXWPNOEIG YIA
10 c=US fj yia 0=IBM, c=US. H avwTaTn Kataxwpenon Tou atrolnkeueTal atro Evav
server ovoudderail mmiBeua. Kabe kataxwpnon Afyel o€ éva eTTiBepa (onuelwveTal OTI
oTnv ouvtagn Twv DNs o1l —avwTépou eTTITTEDOU- KATAXWPNOEIG BPioKovVTal OTO
TENOG).

‘Evag server Ytropei va uttootnpigel TroikiAa emmBépara. MNa Tapadelyua, KTOg
aTro TNV a1TodnKeuan TTANPo®opIwy yia 1o ITSO TuAua, o idlog server Ba Prropouce
va a1roBnKeUoel TTANPOQPOPIES YIa TO TUNUA TTWARCEWY OTO Transarc. Z& aQuTh TNV
TTEPITITWON O server Ba gixe Ta emBéuaTta ou=ITSO, 0=IBM, c=US kal ou=sales,
o=Transarc, c=US.

ATTO TNV OTIYUA TTOU O server dgv atroBnkeuel OAOKANPO To dEVOPO, Ol servers
Ba TTpETTel va ouvdEovTal HE KATTOIOV TPOTTO JETAEU TOUG WOTE VA OXNUATIOOUV £va
KATavepnuévo katahoyo TTou Ba TrepiExel OAOKANPo 1o DIT. AuTtd KATopBWwVETAI PE TIG
TAPATTOUTTEG. ZUVEXICOVTAG TO TTAPAdEIYUA, Evag AANOG server iowg va atTodnKeUoel
TNV KaTaxwpnon o=IBM, c=US aAAd Ox1 TTAnpogopieg yia 1o Turua ITSO. Edv
KATTo10G avadnTrioel TTAnpo@opia o€ autdv Tov KaTdAoyo yia 1o Tufiua ITSO, dev Ba
Bpel kapia. QoTdO0 O server PTTOPEi va aTToBnNKeUOEl PIa TTapaTTouTI oTOoV LDAP
server TTou Ba TTePIEXEI TNV TTANPOPOpPIa. H TTapATTOUTIA QUTH) CUPTTEPIPEPETAI WG
O€iKTNG O 0T1T0iI0G aKOAOUBEI TNV €1TIBUUNTH TTANPOPOpIa &TToU auTr BpiokeTal. ‘Eva
TETOIO TTOPADEIYUA QAIVETAI OTO ZXNMA 2.2.2.2.0° OTTOU TO BEAOG TNG TTAPATTIONTINAG
Ocgixvel TNV Aoyikfy ouvdEoN TNG TTAPATTOUTIAG KAl OXI TNV TEXVIKI EQAPUOYT).

Mia TTapatrouTrA €ival gia karaxwpnon tng apatroutrig objectClass. 'Exel
éva XapakTnpPIoTIKO, To ref, Tou otroiou n TiyA €ival To LDAP URL Tng kataxwpnong
TToU TTapaTTéuTTeTal o€ évav GAAo LDAP server.

Server 1
! CEume M o Serverz —-
| o=BMc=UsS | |, \
| I B | (ET, (S —
' YN o + ou=ITSO o=IBM. c=US ou=ITSOtest, ..
| ’ Yoo ” "5-‘ 7 T T T %
| —ITer ” o / i \ P T
ou=sITSO r Fao
| ’ 1 1
|
\

cn=Paul Miller

|
|
|
|
|
cn=John Smith cn=Mike Cook |
|
|
J

M — —
p— — — — — — —

2xnua 2.2.2.2.a’ Tlapddeiyua DIT ue mapamoutTé Kai emMOEuara

Orav évag client oTéAvel éva aitTnua otov LDAP server, n ammokpion oTtov client
MTTOPEI Va gival yia TTapatrouTr. ‘Etreira o client ytropei va emAEEEl va akoAouBoEl
TNV TTOPATTOUTTN) YE TO VA PWTACEI TOV AAAOV Server 0 OTToiog TTEPIEXETAI OTNV
TTOPATTOUTTN) TTOU ETTIOTPEPETAI ATTO TOV TTPWTO LDAP server. O1 TTapaTTouTTéG OV
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akoAouBouvTal aTrd Toug servers. AuTo PTTopEi va BEATIWOEI TNV aTTOdOOCN TOU Server
ME TO va TEOEI EKTOG POPTWONG N dladikacia ouvdeong AAAwv servers e Tov client.

To ZxApa 2.2.2.2.6° atreikoviCel évav client TTou akoAOUBEi pia TTAPATTOUTTH.
‘Evag LDAP client ntael TAnpogopia atrd tov LDAP server 1 (1). To aitnua
aTTavTaTal ge pia rapatrou i otov LDAP server 2 (2). ‘ETreima o client ouvdégTal pe
Tov LDAP server 2 (3). O LDAP server 2 Trapéxel Ta 0edopéva TTou £xouv {nTnoci
oTov client (4).

LDAP
@ Server 1

@
©)

LDAP
Client

@ LDAP
Server 2

2xnua 2.2.2.2.8' [lMaparmrout mou akoAouBeitar arré rov client

2710 2xAMa 2.2.2.2.y’ amreikovieTal n diadikaoia aAugidag. ‘Evag LDAP client
¢ntasl TAnpogopia atro Tov LDAP server 1 (1). O LDAP server 1 Bpiokel yia
TTOPATTOUTIT) OTOV Server 2 kal TTpowoei 1o aitnua (2).0 server 2 divel Ta {nToupeva
oedopéva otov LDAP server 1 (3). Katomiv o LDAP server 1 emoTpEQEl TA
arroteAéoparta oTov client (4). ZnPEVETAI OTI N CUYKEKPIPEVN €EYNON KAl TO ZXANA
2.2.2.2.y’ UTTAPXOUV YIA TNV ETTEENYNON TTEPITITWOEWYV OTIG OTTOIEG DEV
oupTtrepIAapBaveral n diadikaoia aAucidag oTig TTPodiaypaPEg NG £kdoong 2 i 3 Tou
LDAP.

LDAP
Server 1

LDAP
Client

2xhua 2.2.2.2.y'  Aiadikaoia aAuoidag Twv server
To LDAP API emITPETTEI OTOV TTPOYPAMMPATIOTH) VA DIEUKPIVICEI TTOTE TTPETTEI Ol

TTOPATTOUTTEG VA AKOAOUBOUVTAI QUTOPATA I) va ETTIOTPEPOVTAI OTO TTPOYPAUMa. Edv
QUTEG akoAouBouvTal autoparta TOTe N BIBAI0OrikN Tou LDAP client (oUTe o server
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ouTe TO TTPOYPANPA EQAPPOYNG) OKOAOUBEI TV TTAPATTOUTTH. TO YEyovog auTo dev
aTTaITEl ETTITTAEOV KWAIKOTTOINON Kal €ival dIaQavEG OTOV TTPOYPAUMATIOTH. [Na va
ATTOPEUXOOUV 01 HEYAAOU PrKOug avadnTAOEIS 1) TTAPATTOPTTEG TTOoU (AavBaouéva)
oxnuarTiouv éva BPOxo, O TTPOYPAUMATIOTHG UTTOPEI VA PEIWOEI TOV apIBud Twv
TTOPATTOUTTWYV TTOU OKOAOUBOUV €va aitnua.

EdGv n TapatrouTtrr) EMIOTPEPETAI OTO TTPOYPANUA, TOTE TTPETTEI VA
OUNTTEPIANANPBAVETAI N KWOIKOTTOINON YIA VA QAiVETAI OTI N TTAPATTOUTTH] £XEI
emMOoTPEYEL. H TTapatrouTrr) uTropei va agloAoynBei kai va arropacioBei av Ba
akoAouBnbei ) 0x1. Autd gival apkeTd TTOAUTTAOKO aAAG divel OTOV TTPOYPANUATIOTH
KaAUTEPN duvaTOTNTA ETTIAOYAG YIA TO TTOIEG TTAPATTONTTEG TIPETTEI VO OKOAOUBoUvVTal
KQlI TTOIEG OX.

O1 rapatroutrég emTpéTTouy o€ €va DIT va poipacBei kal va Katavepnoei o€
TTOAAOUG servers. ETriong Ta yépn Tou DIT ptropouv va avTiypag@ouv. Auto PTTopEi va
BeAtiwoel Tnv atrdédoon Kal Tnv dIaBeoiudTnTA.

H €kdoon 2 Tou LDAP d¢ev kaBopilel eTTionua TIG TTAPATTOUTTEG AAAG N €KdOON
3 11 oupTrepIAapBavel. OuTe n €kdoon 2 ouTte n 3 kKaBopifouv TNV aAucida, OUwWGS dev
€ival aTTayopEUTIKI) av Ol TIPONNBEUTEG ETTIBUPOOUY va TNV Qappocouy. Ol
TIPOMUNOBEUTEG, YVIa TTAPAdEIYUA, JTTOPOUV VA ETTIAEEOUV VA £QAPPOOOUV £Vav
pMNxaviopo aAucidag Tutrou X.500 ) va TTapéxouv AsIToupyikOTNTa JECW
Kataveunuévwy Bdoewv Aedopévwy.

2.2.2.3 TAnpogopia Tou Server

‘Evag LDAP server €kdoong 3 TTPETTEI VA TTAPEXEI TTANPOPOPIES VI TOV EQUTO
Tou. H €1dIkr kartayxwpnon 1TTou ovouddeTail pi¢a DSE pe €va —pundevIKOU PUKOUG
(kevO)- DN TTepIEXEI XOPAKTNPIOTIKA TTOU TTEPIYPAPOUV TOV server. Ta XapakTnpIoTIKA
QUTA UTTOPOUV VA AvaKTNOOoUV yia va atToKaAu@BoUv BaCIKEG TTANPOPOPIES YIa TOV
server kai To DIT 1mou armmoBnkeuel. H TTAnpo@opia yia Tov server TePIAaUBAVEL:
e Ta emBEéuarta Tou atToBNnKEUEl O server
e To DN piag €I0IKNG KATAXwpEnong TTou TTEPIEXEI JIa AioTa OAwV TWV
objectClass kal Tou OXANATOG TWV XAPAKTNPIOTIKWY TTOU €ival yVwWOTA OTOV
server.
e Tnv €kdoon N TIg ekdOoEIG Tou LDAP TT0U UTTOOTNPICOVTAI
e Mia AioTa pe emTiTAéoV AEITOUPYiEG KAl EAEYXOUG
e Mia AioTa TwV UTTOOTNPICOPEVWV PNXAVIOPWYV EAEyXou SASL
e Mia AioTa Twv evaAAakTIKwy LDAP servers
KaBwg 10 LDAP etTekTEivETAI, OI ETTITTPOCOETEG TTANPOPOPIES YIA TOV Server Ba
arroBnkevovTtal otnv pi¢a DSE.

2.2.3 To Asitoupyik6é MovTéAo

To LDAP opicel TIG AeIToupyieg TTPOOTTEAQCNG KOl TPOTTOINONG TWV
KATaxwpAoewv KataAoyou. H evotnta autr) TTapouaciddel Tig Aeiroupyieg Tou LDAP pe
TPOTTO AVEEAPTNTO ATTO YAWOOEG TTpoypappaTiopou. O1 Aeiroupyieg Tou LDAP
MTTOPOUV VA XwpPIoBoUV OTIG TTAPAKATW KATNYOPIEG:
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Query MepiAapBavel TNV avadrTnon Kal TNV oUyKpPIoN
AEITOUPYIWV TTOU XPNCIKJOTTOIOUVTAl YIa TV
avakTNon TTANPOPOPIWV ATTO TOV KATAAOYO

Update MepiAauBavel Tnv TpdoBeon, TNV diaypar, TNV
TPOTTOTTOINON KAl TV TpoTTotroinon Twv RDN 10U
XPNOIMOTTOIOUVTAI VIO VA EVAEPWOOUV TNV
aTrodnKeupEvn TTANPOPOpPIa KATaAdyou

Authentication MepihapBavel Tig d1adikaoieg oUVOEDNG, ATTOOUVOEONG
Kal JaTaiwong TTou yivovTal yia va ouvdeBoupe ue Evav
LDAP server ) va atroouvdeBouue atrod auTov,
KATOXUPWVOVTAG £TO1 TA SIKAIWPATA TTPOCTTEAQONG KAl
TNV TTPOCTACIA TWV TTANPOPOPIWY

H o ouvnBiopévn evépyela cival n avalitnon. H diadikacia Tng avadrntnong ivai

TTOAU €UEAIKTN KOl EXEI HEPIKEG ATTO TIG TTIO TTEPITTAOKEG ETTIAOYEG.

2.2.3.1 AvalATtnon (search)

H Aeiroupyia Tng avagntnong emTpETTel o€ €vav client va {nTAoel atmd Evav
LDAP server va yagel o€ katola Tuiuara tou DIT yia TTAnpo@opieg TTou Ba
IKAVOTTOIOUV TA KPITAPIA avadrTnong Tou XpHoTn YE OKOTIO va dIaBAacel Kal va
ATTaPIOUNOEl Ta aTTOTEAEOUATA. AV UTTAPXOUV EEXWPIOTEG DIAdIKATIES YIO TNV
avayvwon Kal TNV egeavion atroteAeopdtwy. Kai o1 dUo ival CUVOEDEPEVES PE TNV
avadntnon. H avalntnon Ptropei va gival yevikr ) TTOAU €10IKr). AUTH €TTITPETTEI O€
KATTOIOV VA DIEUKPIVIOEI TO onuEio atrd OTTou eKivael n avalitnon yéoa oto DIT, Ti
Babog Ba €xel n avalriTnon oto DIT, TToIa XapAKTNPIOTIKA TTPETTEI va €XEI MIA
Karayxwpnon yia va BewpnBei o611 TaIpIAdel HE TA KPITAPIA KAl TTOI0 XOPAKTNPIOTIKA
TIPETTEI VA ETTIOTPAPOUV YIA TIG TAIPIAOUEVEG KATAXWPNOEIG.
Mepika TTapadeiypara avalnThoewy givai:
e Bpeg tnVv dieuBuvon Taxudpopeiou yia To cn=John Smith, o=IBM, c=DE.
e Bpeg OAEG TIG KATAXWPNOEIG TTOU Eival ATTOYOVOol TNG KATAXWPNOoNG
ou=ITSO, o=IBM, c=US.
e Bpeg TIg d1EUBUVOEIG NAEKTPOVIKOU TOXUDOPOUEIOU KAl TOUG TNAEQWVIKOUG
apIBpoUg OAwv 6owv gpyacovtal atnv IBM TTou TO €TTIBETO TOUG TTEPIEXEI
TOoug Xapaktripes “miller” kai dlaBETouv e1Tiong apIBuo fax.

Mo va ekTeAEOTED pIa avalniTnon TTPETTEN va KaBopIoBoUuv o1 TTaPAKATW
TTAPAUETPOL:
e Bdon
‘Eva DN 110U 0pIEl TO ONUEIO EKKIVNONG- TO OTTOIO ATTOKOAEITAI
QVTIKEIUEVO BAoONG- TNG avalnTnong. To avTikeipevo Baong cival évag kOuPBog
pMéoa oTo DIT.

o [ledio
KaBopilel Tnv ToTroBeoia péoa oto dEvTpo TTou Ba yivel n avalntnon
ME QQETNPIa TO AVTIKEIMEVO BAONG. YTTApXOUV TPEIG £TTIAOYEG: baseObject,
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singleLevel kai wholeSubtree. Edv cival kaBopiopévn n baseObject,
eCeTaeTal povo 1o avTikeipevo Badong. Eav kabopiletal n singleLevel
e¢etadovTal OVO Ta Apeca “TraldId” Tou avTiKeINEvVou Baong. To idlo 1o
QVTIKEIUEVO PBAong dev e¢eTAETAI. 2TNV TTEPITITWON TNG wholeSubtree,
eCeTACeTAI TO AVTIKEIMEVO BAONG KAl OAOI 01 ATTOYOVOI TOU.
QiAtpa avalnTnong

Opicel Ta KPITAPIA TTOU TTPETTEI VA TAIPIAEI PIO KATAXWPENON YIO VA
emoTpagei atrd Tnv avadntnon. To @iAtpo avalnTnong sival évag Boolean
OuUVOUAO NGOG TWV DIEKDIKOUPEVWY TIHWV XAPAKTNEIOTIKOU. Mia TIUr TTou
TIPOKEITAI VA YIVEI TINF XOPAKTNPIOTIKOU EEETACEI TNV UTTAPYXOUOCA TIUNA YIO TO
av gival EyaAuTepn, YIKPOTEPN, iON Kal OUTW KaBegNG. MNapadeiyparog xaplv,
éva QiIATpo avalnTnong PTTopei va WAXVE yIa KATOXWPAOEIG TTOU VA
TTEPIEXOUV TN AEEN “printer” ) va avikouv oTov opyaviouo ITSO.
KaTtaxwpnoeig emoTpoPng

AIEUKPIVICEI TTOIO XAPAKTNPIOTIKA AVAKTWVTAI OTTO TIG KATAXWPNOEIG
TTOU TaIpIAdouv UE Ta KPITApIa avalntnong. ATTo Tn OTIYUA TTOU HIa
Karaxwpnon €Xel TTOAAG XapaKTNPIOTIKA, AuTO ETTITPETTEI OTOV XPAOTN VA
BAETTEl HOVO QUTA TTOU TOV evdIapépouv. PuaioloyiKd, 0 XpPrRoTng
EVOIQQEPETAI VIO TAV TIMI TWV XAPAKTNPIOTIKWY. QOTO00, gival duvaTtov va
ETMOTPEPOVTAI JOVO OI TUTTOI TWV XAPOKTNPIOTIKWY Kal OXI 01 TIUEG TOUG.
Opia

O1 avadntioeig putropei va gival TTOAU YeVIKEG, EETACOVTAG MEYAAQ
UTTOOEVTPA KAl TIPOKAAWVTAG TNV ETTIOTPOPH TTOAAWYV KATAXWPNOEWV WG
armmoteAéoparta. O xprnoTtng PTTopEi va B€ael Opla pey€Boug Kal xpovou yia va
atro@uyel TNV dUOTPOTIN avalATNon KATavaAwvovTag TTOAAEG TTNYEG. To Oplo
MEYEBOUG TTEPIOPICEI TWV APIBUO KATAXWPNOEWYV TTOU ETTIOTPEPOVTAI ATTO TNV
avadnTnon. To xpoviko 6plo TTePIopICEl TOV GUVOAIKO Xpovo avalrtnong. Ol
servers gival EAeUBepol va TTIBAAAOUV TTIO TTEPIOPIOTIKA OPIa AKOPA KAl av
dev £xouv (nTNBei atrd TNV TTAEUPA Tou client.
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Scope of Search Base Object
IDAF SCOPE_SUETREE dn="o=Transarc, c=US"

Directory Root

/{\

c=lS c=DE c=5E

T~

o=Transarc

mail: info@transarc.com
fax: 512-838-5187

T

cn=Larry Brown cn=Charlie Brown

-::n:_h-ﬂike l;:ook cn:_F’auI I‘g]iller
mail: me@transarc.com mail: pm@transarc.com

Information Returned

Search Filter
Al]l Attributes

{cn=Larry Brown)

2xhua 2.2.3.1 lNapduerpor avalitnong

2.2.3.2 MNapatroptrég Kal AVa@opEG ZUVEXEING

EdGv o server dev TTEPIEXEI TO AVTIKEIMEVO BAONG, Ba ETMIOTPEWE! Pia
TTOPATTOUTII) OTOV Server Tou 1o £XEl, €av auTo gival duvartov. ATTo Tnv OTIYUr TTOU
Ba Bpebei To avTikeipevo BAong ol avalntroelg singleLevel kal wholeSubtree iowg
ouvavToouVv AAAEG TTAPATTOUTTEG. AUTEG OI TTAPATTOUTTEG ETTIOTEQOVTAI OTA
armroteAéopara TG avalntnong padi pe AAAeg TTapouoleg kataxwpnoeig. Ol
OUYKEKPIUEVEG TTAPATTOUTTEG OVOUALOVTAl AVAPOPEG OUVEXEIAG ETTEION DEIXVOUV TTOU
MTTOPEI va ouveXIOTEN Yo avalnTnon.

Mapadeiyparog xapiv, 0tav avalntaue o€ Eva UTTODEVTPO OTTOIOVONTTOTE TTOU
ovopadetal Smith, YTTopEi va eMOTPAPE hIa avaQopd CUVEXEIAG o€ Evav AANO server
mOavWwg Padi he TTOAEG AANEG TAIPIAOTEG KATAXWPNOEIG. Agv gyyudTal OTI UTTAPXEI
Karayxwpnon Pe 1o Ovopa Smith otov GAAO server, aAAG OTI n avagopd CUVEXEING
Oceixvel o€ Eva UTTOOEVOPO TTOU Ba UTTOPOUCE VA TTEPIEXEI A TETOIA KATAXWPENOoN.
ECaptdaral amrd Tov client va akoAouBroel Tnv avagopd av 1o €1TBUPEi. AQoU JOvo n
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¢kdoon 3 Tou LDAP kaBopilel TIG TTAPATTOUTTEG, Ol AVAPOPESG CUVEXEING OEV
uTTOOTNPICOVTAI ATTO TIG TTPONYOUNEVEG EKOOOEIG.

2.2.3.3 ZuvtokTiKOS TUTTOG Tou BiATpou AvaliTnong |

To @iATpo avaliTnong opifel Ta KPITAPIA TTOU TTPETTEI VA TAIPIALE Jia
KATaxwpnon yia va moTpagei amo yia avadntnon. To Baciké ouoTatikd evog
@iATpou avalitnong cival n d1EkdIKNON TINAG XAPAKTNPIOTIKOU TNG HOPPNG:

attribute operator value

Mapadeiyparog xapiv, yia va avalntiooupe Eva Atogo TTou ovopadetal John
Smith 1o @iATpo avalntnong Ba rav cn=John Smith. X& auTr TNV TTEPITITWON TO €N
€ival To XapaktnpIioTiKG, = €ival 0 TEAEOTAG Kal John Smith gival n Tipr. O TTivakag
2.2.3.3.0° atrapiBuei Toug TEAEOTEG yIa Ta QIATpa avalATnong.

TeAeoThG

Mepiypagn

Mapadsiypa

EmoTpépel kataxwpnoeig
TWV OTTOIWV TO XOPAKTNPIOTIKO
€ival ico Pe TNV TIPN.

cn=John Smith Bpiokel TNV
Karaxwpnon Je 1o ovoua
John Smith

>= EmoTpépel kataxwpnoeig sn>=smith Bpiokel OAEG TIG
TWV OTTOIWV TO XAPAKTNPIOTIKO €ival KATaXwpAoe€Ig atrd 1o smith
MEYAAUTEPO ATTO 1 i00 PE TNV TIUN. MEXPI KaI TO Z*

<= EmoTpépel KaTaxwpnoeig Twyv sn<=smith Bpiokel OAEG TIG

OTTOIWV TO XAPAKTNPIOTIKO €ival JIKPOTEPO ATTO
1 i00 YE TNV TIYN.

KATaxwpnoeig atrd 1o a*
w¢ 10 smith

EmoTpé@el kKaTaxwproeig TTou £Xouv £va
OUVOAO TIHWV YIa TO XOPAKTNPIOTIKO.

sn=* Bpiokel OAEG TIG
KATOXWPNOEIG TTOU £XOUV TO
XOPOKTNPIOTIKO SN

EmoTpéQel KaTaxwproeIig TwY OTToIWVY N

TIMF TOU XAPOKTNPIOTIKOU TTEPITTOU TAIPIACEI YE
TNV TIMA TTOU €XEI OpIoBEl. TUTTIKA, auTdg gival
€vag aAyopIBpog TTou TaipIddel AECEIG TTOU NXOUV
T0 idI0.

sn~=smit iocwg va Bpel Tnv
Karayxwpnon “sn=smith”

Mivakag 2.2.3.3.a°  TeAeotég avadiTnong QiAtpou

O xapakTtpag “ * ” TaipIagel KAOE UTTOOTOIKEIOTEIPA KAl UTTOPET va XPNOINOTTOINOEI

ME TOV TEAEOTA ' =

kal Jan Smithy.
Ta @iATpa avalnTnong JTTOPoUV va ouvduaoTouV Pe TEAEOTEG Boolean yia va
oxnUaTioBouv 110 TTOAUTTAOKA QiATpa. O OUVTOKTIKOG TUTTOG YIO TOV OUVOUAOHO
QIATPpWV gival:

(“&” or “|” (filter1) (filter2) (filter3)...)
(1" (filter))

O1 Boolean 1eAeoTéQ QaivovTal oToV TTivaka 2.2.3.3.3".
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TeAeoTng| Meprypaen
Boolean
& EmoTpéQel TIG KaTaxwpProEIg TTou Taipidouv

ME OAa Ta KaBopiopéva KpITHpIa avalhTnong QiATpou

| EmoTpépel kKataxwpnoeig TTou TaIipIdlouv YE £Va 1 UE TTEPICTOTEPA
KPITAPIO QIATPOU.

! EmoTpé@el kKataxwpnoeig yia TIG OTToieg TO YiATpo dev gival aAnBég. O
OUYKEKPIPEVOG TEAEOTNG UTTOPET VA EQAPPOCBE yia Eva @iATpo povo. To
(I(filterl)) eivan €ykupo, aAAa To (!(filterl) (filter2)) dev eival.

lMivakag 2.2.3.3.8° TeAeotég Boolean

MNa mapadeiyua, 1a (| (sn=Smith) (sn=Miller) TaipiGlouv Pe KATAXWPNOTEIG TTOU
é€xouv 10 €1miBeTOo Smith ) To Miller. O1 Boolean TeAeOTEG PTTOPOUV ETTIONG VA
TOTTOBETNOOUV KATA TNV €€N1G ouvTtagn: (| (sn=Smith) (& (ou=Austin) (sn=Miller)), n
OTTOIa TAIPIAEI OTTOIAdNTTOTE KATaXwpenon Ke Ta emiBera Smith r) Miller Ta otroia
etTiong dI1aBETEI N OpyavWTIKA govada Austin TTou gival Eva XapakTnPIOTIKO.

| 2.2.3.4 Zuykpion

O1mrwg gavepwvel kal To Ovoud NG, N AsIroupyia NG oUyKpIong
OUYKPIVEI JIa KATaxwpenon yia hia TINF XapakTnpioTIKou. Av n Karayxwpnon
EXEI QUTA TNV TIYA, N oUyKpIon €MOTPEPEI TNV TIUH TRUE. ANIWG ETTIOTPEPEI
TNV FALSE. Av Kal n ouykplion €ival atrAouoTepn atrd pia avagntnon, ivai
TTEPITTOU N idla pe TRV avalnitnon tediou Baong ye £va @iATpo avalnitnong
XOPAKTNPIOTIKOU TTOU €ival ioo pe Tnv TiynA (attribute=value). H diagopd
BpiokeTal 01O OTI AV N KAaTtaxwpnon Ogv €xel KABOAOU TO XAPAKTNPIOTIKO ( TO
XOPAKTNPIOTIKO eV guavidetal), n avaditnon Ba eTTioTpéWel 0TI dev BPAKE
KATI. ATTO TV AAAN TTAEUpd, n ouykpion Ba emmoTpéwel FALSE. Autd dcgixvel
OTI N KAataxwpnon uttapxel aAAG dev dIOBETEI XOPAKTNPIOTIKA TTOU TAIPIAJOUV

ME TA KPITAPIA TNG KABOPIoPEVNG TIUAG.

\ 2.2.3.5 Aiadikaoieg Evnuépwong (UPDATE)

O1 AeiToupyieg evnuépPwOnG TPOTTOTTOIOUV TA TTEPIEXOMEVA TOU KaTaAdyou. O
TTivakag 2.2.3.5 ouvoyidel TIG CUYKEKPIUEVEG AEITOUPYIEG.

AgiToupyia Meprypaen

Add Eiodyel vEeg KaTaxwpnoeig y€oa aTov KaTdAoyo

Delete Aloypa@el UTTAPXOUOEG KATAaXWPNOEIG atrd Tov KaTtdAoyo. Movo ol
KOUBOI TWV QUAAWYV UTTOPOUV va dlaypapouy.

Modify AANNAGCEl Ta XApOKTNPIOTIKA KAl TIG TIMEG TTOU TTEPIEXOVTAI OE HIa
uTTdpxouoca Karaxwpnon. Emrpétmel va rpooTeBouv vea
XOPOKTNPIOTIKA KAl va dlaypagouV ) va TPoTToTToinBouv IoXUovTa
XOPAKTNPIOTIKA.
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Modify DN AAN\NGCel TO AiyOTEPO ONUAVTIKO OTOIXEIO EvOG DN 1 JETAKIVE Eva
UTTOOEVTPO KATAXWPNOEWV O¢€ véa ToTTo0eria Tou DIT. Ol
KATOXWPNOEIG OEV UTTOPOUV VA PETAKIVAOOUV KATA PAKOG TWV Opiwv
TOU server.

Mivakag 2.2.3.5 Acitoupyieg evnuépwong

2.2.3.6 Aszitoupyieg Emkupwong (AUTHENTICATION)

O1 AsiToupyieg MIKUPWONG XPNOIYOTTOIOUVTAI YIA VO EEKIVIOOUV ) va
oAoKAnpwoouv Jia ouvodo avaueoa o€ évav LDAP client kal o€ évav LDAP server.
H ouvodog ptropei va diac@aAioBei o€ TTOANG eTTiTTEda apXiCovVTAG ATTO HIa ETTICQPAAN
avwvuun ouvodo, dnAadr] pia aveTrikupwTn ouvodo Katd Tnv oTroia o client
YVWOTOTIOIEI TOV €QUTO TOU PEOW €vOG password Kal, KAaTaArfyovTtag o€ hia ac@aln,
KPUTTTOYPO@NUEVN OUVODO XPNOIMOTTOIWVTAG UNXavIopoug SASL. To SASL
TTpooTédnke oTnV €kdoon 3 Tou LDAP yia va UTTEPVIKNOEI TNV adUvaun €TTIKUPWON
Tou LDAPV2 ( KATTOIOI TIPOUNBEUTEG, WOTOCO, £XOUV TTPOOBETEI IOXUPOTEPEG
MEBOOOUG ETTIKUPWONG OTTWG To Kerberos otnv LDAPV2). X1ov Trivaka 2.2.3.6
ouvowiCovTal Ol AEITOUPYiES ETTIKUPWONG.

Agitoupyia| Mepiypapn

Bind ApxikoTtrolgi gia ouvodo LDAP petagu client kai server. EmTpérrel otov
client va atrodeigel TNV TAOUTOTNTA TOU PE TO VA ETTIKUPWOEI TOV EQUTO TOU OTOV
server.

Unbind OAokAnpwvel TRV oUvodo client/server.

Abandon | Emitpétrel o€ €vav client va {ntrioel atrd Tov server va
EYKATOAEIYPEI hIa AIToupyia.

Mivakag 2.2.3.6  Neitoupyieg emMKUpwWONg

2.2.3.7 'EAeyxol ka1 EkteTapéveg AsiToupyieg

O1 €éAeyxOl KAl O1 EKTETAPEVEG AEITOUPYIEG ETTITPETTOUV OTO TTPWTOKOAAO
LDAP va etrekTaBei xwpig va aAAAgel TO id10 To TTpwTOKOAAO. O1 éAgyxol
TPOTTOTTOIOUV TN CUUTTEPIPOPA PIAG AEITOUPYIAG KAl O EKTETAPEVES AEITOUPYIEG
TIPOOBETOUV VEEG AsITOUPYiEG OTO TTPWTOKOANO LDAP. H AioTa Twv eAEyXwv
KAl TWV ETTEKTACEWYV TTou uttooTnpi¢ovTal ato Evav LDAP server ptropouv va
TTpounBeuToUV aTTO TNV £EETAON TOU KEvOU DN oTov server.

O1 éAeyxol PTTOPOUV VO KOBOPIoBOoUV YIa TNV ETTEKTAON KABE AITOoupyiag Kal
TIPOOTIOEVTAI OTO TEAOG TOU UNVUUATOG TNG AEITOUPYIOG TOU TTPWTOKOAAOU.
Mapéxovral wg TTapAPETPOI OTIG OUVAPTHOEIG TOU APL. 210 JEAAOV, Ol TUTTOTTOINUEVOI
éAeyxol iowg va kaBopifovTal ota oxeTika LDAP RFCs.

‘Evag €AeyX0G EXEI 1A -OEKADIKAG OTOIXEIOOEIPAG- TAUTOTNTA AVTIKEINEVOU TTOU
XPNOIMEUEL VIO TV avayvwplion Tou, hia auBaipetn TIUA EAEyXOU TTOU QUAAGCOEI
TTOPAPETPOUG VIO TOV EAEYXO, KAl £va ETTITTEQO KPIOINOTNTAG. OTAV TO ETTITTEDO
KplooTtntag ival TRUE o server tTp€Trel va utrooTnpicel Tov EAeyxo 1 av dev Tov
UTTOOTNPIEI TOTE TTPETTEI VA aTTOPPiYel OAOKANPN TNV Asitoupyia. EAv 1o eTTiTTEdO
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KplouoTnTag cival FALSE, o server TTou dev UTTOOTNPICEl TOV EAEYXO TTPETTEI VA
eKTEAEOEI TNV AcITOupyia OTTWG Ba yivoTav av dev gixe KaBoPIoOEi EAeyX0G.

MNa Tapadeiyua, Evag EAeyX0g ITTOPED va TTapaTeivel TRV dladikaaoia diaypa@ng
TIPOKAAWVTAG HIa eyypa®ry AoyIOTIKOU eAEyXOU N oTToia Ba Kataypd@eTal o€ £va
apxeio Trou TTpoadiopideTal atrd TNV TTANPOYOPIa TNG TIUAG TOU EAEYXOU.

Mia ekTeTapévn Aeiroupyia eTITPETTEI va KOBOPIOOEI YIa eVTEAWG VEQ
Agiroupyia. To prpvupa Tou TTPWTOKOAANOU TNG EKTEVOUG AEITOUPYIAG TTEPIEXEI HIa
TAUTOTNTA AVTIKEINEVOU OEKADIKOU String TTOU XPNOIYOTIOIEITAI VIO TV AvayvwpIon
TNG EKTEVOUG AEITOUPYIag Kal Eva auBaipeTo string Twv 0£QOPEVWV TNG OUYKEKPIUEVNG
AgIToupyiag.

2.2.4 To Movtého Ao@aAsiag

H ao@dAeia Twv TTANPOQOPIWY TTOU ATTOBNKEUOVTAI OTOV KATAAOYO Eival
QVTIKEIUEVO ONUAVTIKNG HEAETNG. MEPIKOI KATAAOYOI TTPOOPIOTNKAV VA TTpoCEyyifovTal
onuéoia péow Tou Internet aAAG o KABe xprioTng dgv Ba TTPETTEI ATTAPAITNTA VA
ekTeAéoEl KATTOIa AsiToupyia. O KATAAOYOG PIAG ETAIPEIAG TTOU EEUTTNPETEI TO BIKO TNG
Intranet ptTopei va atroBnkeuBei Tiow atod €va firewall woTe va KpaTd Yakpid To
€UPU KOIVO aTrd TNV TTPOCRACT] TOU 0€ AUTOV, OPWG ATTAITEITAI TTEPICOOTEPOG EAEYXOG
ao@aAciog yéoa oto idlo To Intranet. INa TTapadeyua, kaBévag Ba Arav o€ B€on va
avadnTtioel To e-mail evog uTTaAA|Aou aAAG pévo o0 UTTAAANAOG 1) O DIaXEIPIOTAG
OuUCoTAPATOG Ba puTToPOoUCE VA TO AAAGEEL Towg Ta PEAN TOU TUANOTOG TTPOCWTTIKOU
va €Xouv TNV adgia va avadntrioouv Tov TNAEPWVIKO aplBPo evog utTaAAfAou aAAd ol
OUVEPYATEG TOUG VA PNV €Xouv Tnv adeia autry. Mtropei n TTAnpog@opia va Xpeiaooei
va KputrToypa®nOei Tpiv diatebei o OAo 10 dikTuo. Mia TTOMITIK-) ao@AAEIOG
KaBopidel TTo10G Kal Ti €idoUg TTPOCBAcN £xEl KAl O€ TTola TTAnpo@opia. H TTOAITIKA
AOQAAEIOG gival KABOPIoPEVN ATTO TOV OPYAVIOPO O OTT0I0G dlaTNPEI TOV KATAAOYO.
‘Evag katdAoyog Ba TTpETTel va utrooTnpicel TIG BACIKES TTPOUTTOBETEIG TTOU
XpeIagovTal yia va epapuocBei pia TToAITiK ao@alelag. O KaTtaAoyog UTTOpEi va Unv
gival o B€on va TTapEXEl APNETA TIG OUYKEKPIMEVEG OUVATOTNTEG AOPAAEIAG, AAAG
MTTOPEI VO ouvePYaoOei ue Pia EUTTIOTN UTTNPECIA ao@AAEIag SIKTUOU ) oTToia Ba
TTaPEXEI TIG BACIKEG UTTNPETIEG aoPaAciag. MNpwTov, Xpeiddetal hia pEBodog
EMKUPWONG TWV XPNOTWV. H emKUpwaon emPBeRaiwvel OTI 01 XPAOTEG gival TTPAYHATI
auToi TTou dnAwvouyv o1 gival. ‘Eva évoua xpAoTn (user name) Kal €vag KwoIKOG
(password) atroteAouv éva Bacikd ox£DI0 TTIKUpwONG. MOAIG o1 xprioTeg
ETTIKUPWVOVTAI TTPETTEI VA DIEUKPIVIOOET av £Xouv Tnv £ykpion ) TV ddgia va
EKTEAEOOUV TNV AITOUPEVN EVEPYEIQ TTAVW OTO OUYKEKPIUEVO QVTIKEIUEVO.

H emkUpwon ouxva Bacifetal oToug KataAoyoug eAéyxou TTpooBaong (ACLS). ‘Eva
ACL gival pia AioTa Twv EYKPICEWV TTOU iI0WG OUVOEOVTAI JE TA AVTIKEIMEVA KAl TIG
1016TNTEG 0TOV KaTAAOYO. 'Eva ACL atrapiBuei Tov TUTTO TTpOCBA0NG TTOU ETTITPETTETAI
o€ KGBe xprioTn. MNpokeiuévou va yivouv ol ACLS PIKPOTEPOI Kal TTIO EUXPNOTOI, Ol
XPrOTEG TTOU £XOUV TA idI1a SIKAIWUATA TTPOCRACNG OUXVA TOTTOBETOUVTAI O€ OUADEG
ao@aAciag. O Trivakag 2.2.4 deixvel éva mapadelyua ACL yia pia uttaAANAIKN
Karaxwpnon KataAoyou.
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XPHZTHZ n OMAAA | AIKAIQMATA NMPOXBAXZHX

AIKaIoUx0g Avayvwaon, perarpotrr) (6x1 dpwg diaypa®n )
AIOYEIPIOTEG OAa

[MpooWTTIKO Avayvwon 0AwvV Twv TTEdiWV

O1 uttdéAortTol Mepiopiouévn avayvwon

Mivakag 2.2.4 TMapadeiyua ACL yia pia uttaAAnAIKY Karaxwpnon karaAdyou

O1Twg TTEPIYPAPNKE TTAPATTAVW, TO JOVTEAO AOPAAEIag sival BacIouévo
otnv Asiroupyia bind. Ytrapyouv TTOAANEG DIOQOPETIKES AsiToupyieg bind kai
ETTOMEVWG O PNXAVIOUOG AOQAAEIAG TTOU EQapUOZETaI Eival £TTIONG
OIaPOPETIKOG. Mia TrepiTITWOoN gival 6tav o client ntei TTpooBaon divovtag To
OIKO Tou avayvwploTIKO DN kai évav Kwdiko. Eav dev dnAwBouUvV 0 KwAIKOGS Kal
10 DN 10T€E Bewpeital wg avwvupn ouvodog atrd Tnv TTAsupd Tou LDAP
server.

LDAF
F'rnln-cul

TCR/IP

Chuery
Rapl

LDAP
Profocal

TCRAP

LDAP

client

2xnua 2.2.4.a  Emkoivwvia client/server ywpic SASL

H xpron Twv KwdIKwv atroBappuvetal duvauika otav n BaduTepn
UTTNPECIa JETAPOPAG OEV UTTOPEI VA EYYUNBEI EUTTIOTEUTIKOTNTA KAI ETTOPEVWG
TA ATTOTEAEOUATA TWV AVALNTIOEWY KOIVOTTOIOUVTAI O€ UN ETTIKUPWHEVA PEAN.
EmmrpooB£Twg, gival mlavr n evioAr bind Tou Kerberos otnv €kdoon 2 Tou
LDAP, aAAG auto atrodokipyddetal otnv €kdoon 3. Avrti yia autd, To LDAPV3
ouvodeueTal Je TNV evioAn bind Tou SASL (Simple Authentication and Security
Layer) unxaviouou.

LEAR
Frofocal

SASL

TCRAP

FI: N :I .
LDAP — LDA

client SASL sarvar

TCRAR

2xnua 2.2.4.8° Emkoivwvia client/server ue SASL
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AuUTO gival €va yeVIKO TTAQIOI0 ETTIKUPWONG, OTTOU TTOAAEG HEBODOI
EMKUPpWONG €ival OI0BECIPES YIa TNV ETTIKUPWON Tou client oTov server. Mia
atro auTég gival kal To Kerberos.

EmmimTA€ov, o1 ekTevEiG Asitoupyieg TTpwToKOANOU diaTiBevTal OTO
LDAPvV3. Mia eTTEKTAON OXETIKI UE TNV AOPAAEIa gival n "ETTEKTAON yIa TNV
Ac@dAeia Tou Etrirédou Metagopds” (TLS) yia To LDAPV3. Autr) kaBopidel
AEITOUPYIEG TTOU XPNOIYOTTOIOUV TNV TLS wg PECO yia TNV KPUTTTOYpA®non TNG
ouvodou LDAP kal TTpoOTATEUOVTAG TNV aTTO TNV TTAPATTOINON OEO0UEVWV.
BaoiCetal oto Secure Socket Layer (SSL) Protocol 3.0, 1o o1T0i0 £XEl
emvon@ei atrd v Netscape Communications Corporation. H TLS €xel évav
MNXAVIOPO TTOU TNG ETTITPETTEI VA ETTIKOIVWVEI PE €vav SSL server. Mepikoi
TTPounBeuTEG OTTWG O Netscape kai n IBM €xouv dn €1TEKTEIVEI TO
TTPWTOKOAAO LDAP Kai £xouv TTpoCOE0EI KATTOIEG OUYKEKPIUEVEG SSL EVTOAEG
€101 WOTE va gival duvatr n kputrtoypdenon piag TCP/IP ouvdeong Kal KAatd
OUVETTEIQ TTAPEXOVTAI HEOT TTOU TTEPIOPICOUV TNV AVAYKN ATTOOTOANG
atrpooTAaTeuTwV DN Kal KwdIKwv TTpooacng o€ 6Ao 1o dikTuo. ATTO TV
OTIydn TTou €vag client Ba avayvwploTei, ol TTANPoYopieg EAEyXOU TTPOCRAONG
Ba evnuePWOOUV yia TO av O client £xel ETTAPKEIG AdEIEG TTPOOTTEAQONG YIA VO
TTPAYMATOTTOINCEI AUTO TTOU {NTEi.
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CONCLUSION

To LDAP (Lightweight Directory Access Protocol) gival éva
TIPOTEIVOUEVO QVOIXTO TTPOTUTTO YIA TOTTIKEG ] TTAYKOOUIEG UTTNPETIES
KataAdyou 1Tou BpiokovTal o€ éva ToTTIKO OiKTUO ) oTo Internet. Me autrjv Tnv
€vvola £vag KaTAAoyog poladel Katd TTOAU pe Evav TNAEQWVIKO KaTtdAoyo. To
LDAP ptropei va xeipioBei TTOANwV €10wV TTANPOQOopieg aAAG TTPOG TO TTAPOV
XPNOIYOTIOIEITAI YIO TOV CUCXETIONO OVOUATWY PE TNAEQWVIKOUG apIBuouUgs Kal
d1euBUvVOEIG NAEKTPOVIKOU Tayxudpopeiou. O1 kataAoyol ival oxedIaoPEVOI Va
UTTOOTNPICOUV PHEYAANO OYKO EPWTNUATWY, GAAG Ta dedopEVa TTOU gival
atmoBnkeupéva oToug Katahdyoug dev aAAGlouv ouxVvd.

To LDAP gival TTepIiooOTEPO XPNOIUO € avTiBeon Ye Evav TNAEQWVIKO
KATAAOYO €TTEION O OXEOIOOUOG TOU Eival TTPOOPICHEVOG VA UTTOOTNPICEl TNV
peradoon dlapéoou Twv LDAP servers og Ao 10 Internet, 61rwg yiverai
TrepitTTou ge To DNS (Domain Name Service). To cuotnua DNS
ouuTTepIPEPETal oav To BIBAIo dieuBuvoewy Tou Internet ye Tnv
TTapakoAouBnon Twv domain names kal Twv IP dieubuvoewv. 210 YEAAOV, TO
LDAP Ba trapéxel Tov idlo TUTTO TTPpOCRaong yia TTOAAG €idn TTANPOPOPIWY
kataAoyou. [pog 1o TTapdv, To LDAP XpnOIYOTTOIEITAIl VIO MIKPOUG
OPYQVIOUOUG TT.X YIO €V TTAVETTIOTAMIO 1] O€ HEYAAEG ETAIPEIEG, VIO
Aoyaplaouo Twv UTTNPECIWY KOTAAGYOU.

To LDAP egival éva ouotnua client-server. 'Evag LDAP client ouvdécTai
pe évav LDAP server kai €ite {nTAel TTANPOPOPIES €ITE TTAPEXEI TTANPOPOPIa
TTOU XPEIAZETAl VA EVOWHOTWOEI oTov server. Me Tnv o€Ipd Tou O server
QATTAVTAEl OTO EPWTNMA TTAPATTEPTTOVTAG TO EpWTNHA 0€ AAAov LDAP server, 1)
QEXETAI TIG TTANPOPOPIES TTPOG EVOWNATWON OTOV KATAAOYO.

Mepikég @opég 1o LDAP avagépetal wg X.500 Lite. To X.500 eivai éva
OI1EBVEG TTPOTUTTO YIa KATOAOYOUG. AIOBETEI TTAIPN XAPOAKTNPIOTIKA
yvwpiopara, aAAd gival TToOAUTTAOKO Kail atraitei TToOANOUG TTOPOoUG Kal OAGKANPN
TNV oToiBa OSI. ATT6 TNV AAAN pepid, To LDAP utropei va Tpéxel o€ éva PC
eukoAa kai xpnoigotrolei To TCP/IP. To LDAP 1rpootreAddel TOUG KATaAdyoug
X.500 aAAaG dev uttooTnpicel kGBe duvaroTnTa Tou X.500.

To kUplo TTAcovEKTNUa Tou LDAP gival n evotroinon opIoPEVWY TUTTWV
TTANpo@opiag o€ Evav opyaviopod. Na mapddelypa, OAol o1 XPAOTEG PIAg
ETTIXEIPNONG OouyXwveuovTal o€ évav KatdAoyo LDAP. O katdAoyog autog
MTTOPEI va £pwTnNOEi atrd oTToI0dATTOTE £Pappoyr) LDAP TTou XpelddeTal
TTANPOPOPIEG KATAAOYOU.

AMN\a TTAcovekTripaTa Tou LDAP TTepIAapBavouy Tnv euKoAia eQapuoynig
Tou (0€ ouykpion Pe 1o X.500) kal To —KaA& opiopévo- APl (Application
Programming Interface), TTou onpaivel 011 8a au¢nBei oTo pEAAOV 0 apIBuog
TWV €Qappoywv 1Tou oxeTiCovral he To LDAP kaBwg kai o1 LDAP gateways.

MelovéKTnua gival To yeyovog OTi n xprion Tou LDAP atraitei eQapuoyEg
TTOU UTTOOTNPICOUV TO TTPWTOKOAAO. ETTiITTA 0V TO LDAP ¢V uttooTNPIcE!
MEYAAO APIOUO ECWTEPIKWY YVWPIOUATWY ACQAAEIAG OTTWGS CUUPAIVEI PE TO
X.500.

To LDAP ouvnBwg XpNOIMOTTOIEITAI WG O KEVTPIKOG ECUTTNPETNTNG
ETMKUPWONG £TOI WOTE OI XPNOTEG VA £XOUV HIA EVOTTOINKEVN OUVOEDN TTOU
KaAuTrTel Toug POP servers, IMAP servers, Ta Jnxaviuarta TTou cuvogovTal
o710 OIKTUO XpnoIyoTToIwVTag To Samba kal akoua Ta Windows NT. OAeg
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QUTEG OI KATAOTAOEIG OUVOEDNG UTTOPOUV va Baacifovtal oTov idI0 KwdIKO
XPNoTn XxpnoiuoTrolwvTtag To LDAP.

Glossary

A

ACL (Access Control List): KardAoyog EAEyxou MNpooTtréAaong. KatdAoyog XpnoTwyv
I TTPOYPAPUATWY TTOU TTEPIEXEI KAI TIG AVTIOTOIXEG KATNYOPIEG E6OUCI0OOTNONG YIA
TNV TTPOCTTEAQCN OTO CUCTNPA | O€ OUYKEKPINEVOUG TTOPOUG TOU.

alias: ‘Eva 6voua, ouvriBwg PIKPO Kal EUKOAO OTNV ATTOPVNUOVEUON, TO OTTOIO
METaPPAleTal 0€ £va AAAO Ovoua 1) OTOIXEIOOEIPA, OUVIBWS PEYAAOU PAKOUG HE
TTOAUTTAOKO TUTTO.

API (Application Programming Interface) : Eivai n dietra@r pye tnv otroia £va
TIPOYPAUMA EQAPUOYNG TTPOOTTEAQUVEL EVa AEITOUPYIKO GUCTNUA KAl AAAEG
uttnpeoieg. Eva API kaBopideTal oTo ETTITTEQO TTNYAIOU KWAIKA KAl TTAPEXEI VA
ETTITTEDO APAIPEONG AVANECA TNV EQAPHOYH KAl GTOV TTUPAVA YIA va eEacQANITOEI N
METAPOPA TOU KWOIKA.

ASCII (American Standard Code for Information Interchange): Kwdikag ASCII.
Kwdikag avammapdoTaong TTANPOPOPIWY TTOU XPNOIYOTTOIEI 7 duadika yneia yia tnv
avatrapdacTaon 128 aA@afnTIKWVY Kal apIBuNTIKWVY XAPAKTAPWY, EIBIKWV CUNBOAWYV
KAl XOPAKTAPWVY EAEYXOU.

ASN.1 (Abstract Syntax Notation.1): ‘Eva mrpdtutro Tou ISO/ITU-T yia Tnv geTAdoon
oedopEvwy oTa dikTua. Apxikd kaBopioBnke 1o 1984 wg pépog Tou CCITT X.409 '84.
H ASN.1 kaBopilel Evav a@npnuéVo CUVTAKTIKO TUTTO TWV TTANPOQOPIWYV TTOU OPWG
dev TTEPIOPICEI TOV TPOTTO PE TOV OTTOIO Ol TTANPOPOPIEG KWOIKOTTOIOUVTAL.

attribute (xapaktnpIOTIKO) : OTIBATTOTE XaPAKTNPICEI I TTPOCDIOPICEI JIa OVTOTNTA.

B

BOOLEAN: AAyeBpa Boole. AAyeBpikd ouoTnua tTou diatuttwOnke atmmd tov AyyAo
pMaBnuaTikd George Boole 10 1847 kai £TTaige KABOPIOTIKO PpOAO O0TNV €EEAIEN TNG
EMOTAPNG Twv UTToAoyIoTwy. O1 pyeTaBAnTég TNG dAyeBpag Boole ptropouv va
TTAPOUV dUO POVOV TIUEG — “aAnBES” Kal “WPeudEG - Kal va ouvOuaoTOUV NECW TWV
TeAeoTwyv “KAI” (AND) ka1 “ ‘H “ (OR) i va av avaipeBouv AoyIKA JE TOV TEAEOTN
“OXI” (NOT), yia va dwoouv €va AoYIKO atToTEAEOUA N TIUN Tou oTToiou ("aAnBEg” n)
“Yeud€G’) kabopileTal aTTo YIa OEIPA KAVOVWV.

c

C: Nwooa mrpoypapuaTiopyou C. YwnAou emTiTédou YAWooa TTPOoYPANUATIONOU TTOU
avatrTuxonke 1o 1972 amrd Tov Dennis Ritchie ota epyaotipia Tng Bell (AT&T),
apPXIKA yia TNV UAoTTOiNON Tou AEIroupyikou cuoTruarog UNIX. Eival yia atro TG 110
O100O0PEVEG OUYXPOVESG YAWOOEG TTPOYPAUMATIONOU. 2UvOUAlel TIG OOPEG EAEYXOU
Kal OeQOUEVWV KAl TIG EUKOAIEG XPNONG TWV JOVTEPVWY, UWnAoU €TTITTEOOU YAWOOWV
TIPOYPAUMATIONOU, KE TIG BUVATOTNTEG TWV XAUNAOU ETTITTEDOU OUUPBOAIKWV
YAwoowv. Ta xapakTnpIoTIKA auTd TV KOBIOTOUV EEAIPETIKA ATTODOTIKN YId TOV
TTPOYPANMOTIONO OCUCTNUATWY.
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C++: N'\wooa TTpoypapuaTiopyou C++. YywnAouU eITTEOOU YAWOOA TTPOYPANUATIONOU
TTOU avaTITUXONKe atrd TNV AT&T Kal XapakTnpigeTal wg UTTEPOUVOAO TNG YAWooag
C. 2uvdudadel Ta TAsovekTipaTa TNG YAwooag C pe Bacikd oToIKEia TwV YAWOOWV
LISP ka1 Algol 68. XapakTtnpileTal TionNg wg “yAwooa TTpooavaTtoAIohEVn OTO
QVTIKEIUEVO”. ATTO Ta TTI0 QUVAUIKA XAPOKTNPIOTIKA TNG €ival N EUKOAIa oTn Xprion
aenPNMEVWYV TUTTWYV DEDOUEVWY, TTOU £XEI WG ATTOTEAECUA TNV ATTODOTIKI XPNOoN TNG
oTnNV avAatTugn OOPNUEVWY TTPOYPOAUMATWV.

class ( karnyopia): Mia katnyopia, N OTToia CUXVA OUYXEETAI JE TO AVTIKEIMEVO,
KaBopiel yia oOvTOTNTA EQAPPOYAG TTOU TTPOYPAMMATICETAI JE BACTN TNV dOMN TWV
OeQONEVWV KAl TWV EVEPYEIWV TTOU UTTOPOUV va Yivouv TTAvw oTa dedoEva.

D

DARPA (Defense Advanced Research Projects Agency): AvTITTpOOWTTEIa TNG
QUEPIKAVIKNG KUBEPVNONG TTOU TTAPEIXE TNV APXIKNA UTTOOTAPIEN YIA TV AQVATITUEN TWV
O1a0UVOEDEPEVWY DIKTUWY TTOU apyoTePa 0drynoe oTnv dnuioupyia Tou Internet.

de facto mrpéTutro: ‘Eva ox£d10, Tpdypaupa i YAwooa, TTou €XEI YiVEI EUPEWG
ATTOOEKTO OAAG aKOpA deV £XEl avayvwpIoBei wg TTPOTUTTO a1Td Tov ANSI (American
National Standards Institute) fj amré Tov OSI (International Organizational for
Standardization).

DIT (Directory Information Tree): Aévdpo NAnpogopiwv KataAdyou. Mia ypa@ikn
ATTEIKOVION TWV KATOAOYWV KAl UTTOKATAAOYWV O€ OEVOPIKI) HOPPI), UE TOUG
UTTOKATAAGYOUG Va euPaviovTal ws «KAadIA» TOU KUpPiwg KaTaAdyou.

DNS (Domain Name System) : To oUoTnua TO OTTOIO XPNOIUOTTOIEITAI OTTO TA
MNXavApaTa evog OIKTUOU yia Tnv ouvdeon Twv IP dieubuvoewy (OTTwg N
195.130.72.52) ye Ta hostnames (6TTwg 10 www.teiep.gr). O1 uTToAOYIOTEG
Aaupavouv Tnv IP diguBuvon yia éva hosthname atré Tov DNS server, rj waxvouv
OTOUG TTIVOKEG TTOU dIaTNPOoUVTAl OTA CUCTNUATA TOUG.

DSA (Directory System Agent): To AoyIONIKO TTOU TTOPEXEI TNV UTTNPECIA KATAAOYOU
X.500 yia éva TufRua TG TTANPOYOPIaKG BAaong kataAdyou. Nevikd, Evag DSA eivai
UTTEUBUVOG YIa TIG TTANPOPOPIEG KATAAOYOU EVOG OPYAVICHOU.

E

EDI (Electronic Data Interchange): HAektpovikiiy AvtaAAayr) Aedouévwy. MeTddoon
dounuévng (TrpokaBopIouEvng/ TUTTOTTOINUEVNG) TTANPOPOPIAG, HE NAEKTPOVIKO
TPOTTO, AVAPECO OE€ OCUCTAMATA UTTOAOYIOTWY TTOU AVIKOUV O€ DIOPOPETIKEG ETAIPIES
1 opyaviopoug. O 6pog dev TTEPIANAUPAVEI TO NAEKTPOVIKO TaXUdPOUEIO ) TNV
TNAgopoloTUTTIA, OTTOU N TTANpo@opia dev cival dounuévn. O NAEKTPOVIKOG TPOTTOG
pMETAdOONG cupTTEPIAQUBAvVEI TNV aTTeuBeiag ouvdeon 1 TNV avrallayr he Tn BoriBeia
TT.X HAYVNTIKWV TAIVIWV.

EDUCAUSE: H EDUCAUSE cival pia pn kepdOOKOTTIKY) 0pyAvwaon n oTroia £XEl wg
OKOTTO TNV TTPOAywYn TNG TPITORABUIAG eKTTAidEUONG WE TNV TTPOWONON XPNong
EUQUOUG TEXVOAOYIOG TTANPOPOPIWV.

Entry (kataxwpnon): KaBe atoixeio piag AioTag, evog TTivaka K.A.TT. ZTNV TTEPITITWON
Twv Baoewv Aedopévwyv 0 6pog gival yvwaoTog wg eyypagn).
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E

FAX (facsimile): TnAeopolotuTria. H petddoon eyypdowy, oXediwv, uToypa@IwV
K.A.TT. HEOW TNAETTIKOIVWVIAKWY OIKTUWYV. H TTpwTn TTpooTTddeia atrodideTal oTO
2KoT0£C0 Alexander Bayn, o O1T0iog avETTTUEE yUpw OTO 1842 pia TEXVIKN YIA TN
METAdOON EIKOVWV KAl EVTUTTWYV PJEOW TNAEYPAQPIKWY Ypapuwv. H €€EAIEN TG
TNAEOUOIOTUTTIOG UTTPEE paydaia Kal OrjUEPA TEIVEI VA AVTIKATACTHOEI TIG UTTNPECIEG
TEAEC KABWG Kal TIG EIOIKEG TAXUDPOMIKEG UTTNPECIEG (ETTEIYOUOEG ATTOOTOALG).

filter (QiATpo): AUadIKr) TTOPACTACH TTOU XPNOIUOTIOIEITAI YIO TNV TPOTTOTTOINON ) TNV
avayvwplion evog TURUATOG MIag GAANG duadikng TTapdoTaong. H avayvwpion A
TPOTTOTTOINON YIiVETAI PE TNV EKTEAEOT TNG KATAAANANG AoyIKn G TTpagng (AND, OR,
XOR) avapeoa oTig dUO TTAPACTACEIG.

firewall: 1. Mnxavnua 1o o110io dIABETEI EIDIKEG TTPOPUAAEEIS YIA TIG CUVOETEIG EKTOG
TOTTIKOU QIKTUOU TT.X OTO Internet. H 10éa BpioKeTal GTO va TTPOCTATEUBOUV Ol
UTTOAOYIOTEG TTOU BpiokovTal TTiow Tou atrd Toug crackers. ‘Eva Tutriké firewall givai
€Vag TTPOCITOG MIKPOETTECEPYAOTNG TToU BaacieTal o€ éva pnxavnua UNIX. 2. O
KWOIKAG TTOU TOTTOBETOUHE O€ £va oUOTNPA YIa VA £Eao@aloBei n atropuyr BAGBNG
aTTO TOUG XPHOTEG.

format ( pop@n, Tpotrotroinon): H didTagn Twv 1Tediwv PIag eyypaeng f Twv
0edopEVWY O€ £va EVTUTTO, 066vN 1] HEOO ATTOBNKEUONG — OPICHOG TNG HOPPNG
ATTOBNKEUONG TWV TTANPOPOPIWY O Eva POopPEa DEDOUEVWY, TT.X O’ VA HayvnTIKO
0iOKO ) O€ hIa OUOKEUN £€000U.

G

gateway (dikTuakr TTUAN): O KoIvOG KOUPBOG dUO 1 TTEPICTOTEPWYV DIKTUWV
uttoAoyloTwv. H Asitoupyia TnG TTUANG DIKTUWV €ival avAAoyn UE eKEivn evOg
dIEPUNVEQ TTOU PETAPPACE! TT.X OTTO Ta AYYAIKA OTA KIVECIKA () KAl O€ TTEPIOCOTEPEG
TAUTOXPOVA YAWOOEG) KAl avTioTpo®a, TTpocapudlel OnAadr Ta TTAKETA NVUPATWYV
oTA JIAPOPETIKA TTPWTOKOAAQ TTOU XPNOIMOTTOIOUV Ta ouvoedepéva dikTua. H
AgIToupyia TnNG TTUANG €ival Gueoca avTIANTITA aTTd TOUG XPNOTEG TWV JIKTUWV.

H

host name( rj “site name”) : To povadikd Gvoua YE TO OTTOI0 €vag UTTOAOYIOTAG
YVWOTOTTOIEITAI O€ £va QIKTUO KAl XPNOIUEUEI OTNV AvVAyvVWPEION TOU KATA TNV OIAPKEIN
OTTOINOBNTTOTE NAEKTPOVIKNG AVTAAAQYG TTANPOQPOPIWV.

HTTP(Hypertext Transfer Protocol) : NpwTtokoAAo TTou BaacifeTal 0TO JOVTEAO
client/server kai xpnoigoTrolgital yia Tnv avraAAayr keipévwy HTML oTo Internet.
Xpnoipotrolgi To port 80.

IP address (Internet Protocol address): 'Evag 32- bit (4- byte) duadikdg aplBuog TTou
TTPoodIopiel HOVAdIKA £vav host 0 0T1Toiog gival ouvdedEPEVOG OTO Internet pe
AaAAoug Internet hosts pe OKOTTO TNV ETTIKOIVWVIO HEOW TNG METADOONG TTAKETWV.
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J

JAVA: AnPo@IANG QVTIKEIMEVOOTPAPNG YAWO OO TTPOYPAUKATIONOU TTOU
avaTrTuxonke oTig apxég Tou 1990 atrd TNV Sun Microsystems Kal KUKAO®OPNOoE
TTPOG epappoyr 1o 1995.

K

Kerberos: Zuotnua emmkupwong Tmou avattuxdnke oto MIT (Massachusetts
Institute of Technology). To Kerberos oxedidobnke yia va kavel duvaTth tnv
avtaAAayn 1I0IWTIKAG TTANPOPOPIag JETALU DUO PEPWYV OE€ £VA DIAPOPETIKO AVOIXTO
dikTUO. AgIToupyei e TNV avaBeon evog JovadIKoU KAEIBIOU, TO OTTOI0 OVOUAZETal
ticket, o€ KABe xprioTn TToU cuvdéeTal oTo dikTUO. ‘ETTeITa TO ticket evowpartwveral o€
MNVUHOTA YIa va avayvwpioBei 0 aTToOTOAEAG TOU uNVUUATOG.

M
modules (evoTnTeg): KABE auTOTEAEG TUNUA EVOG CUCTHUATOG i} TTIPOYPAUPOATOG TTOU
Aeiroupyei aveEdpTnTa fi/kal ouvepyadeTal ue AN TuAPaTa.

N

NOS (Network Operating System): To TTpOypapua AOYIOMIKOU TTOU TTAPEXEI TNV
dieTTaQn xpriotn oto LAN kai eAéyxel Tnv Asiroupyia Tou dikTuou. ‘Eva NOS
ETTIKOIVWVEI PE TO UAIKO Tou LAN Kai divel Tnv duvaTtdTnTa OTOUG XPrOTES VA
ETTIKOIVWVOUV PETALU TOUG KAl va JOIPACoVTal apXEia KAl TTEPIPEPEIOKA.

P

PDU (Protocol Data Unit): ‘Eva TTakéTo dedopévwy TTou Byaivel eKTOg dikTuou. O
OPOG APOoPA £VA OUYKEKPINEVO OTpwHa Tou OSI Kal £va CUYKEKPIMEVO TTPWTOKOAAO.
port number: ‘Eva amd Ta input/output kavaAia diktuou evog H/Y o o1Toiog TpEXEl TO
TCP/IP. Z10 World Wide Web, pe Tov 6po port evvooupe cuvrBwg Tov apliBuo oTov
OTT0IO TPEXEI Evag server. 2e évav H/Y ptropei va Tpéxouv TToANoi Web servers, aAAd
MOVO €vag server uTropei va TpExel o€ KABe port. O TTPoeTTIAeyuEVOG port number yia
Toug Web servers givai 80.

POSTSCRIPT (yAwooa trpoypauuatiopot POSTSCRIPT): N'Awooa
TIPOYPAUMATIONOU TTOU XPNOIYOTIOIEITAI OTA ETITPATTECIA EKOOTIKA CUOTHHATA KAl
TOUG EKTUTTWTEG AEICEP.

Proxy(server): 'Eva oToixeio firewall Trou diaxeipi¢etal Tnv KukAogopia Internet atro
Kal TTPOG €va TOTTIKO OiKTUO OTTOU TTapéxel didgopa features OTTwG evaTroBrkeuon
EYYPAPWV Kal EAeyxo TTpOoBaong. ‘Evag proxy server utropei va BEATILWOEI TNV
a1TOd00N UE TNV TTAPOXK) TWV OUXVA CNTOUPEVWYV dEdOUEVWY, OTTWG Mo Web oeAida,
KAl JTTOPEi va QIATPAPEI KAI VO ATTOPPITITEI AITANATA TA OTTOIA O DIKAIOUXOG OEV
Bewpei KATAAANAQ OTTWG PIa AVETTIKUPWTN TTPOCRA0N O€ KATTOIA IDIOKTNTA ApPXEia.

R
RFC (Request For Comment): Ta mpdtutra Tou dikTUou Internet ovoudalovtal RFCs.

‘Eva rpoTeivouevo Internet standard apxika 6£€TeTal wg TpdTOCN Kal Tou diveTal £vag
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apIBpog REC. KatoTriv, étav yivetal atrodekTo, TpooTifetal ota Official Internet
Protocols, aAAG akéua avagépetal cuu@wva pe Tov RFC apiBuo.

RPC (Remote Procedure Call): lMNMpdkerral yia Tnv Bdon Tou Karaveunuévou
UTTOAOYIOTIKOU ouoTiuaTog. H Attopakpuopévn Aladikaoia KAAong atropaaiceTal
aTTO TOUG clients Kal EKTEAEITAI OTOUG Servers, YE Ta ATTOTEAEOUATA VA ETTIOTPEPOUV
MEOwW TOu OIKTUOU aTOUG clients.

S

SASL (Simple Authentication and Security Layer): MéBod0og TTou TTpOCBETEI
UTTOOTAPIEN ETTIKUPWONG OTA TTPWTOKOAAQ diacuvdeong. INa Tnv xpnoiyoTtroinon Tou
SASL, éva TTpWTOKOANO GUUTTEPIAQUBAVEI YI EVTOAR] avayvwpPIonG Kal ETTIKUPWONG
Yl TOV XPrioTn TTOU TTPOKEITAI VO OUVOEBEI e Evav server.

Schema (oxnua): H mepiypagr 1ng doung piag Baong Asdouévwvy.

SQL (Structured Query Language): H SQL cival gia oxeoiakni YAwooa 0ed0uEVWV
TTOU TTAPEXEI EVA OUVOAO EUKOAIWV VIO EPWTANATA, OPIOPOUG OEDOUEVWV KOBWG Kal
yIa TOV XEIPIOPO Kal éAeyxo dedopévwy. AttoTteAei To APl yia Ta RDBMS.

SSL (Secure Sockets Layer): NpwTdkoAAo TO oTT0i0 0XedIA0ONKE aTTd TNV Netscape
Communications Corporation WoTE va TTAPEXEI KPUTTTOYPAPNMEVN ETTIKOIVWVIO OTO
AlodikTuo. To SSL BpiokeTal KATW aTTO TA TTPWTOKOAAA eapuoynig OTTws 10 HTTP,
SMTP, Telnet, FTP kai éva oTpwua TTavw atrod 1o TTPWTOKOAAO dlacuvdeong
TCP/IP. XpnoyoTroigital ge Tnv u€Bodo mrpdéoBaong HTTPS.

T

TLS (Transport Layer Security protocol): Eva TpwTOKoAAO oXeDIO0PEVO WOTE va
EMTPETTEI TNV ETTIKOIVWVIA TwV eQapuoywv client/server diap€éoou Tou Internet xwpig
VA KIVOUVEUOUV ATTO AVETTIKUPWTEG TTAPEUPATEIS KAl TTAPABIACEIG UNVUUATWY.

U

UNIX (Aeiroupyikd ocuoTtnua UNIX): Agitoupyikd cuoTnPa TTOU oXEQIA0E Kal
uAotroinoe 1o 1996 Ken Thomson ota epyaoTrpia Tng BELL (AT&T). Ocwpeital atrd
Ta TTAOV ONUO@IAN Kal “@INIKG OTO XPNoTn” AEITOUPYIKA CUCTHUATA KOl UIOBETHONKE
a1TO TTOANOUG KATAOKEUAOTEG JECAIWV KAl HEYAAWY UTTOAOYIOTWY WG oUCTNHA
TTOAUETTECEPYQTiag Kal DIAPEPIOPOU XpOvou, ue dUVATOTNTA UTTOOTHPIENG EVOG
OXETIKA MIKPOU apIOUOU XpNOTWV.

URL (Uniform Resource Locator): Ta URL xpnoigoTtroiouvral atmré toug Web
Browsers yia va gvrotrioouv mopoug oTo Internet. ‘Eva URL trpoodiopilel TO
TIPWTOKOAAO TTOU Ba XpnoigoTtroinBei yia Tnv avalitnon (0mmwg 1o HTTP yia pia
World Wide Web oceAida i To FTP yia éva FTP site), To 6voud Tou server Tov OTToio
Bpiokeral o MOPoG (6TTWGS o //www.ldapman.org) kai TTPOAIPETIKA, TO path TnG TTNYNG
(1r.x éva €yypa@o HTML rj éva apxeio).
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Lightweight Directory Access Protocol (v3)

1. Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards™ (STD 1) for the standardization state

and status of this protocol.

Copyright Notice

Distribution of this memo is unlimited.

Copyright (C) The Internet Society (1997). All Rights Reserved.

1ESG Note

This document describes a directory access protocol that provides

both read and update access.

Update access requires secure

authentication, but this document does not mandate implementation of
any satisfactory authentication mechanisms.

In accordance with RFC 2026, section 4.4.1, this specification is
being approved by IESG as a Proposed Standard despite this
limitation, for the following reasons:

a. to encourage implementation and interoperability testing of
these protocols (with or without update access) before they

are deployed, and

b. to encourage deployment and use of these protocols in read-only
applications. (e.g. applications where LDAPV3 is used as
a query language for directories which are updated by some
secure mechanism other than LDAP), and

c. to avoid delaying the advancement and deployment of other Internet
standards-track protocols which require the ability to query, but
not update, LDAPv3 directory servers.
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Readers are hereby warned that until mandatory authentication
mechanisms are standardized, clients and servers written according to
this specification which make use of update functionality are
UNLIKELY TO INTEROPERATE, or MAY INTEROPERATE ONLY IF AUTHENTICATION
1S REDUCED TO AN UNACCEPTABLY WEAK LEVEL.

Implementors are hereby discouraged from deploying LDAPv3 clients or
servers which implement the update functionality, until a Proposed
Standard for mandatory authentication in LDAPv3 has been approved and
published as an RFC.
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2. Abstract

The protocol described in this document is designed to provide access

to directories supporting the X.500 models, while not incurring the

resource requirements of the X.500 Directory Access Protocol (DAP).

This protocol is specifically targeted at management applications and

browser applications that provide read/write interactive access to

directories. When used with a directory supporting the X.500

protocols, it is intended to be a complement to the X.500 DAP.

The key words ""MUST™, "MUST NOT", "REQUIRED'", "SHALL'™, "SHALL NOT",

""SHOULD™, ""'SHOULD NOT', ""RECOMMENDED', and *"MAY"™ in this document

are to be interpreted as described in RFC 2119 [10].

Key aspects of this version of LDAP are:

- All protocol elements of LDAPv2 (RFC 1777) are supported. The
protocol is carried directly over TCP or other transport, bypassing
much of the session/presentation overhead of X.500 DAP.

- Most protocol data elements can be encoded as ordinary strings
(e.g., Distinguished Names).
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- Referrals to other servers may be returned.

- SASL mechanisms may be used with LDAP to provide association
security services.

- Attribute values and Distinguished Names have been
internationalized through the use of the ISO 10646 character set.

- The protocol can be extended to support new operations, and
controls may be used to extend existing operations.

- Schema is published in the directory for use by clients.

3. Models

Interest in X.500 [1] directory technologies in the Internet has led
to efforts to reduce the high cost of entry associated with use of
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these technologies. This document continues the efforts to define
directory protocol alternatives, updating the LDAP [2] protocol
specification.

3.1. Protocol Model

The general model adopted by this protocol is one of clients
performing protocol operations against servers. In this model, a
client transmits a protocol request describing the operation to be
performed to a server. The server is then responsible for performing
the necessary operation(s) in the directory. Upon completion of the
operation(s), the server returns a response containing any results or
errors to the requesting client.

In keeping with the goal of easing the costs associated with use of
the directory, it is an objective of this protocol to minimize the

complexity of clients so as to facilitate widespread deployment of

applications capable of using the directory.

Note that although servers are required to return responses whenever
such responses are defined in the protocol, there is no requirement
for synchronous behavior on the part of either clients or servers.
Requests and responses for multiple operations may be exchanged
between a client and server in any order, provided the client
eventually receives a response for every request that requires one.

In LDAP versions 1 and 2, no provision was made for protocol servers
returning referrals to clients. However, for improved performance
and distribution this version of the protocol permits servers to
return to clients referrals to other servers. This allows servers to
offload the work of contacting other servers to progress operations.
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Note that the core protocol operations defined in this document can
be mapped to a strict subset of the X.500(1997) directory abstract
service, so it can be cleanly provided by the DAP. However there is
not a one-to-one mapping between LDAP protocol operations and DAP
operations: server implementations acting as a gateway to X.500
directories may need to make multiple DAP requests.

3.2. Data Model

This section provides a brief introduction to the X.500 data model,
as used by LDAP.

The LDAP protocol assumes there are one or more servers which jointly
provide access to a Directory Information Tree (DIT). The tree is
made up of entries. Entries have names: one or more attribute values
from the entry form its relative distinguished name (RDN), which MUST
be unique among all its siblings. The concatenation of the relative
distinguished names of the sequence of entries from a particular
entry to an immediate subordinate of the root of the tree forms that
entry®s Distinguished Name (DN), which is unique in the tree. An
example of a Distinguished Name is

CN=Steve Kille, O=Isode Limited, C=GB
Some servers may hold cache or shadow copies of entries, which can be
used to answer search and comparison queries, but will return

referrals or contact other servers If modification operations are
requested.
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Servers which perform caching or shadowing MUST ensure that they do
not violate any access control constraints placed on the data by the
originating server.

The largest collection of entries, starting at an entry that is
mastered by a particular server, and including all its subordinates
and their subordinates, down to the entries which are mastered by
different servers, is termed a naming context. The root of the DIT
is a DSA-specific Entry (DSE) and not part of any naming context:
each server has different attribute values in the root DSE. (DSA is
an X.500 term for the directory server).

3.2.1. Attributes of Entries

Entries consist of a set of attributes. An attribute is a type with
one or more associated values. The attribute type is identified by a
short descriptive name and an OID (object identifier). The attribute
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type governs whether there can be more than one value of an attribute
of that type in an entry, the syntax to which the values must
conform, the kinds of matching which can be performed on values of
that attribute, and other functions.

An example of an attribute is "mail". There may be one or more values
of this attribute, they must be 1A5 (ASCII) strings, and they are
case insensitive (e.g. "foo@bar.com™ will match "FOO@BAR.COM™).

Schema is the collection of attribute type definitions, object class
definitions and other information which a server uses to determine
how to match a filter or attribute value assertion (in a compare
operation) against the attributes of an entry, and whether to permit
add and modify operations. The definition of schema for use with
LDAP is given in [5] and [6]. Additional schema elements may be
defined in other documents.

Each entry MUST have an objectClass attribute. The objectClass
attribute specifies the object classes of an entry, which along with
the system and user schema determine the permitted attributes of an
entry. Values of this attribute may be modified by clients, but the
objectClass attribute cannot be removed. Servers may restrict the
modifications of this attribute to prevent the basic structural class
of the entry from being changed (e.g. one cannot change a person into
a country). When creating an entry or adding an objectClass value to
an entry, all superclasses of the named classes are implicitly added
as well if not already present, and the client must supply values for
any mandatory attributes of new superclasses.

Some attributes, termed operational attributes, are used by servers
for administering the directory system itself. They are not returned
in search results unless explicitly requested by name. Attributes
which are not operational, such as "mail”, will have their schema and
syntax constraints enforced by servers, but servers will generally
not make use of their values.

Servers MUST NOT permit clients to add attributes to an entry unless
those attributes are permitted by the object class definitions, the
schema controlling that entry (specified in the subschema - see
below), or are operational attributes known to that server and used
for administrative purposes. Note that there is a particular

-64 -



objectClass "extensibleObject”™ defined in [5] which permits all user
attributes to be present in an entry.

Entries MAY contain, among others, the following operational
attributes, defined in [6]. These attributes are maintained
automatically by the server and are not modifiable by clients:
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- creatorsName: the Distinguished Name of the user who added this
entry to the directory.

- createTimestamp: the time this entry was added to the directory.

- modifiersName: the Distinguished Name of the user who last modified
this entry.

- modifyTimestamp: the time this entry was last modified.

- subschemaSubentry: the Distinguished Name of the subschema entry
(or subentry) which controls the schema for this entry.

3.2.2. Subschema Entries and Subentries

Subschema entries are used for administering information about the
directory schema, in particular the object classes and attribute
types supported by directory servers. A single subschema entry
contains all schema definitions used by entries in a particular part
of the directory tree.

Servers which follow X.500(93) models SHOULD implement subschema
using the X._.500 subschema mechanisms, and so these subschemas are not
ordinary entries. LDAP clients SHOULD NOT assume that servers
implement any of the other aspects of X.500 subschema. A server
which masters entries and permits clients to modify these entries
MUST implement and provide access to these subschema entries, so that
its clients may discover the attributes and object classes which are
permitted to be present. It is strongly recommended that all other
servers implement this as well.

The following four attributes MUST be present in all subschema
entries:

- cn: this attribute MUST be used to form the RDN of the subschema
entry.

- objectClass: the attribute MUST have at least the values "top" and
"'subschema’ .

- objectClasses: each value of this attribute specifies an object
class known to the server.

- attributeTypes: each value of this attribute specifies an attribute
type known to the server.

These are defined in [5]. Other attributes MAY be present in
subschema entries, to reflect additional supported capabilities.
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These include matchingRules, matchingRuleUse, dITStructureRules,
dITContentRules, nameForms and ldapSyntaxes.

Servers SHOULD provide the attributes createTimestamp and
modifyTimestamp in subschema entries, in order to allow clients to
maintain their caches of schema information.

Clients MUST only retrieve attributes from a subschema entry by
requesting a base object search of the entry, where the search filter
is "(objectClass=subschema)". (This will allow LDAPv3 servers which
gateway to X.500(93) to detect that subentry information is being
requested.)

3.3. Relationship to X.500
This document defines LDAP in terms of X.500 as an X.500 access
mechanism. An LDAP server MUST act in accordance with the
X.500(1993) series of ITU recommendations when providing the service.
However, it is not required that an LDAP server make use of any X.500
protocols in providing this service, e.g. LDAP can be mapped onto any
other directory system so long as the X.500 data and service model as
used in LDAP is not violated in the LDAP interface.

3.4. Server-specific Data Requirements
An LDAP server MUST provide information about itself and other
information that is specific to each server. This is represented as
a group of attributes located in the root DSE (DSA-Specific Entry),
which is named with the zero-length LDAPDN. These attributes are
retrievable if a client performs a base object search of the root
with Filter "(objectClass=*)", however they are subject to access
control restrictions. The root DSE MUST NOT be included if the
client performs a subtree search starting from the root.
Servers may allow clients to modify these attributes.

The following attributes of the root DSE are defined in section 5 of
[51- Additional attributes may be defined in other documents.

- namingContexts: naming contexts held in the server. Naming contexts
are defined in section 17 of X.501 [6].

- subschemaSubentry: subschema entries (or subentries) known by this
server.

- altServer: alternative servers iIn case this one is later
unavailable.
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- supportedExtension: list of supported extended operations.

- supportedControl: list of supported controls.

- supportedSASLMechanisms: list of supported SASL security features.
- supportedLDAPVersion: LDAP versions implemented by the server.

If the server does not master entries and does not know the locations
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of schema information, the subschemaSubentry attribute is not present
in the root DSE. |If the server masters directory entries under one
or more schema rules, there may be any number of values of the
subschemaSubentry attribute in the root DSE.

Elements of Protocol

The LDAP protocol is described using Abstract Syntax Notation 1
(ASN.1) [3], and is typically transferred using a subset of ASN.1
Basic Encoding Rules [11]. In order to support future extensions to
this protocol, clients and servers MUST ignore elements of SEQUENCE
encodings whose tags they do not recognize.

Note that unlike X.500, each change to the LDAP protocol other than
through the extension mechanisms will have a different version
number. A client will indicate the version it supports as part of
the bind request, described in section 4.2. If a client has not sent
a bind, the server MUST assume that version 3 is supported in the
client (since version 2 required that the client bind Ffirst).

Clients may determine the protocol version a server supports by
reading the supportedLDAPVersion attribute from the root DSE. Servers
which implement version 3 or later versions MUST provide this
attribute. Servers which only implement version 2 may not provide
this attribute.

4_.1. Common Elements

This section describes the LDAPMessage envelope PDU (Protocol Data
Unit) format, as well as data type definitions which are used in the
protocol operations.

4.1.1. Message Envelope

For the purposes of protocol exchanges, all protocol operations are
encapsulated in a common envelope, the LDAPMessage, which is defined
as follows:

LDAPMessage ::= SEQUENCE {
Wahl, et. al. Standards Track [Page 9]
RFC 2251 LDAPvV3 December 1997
messagelD MessagelD,
protocolOp CHOICE {
bindRequest BindRequest,
bindResponse BindResponse,

unbindRequest  UnbindRequest,
searchRequest  SearchRequest,
searchResEntry SearchResultEntry,
searchResDone  SearchResultDone,
searchResRef SearchResultReference,
modi fyRequest  ModifyRequest,
modifyResponse ModifyResponse,

addRequest AddRequest,
addResponse AddResponse,
delRequest DelRequest,
delResponse DelResponse,

modDNRequest Modi fyDNRequest,
modDNResponse Modi fyDNResponse,
compareRequest CompareRequest,
compareResponse CompareResponse,
abandonRequest AbandonRequest,
extendedReq ExtendedRequest,
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extendedResp ExtendedResponse },

controls [0] Controls OPTIONAL }
MessagelD ::= INTEGER (0 .. maxInt)
maxInt INTEGER ::= 2147483647 -- (231 - 1) —-

The function of the LDAPMessage is to provide an envelope containing
common fields required in all protocol exchanges. At this time the
only common fields are the message ID and the controls.

IT the server receives a PDU from the client in which the LDAPMessage
SEQUENCE tag cannot be recognized, the messagelD cannot be parsed,
the tag of the protocolOp is not recognized as a request, or the
encoding structures or lengths of data fields are found to be
incorrect, then the server MUST return the notice of disconnection
described in section 4.4.1, with resultCode protocolError, and
immediately close the connection. In other cases that the server
cannot parse the request received by the client, the server MUST
return an appropriate response to the request, with the resultCode
set to protocolError.

IT the client receives a PDU from the server which cannot be parsed,
the client may discard the PDU, or may abruptly close the connection.

The ASN.1 type Controls is defined in section 4.1.12.
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4.1.1.1. Message ID

All LDAPMessage envelopes encapsulating responses contain the
messagelD value of the corresponding request LDAPMessage.

The message ID of a request MUST have a value different from the
values of any other requests outstanding in the LDAP session of which
this message is a part.

A client MUST NOT send a second request with the same message ID as
an earlier request on the same connection if the client has not
received the final response from the earlier request. Otherwise the
behavior is undefined. Typical clients increment a counter for each
request.

A client MUST NOT reuse the message id of an abandonRequest or of the
abandoned operation until it has received a response from the server
for another request invoked subsequent to the abandonRequest, as the
abandonRequest itself does not have a response.

4.1.2. String Types

The LDAPString is a notational convenience to indicate that, although
strings of LDAPString type encode as OCTET STRING types, the 1SO
10646 [13] character set (a superset of Unicode) is used, encoded
following the UTF-8 algorithm [14]. Note that in the UTF-8 algorithm
characters which are the same as ASCI1 (0x0000 through O0x007F) are
represented as that same ASCII character in a single byte. The other
byte values are used to form a variable-length encoding of an
arbitrary character.

LDAPString ::= OCTET STRING
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The LDAPOID is a notational convenience to indicate that the
permitted value of this string is a (UTF-8 encoded) dotted-decimal
representation of an OBJECT IDENTIFIER.
LDAPOID ::= OCTET STRING
For example,
1.3.6.1.4.1.1466.1.2.3
4_.1.3. Distinguished Name and Relative Distinguished Name
An LDAPDN and a RelativelLDAPDN are respectively defined to be the

representation of a Distinguished Name and a Relative Distinguished
Name after encoding according to the specification in [4], such that
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<distinguished-name> ::= <name>
<relative-distinguished-name> ::= <name-component>

where <name> and <name-component> are as defined in [4].
LDAPDN ::= LDAPString
RelativelLDAPDN ::= LDAPString

Only Attribute Types can be present in a relative distinguished name
component; the options of Attribute Descriptions (next section) MUST
NOT be used in specifying distinguished names.

4.1.4. Attribute Type

An AttributeType takes on as its value the textual string associated
with that AttributeType in its specification.

AttributeType ::= LDAPString

Each attribute type has a unique OBJECT IDENTIFIER which has been
assigned to it. This identifier may be written as decimal digits
with components separated by periods, e.g. "2.5.4.10".

A specification may also assign one or more textual names for an
attribute type. These names MUST begin with a letter, and only
contain ASCII letters, digit characters and hyphens. They are case
insensitive. (These ASCII characters are identical to 1SO 10646
characters whose UTF-8 encoding is a single byte between 0x00 and
OX7F.)

IT the server has a textual name for an attribute type, It MUST use a
textual name for attributes returned in search results. The dotted-
decimal OBJECT IDENTIFIER is only used if there is no textual name
for an attribute type.

Attribute type textual names are non-unique, as two different
specifications (neither in standards track RFCs) may choose the same
name.

A server which masters or shadows entries SHOULD list all the
attribute types it supports in the subschema entries, using the
attributeTypes attribute. Servers which support an open-ended set of
attributes SHOULD include at least the attributeTypes value for the
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"objectClass™ attribute. Clients MAY retrieve the attributeTypes
value from subschema entries in order to obtain the OBJECT IDENTIFIER
and other information associated with attribute types.
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Some attribute type names which are used in this version of LDAP are
described in [5]- Servers may implement additional attribute types.
4_1.5. Attribute Description
An AttributeDescription is a superset of the definition of the
AttributeType. It has the same ASN.1 definition, but allows
additional options to be specified. They are also case insensitive.

AttributeDescription ::= LDAPString

A value of AttributeDescription is based on the following BNF:

<AttributeDescription> ::= <AttributeType> [ ;" <options> ]
<options> ::= <option> | <option> ";" <options>

<option> 1= <opt-char> <opt-char>*

<opt-char> ::= ASCll-equivalent letters, numbers and hyphen

Examples of valid AttributeDescription:

cn
userCertificate;binary

One option, "binary', is defined in this document. Additional
options may be defined in IETF standards-track and experimental RFCs.
Options beginning with "x-" are reserved for private experiments.
Any option could be associated with any AttributeType, although not
all combinations may be supported by a server.

An AttributeDescription with one or more options is treated as a
subtype of the attribute type without any options. Options present
in an AttributeDescription are never mutually exclusive.
Implementations MUST generate the <options> list sorted in ascending
order, and servers MUST treat any two AttributeDescription with the
same AttributeType and options as equivalent. A server will treat an
AttributeDescription with any options it does not implement as an
unrecognized attribute type.

The data type "AttributeDescriptionList™ describes a list of O or
more attribute types. (A list of zero elements has special
significance in the Search request.)

AttributeDescriptionList ::= SEQUENCE OF
AttributeDescription
Wahl, et. al. Standards Track [Page 13]
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4.1.5.1. Binary Option
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If the "binary" option is present in an AttributeDescription, it
overrides any string-based encoding representation defined for that
attribute in [5]. Instead the attribute is to be transferred as a
binary value encoded using the Basic Encoding Rules [11]. The syntax
of the binary value is an ASN.1 data type definition which is
referenced by the "SYNTAX"™ part of the attribute type definition.

The presence or absence of the "binary"™ option only affects the
transfer of attribute values iIn protocol; servers store any
particular attribute in a single format. |If a client requests that a
server return an attribute in the binary format, but the server
cannot generate that format, the server MUST treat this attribute
type as an unrecognized attribute type. Similarly, clients MUST NOT
expect servers to return an attribute in binary format if the client
requested that attribute by name without the binary option.

This option is intended to be used with attributes whose syntax is a
complex ASN.1 data type, and the structure of values of that type is
needed by clients. Examples of this kind of syntax are "Certificate"”
and ""CertificateList".

4.1.6. Attribute Value

A Tield of type AttributeValue takes on as its value either a string
encoding of a AttributeValue data type, or an OCTET STRING containing
an encoded binary value, depending on whether the "binary" option is
present in the companion AttributeDescription to this AttributeValue.

The definition of string encodings for different syntaxes and types
may be found in other documents, and in particular [5].

AttributeValue ::= OCTET STRING
Note that there is no defined limit on the size of this encoding;
thus protocol values may include multi-megabyte attributes (e.g.
photographs) .
Attributes may be defined which have arbitrary and non-printable
syntax. Implementations MUST NEITHER simply display nor attempt to
decode as ASN.1 a value if its syntax is not known. The
implementation may attempt to discover the subschema of the source
entry, and retrieve the values of attributeTypes from it.

Clients MUST NOT send attribute values In a request which are not
valid according to the syntax defined for the attributes.
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4.1.7. Attribute Value Assertion
The AttributeValueAssertion type definition is similar to the one in
the X.500 directory standards. It contains an attribute description
and a matching rule assertion value suitable for that type.
AttributeValueAssertion ::= SEQUENCE {
attributeDesc  AttributeDescription,
assertionValue AssertionvValue }
AssertionValue ::= OCTET STRING

IT the "binary” option is present in attributeDesc, this signals to
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the server that the assertionValue is a binary encoding of the
assertion value.

For all the string-valued user attributes described in [5], the
assertion value syntax is the same as the value syntax. Clients may
use attribute values as assertion values in compare requests and
search filters.

Note however that the assertion syntax may be different from the
value syntax for other attributes or for non-equality matching rules.
These may have an assertion syntax which contains only part of the
value. See section 20.2.1.8 of X.501 [6] for examples.

4.1.8. Attribute

An attribute consists of a type and one or more values of that type.
(Though attributes MUST have at least one value when stored, due to
access control restrictions the set may be empty when transferred in
protocol. This is described in section 4.5.2, concerning the
PartialAttributelList type.)

Attribute ::= SEQUENCE {
type AttributeDescription,
vals SET OF AttributeValue }

Each attribute value is distinct in the set (no duplicates). The
order of attribute values within the vals set is undefined and
implementation-dependent, and MUST NOT be relied upon.

4.1.9. Matching Rule ldentifier

A matching rule is a means of expressing how a server should compare
an AssertionValue received in a search filter with an abstract data

value. The matching rule defines the syntax of the assertion value

and the process to be performed in the server.
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An X.501(1993) Matching Rule is identified in the LDAP protocol by
the printable representation of its OBJECT IDENTIFIER, either as one
of the strings given in [5], or as decimal digits with components
separated by periods, e.g. 'caselgnorelASMatch™ or
"1.3.6.1.4.1.453.33.33".

MatchingRuleld ::= LDAPString

Servers which support matching rules for use in the extensibleMatch
search filter MUST list the matching rules they implement in
subschema entries, using the matchingRules attributes. The server
SHOULD also list there, using the matchingRuleUse attribute, the
attribute types with which each matching rule can be used. More
information is given in section 4.4 of [5]-

4.1.10. Result Message

The LDAPResult is the construct used in this protocol to return
success or fTailure indications from servers to clients. In response
to various requests servers will return responses containing fields
of type LDAPResult to indicate the final status of a protocol
operation request.

LDAPResult ::= SEQUENCE {
resultCode ENUMERATED {
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matchedDN
errorMessage
referral

All the result codes with

success 0),
operationsError D,
protocolError ),
timeLimitExceeded (3d),
sizelLimitExceeded 4,
compareFalse (5),
compareTrue (6),
authMethodNotSupported ),
strongAuthRequired (3),
-- 9 reserved --

referral (10), -- new
adminLimitExceeded (11), -- new
unavailableCriticalExtension (12), -- new
confidentialityRequired (13), -- new
sasIBindInProgress (14), -- new
noSuchAttribute (16),
undefinedAttributeType an,
inappropriateMatching (18),
constraintViolation (19),
attributeOrValueExists (20),

inval idAttributeSyntax (1),

-- 22-31 unused --
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noSuchObject (32),
aliasProblem (33),
inval idDNSyntax (G4,

-- 35 reserved for undefined isLeaf --
aliasDereferencingProblem (36),

-- 37-47 unused --
inappropriateAuthentication (48),
inval idCredentials (49),
insufficientAccessRights (50),
busy (51),
unavailable (52),
unwillingToPerform (53),
loopDetect 54),

-- 55-63 unused --
namingViolation (64),
objectClassViolation (65),
notAl lowedOnNonLeaf (66),
notAl 1owedOnRDN (67),
entryAlreadyExists (68),
objectClassModsProhibited (69),

-- 70 reserved for CLDAP --

affectsMultipleDSAs (71), -- new
-— 72-79 unused --
other (80) 3%,
-- 81-90 reserved for APIs --
LDAPDN,
LDAPString,

[3] Referral OPTIONAL }

the exception of success, compareFalse and

compareTrue are to be treated as meaning the operation could not be

completed in its entirety.

Most of the result codes are based on problem indications from X_.511

error data types. Result

codes from 16 to 21 indicate an

AttributeProblem, codes 32, 33, 34 and 36 indicate a NameProblem,
codes 48, 49 and 50 indicate a SecurityProblem, codes 51 to 54
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indicate a ServiceProblem, and codes 64 to 69 and 71 indicates an
UpdateProblem.

If a client receives a result code which is not listed above, it is
to be treated as an unknown error condition.

The errorMessage field of this construct may, at the server®"s option,
be used to return a string containing a textual, human-readable
(terminal control and page formatting characters should be avoided)
error diagnostic. As this error diagnostic is not standardized,
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implementations MUST NOT rely on the values returned. If the server

chooses not to return a textual diagnostic, the errorMessage field of
the LDAPResult type MUST contain a zero length string.

For result codes of noSuchObject, aliasProblem, invalidDNSyntax and
aliasDereferencingProblem, the matchedDN field is set to the name of
the lowest entry (object or alias) in the directory that was matched.
IT no aliases were dereferenced while attempting to locate the entry,
this will be a truncated form of the name provided, or if aliases
were dereferenced, of the resulting name, as defined in section 12.5
of X.511 [8]- The matchedDN field is to be set to a zero length
string with all other result codes.

4.1.11. Referral

The referral error indicates that the contacted server does not hold
the target entry of the request. The referral field is present in an
LDAPResult if the LDAPResult.resultCode field value is referral, and
absent with all other result codes. It contains a reference to
another server (or set of servers) which may be accessed via LDAP or
other protocols. Referrals can be returned in response to any
operation request (except unbind and abandon which do not have
responses). At least one URL MUST be present in the Referral.

The referral is not returned for a singleLevel or wholeSubtree search
in which the search scope spans multiple naming contexts, and several
different servers would need to be contacted to complete the
operation. Instead, continuation references, described in section
4.5.3, are returned.

Referral ::= SEQUENCE OF LDAPURL -- one or more
LDAPURL ::= LDAPString -- limited to characters permitted in URLs

IT the client wishes to progress the operation, it MUST follow the
referral by contacting any one of servers. All the URLs MUST be
equally capable of being used to progress the operation. (The
mechanisms for how this is achieved by multiple servers are outside
the scope of this document.)

URLs for servers implementing the LDAP protocol are written according
to [9]- |If an alias was dereferenced, the <dn> part of the URL MUST
be present, with the new target object name. If the <dn> part is
present, the client MUST use this name in its next request to
progress the operation, and if it is not present the client will use
the same name as in the original request. Some servers (e.g-
participating in distributed indexing) may provide a different filter
in a referral for a search operation. If the filter part of the URL
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is present in an LDAPURL, the client MUST use this filter in its next
request to progress this search, and if it is not present the client
MUST use the same Ffilter as it used for that search. Other aspects
of the new request may be the same or different as the request which
generated the referral.

Note that UTF-8 characters appearing in a DN or search filter may not
be legal for URLs (e.g. spaces) and MUST be escaped using the %
method in RFC 1738 [7]-

Other kinds of URLs may be returned, so long as the operation could
be performed using that protocol.

4.1.12. Controls

A control is a way to specify extension information. Controls which
are sent as part of a request apply only to that request and are not

saved.
Controls ::= SEQUENCE OF Control
Control ::= SEQUENCE {
controlType LDAPOID,
criticality BOOLEAN DEFAULT FALSE,
controlValue OCTET STRING OPTIONAL }

The controlType field MUST be a UTF-8 encoded dotted-decimal
representation of an OBJECT IDENTIFIER which uniquely identifies the
control. This prevents conflicts between control names.

The criticality field is either TRUE or FALSE.

IT the server recognizes the control type and it is appropriate for
the operation, the server will make use of the control when
performing the operation.

IT the server does not recognize the control type and the criticality
field is TRUE, the server MUST NOT perform the operation, and MUST
instead return the resultCode unsupportedCriticalExtension.

IT the control is not appropriate for the operation and criticality
field is TRUE, the server MUST NOT perform the operation, and MUST
instead return the resultCode unsupportedCriticalExtension.

IT the control is unrecognized or inappropriate but the criticality
field is FALSE, the server MUST ignore the control.

Wahl, et. al. Standards Track [Page 19]

RFC 2251 LDAPV3 December 1997

The controlValue contains any information associated with the
control, and its format is defined for the control. The server MUST
be prepared to handle arbitrary contents of the controlValue octet
string, including zero bytes. It is absent only if there is no value
information which is associated with a control of its type.
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This document does not define any controls. Controls may be defined
in other documents. The definition of a control consists of:

- the OBJECT IDENTIFIER assigned to the control,

- whether the control is always noncritical, always critical, or
critical at the client"s option,

- the format of the controlValue contents of the control.

Servers list the controls which they recognize in the
supportedControl attribute in the root DSE.

4_2. Bind Operation

The function of the Bind Operation is to allow authentication
information to be exchanged between the client and server.

The Bind Request is defined as follows:

BindRequest ::= [APPLICATION 0] SEQUENCE {

version INTEGER (1 .. 127),

name LDAPDN,

authentication AuthenticationChoice }
AuthenticationChoice ::= CHOICE {

simple [0] OCTET STRING,

-- 1 and 2 reserved

sasl [3] SaslICredentials }
SaslCredentials ::= SEQUENCE {

mechanism LDAPString,

credentials OCTET STRING OPTIONAL }

Parameters of the Bind Request are:

- version: A version number indicating the version of the protocol to
be used in this protocol session. This document describes version
3 of the LDAP protocol. Note that there is no version negotiation,
and the client just sets this parameter to the version it desires.
IT the client requests protocol version 2, a server that supports
the version 2 protocol as described in [2] will not return any v3-
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specific protocol fields. (Note that not all LDAP servers will
support protocol version 2, since they may be unable to generate
the attribute syntaxes associated with version 2.)

- name: The name of the directory object that the client wishes to
bind as. This field may take on a null value (a zero length
string) for the purposes of anonymous binds, when authentication
has been performed at a lower layer, or when using SASL credentials
with a mechanism that includes the LDAPDN in the credentials.

- authentication: information used to authenticate the name, if any,
provided in the Bind Request.

Upon receipt of a Bind Request, a protocol server will authenticate
the requesting client, if necessary. The server will then return a
Bind Response to the client indicating the status of the
authentication.
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Authorization is the use of this authentication information when
performing operations. Authorization MAY be affected by factors
outside of the LDAP Bind request, such as lower layer security
services.

4_.2.1. Sequencing of the Bind Request

For some SASL authentication mechanisms, it may be necessary for the
client to invoke the BindRequest multiple times. If at any stage the
client wishes to abort the bind process it MAY unbind and then drop
the underlying connection. Clients MUST NOT invoke operations
between two Bind requests made as part of a multi-stage bind.

A client may abort a SASL bind negotiation by sending a BindRequest
with a different value in the mechanism field of SaslCredentials, or
an AuthenticationChoice other than sasl.

IT the client sends a BindRequest with the sasl mechanism field as an
empty string, the server MUST return a BindResponse with
authMethodNotSupported as the resultCode. This will allow clients to
abort a negotiation if it wishes to try again with the same SASL
mechanism.

Unlike LDAP v2, the client need not send a Bind Request in the First
PDU of the connection. The client may request any operations and the
server MUST treat these as unauthenticated. If the server requires
that the client bind before browsing or modifying the directory, the
server MAY reject a request other than binding, unbinding or an
extended request with the "operationsError” result.
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IT the client did not bind before sending a request and receives an
operationsError, it may then send a Bind Request. |If this also fails
or the client chooses not to bind on the existing connection, it will
close the connection, reopen it and begin again by first sending a
PDU with a Bind Request. This will aid in interoperating with
servers implementing other versions of LDAP.

Clients MAY send multiple bind requests on a connection to change
their credentials. A subsequent bind process has the effect of
abandoning all operations outstanding on the connection. (This
simplifies server implementation.) Authentication from earlier binds
are subsequently ignored, and so if the bind fails, the connection
will be treated as anonymous. If a SASL transfer encryption or
integrity mechanism has been negotiated, and that mechanism does not
support the changing of credentials from one identity to another,
then the client MUST instead establish a new connection.

4_2.2. Authentication and Other Security Services

The simple authentication option provides minimal authentication
facilities, with the contents of the authentication field consisting
only of a cleartext password. Note that the use of cleartext
passwords is not recommended over open networks when there is no
authentication or encryption being performed by a lower layer; see
the "'Security Considerations' section.

IT no authentication is to be performed, then the simple

authentication option MUST be chosen, and the password be of zero
length. (This is often done by LDAPv2 clients.) Typically the DN is
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also of zero length.

The sasl choice allows for any mechanism defined for use with SASL
[12]- The mechanism field contains the name of the mechanism. The
credentials field contains the arbitrary data used for
authentication, inside an OCTET STRING wrapper. Note that unlike
some Internet application protocols where SASL is used, LDAP is not
text-based, thus no base64 transformations are performed on the
credentials.

IT any SASL-based integrity or confidentiality services are enabled,
they take effect following the transmission by the server and
reception by the client of the final BindResponse with resultCode
success.

The client can request that the server use authentication information
from a lower layer protocol by using the SASL EXTERNAL mechanism.
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4_.2.3. Bind Response
The Bind Response is defined as follows.
BindResponse ::= [APPLICATION 1] SEQUENCE {
COMPONENTS OF LDAPResult,
serverSaslICreds [7]1 OCTET STRING OPTIONAL }

BindResponse consists simply of an indication from the server of he
status of the client®s request for authentication.

f the bind was successful, the resultCode will be success, therwise
it will be one of:

- operationskrror: server encountered an internal error,

- protocolError: unrecognized version number or incorrect PDU
structure,

- authMethodNotSupported: unrecognized SASL mechanism name,

- strongAuthRequired: the server requires authentication be
performed with a SASL mechanism,

- referral: this server cannot accept this bind and the client
should try another,

- saslIBindInProgress: the server requires the client to send a
new bind request, with the same sasl mechanism, to continue the
authentication process,

- i1nappropriateAuthentication: the server requires the client
which had attempted to bind anonymously or without supplying
credentials to provide some form of credentials,

- invalidCredentials: the wrong password was supplied or the SASL
credentials could not be processed,

- unavailable: the server is shutting down.

IT the server does not support the client®s requested protocol
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version, it MUST set the resultCode to protocolError.

IT the client receives a BindResponse response where the resultCode
was protocolError, it MUST close the connection as the server will be
unwilling to accept further operations. (This is for compatibility
with earlier versions of LDAP, in which the bind was always the first
operation, and there was no negotiation.)
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The serverSaslCreds are used as part of a SASL-defined bind mechanism
to allow the client to authenticate the server to which it is
communicating, or to perform "challenge-response" authentication. If
the client bound with the password choice, or the SASL mechanism does
not require the server to return information to the client, then this
field is not to be included in the result.

4_.3. Unbind Operation

The function of the Unbind Operation is to terminate a protocol
session. The Unbind Operation is defined as follows:

UnbindRequest ::= [APPLICATION 2] NULL

The Unbind Operation has no response defined. Upon transmission of an
UnbindRequest, a protocol client may assume that the protocol session
is terminated. Upon receipt of an UnbindRequest, a protocol server
may assume that the requesting client has terminated the session and
that all outstanding requests may be discarded, and may close the
connection.

4._.4. Unsolicited Notification

An unsolicited notification is an LDAPMessage sent from the server to
the client which is not in response to any LDAPMessage received by
the server. It is used to signal an extraordinary condition in the
server or in the connection between the client and the server. The
notification is of an advisory nature, and the server will not expect
any response to be returned from the client.

The unsolicited notification is structured as an LDAPMessage in which
the messagelD is 0 and protocolOp is of the extendedResp form. The
responseName field of the ExtendedResponse is present. The LDAPOID
value MUST be unique for this notification, and not be used in any
other situation.

One unsolicited notification is defined in this document.

4_.4_1_. Notice of Disconnection
This notification may be used by the server to advise the client that
the server is about to close the connection due to an error
condition. Note that this notification is NOT a response to an
unbind requested by the client: the server MUST follow the procedures

of section 4.3. This notification is intended to assist clients in
distinguishing between an error condition and a transient network
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failure. As with a connection close due to network failure, the
client MUST NOT assume that any outstanding requests which modified
the directory have succeeded or failed.

The responseName is 1.3.6.1.4.1.1466.20036, the response field is
absent, and the resultCode is used to indicate the reason for the
disconnection.

The following resultCode values are to be used in this notification:

- protocolError: The server has received data from the client in
which
the LDAPMessage structure could not be parsed.

- strongAuthRequired: The server has detected that an established
underlying security association protecting communication between
the client and server has unexpectedly failed or been compromised.

- unavailable: This server will stop accepting new connections and
operations on all existing connections, and be unavailable for an
extended period of time. The client may make use of an alternative
server.

After sending this notice, the server MUST close the connection.
After receiving this notice, the client MUST NOT transmit any further
on the connection, and may abruptly close the connection.

4_.5. Search Operation
The Search Operation allows a client to request that a search be
performed on its behalf by a server. This can be used to read
attributes from a single entry, from entries immediately below a
particular entry, or a whole subtree of entries.

4_5.1. Search Request

The Search Request is defined as follows:

SearchRequest ::= [APPLICATION 3] SEQUENCE {

baseObject LDAPDN,

scope ENUMERATED {
baseObject ),
singlelLevel ),
wholeSubtree @) 3,

derefAliases ENUMERATED {
neverDerefAl iases ),
derefInSearching @,
derefFindingBaseObj 2,
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derefAlways A 1},

sizeLimit INTEGER (0O .. maxint),

timeLimit INTEGER (O .. maxInt),

typesOnly BOOLEAN,

filter Filter,

attributes AttributeDescriptionList }

Filter :-:= CHOICE {
and [0] SET OF Filter,
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or [1] SET OF Filter,

not [2] Filter,
equalityMatch [3] AttributeValueAssertion,
substrings [4] SubstringFilter,
greaterOrEqual [5] AttributeValueAssertion,
lessOrEqual [6] AttributeValueAssertion,
present [7] AttributeDescription,
approxMatch [8] AttributeValueAssertion,
extensibleMatch [9] MatchingRuleAssertion }
SubstringFilter ::= SEQUENCE {
type AttributeDescription,
-- at least one must be present
substrings SEQUENCE OF CHOICE {
initial [0] LDAPString,
any [1] LDAPString,
final [2] LDAPString } }
MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1] MatchingRuleld OPTIONAL,
type [2] AttributeDescription OPTIONAL,
matchValue [3] AssertionValue,

dnAttributes [4] BOOLEAN DEFAULT FALSE }
Parameters of the Search Request are:

- baseObject: An LDAPDN that is the base object entry relative to
which the search is to be performed.

- scope: An indicator of the scope of the search to be performed. The
semantics of the possible values of this field are identical to the
semantics of the scope field in the X.511 Search Operation.

- derefAliases: An indicator as to how alias objects (as defined in
X.501) are to be handled in searching. The semantics of the
possible values of this field are:

neverDerefAliases: do not dereference aliases in searching
or in locating the base object of the search;
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dereflInSearching: dereference aliases in subordinates of
the base object in searching, but not in locating the
base object of the search;

derefFindingBaseObj: dereference aliases in locating
the base object of the search, but not when searching
subordinates of the base object;

derefAlways: dereference aliases both in searching and in
locating the base object of the search.

- sizelimit: A sizelimit that restricts the maximum number of entries
to be returned as a result of the search. A value of 0 in this
field indicates that no client-requested sizelimit restrictions are
in effect for the search. Servers may enforce a maximum number of
entries to return.

- timelimit: A timelimit that restricts the maximum time (in seconds)
allowed for a search. A value of 0 in this field indicates that no
client-requested timelimit restrictions are in effect for the
search.
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- typesOnly: An indicator as to whether search results will contain
both attribute types and values, or just attribute types. Setting
this field to TRUE causes only attribute types (no values) to be
returned. Setting this field to FALSE causes both attribute types
and values to be returned.

- filter: A filter that defines the conditions that must be fulfilled
in order for the search to match a given entry.

The "and®", "or" and "not" choices can be used to form combinations of
filters. At least one filter element MUST be present in an "and® or
"or" choice. The others match against individual attribute values of
entries in the scope of the search. (Implementor®s note: the "not”
filter is an example of a tagged choice in an implicitly-tagged
module. In BER this is treated as if the tag was explicit.)

A server MUST evaluate filters according to the three-valued logic
of X.511(93) section 7.8.1. In summary, a filter is evaluated to
either "TRUE", "FALSE"™ or "Undefined". If the filter evaluates

to TRUE for a particular entry, then the attributes of that entry
are returned as part of the search result (subject to any applicable
access control restrictions). If the filter evaluates to FALSE or
Undefined, then the entry is ignored for the search.
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A Filter of the "and" choice is TRUE if all the filters in the SET
OF evaluate to TRUE, FALSE if at least one filter is FALSE, and
otherwise Undefined. A filter of the "or" choice is FALSE if all
of the filters in the SET OF evaluate to FALSE, TRUE if at least
one filter is TRUE, and Undefined otherwise. A filter of the "not"
choice is TRUE if the filter being negated is FALSE, FALSE if it is
TRUE, and Undefined if it is Undefined.

The present match evaluates to TRUE where there is an attribute or
subtype of the specified attribute description present in an entry,
and FALSE otherwise (including a presence test with an unrecognized
attribute description.)

The extensibleMatch is new in this version of LDAP. If the
matchingRule field is absent, the type field MUST be present, and
the equality match is performed for that type. |If the type field is
absent and matchingRule is present, the matchvValue is compared
against all attributes in an entry which support that matchingRule,
and the matchingRule determines the syntax for the assertion value
(the filter item evaluates to TRUE if it matches with at least

one attribute in the entry, FALSE if it does not match any attribute
in the entry, and Undefined if the matchingRule is not recognized

or the assertionValue cannot be parsed.) If the type field is
present and matchingRule is present, the matchingRule MUST be one
permitted for use with that type, otherwise the filter item is
undefined. If the dnAttributes field is set to TRUE, the match is
applied against all the attributes in an entry®s distinguished name
as well, and also evaluates to TRUE if there is at least one
attribute in the distinguished name for which the filter item
evaluates to TRUE. (Editors note: The dnAttributes field is present
so that there does not need to be multiple versions of generic
matching rules such as for word matching, one to apply to entries
and another to apply to entries and dn attributes as well).
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A Filter item evaluates to Undefined when the server would not

be able to determine whether the assertion value matches an

entry. |If an attribute description in an equalityMatch, substrings,
greaterOrEqual, lessOrEqual, approxMatch or extensibleMatch

filter is not recognized by the server, a matching rule id in the
extensibleMatch is not recognized by the server, the assertion
value cannot be parsed, or the type of filtering requested is not
implemented, then the filter is Undefined. Thus for example if a
server did not recognize the attribute type shoeSize, a filter of
(shoeSize=*) would evaluate to FALSE, and the filters (shoeSize=12),
(shoeSize>=12) and (shoeSize<=12) would evaluate to Undefined.
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Servers MUST NOT return errors if attribute descriptions or matching
rule ids are not recognized, or assertion values cannot be parsed.
More details of filter processing are given in section 7.8 of X.511

[s].

- attributes: A list of the attributes to be returned from each entry
which matches the search filter. There are two special values which
may be used: an empty list with no attributes, and the attribute
description string "*". Both of these signify that all user
attributes are to be returned. (The "*" allows the client to
request all user attributes in addition to specific operational
attributes).

Attributes MUST be named at most once in the list, and are returned
at most once in an entry. IT there are attribute descriptions in
the list which are not recognized, they are ignored by the server.

IT the client does not want any attributes returned, it can specify
a list containing only the attribute with OID "1.1". This OID was
chosen arbitrarily and does not correspond to any attribute in use.

Client implementors should note that even if all user attributes are
requested, some attributes of the entry may not be included in
search results due to access control or other restrictions.
Furthermore, servers will not return operational attributes, such

as objectClasses or attributeTypes, unless they are listed by name,
since there may be extremely large number of values for certain
operational attributes. (A list of operational attributes for use

in LDAP is given in [5].)

Note that an X.500 "list"-like operation can be emulated by the client
requesting a one-level LDAP search operation with a filter checking
for the existence of the objectClass attribute, and that an X.500
"read"-like operation can be emulated by a base object LDAP search
operation with the same filter. A server which provides a gateway to
X.500 is not required to use the Read or List operations, although it
may choose to do so, and if it does must provide the same semantics

as the X.500 search operation.

4.5.2. Search Result
The results of the search attempted by the server upon receipt of a
Search Request are returned in Search Responses, which are LDAP

messages containing either SearchResultEntry, SearchResultReference,
ExtendedResponse or SearchResultDone data types.
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SearchResultEntry ::= [APPLICATION 4] SEQUENCE {

objectName LDAPDN,
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attributes PartialAttributelList }
PartialAttributelList ::= SEQUENCE OF SEQUENCE {

type AttributeDescription,

vals SET OF Attributevalue }
-- implementors should note that the PartialAttributelList may
-- have zero elements (if none of the attributes of that entry
-- were requested, or could be returned), and that the vals set
-- may also have zero elements (if types only was requested, or
-- all values were excluded from the result.)

SearchResultReference ::= [APPLICATION 19] SEQUENCE OF LDAPURL
-- at least one LDAPURL element must be present

SearchResultDone ::= [APPLICATION 5] LDAPResult

Upon receipt of a Search Request, a server will perform the necessary
search of the DIT.

IT the LDAP session is operating over a connection-oriented transport
such as TCP, the server will return to the client a sequence of
responses in separate LDAP messages. There may be zero or more
responses containing SearchResultEntry, one for each entry found
during the search. There may also be zero or more responses
containing SearchResultReference, one for each area not explored by
this server during the search. The SearchResultEntry and
SearchResultReference PDUs may come in any order. Following all the
SearchResultReference responses and all SearchResultEntry responses
to be returned by the server, the server will return a response
containing the SearchResultDone, which contains an indication of
success, or detailing any errors that have occurred.

Each entry returned in a SearchResultEntry will contain all
attributes, complete with associated values if necessary, as
specified in the attributes field of the Search Request. Return of
attributes is subject to access control and other administrative
policy. Some attributes may be returned in binary format (indicated
by the AttributeDescription in the response having the binary option
present).

Some attributes may be constructed by the server and appear in a
SearchResultEntry attribute list, although they are not stored
attributes of an entry. Clients MUST NOT assume that all attributes
can be modified, even if permitted by access control.

LDAPMessage responses of the ExtendedResponse form are reserved for

returning information associated with a control requested by the
client. These may be defined in future versions of this document.
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4.5.3. Continuation References in the Search Result
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IT the server was able to locate the entry referred to by the
baseObject but was unable to search all the entries in the scope at
and under the baseObject, the server may return one or more
SearchResultReference, each containing a reference to another set of
servers for continuing the operation. A server MUST NOT return any
SearchResultReference if it has not located the baseObject and

thus has not searched any entries; in this case it would return a
SearchResultDone containing a referral resultCode.

In the absence of indexing information provided to a server from
servers holding subordinate naming contexts, SearchResultReference
responses are not affected by search filters and are always returned
when iIn scope.

The SearchResultReference is of the same data type as the Referral.
URLs for servers implementing the LDAP protocol are written according
to [9]- The <dn> part MUST be present in the URL, with the new target
object name. The client MUST use this name in its next request.

Some servers (e.g. part of a distributed index exchange system) may
provide a different filter in the URLs of the SearchResultReference.
IT the filter part of the URL is present in an LDAP URL, the client
MUST use the new Ffilter in its next request to progress the search,
and if the filter part is absent the client will use again the same
filter. Other aspects of the new search request may be the same or
different as the search which generated the continuation references.

Other kinds of URLs may be returned so long as the operation could be
performed using that protocol.

The name of an unexplored subtree in a SearchResultReference need not
be subordinate to the base object.

In order to complete the search, the client MUST issue a new search
operation for each SearchResultReference that is returned. Note that
the abandon operation described in section 4.11 applies only to a
particular operation sent on a connection between a client and server,
and 1T the client has multiple outstanding search operations to
different servers, it MUST abandon each operation individually.

4.5.3.1. Example

For example, suppose the contacted server (hosta) holds the entry
""O=MNN,C=WW"" and the entry "CN=Manager,O=MNN,C=WW". It knows that
either LDAP-capable servers (hostb) or (hostc) hold
""OU=People,O0=MNN,C=W"" (one is the master and the other server a
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shadow), and that LDAP-capable server (hostd) holds the subtree
""OU=Roles,O0=MNN,C=WW". If a subtree search of "O=MNN,C=WW" is
requested to the contacted server, it may return the following:

SearchResultEntry for O=MNN,C=WW

SearchResultEntry for CN=Manager,O=MNN,C=WW

SearchResultReference {
ldap://hostb/0U=People, 0=MNN, C=WW
ldap://hostc/0OU=People,O0=MNN, C=WW

}

SearchResultReference {
ldap://hostd/OU=Roles,O=MNN,C=WW

}
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SearchResultDone (success)

Client implementors should note that when following a
SearchResultReference, additional SearchResultReference may be
generated. Continuing the example, if the client contacted the
server (hostb) and issued the search for the subtree
""OU=People,0=MNN,C=WW"", the server might respond as follows:

SearchResultEntry for OU=People,0=MNN,C=WW
SearchResultReference {
Idap://hoste/0OU=Managers,OU=People,0=MNN, C=WW

SearchResultReference {
Idap://hostf/0U=Consultants, OU=People, O=MNN, C=WW

SearchResultDone (success)

IT the contacted server does not hold the base object for the search,
then it will return a referral to the client. For example, if the
client requests a subtree search of "0=XYZ,C=US"™ to hosta, the server
may return only a SearchResultDone containing a referral.

SearchResultDone (referral) {
ldap://hostg/
}

4_.6. Modify Operation

The Modify Operation allows a client to request that a modification
of an entry be performed on its behalf by a server. The Modify
Request is defined as follows:

ModifyRequest ::= [APPLICATION 6] SEQUENCE {
object LDAPDN,
modification SEQUENCE OF SEQUENCE {
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operation ENUMERATED {
add 0),
delete (1),
replace (2) },
modification AttributeTypeAndvalues } }

AttributeTypeAndValues ::= SEQUENCE {
type AttributeDescription,
vals SET OF AttributevValue }

Parameters of the Modify Request are:

- object: The object to be modified. The value of this field contains
the DN of the entry to be modified. The server will not perform
any alias dereferencing in determining the object to be modified.

- modification: A list of modifications to be performed on the entry.
The entire list of entry modifications MUST be performed
in the order they are listed, as a single atomic operation. While
individual modifications may violate the directory schema, the
resulting entry after the entire list of modifications is performed
MUST conform to the requirements of the directory schema. The
values that may be taken on by the “operation® field iIn each
modification construct have the following semantics respectively:
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add: add values listed to the given attribute, creating
the attribute if necessary;

delete: delete values listed from the given attribute,
removing the entire attribute if no values are listed, or
if all current values of the attribute are listed for
deletion;

replace: replace all existing values of the given attribute
with the new values listed, creating the attribute if it
did not already exist. A replace with no value will delete
the entire attribute if it exists, and is ignored if the
attribute does not exist.

The result of the modify attempted by the server upon receipt of a
Modify Request is returned in a Modify Response, defined as follows:

ModifyResponse ::= [APPLICATION 7] LDAPResult

Upon receipt of a Modify Request, a server will perform the necessary
modifications to the DIT.
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The server will return to the client a single Modify Response
indicating either the successful completion of the DIT modification,
or the reason that the modification failed. Note that due to the
requirement for atomicity in applying the list of modifications in
the Modify Request, the client may expect that no modifications of
the DIT have been performed if the Modify Response received indicates
any sort of error, and that all requested modifications have been
performed if the Modify Response indicates successful completion of
the Modify Operation. If the connection fails, whether the
modification occurred or not is indeterminate.

The Modify Operation cannot be used to remove from an entry any of
its distinguished values, those values which form the entry®s
relative distinguished name. An attempt to do so will result in the
server returning the error notAllowedOnRDN. The Modify DN Operation
described in section 4.9 is used to rename an entry.

IT an equality match filter has not been defined for an attribute type,
clients MUST NOT attempt to delete individual values of that attribute
from an entry using the "delete” form of a modification, and MUST
instead use the "replace”™ form.

Note that due to the simplifications made in LDAP, there is not a
direct mapping of the modifications in an LDAP ModifyRequest onto the
EntryModifications of a DAP ModifyEntry operation, and different
implementations of LDAP-DAP gateways may use different means of
representing the change. If successful, the final effect of the
operations on the entry MUST be identical.

4_7. Add Operation

The Add Operation allows a client to request the addition of an entry
into the directory. The Add Request is defined as follows:

AddRequest ::= [APPLICATION 8] SEQUENCE {
entry LDAPDN,
attributes AttributelList }
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AttributelList ::= SEQUENCE OF SEQUENCE {
type AttributeDescription,
vals SET OF Attributevalue }

Parameters of the Add Request are:

- entry: the Distinguished Name of the entry to be added. Note that
the server will not dereference any aliases in locating the entry

to be added.
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- attributes: the list of attributes that make up the content of the
entry being added. Clients MUST include distinguished values
(those forming the entry®s own RDN) in this list, the objectClass
attribute, and values of any mandatory attributes of the listed
object classes. Clients MUST NOT supply the createTimestamp or
creatorsName attributes, since these will be generated
automatically by the server.

The entry named in the entry field of the AddRequest MUST NOT exist
for the AddRequest to succeed. The parent of the entry to be added
MUST exist. For example, if the client attempted to add
""CN=JS,0=Fo0,C=US", the "0=Foo0,C=US" entry did not exist, and the
"C=US" entry did exist, then the server would return the error
noSuchObject with the matchedDN field containing "C=US". If the
parent entry exists but is not in a naming context held by the
server, the server SHOULD return a referral to the server holding the
parent entry.

Servers implementations SHOULD NOT restrict where entries can be
located in the directory. Some servers MAY allow the administrator
to restrict the classes of entries which can be added to the
directory.

Upon receipt of an Add Request, a server will attempt to perform the
add requested. The result of the add attempt will be returned to the
client in the Add Response, defined as follows:

AddResponse ::= [APPLICATION 9] LDAPResult

A response of success indicates that the new entry is present in the
directory.

4_8. Delete Operation

The Delete Operation allows a client to request the removal of an
entry from the directory. The Delete Request is defined as follows:

DelRequest ::= [APPLICATION 10] LDAPDN

The Delete Request consists of the Distinguished Name of the entry to
be deleted. Note that the server will not dereference aliases while
resolving the name of the target entry to be removed, and that only
leaf entries (those with no subordinate entries) can be deleted with
this operation.

The result of the delete attempted by the server upon receipt of a

Delete Request is returned in the Delete Response, defined as
follows:

- 88 -



Wahl, et. al. Standards Track [Page 35]

RFC 2251 LDAPV3 December 1997

DelResponse ::= [APPLICATION 11] LDAPResult

Upon receipt of a Delete Request, a server will attempt to perform
the entry removal requested. The result of the delete attempt will be
returned to the client in the Delete Response.

4_.9. Modify DN Operation

The Modify DN Operation allows a client to change the leftmost (least
significant) component of the name of an entry in the directory, or
to move a subtree of entries to a new location in the directory. The
Modify DN Request is defined as follows:

ModifyDNRequest ::= [APPLICATION 12] SEQUENCE {
entry LDAPDN,
newrdn RelativelLDAPDN,
deleteoldrdn BOOLEAN,
newSuperior [0O] LDAPDN OPTIONAL }

Parameters of the Modify DN Request are:

- entry: the Distinguished Name of the entry to be changed. This
entry may or may not have subordinate entries.

- newrdn: the RDN that will form the leftmost component of the new
name of the entry.

- deleteoldrdn: a boolean parameter that controls whether the old RDN
attribute values are to be retained as attributes of the entry, or
deleted from the entry.

- newSuperior: if present, this is the Distinguished Name of the entry
which becomes the immediate superior of the existing entry.

The result of the name change attempted by the server upon receipt of
a Modify DN Request is returned in the Modify DN Response, defined
as follows:

ModifyDNResponse ::= [APPLICATION 13] LDAPResult

Upon receipt of a ModifyDNRequest, a server will attempt to
perform the name change. The result of the name change attempt will
be returned to the client in the Modify DN Response.

For example, if the entry named in the "entry' parameter was
"cn=John Smith,c=US", the newrdn parameter was '‘cn=John Cougar Smith",
and the newSuperior parameter was absent, then this operation would
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attempt to rename the entry to be "cn=John Cougar Smith,c=US". If

there was already an entry with that name, the operation would fail
with error code entryAlreadyExists.

IT the deleteoldrdn parameter is TRUE, the values forming the old
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RDN are deleted from the entry. If the deleteoldrdn parameter is
FALSE, the values forming the old RDN will be retained as
non-distinguished attribute values of the entry. The server may

not perform the operation and return an error code if the setting of
the deleteoldrdn parameter would cause a schema inconsistency in the
entry.

Note that X.500 restricts the ModifyDN operation to only affect
entries that are contained within a single server. If the LDAP
server is mapped onto DAP, then this restriction will apply, and the
resultCode affectsMultipleDSAs will be returned if this error
occurred. In general clients MUST NOT expect to be able to perform
arbitrary movements of entries and subtrees between servers.

4_.10. Compare Operation
The Compare Operation allows a client to compare an assertion

provided with an entry in the directory. The Compare Request is
defined as follows:

CompareRequest ::= [APPLICATION 14] SEQUENCE {
entry LDAPDN,
ava AttributeValueAssertion }

Parameters of the Compare Request are:
- entry: the name of the entry to be compared with.

- ava: the assertion with which an attribute in the entry is to be
compared.

The result of the compare attempted by the server upon receipt of a
Compare Request is returned in the Compare Response, defined as
follows:

CompareResponse ::= [APPLICATION 15] LDAPResult
Upon receipt of a Compare Request, a server will attempt to perform
the requested comparison. The result of the comparison will be

returned to the client in the Compare Response. Note that errors and
the result of comparison are all returned in the same construct.
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Note that some directory systems may establish access controls which
permit the values of certain attributes (such as userPassword) to be

compared but not read. In a search result, it may be that an
attribute of that type would be returned, but with an empty set of
values.

4_.11. Abandon Operation
The function of the Abandon Operation is to allow a client to request
that the server abandon an outstanding operation. The Abandon
Request is defined as follows:
AbandonRequest ::= [APPLICATION 16] MessagelD

The MessagelD MUST be that of a an operation which was requested
earlier in this connection.
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(The abandon request itself has its own message id. This is distinct
from the id of the earlier operation being abandoned.)

There is no response defined in the Abandon Operation. Upon
transmission of an Abandon Operation, a client may expect that the
operation identified by the Message ID in the Abandon Request has
been abandoned. In the event that a server receives an Abandon
Request on a Search Operation in the midst of transmitting responses
to the search, that server MUST cease transmitting entry responses to
the abandoned request immediately, and MUST NOT send the
SearchResponseDone. OFf course, the server MUST ensure that only
properly encoded LDAPMessage PDUs are transmitted.

Clients MUST NOT send abandon requests for the same operation
multiple times, and MUST also be prepared to receive results from
operations it has abandoned (since these may have been in transit
when the abandon was requested).

Servers MUST discard abandon requests for message IDs they do not
recognize, for operations which cannot be abandoned, and for
operations which have already been abandoned.

4_.12. Extended Operation

An extension mechanism has been added in this version of LDAP, in
order to allow additional operations to be defined for services not
available elsewhere in this protocol, for instance digitally signed
operations and results.
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The extended operation allows clients to make requests and receive
responses with predefined syntaxes and semantics. These may be
defined in RFCs or be private to particular implementations. Each
request MUST have a unique OBJECT IDENTIFIER assigned to it.

ExtendedRequest ::= [APPLICATION 23] SEQUENCE {
requestName [0] LDAPOID,
requestValue [1] OCTET STRING OPTIONAL }

The requestName is a dotted-decimal representation of the OBJECT
IDENTIFIER corresponding to the request. The requestValue is
information in a form defined by that request, encapsulated inside an
OCTET STRING.

The server will respond to this with an LDAPMessage containing the
ExtendedResponse.

ExtendedResponse ::= [APPLICATION 24] SEQUENCE {
COMPONENTS OF LDAPResult,
responseName [10] LDAPOID OPTIONAL,
response [11] OCTET STRING OPTIONAL }

IT the server does not recognize the request name, it MUST return
only the response fields from LDAPResult, containing the
protocolError result code.

Protocol Element Encodings and Transfer

One underlying service is defined here. Clients and servers SHOULD
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implement the mapping of LDAP over TCP described in 5.2.1.
5.1. Mapping Onto BER-based Transport Services

The protocol elements of LDAP are encoded for exchange using the
Basic Encoding Rules (BER) [11] of ASN.1 [3]. However, due to the
high overhead involved in using certain elements of the BER, the
following additional restrictions are placed on BER-encodings of LDAP
protocol elements:

(1) Only the definite form of length encoding will be used.
(2) OCTET STRING values will be encoded in the primitive form only.

(3) If the value of a BOOLEAN type is true, the encoding MUST have
its contents octets set to hex "FF".
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(4) 1If a value of a type is its default value, it MUST be absent.
Only some BOOLEAN and INTEGER types have default values in this
protocol definition.

These restrictions do not apply to ASN.1 types encapsulated inside of
OCTET STRING values, such as attribute values, unless otherwise
noted.

5.2. Transfer Protocols

This protocol is designed to run over connection-oriented, reliable
transports, with all 8 bits in an octet being significant in the data
stream.

5.2.1. Transmission Control Protocol (TCP)

The LDAPMessage PDUs are mapped directly onto the TCP bytestream. It
is recommended that server implementations running over the TCP MAY
provide a protocol listener on the assigned port, 389. Servers may
instead provide a listener on a different port number. Clients MUST
support contacting servers on any valid TCP port.

6. Implementation Guidelines
This document describes an Internet protocol.

6.1. Server Implementations

The server MUST be capable of recognizing all the mandatory attribute
type names and implement the syntaxes specified in [5]. Servers MAY
also recognize additional attribute type names.

6.2. Client Implementations

Clients which request referrals MUST ensure that they do not loop
between servers. They MUST NOT repeatedly contact the same server for
the same request with the same target entry name, scope and filter.
Some clients may be using a counter that is incremented each time
referral handling occurs for an operation, and these kinds of clients
MUST be able to handle a DIT with at least ten layers of naming
contexts between the root and a leaf entry.
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In the absence of prior agreements with servers, clients SHOULD NOT
assume that servers support any particular schemas beyond those
referenced in section 6.1. Different schemas can have different
attribute types with the same names. The client can retrieve the
subschema entries referenced by the subschemaSubentry attribute in
the server®s root DSE or in entries held by the server.
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7. Security Considerations

When used with a connection-oriented transport, this version of the
protocol provides facilities for the LDAP v2 authentication
mechanism, simple authentication using a cleartext password, as well
as any SASL mechanism [12]. SASL allows for integrity and privacy
services to be negotiated.

It is also permitted that the server can return its credentials to
the client, if it chooses to do so.

Use of cleartext password is strongly discouraged where the
underlying transport service cannot guarantee confidentiality and may
result in disclosure of the password to unauthorized parties.

When used with SASL, it should be noted that the name field of the
BindRequest is not protected against modification. Thus if the
distinguished name of the client (an LDAPDN) is agreed through the
negotiation of the credentials, it takes precedence over any value in
the unprotected name field.

Implementations which cache attributes and entries obtained via LDAP
MUST ensure that access controls are maintained if that information
is to be provided to multiple clients, since servers may have access
control policies which prevent the return of entries or attributes in
search results except to particular authenticated clients. For
example, caches could serve result information only to the client
whose request caused it to be cache.
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Appendix A - Complete ASN.1 Definition
Lightweight-Directory-Access-Protocol-V3 DEFINITIONS
IMPLICIT TAGS ::=
BEGIN
LDAPMessage ::= SEQUENCE {
messagelD MessagelD,
protocolOp CHOICE {
bindRequest BindRequest,
bindResponse BindResponse,
unbindRequest  UnbindRequest,
searchRequest  SearchRequest,
searchResEntry SearchResultEntry,
searchResDone SearchResultDone,
searchResRef SearchResultReference,
modifyRequest  ModifyRequest,
modi fyResponse ModifyResponse,
addRequest AddRequest,
addResponse AddResponse,
delRequest DelRequest,
delResponse DelResponse,
modDNRequest Modi fyDNRequest,
modDNResponse  ModifyDNResponse,
compareRequest CompareRequest,
compareResponse CompareResponse,
abandonRequest AbandonRequest,
extendedReq ExtendedRequest,
extendedResp ExtendedResponse },
controls [0] Controls OPTIONAL }
MessagelD ::= INTEGER (0O .. maxInt)
maxInt INTEGER ::= 2147483647 -- (231 - 1) --
LDAPString ::= OCTET STRING
LDAPOID ::= OCTET STRING
LDAPDN ::= LDAPString
RelativelLDAPDN ::= LDAPString
AttributeType ::= LDAPString
AttributeDescription ::= LDAPString
Wahl, et. al. Standards Track [Page 44]

-05-



RFC 2251 LDAPV3 December 1997
AttributeDescriptionList ::= SEQUENCE OF
AttributeDescription
AttributeValue ::= OCTET STRING
AttributeValueAssertion ::= SEQUENCE {
attributeDesc AttributeDescription,
assertionValue AssertionValue }
AssertionValue ::= OCTET STRING
Attribute SEQUENCE {
AttributeDescription,
SET OF Attributevalue }
MatchingRuleld ::= LDAPString
LDAPResult SEQUENCE {
resultCode ENUMERATED {
success ),
operationsError D,
protocolError ),
timeLimitExceeded (3),
sizelLimitExceeded 4,
compareFalse (5),
compareTrue (6),
authMethodNotSupported ),
strongAuthRequired (3),
-- 9 reserved --
referral (10), -- new
adminLimitExceeded (11), -- new
unavailableCriticalExtension (12), -- new
confidentialityRequired (13), -- new
saslIBindInProgress (14), -- new
noSuchAttribute (16),
undefinedAttributeType an,
inappropriateMatching (18),
constraintViolation (19),
attributeOrValueExists (20),
inval idAttributeSyntax (21),
-- 22-31 unused --
noSuchObject (32),
aliasProblem (33),
inval idDNSyntax (34),
-- 35 reserved for undefined isLeaf --
aliasDereferencingProblem (36),
-- 37-47 unused --
inappropriateAuthentication (48),
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invalidCredentials (49),
insufficientAccessRights (50),
busy (51),
unavailable (52),
unwillingToPerform (53),
loopDetect 54),
-- 55-63 unused --
namingViolation (64),
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objectClassViolation (65),

notAl lowedOnNonLeaf (66),
notAl lowedOnRDN (67),
entryAlreadyExists (68),

objectClassModsProhibited (69),
-- 70 reserved for CLDAP --

affectsMultipleDSAs (71), -- new
-- 72-79 unused --
other (80) 1},
-- 81-90 reserved for APIs --
matchedDN LDAPDN,
errorMessage LDAPString,
referral [3]1 Referral OPTIONAL }
Referral ::= SEQUENCE OF LDAPURL
LDAPURL ::= LDAPString -- limited to characters permitted in URLs
Controls ::= SEQUENCE OF Control
Control ::= SEQUENCE {
controlType LDAPOID,
criticality BOOLEAN DEFAULT FALSE,
controlValue OCTET STRING OPTIONAL }
BindRequest ::= [APPLICATION 0] SEQUENCE {
version INTEGER (1 .. 127),
name LDAPDN,
authentication AuthenticationChoice }
AuthenticationChoice ::= CHOICE {
simple [0] OCTET STRING,
-- 1 and 2 reserved
sasl [3] SaslICredentials }
SaslCredentials ::= SEQUENCE {
mechanism LDAPString,
credentials OCTET STRING OPTIONAL }
BindResponse ::= [APPLICATION 1] SEQUENCE {
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COMPONENTS OF LDAPResult,
serverSaslICreds [7] OCTET STRING OPTIONAL }

UnbindRequest ::= [APPLICATION 2] NULL
SearchRequest ::= [APPLICATION 3] SEQUENCE {
baseObject LDAPDN,
scope ENUMERATED {
baseObject ),
singleLevel D,
wholeSubtree @) 3,
derefAliases ENUMERATED {
neverDerefAliases ),
derefInSearching ),
derefFindingBaseObj (),
derefAlways A 3},
sizeLimit INTEGER (0O .. maxint),
timeLimit INTEGER (0O .. maxint),
typesOnly BOOLEAN,
filter Filter,
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attributes AttributeDescriptionList }

Filter ::= CHOICE {
and [0] SET OF Filter,
or [1] SET OF Filter,
not [2] Filter,
equalityMatch [3] AttributeValueAssertion,
substrings [4] SubstringFilter,
greaterOrEqual [5] AttributeValueAssertion,
lessOrEqual [6] AttributeValueAssertion,
present [7] AttributeDescription,
approxMatch [8] AttributeValueAssertion,
extensibleMatch [9] MatchingRuleAssertion }
SubstringFilter ::= SEQUENCE {
type AttributeDescription,
-- at least one must be present
substrings SEQUENCE OF CHOICE {
initial [0] LDAPString,
any [1] LDAPString,
final [2] LDAPString } }
MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1] MatchingRuleld OPTIONAL,
type [2] AttributeDescription OPTIONAL,
matchValue [3] AssertionValue,

dnAttributes [4] BOOLEAN DEFAULT FALSE }
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SearchResultEntry ::= [APPLICATION 4] SEQUENCE {
objectName LDAPDN,
attributes PartialAttributeList }
PartialAttributelList ::= SEQUENCE OF SEQUENCE {

type AttributeDescription,
vals SET OF AttributeValue }

SearchResultReference ::= [APPLICATION 19] SEQUENCE OF LDAPURL
SearchResultDone ::= [APPLICATION 5] LDAPResult

ModifyRequest ::= [APPLICATION 6] SEQUENCE {
object LDAPDN,
modification SEQUENCE OF SEQUENCE {
operation ENUMERATED {
add 0),
delete (1),
replace (2) },
modification AttributeTypeAndvValues } }

AttributeTypeAndValues ::= SEQUENCE {

type AttributeDescription,

vals SET OF Attributevalue }
ModifyResponse ::= [APPLICATION 7] LDAPResult
AddRequest ::= [APPLICATION 8] SEQUENCE {

entry LDAPDN,

attributes AttributelList }

AttributeList ::= SEQUENCE OF SEQUENCE {
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type AttributeDescription,
vals SET OF Attributevalue }

AddResponse ::= [APPLICATION 9] LDAPResult
DelRequest ::= [APPLICATION 10] LDAPDN
DelResponse ::= [APPLICATION 11] LDAPResult
ModifyDNRequest ::= [APPLICATION 12] SEQUENCE {
entry LDAPDN,
newrdn RelativelLDAPDN,
deleteoldrdn BOOLEAN,
newSuperior [0O] LDAPDN OPTIONAL }
ModifyDNResponse ::= [APPLICATION 13] LDAPResult
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CompareRequest ::= [APPLICATION 14] SEQUENCE {
entry LDAPDN,
ava AttributeValueAssertion }
CompareResponse ::= [APPLICATION 15] LDAPResult
AbandonRequest ::= [APPLICATION 16] MessagelD
ExtendedRequest ::= [APPLICATION 23] SEQUENCE {
requestName [0] LDAPOID,
requestValue [1] OCTET STRING OPTIONAL }
ExtendedResponse ::= [APPLICATION 24] SEQUENCE {
COMPONENTS OF LDAPResult,
responseName [10] LDAPOID OPTIONAL,
response [11] OCTET STRING OPTIONAL }
END
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Full Copyright Statement
Copyright (C) The Internet Society (1997). All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain it
or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any
kind, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
Internet organizations, except as needed for the purpose of
developing Internet standards in which case the procedures for
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copyrights defined in the Internet Standards process must be
followed, or as required to translate it into languages other than
English.

The limited permissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This document and the information contained herein is provided on an
"AS IS"™ basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING
TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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