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ABSTRACT

Vasileios Vouronikos, Ph.D., Department of Computer Science and Engineering, School
of Engineering, University of loannina, Greece, 2026.
Algorithmic Techniques for Information Hiding and Digital Object Protection.

Advisor: Stavros D. Nikolopoulos, Full Professor.

The widespread adoption of digital technologies and the continuous growth of
multimedia content distribution have significantly increased the need for effective
mechanisms capable of protecting digital objects against unauthorized modification,
forgery, ownership violations, and content manipulation. Images, audio recordings,
videos, and electronic documents are extensively utilized in domains such as digital
forensics, healthcare, surveillance, and electronic communication, where authenticity
and integrity are of critical importance. Consequently, the development of efficient
information hiding and watermarking techniques for digital object protection remains
an important research challenge.

For authenticity preservation, a collection of robust watermarking models is devel-
oped for images, audio signals, videos, and PDF documents. For images, watermark
information is initially represented as integer sequences and encoded through Self-
Inverting Permutations (SiPs), which are subsequently embedded in the frequency
domain. The first proposed model employs repetitive embedding of a single SiP wa-
termark across multiple image regions to improve robustness against cropping and
partial-content attacks. Building upon this concept, a code-based multiple watermark-
ing framework is introduced, where collections of integers are encoded as multiple
SiPs and embedded simultaneously, increasing both watermark capacity and secu-
rity while maintaining robustness against common signal-processing and geometric
attacks. These contributions are further unified within the ROMFAIA framework,
which combines robust authenticity preservation with fragile integrity verification for

forensic medical images, and are subsequently extended to blockchain-based dig-

XV



ital asset protection through the ProtAIN framework for secure NFT deployment.
For audio signals, a dual-layer watermarking methodology is introduced by com-
bining image watermarking and audio least significant bit embedding. For videos, a
code-based hash-chain watermarking framework is proposed, combining frequency-
domain watermarking with cryptographic frame-audio verification. For PDF docu-
ments, dynamically generated QR codes together with scrambling and permutation
mechanisms are employed to support authenticity verification while preserving doc-
ument readability and visual quality.

For integrity preservation, fragile watermarking techniques are proposed for im-
ages, audio signals, and videos. For images, a cryptographic integrity-verification
framework is introduced based on inter-block verification relationships, enabling ac-
curate tamper detection and localization of manipulated image areas while maintain-
ing high visual quality. For audio signals, integrity preservation is achieved through
the deployment of hash-based verification information embedded within audio sam-
ples, allowing the identification and localization of modified audio segments. For
videos, two complementary integrity-preservation frameworks are developed. The
first employs cryptographic hash chains embedded across video frames and synchro-
nized with the audio stream, while the second introduces a cross-frame permutation
framework capable of detecting addition, deletion, and copy-move manipulations.
The proposed methodologies support reliable content verification and localization of
modified regions while maintaining low computational complexity.

The proposed models are assessed in terms of imperceptibility, robustness, compu-
tational efficiency, and tamper detection performance using metrics including PSNR,
SSIM, BER, NC, Extraction Rate, Precision, Recall, F1-score, Accuracy, and execu-
tion time. The obtained results demonstrate high visual quality, strong robustness
against common attacks, efficient computational performance, and accurate tamper
detection and localization capabilities. Comparative evaluations with representative
approaches from the literature further confirm the effectiveness and competitiveness
of the proposed methodologies.

Overall, this dissertation contributes a unified collection of watermarking and in-
formation hiding techniques for authenticity and integrity preservation in digital
media. By combining frequency-domain and spatial-domain embedding strategies
with combinatorial encoding structures, cryptographic verification mechanisms, and

blockchain technologies, the proposed approaches provide effective and scalable so-
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lutions for the protection of images, audio signals, videos, electronic documents, and
NFT-based digital assets against forgery, manipulation, and unauthorized modifica-

tion.
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EXTETAMENH IIEPIAHWH

Bawoiietog Bovpovixog, A.A., Tunuo Myyovixody H/Y xow TIAnpopoptxng, IloAvteyvixn
2yoAn, Havemomuio Iwavvivwy, 2026.

Aryoprbuixég Teyvixég Amtoxpudng IIAnpogopiog xar Ilpootaoiog Wneraxwy Avtt-
XELUEVWV.

EmiBAénwv: Ztadpog A. NixoAdmovrog, Kabnyntie.

H poySoaio avamtuEn Ty PneLoxwdy TeEXVOAOYLWY %ol v oLVEYNS aENoM TNg
OVTOAAOYNG TTOALUEDLXOD TEPLEYOUEVOL HECW TOL ALadxTOoUL €)Y0LY OMULLOVOYTOEL
OVENUEVES OTTALTNOELS YLOL TNY TPooTacio TG avbevtixdtnrog oL g axspotdTy-
Tog TV PNELAX®Y avTixelpévmy. ¥neloxég ewxdveg, mmuixd apyelo, Plvieo xow
NAEXTOOVLXA EYYQOUPA YONOLLOTIOLOVYTAL XOONUEQLYA O XPLOLLOVG TOUELS, OTTWS M
vyetovoulxn mePlBaAP, N PneLoxn eyxAnuoatoroyio, N ETLTNENCY, N NAEXTEOVLXY
JStoxvBEépvnon xat ot dtadtxtvoxég vrmpeoiec. H duvatdtnro edxnoing emeEepyaaiog
X0l TOPOTOLNONG TOV TEPLEYOUEVOL QLTWY TWV OVTLXELUEVOY %o OLoTA ovoryxodo
TNV VATTTUEY] ATTOTEAEOUATIXWY TEXVLXWY TOOTAOLAG TTOV VoL ETILTPETOVY TOCO TNV
emoAnfevon g avbevtixdTnTog 660 xo TOV EVTOTLOUO UN EEOLGLOSOTNUEVLY TPO-
TIOTTOLOEWV.

AvTixelpevo NG Topovoog SL3oXTOPLXYG OLOTELBNG ATTOTEAEL N LEAETN KOl OVE-
TTUEN aAYOoELOULXWY TEYVIXWY amdxpLPNG TANPOPOPLoG xaL PneLoxng LEXTOYEE-
PNOMNG LE OTOYO TN SLATNENON TNG AVOEVTIXOTNTAG XAl TNG OXEPALOTNTOS PNPLAXDY
avtxelpévoy. H épsuva eotidler oty avdmtuEy téoo avlextixdy (robust) 6oo xou
ebbpovotwy (fragile) LOVTEAWY LATOYPAPNONG, OELOTIOLOYTOG TEYYLXES TOV YWELXOV
X0l TOL GLYVOTLXOV TEGLOV, XPUTTTOYPUPLXOVS UNYOVLOLOVG, GLVOLAGTLXES OOUES KO
UNXOVLOROVG dLaOTOVPOVUEVYS eTToAnifievong TTANPOoQopLag.

210 Tedio TNg SaTNENONS TNG owHeVTIXOTNTOG PNELOXWY ELXOVWY TPOTELVOVTOL
véa LoVTEAX LBATOYPGPNOTC Bootopéva ot Avtoavtiotpépovoec Metabéoec (Self-

Inverting Permutations — SiPs). Apyixd avoamtdooetor évor ETOVaATTLXG LOVTEAO
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VOATOYPAPNONG, OTO OTTOLO TO (GLO LIATOYPAPNUA EVOWUATWVETOL TTOAATIAESG QO-
0€¢ OE DLOUPOPETLXES TLEPLOYES TNG ELXOVAG UE GTOYO TNY EVIOYLOY NG avbexTindTnTOg
évovtt emtbéoswy amoxong (cropping). Ttn ovvéyeta mpoteivetal évor xwdtxofoot-
OUEVO LOVTEAO TTOAOTIATIG LAATOYPAPTOTS, OTO OTOLO axOAOVLOIES axePALWY XWOLXO-
TTOLOVVTAL OE TTOAATAES SiPs ot eEVowpaTdvovToL T TOYPOVa 0TO GUYVOTLXO TTEDLO
™G EWXOVAG, OWEAVOVTAG ONUOVILXA TOCO TV YWENTLXOTNTO OG0 XL TNV AGQEAAELL
TOU CLOTNUOTOS. OL TTEPATIAVL TEYVIXES EVOTTOLOVYTOL OTO TAGLOLO TOUL [LOVTEAOL
ROMFAIA, 10 omoio cuvdvalel unyovitopods Statnenons owdevtixdtnrog xoL oxe-
PALOTNTOG YLO LULTOLXKEG ELXOVEG, EVE) ETTEXTEIVOVTOL TTEPAULTEQW UETW TOV LOYTEAOV
ProtAIN yia Ty pootacio Pneroxwy meptovatoxwy atotyelwy timov NFT pe akro-
Toinon teyxvoroytwy blockchain xou IPFS.

[No T SLaTNENoM NG OXEPALOTNTOS PNPLOXKWY ELXOVWLY TTPOoTELVETOL Evar ebBpo-
OTO LOVTEAO LIATOYPAPNONG PUCLOUEVO OE KPUTTTOYPAPLXES cuvapTioels SHA xou
OYETELS DLOOTAVPOVUEVYG ETTOA VoG LETAED TtepLoywy Tng etxovag. H etxdvo Sro-
ueptletal oe TEPLOYEG EMAANDELONG, EVK N TTANPOPOPLO AXEPALOTNTOS TTOPBAYETAL KO
EVOWULOTWVETOL OE OLOPOPETIXES TTEPLOYES OVUPWYA LE OVTLUETAOETIXES avTLaTOLY (-
octg. Me tov T1pomo avuTd eTLTUYYAVETOL OYL LOVO 7| OVIYVELGY] OAAG XL 1 OXELPAG
TOTUXOTIOLNOY] TWV AAAOLWUEVWY TTEPLOYWV.

2TOY TOUEN TOU PNPLOXOV NYOL OVATTTOOCOVTOL LOVTEA aLOEVTLXOTNTOG KoL OXE-
POLOTNTOG TOL OTTOLOL GLYIVALOVY TEYVLXES LAATOYPAPNONG ELXOVWY UE UNYOVLOLLOVG
EVOWOUATWONG 6T0 ALYOTEPO omnuowtixd dvadixd Preio (Least Significant Bit — LSB)
TWY MMTXOY OetyUéTwy. To TEOTELVOUEVO GLUOTAULOTO ETILTPETTOVY TNV EVOWUATWOY
TIANPoQopiag emaAnfevong xot ™Y AELOTLOTY AVIYVELOY] XOL TOTILXOTTOINoN UN €EOV-
OLOJOTNUEVWY UETUBOAWDY TOL MYNTLXOD TTEPLEYOUEVOD.

XTov Topéa ToL PNELoxod BIvTeo avamTOGGOVTOL VO CUUTANEWUOTIXE LOVTEAR
SLoTENoNS g awbeyTxdTNTOG KoL TNG axePotoTNTas. To TEWTo amoteAel évar ww-
OLXOPBACLOUEVO LOVTEAD SLaTNENoMG o bevTXOTTOG, 0TO 0TTolo M TTANPOPOPia awvbe-
VTUOTNTOG EVOWUXTWVETOL OTO XOPE TOL PBLVTED, EVE ULt XPLTTTOYPAUPLKY] AVUTIOOE-
OTOOY OAWY TWY XOPE EVOWUXTWVETAL CUYYQOVIOUEVO GTO MYNTLXO XOVAAL, OMULLOVO-
YOVTOG LoYLEN oVVIEDT LETOED OTTTLXOU %O oxoLaTLXoD Ttepteyouévou. H dedtepn
TIPOCGEYYLOY] OLPOPA EVOL [LOVTEAO SLATNENONG OXEPALOTNTOG PAOLOUEVO O PEToOEDTELS
HETAED UTthox SLoupopeTindy xoé (cross-frame permutations), To 0Tol0 ETLTEETEL TNY
aVLYVELON KoL TOTILXOTIOLNOY] AAANOLWOOEWY TOGO OE ETUTESO AVTLXELLEVOL OO0 XOL OF

entimtedo xapé. ELdixdTtepn, TO TEOTELVOUEVO GV TNULO ELVOLL LXOVO YOu oyl VeEVEL ETTLOE-
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OELG ELOAYWYTNG, OLAYPOPNG XOL OVTLYPOUPNG-HETAXIVNONG ovTixelpévwy (copy-move),
x00dg xan emibéoelg etooywyne, Simhaotaopod xot Starypoprg xopé (frame insertion,
frame duplication xow frame deletion), ToEéxovtog TOPEAANAC SLYATHTNTO. OXELBOVGC
TOTILXOTTOLNOYG TWY AAOLOUEVWY TTEQLOYWVY.

[No toe MAextpovixa éyypapo PDF mpoteiveton pia véor texvinn udatoypdpnong
Baotopéyvn os Suvaulxd Topoyopevoug xwotxes QR. H mAnpopopia vdatoypdpnorng
petaoymuotileton péow petaoymuatiopod Arnold xot TeEXVIXWY avodldTtaEng TELY
eVoUATWHEL OTO YOWUATIXE YOEOXKTNOLOTIXE ETUAEYUEVWY YOPUXTNOWY TOV EYYQS-
@ov. H mpooéyyion ot emttpémel Ty emainbevon g awbevtixdtnrog xweic vo
ETNEEALETOL N AVOYVWOOLULOTNTA, N ASLTOLEYIXOTNTA 1] 1] OTTTLXY] TTOLOTN T TOV EYYQO-
QOvL.

["o ™y aELOAGYNON TWY TTPOTELVOUEV®Y LOVTEAWY TTROYUOTOTIOLNONXE EXTETOUEYT
TELOOUATLYY] LEAETY] OE OOVOAX GESOUEVLY ELXOVMY, LOTPLXWDY ELXOV®LY, EYXANUATO-
AOYLXWY EUOVWY, MYNTLXWY ap)elwy, Blvteo xatl eyypdpwy PDF. H akloAdynon mpoy-
pnotomotninxe pe ™ xonon petoixwy ontwg PSNR, SSIM, BER, NC, Precision, Recall,
F1-score, Accuracy xot ypdévov extéleons. Tow TELQOPATIXGR ATTOTEAECUOTO. KOLTO-
JexvOoLY OTL T TTPOTELVOUEVA CUOTHUOTO ETILTUYYAVOLY LPNAY] OTTTLXY] TTOLOTNTAL,
toxvEnN ovbexTixdtTnTar €vavtl xowwy emtbéocwy emekepyaoiog oNUATOG, ATOSOTLXN
UTTOAOYLOTLXY] CUUTIEQLPOPE %ot LBLoLTEQO LYMAN axpBeta oTNV aviyvevon xot TOTL-
XOTTONOY AANOLWOOEWY.

XUVOALXA, N TTopoVGo SLaTELBY] CUVELGPEPEL Uit OAOXANPWULEYY] OLXOYEVELOL TEYVL-
XWY ATtOXELYPNG TTANPOPOPLUG XAl PNPLOXNG LAATOYPAPNONG YLOL TNV TOCTUGLO TNG
oLOeVTIXOTNTOG XAl TNG OXEQOLOTNTOS PNPLOXWY ovTIXELLEVWY. O TPOTELYOUEVES
©wébodoL oLYSLALOLY TEYVLXES TOL YWELXOV XOL TOU CLYVOTLXOD TESGLOV, XPLTTTOYPO-
QLXOVG PUMYaVLORoUS, oLYOLAOTIXES OoUES xaL TexvoAoyieg blockchain, mopéyovtog
OTTOTEASOULOTIXES KO ETTEXTAOLUEG AVOELG YLOL TNY TTPOOTOOLA ELXOVWY, 10V, BivTeo,
NAEXTPOVLXWY EYYOPOPWY XL PNPLOXWDY TEPLOLOLOXWY oToLXeElwY TVTToL NFT amd

TOPOTOiNoY, cAAoiwon xot N eEOVOLOSOTNUEVES TPOTTOTTOLOELG.
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CHAPTER 1

INTRODUCTION

1.1 Digital Object Types

1.2 Digital Object Security

1.3 Information Hiding

1.4 Authenticity and Integrity Preservation
1.5 Thesis Contributions

1.6 Structure of the Thesis

1.1 Digital Object Types

The rapid increase in information exchange through the Internet, along with the
digitization of many sectors of everyday life, has led to a significant increase in the
usage of different types of digital objects. Digital objects may vary from simple digital
files to complex datasets that combine both metadata and content. Among the most
widely used digital objects in our everyday life are digital images, videos, audio files,
and digital documents such as PDF files.

Digital images are extensively utilized across various social media platforms, en-
abling users to publicly share and distribute visual content over the Internet. More-
over, digital images are frequently utilized for commercial and profit-oriented pur-
poses, including digital art assets such as NF'Ts, professional photography galleries,

and visual assets used in video games. Similarly, digital videos constitute one of the



dominant forms of online content distribution, widely adopted in entertainment plat-
forms, surveillance systems, streaming services, and social media applications. Audio
files are also extensively used in communication, music streaming, and multimedia
applications, while digital documents such as PDF files are commonly employed for
the storage and exchange of official, academic, and legal information.

The ease with which digital objects can be exchanged in everyday life has sig-
nificantly improved information accessibility and communication. However, despite
the numerous advantages offered by digital media, their widespread distribution also
introduces several threats. Unauthorized modifications may be performed by virtu-
ally any user through widely accessible and often freely available software tools and
applications, with the intention of falsely claiming ownership of media content, alter-
ing evidence, or spread misleading information through forged or manipulated data.
In recent years, numerous incidents have demonstrated for example the misuse of
artificial intelligence technologies in order to generate fabricated images, videos, and
audio content intended to mislead users of online and social media platforms.

Consequently, the protection of digital content against unauthorized modification,
forgery, and ownership violations has become a critical research challenge. In this
context, significant research attention has been directed toward the development of
techniques capable of ensuring the authenticity, integrity, and copyright protection of
digital objects. Among these techniques, digital watermarking has emerged as one
of the most widely adopted approaches for embedding imperceptible information
into digital media for authentication, ownership verification, and tamper detection

purposes.

1.2 Digital Object Security

Digital object security refers to the set of algorithms, techniques, and methods de-
signed to protect the authenticity and integrity of digital objects against malicious
manipulations and risks arising from content distribution and exchange. Digital ob-
ject security has become increasingly important with the widespread availability of
advanced content generation and editing tools. Recent advances in Artificial Intel-
ligence, particularly Generative Adversarial Networks (GANs) and other generative

models, have enabled the creation of highly realistic synthetic images, audio record-



ings, videos, and textual content. Such technologies are capable of producing content
that closely resembles authentic data, making it increasingly difficult to distinguish
genuine digital objects from manipulated or Al-generated media. The rapid prolif-
eration of synthetic media and deepfake technologies has raised significant concerns
regarding misinformation, digital forgery, privacy violations, and the overall trustwor-
thiness of digital information. Consequently, the development of reliable authenticity
and integrity preservation mechanisms has become a fundamental requirement for
modern multimedia systems and digital communication environments [2]. To ad-
dress the challenges associated with digital object security, a number of fundamental
security requirements must be satisfied. These requirements aim to ensure the au-
thenticity, integrity, reliability, and trustworthiness of digital content throughout its

lifecycle. The most important threats and requirements are presented below:

¢ Unauthorized Content Modification: Digital objects can be altered through
content insertion, deletion, replacement, or manipulation, potentially changing

their meaning and reducing their trustworthiness.

e Ownership Verification: The widespread distribution of digital content in-
creases the need for mechanisms capable of verifying the legitimate owner or

source of a digital object.

e Tamper Detection and Localization: Security systems should not only identify
whether a digital object has been modified, but also determine the location and

extent of the modifications.

* Resistance to Signal-Processing Attacks: Digital objects frequently undergo op-
erations such as compression, filtering, scaling, and format conversion. Security

mechanisms should remain effective under such transformations.

* Protection Against Forgery: Modern editing tools enable the creation of con-
vincing forged content, making the detection of manipulated digital objects an

important security requirement.

* Trustworthy Multimedia Distribution: The protection of authenticity and in-
tegrity is essential in domains such as digital forensics, healthcare, surveillance,
journalism, and electronic document management, where decisions are often

based on the reliability of digital evidence.



The protection of a digital object’s authenticity against malicious manipulations
ensures that its ownership can be verified and that the content can be distributed
without compromising its reliability and trustworthiness. On the other hand, the
deployment of algorithms designed to protect the integrity of digital objects enables
the detection and localization of malicious modifications whenever they occur. This
capability is particularly important in domains such as forensic analysis and medical

systems, where the authenticity and reliability of digital data are of critical importance.

1.3 Information Hiding

Information hiding refers to the process of embedding data into a host digital object
in such a way that the existence of the hidden information remains imperceptible.
Information hiding can be broadly divided into two main categories: steganography
and digital watermarking. Steganographic techniques primarily focus on concealing
the existence of a hidden message so that it cannot be perceived by unauthorized
parties during the communication process. In steganography, the hidden message
itself constitutes the valuable information, while the host digital object mainly serves
as a transmission medium. In contrast, digital watermarking techniques are primar-
ily designed to protect the authenticity, integrity, and ownership of digital objects
through the embedding of unique identifiers into the host digital content. A funda-
mental requirement in information hiding is that the embedded information should
remain imperceptible within the carrier digital object. Once the hidden information
becomes detectable by an unauthorized recipient, recovering the concealed message
may eventually become possible. Information hiding is also frequently confused with
cryptography, although the two concepts are fundamentally different. In cryptogra-
phy, a message is transformed into an unintelligible form and typically requires a
decryption key in order to be restored to its original state.

Initially information hiding techniques can be categorized according to their re-
silience against attacks. According to [3] and [4] information hiding schemes can be
classified as fragile, semi-fragile, and robust. Fragile techniques are highly sensitive to
modifications, causing the watermark to be easily destroyed even under minor alter-
ations. Semi-fragile techniques tolerate distortions only up to a predefined robustness

threshold; once this threshold is exceeded, the watermark becomes corrupted. Fi-
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Figure 1.1: Categorization of Information Hiding Techniques based on watermark’s

visibility, sensitivity, payload and embedding domain

nally, robust techniques are designed to withstand a wide range of attacks, allowing
the watermark to remain detectable even after severe distortions that may significantly
degrade the quality of the digital object.

Information hiding techniques can be also categorized based on the domain
in which the hidden information is embedded to spatial-domain techniques and
frequency-domain techniques. In frequency domain the content of the digital ob-
ject is transformed from the spatial domain into its corresponding frequency domain
representation. For example, in the case of digital images, the pixel values are trans-
formed to frequency coefficients. On the other hand spatial domain techniques operate
directly on the original values of the digital object without transforming it into an-
other representation. For example, in PDF files, the embedding process is performed
on the colors of the text characters or on the structure of the PDF. Frequency do-
main techniques utilize frequency transformations including Fast Fourier Transform
(FFT), Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT) and
others. Spatial domain techniques can also use spatial transformations like Singular
Value Decomposition (SVD) or bit value substitutions like LSB replacement.

Another important categorization of information hiding techniques concerns the
amount of information required for watermark extraction. According to [3], wa-

termarking schemes can be divided into three categories based on the information
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needed during the extraction process: blind, semi-blind, and non-blind watermark-
ing. In techniques using blind embedding approaches, the extraction process does
not require any information from the original signal. However, such techniques often
exhibit lower robustness against attacks. Semi-blind techniques require partial infor-
mation from the original signal in order to recover the watermark. Finally, non-blind
approaches require access to the original signal for successful watermark extraction.

Next we describe the fundamental performance requirements and characteristics

that information hiding techniques must satisfy. More precisely:

* Imperceptibility and Quality: Imperceptibility refers to the ability of an infor-
mation hiding technique to embed information without introducing noticeable
visual or perceptual distortions. It is commonly evaluated using metrics such
as PSNR and SSIM, which quantify the distortion introduced by the embedding
process and the similarity between the original and the watermarked digital
object. High imperceptibility is particularly important in applications requiring

high-quality content, such as medical and forensic systems.

* Robustness and Fragility: Information hiding techniques can be classified as
robust or fragile depending on their intended application. Robust techniques are
designed to withstand common signal-processing and geometric attacks while
preserving the embedded information, whereas fragile techniques are highly
sensitive to modifications and are primarily used for integrity verification, tam-
per detection, and localization. Their performance is typically evaluated through

watermark extraction accuracy or tamper detection metrics.

e Payload: Payload denotes the amount of information that can be embedded
into a digital object. Although increased payload capacity enables the storage
of additional information, it often introduces greater distortion. Consequently,
watermarking systems must balance payload capacity with robustness and im-

perceptibility requirements.

* Security: Security refers to the ability of a watermarking system to prevent
unauthorized users from detecting, moditying, or extracting the embedded in-
formation. This objective is commonly achieved through the use of secret keys,

cryptographic primitives, and secure embedding procedures.



¢ Computational Complexity: Computational complexity describes the resources
required for watermark embedding and extraction. While frequency-domain
techniques generally provide improved robustness, they often require higher
computational cost than spatial-domain approaches due to the transformations

involved in the embedding process.

1.4 Authenticity and Integrity Preservation

Authenticity and integrity preservation constitute two of the most important objectives
of information hiding and digital watermarking systems. Although the two concepts
are closely related, they address different security requirements. Authenticity preser-
vation focuses on verifying the legitimate ownership or origin of a digital object,
ensuring that ownership information can be reliably recovered even after the object
has undergone signal-processing operations or malicious attacks. Integrity preserva-
tion, on the other hand, aims to detect unauthorized modifications and determine
whether the content of a digital object has been altered.

Authenticity preservation is commonly achieved through robust watermarking
techniques. In such systems, watermark information is embedded into the host dig-
ital object in a manner that allows successful extraction even after the application
of common attacks, including compression, filtering, noise addition, geometric trans-
formations, and format conversion. The primary objective of these techniques is to
maintain watermark recoverability while preserving the perceptual quality of the host
object.

In contrast, integrity preservation is typically achieved through fragile watermark-
ing techniques. Unlike robust watermarking, fragile watermarking schemes are in-
tentionally designed to be sensitive to modifications. Consequently, any unauthorized
alteration of the watermarked content affects the embedded information and can be
detected during the verification process. In many cases, fragile watermarking systems
additionally provide tamper localization capabilities, enabling the identification of the
manipulated regions within the digital object.

The design of authenticity and integrity preservation systems presents several chal-
lenges. Robust watermarking techniques must achieve a suitable balance between ro-

bustness, imperceptibility, payload capacity, and security, while fragile watermarking



techniques must provide accurate tamper detection and localization without gener-
ating excessive false detections. Furthermore, modern multimedia applications often
require these properties to be maintained across different types of digital objects,
including images, audio signals, videos, and electronic documents.

In this dissertation, both authenticity-preservation and integrity-preservation method-
ologies are investigated. Robust watermarking frameworks are proposed for images,
audio signals, videos, and PDF documents to support ownership verification and
authenticity validation. In parallel, fragile watermarking techniques based on crypto-
graphic verification mechanisms are developed for images, audio signals, and videos,
enabling reliable tamper detection and localization. Together, these approaches pro-
vide a comprehensive suite of frameworks for protecting digital objects against forgery,

manipulation, and unauthorized modification.

1.5 Thesis Contributions

This dissertation’s research focuses on the design of robust and fragile watermarking
models for the protection of authenticity and integrity of images, audio signals, videos,
and PDF documents. The proposed methodologies combine frequency-domain and
spatial-domain embedding techniques with combinatorial structures, cryptographic
techniques, and verification mechanisms in order to improve robustness, security,
computational efficiency, and tamper detection capabilities. The main contributions

of this dissertation can be summarized as follows:

¢ The introduction of a repetitive SiP embedding strategy, enabling redundant
watermark placement across multiple regions of a digital object and improving

robustness against cropping and partial-content attacks.

¢ The development of a code-based watermark representation model, where mul-
tiple integers are encoded as a collection of SiPs that collectively represent a
unique watermark code. Unlike traditional SiP-based approaches that encode a
single integer, the proposed model supports higher-capacity watermark repre-

sentations while improving security and authenticity verification capabilities.

¢ The introduction of a deterministic image integrity-preservation model based on

cryptographic hashes and inter-block verification relationships, enabling reliable
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tamper detection and localization without relying on probabilistic or learning-

based decision mechanisms.

The development of the ROMFAIA model, a unified architecture that combines
robust authenticity preservation and fragile integrity verification for forensic
medical images. The framework further enhances the security of the proposed
integrity-preservation mechanism by replacing SHA-256 with HMAC-SHA-256,
introducing secret-key authentication that prevents the unauthorized regenera-
tion of valid verification information while preserving high imperceptibility and

reliable tamper localization.

The extension of the ROMFAIA authenticity and integrity preservation model
to the domain of Non-Fungible Tokens through the ProtAIN framework, in-
troducing automated smart contract generation and an NFT “dual” backup
mechanism based on Arnold transformations, enabling future-proof attestation
of NFT image authenticity and integrity independent of marketplace or platform

trust.

The introduction of a dual-layer audio watermarking architecture that utilizes
a frequency-domain SiP-watermarked image as the embedded payload. Unlike
conventional approaches that directly embed logos or images, the proposed
model embeds a robust watermark carrier, improving the recoverability and

authenticity verification capabilities of the watermarked audio signal.

The introduction of an audio integrity-preservation mechanism in which au-
thentication information is generated through XOR operations between audio-
block data and HMAC-derived cryptographic keys, and subsequently embedded
into different audio blocks. This design enables reliable and deterministic tam-

per detection and localization.

The development of a global frame—audio binding mechanism for video authen-
ticity preservation, where a cryptographic integrity representation derived from
all video frames is embedded into the audio stream. This design establishes
interdependencies between the visual and auditory components of the video,
strengthening authenticity verification and improving resistance against spatial,

temporal, and audio tampering attacks.



* The introduction of a video integrity-preservation framework based on cross-
frame permutations and cross-block authentication relationships, where verifi-
cation information is additionally bound to the audio stream. This multi-layer
verification structure enables reliable detection and localization of object inser-

tion, object deletion and copy-move attacks.

¢ The introduction of a QR-code-based PDF watermarking framework that com-
bines Arnold transformations with an additional permutation layer to conceal
characteristic QR-code patterns and prevent attackers from identifying water-
mark locations. Watermark information is embedded through color modifica-
tions of text objects, avoiding document rasterization and preserving the read-

ability, functionality, and visual quality of the original PDF document.

* An extensive experimental evaluation framework for authenticity and integrity
preservation systems, covering images, medical images, audio signals, videos,

and PDF documents under a wide range of attack scenarios.

Overall, the dissertation contributes a comprehensive collection of information
hiding and digital watermarking techniques for authenticity and integrity preservation
across multiple categories of digital objects, including images, audio signals, videos,

and electronic documents.

1.6 Structure of the Thesis

This dissertation is organized into nine chapters. Chapter 1 introduces the research
area and presents the fundamental concepts of digital objects, digital object security,
information hiding, authenticity preservation, integrity preservation, and the main
contributions of the dissertation. Next, Chapter 2 reviews the theoretical background
and the related work on information hiding, digital watermarking, and authenticity
and integrity preservation systems. Subsequently, Chapter 3 presents the fundamen-
tal components, digital object characteristics, segmentation rules, watermarking do-
mains, and cryptographic mechanisms utilized throughout the proposed methodolo-
gies. Building upon this foundation, Chapter 4 introduces the proposed authenticity
and integrity preservation models for images, audio signals, videos, and PDF doc-

uments. Chapter 5 then presents the software architecture, implementation details,
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and integration procedures of the developed frameworks. Consequently, Chapter 6
describes the experimental evaluation methodology, including the utilized data-sets,
performance metrics, attack scenarios, and the obtained experimental results. Follow-
ing the experimental assessment, Chapter 7 provides a comparative analysis between
the proposed methodologies and representative approaches from the literature. Next,
Chapter 8 discusses the overall performance of the proposed frameworks, focusing
on their authenticity and integrity preservation capabilities, practical feasibility, limi-
tations, and remaining challenges. Finally, Chapter 9 summarizes the main findings
of the dissertation, highlights the lessons learned during the conducted research, and

outlines potential directions for future work.
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CHAPTER 2

THEORETICAL BACKGROUND

2.1 Related Work on Information Hiding and Watermarking
2.2 Information Hiding in the Frequency Domain
2.3 Information Hiding in the Spatial Domain

2.4 Related Approaches in Authenticity and Integrity Preservation

2.1 Related Work on Information Hiding and Watermarking

Information hiding and digital watermarking constitute fundamental research ar-
eas in multimedia security, aiming to embed information within digital media while
preserving the perceptual quality of the host object. Depending on the application
requirements, embedded information may be utilized for copyright protection, own-
ership verification, authentication, integrity preservation, tamper detection, content
tracking, or secure information transmission. Over the past decades, a significant
number of watermarking techniques have been proposed for images, audio, video,
and document files, employing a wide variety of embedding strategies and signal
processing methodologies.

The effectiveness of a watermarking scheme is commonly evaluated according to
three principal criteria. Imperceptibility refers to the ability of the embedded wa-
termark to remain visually or perceptually unnoticeable. Robustness measures the

capability of the watermark to survive intentional and unintentional modifications,
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including compression, filtering, noise addition, and geometric transformations. Ca-
pacity describes the amount of information that can be embedded while maintaining
acceptable perceptual quality. Achieving a suitable balance among these often con-
flicting objectives remains one of the primary challenges in watermarking research.
Recent advances have significantly expanded the scope of information hiding be-
yond traditional copyright protection applications. Modern watermarking systems in-
creasingly address authenticity verification, integrity preservation, tamper detection,
and content authentication. In particular, fragile and semi-fragile watermarking tech-
niques have been developed to identify unauthorized modifications, while robust wa-
termarking schemes continue to focus on maintaining watermark recoverability under
common signal processing attacks. Furthermore, recent studies [5, 6, 7, 8] illustrate
this expanding scope across different media types, ranging from audio steganog-
raphy [5] to robust and high-capacity video watermarking techniques designed to
withstand transcoding, hybrid attacks, and large-scale content distribution [6, 7, 8].
As the field has evolved, watermarking approaches have generally followed three
major directions. The first direction consists of frequency-domain techniques, which
embed watermark information into transformed representations of multimedia ob-
jects. The second direction includes spatial-domain techniques, where information is
embedded directly into the host signal. More recently, machine learning and deep
learning methodologies have emerged as a third direction, utilizing data-driven mod-
els for adaptive watermark embedding and extraction. The following sections review
these categories and discuss their applicability to authenticity and integrity preserva-

tion systems.

2.2 Information Hiding in the Frequency Domain

Frequency-domain watermarking techniques constitute one of the most extensively
investigated categories of information hiding approaches. Unlike spatial-domain meth-
ods, which directly modity pixel values, frequency-domain techniques first transform
the host multimedia object into an alternative mathematical representation and subse-
quently embed watermark information into selected transform coefficients. Commonly
employed transforms include the Discrete Cosine Transform (DCT), Discrete Fourier

Transform (DFT), Discrete Wavelet Transform (DWT), Singular Value Decomposi-
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tion (SVD), and various combinations thereof. By embedding information within
frequency coefficients rather than directly manipulating pixel intensities, these ap-
proaches generally achieve improved robustness against compression, filtering, noise
addition, and other common signal-processing operations.

Among the earliest frequency-domain watermarking methodologies, DWT-based
techniques have attracted significant attention due to their ability to provide multi-
resolution representations of multimedia content. By decomposing an image into dif-
ferent frequency sub-bands, DWT enables watermark information to be embedded
within regions that offer a favorable balance between imperceptibility and robustness.
Several studies have exploited this property to develop watermarking systems capa-
ble of maintaining watermark recoverability under various image processing attacks.
For example, Roy and Pal [9] combined DWT and SVD transformations to improve
watermark robustness while preserving visual quality. Similarly, Jamal et al. [10] pro-
posed a DWT-based watermarking framework that demonstrated resilience against
common filtering and compression operations.

Singular Value Decomposition has also been widely employed within frequency-
domain watermarking systems due to the stability of singular values under moderate
image modifications. SVD-based techniques typically embed watermark information
by modifying selected singular values while preserving the overall visual structure of
the host image. Several researchers have combined SVD with other transforms, partic-
ularly DWT and DCT, to exploit the advantages of multiple frequency representations
simultaneously. Such hybrid transform-domain schemes generally provide improved
robustness compared to single-transform approaches while maintaining high imper-
ceptibility.

Discrete Cosine Transform based watermarking constitutes another major category
of frequency-domain information hiding techniques. DCT is particularly attractive be-
cause of its direct relationship to JPEG compression, allowing watermark information
to be embedded within coefficients that remain relatively stable during compression.
Ying et al. [11] proposed a robust DCT-based watermarking methodology designed
to preserve watermark recoverability under lossy compression. Similarly, Begum et
al. [12] utilized DCT coefficients to achieve a favorable balance between embedding
capacity and visual quality. Other researchers have combined DCT with optimiza-
tion and decomposition techniques to further improve watermark robustness and

imperceptibility.
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Fourier-based watermarking approaches represent another important family of
frequency-domain techniques. The Discrete Fourier Transform provides desirable
properties such as translation invariance and strong resistance to certain geometric
attacks. Wang et al. [13] exploited the Quaternion Fourier Transform to enhance wa-
termark embedding in color images while preserving perceptual quality and improv-
ing robustness against common processing operations. Chroni et al. [14] introduced a
code-based watermarking framework in which watermark information is embedded

directly within image regions using combinatorial structures.

2.3 Information Hiding in the Spatial Domain

Spatial-domain watermarking techniques embed information directly into the host
multimedia object by moditying its original samples, pixels, or structural components
without employing intermediate mathematical transformations. Due to their sim-
plicity, low computational complexity, and ease of implementation, spatial-domain
techniques have been extensively investigated for image, audio, video, and document
watermarking applications. In contrast to frequency-domain approaches, which op-
erate on transformed representations of multimedia content, spatial-domain methods
directly manipulate the original signal, making them particularly attractive for real-
time and resource-constrained environments.

Among the most widely utilized spatial-domain techniques are Least Significant
Bit (LSB) based approaches. These methods embed watermark information by modi-
tying the least significant bits of image pixels, audio samples, or video frames, resulting
in minimal perceptual distortion. LSB watermarking is characterized by high embed-
ding capacity and low computational requirements, making it suitable for applications
where efficiency is prioritized. Several studies have explored variations of LSB embed-
ding to improve robustness and security. For example, classical LSB schemes [15, 16]
demonstrated the feasibility of imperceptible information embedding through direct
bit substitution. Beyond traditional LSB techniques, numerous researchers have in-
vestigated block-based spatial watermarking methodologies. These approaches par-
tition the host image into smaller regions and embed watermark information within
selected blocks according to predefined embedding strategies. Block-based methods

typically offer improved localization capabilities and can facilitate tamper detection
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and authentication applications.

Document watermarking constitutes another important application area of spatial-
domain information hiding. Unlike traditional image watermarking systems, docu-
ment watermarking techniques frequently exploit structural properties of text ob-
jects, character formatting, spacing characteristics, and color information. Several re-
searchers have proposed document authentication frameworks based on direct modifi-
cations of textual or graphical components. In particular, PDF watermarking method-
ologies [17, 18, 19] have demonstrated that watermark information can be embed-
ded within document structures while preserving readability and visual appearance.
Such approaches are particularly relevant for authenticity preservation applications,
where unauthorized modifications must be detected without significantly altering
the original document content. Spatial-domain techniques have also been extensively
employed in audio watermarking applications. Rather than modifying transform co-
efficients, audio spatial watermarking schemes directly manipulate audio samples or
selected sample bits to embed authentication or ownership information.

A significant advantage of spatial-domain watermarking techniques is their rel-
atively low computational complexity. Since no transform-domain calculations are
required, embedding and extraction procedures can often be performed significantly
faster than corresponding frequency-domain approaches. Furthermore, spatial meth-
ods typically offer higher embedding capacities because watermark information is
inserted directly into the host medium. These characteristics make spatial-domain
techniques particularly attractive for real-time systems and applications involving

large multimedia datasets.

2.4 Related Approaches in Authenticity and Integrity Preservation

The increasing proliferation of digital multimedia content has significantly intensi-
fled concerns regarding authenticity, integrity, and trustworthiness. As digital im-
ages, videos, audio recordings, and electronic documents can be easily manipulated
using modern editing tools, numerous watermarking and authentication techniques
have been proposed to detect unauthorized modifications and verify content integrity.
Unlike conventional copyright-oriented watermarking schemes, authenticity and in-

tegrity preservation approaches primarily focus on identifying whether content has
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been altered and, in many cases, localizing the tampered regions.

A large category of authentication techniques relies on fragile and semi-fragile
watermarking mechanisms. Fragile watermarking schemes are intentionally designed
so that even minor modifications to the protected content result in corruption or de-
struction of the embedded watermark. Consequently, any discrepancy between the
extracted and the original watermark indicates potential tampering. Semi-fragile wa-
termarking techniques extend this concept by tolerating acceptable processing op-
erations such as compression while remaining sensitive to malicious modifications.
Such approaches have been extensively investigated for image authentication, medical
image protection, document verification, and video tamper detection.

Medical imaging represents one of the most critical application domains for authenticity-
preserving watermarking systems. In medical environments, unauthorized modifica-
tions can compromise diagnostic accuracy and potentially endanger patient safety.
Qasim et al. [20] proposed a watermarking framework that exploits regions of in-
terest and regions of non-interest to preserve diagnostic information while enabling
integrity verification. Similarly, Mathew et al. [21] introduced a reversible water-
marking scheme capable of restoring the original medical image after watermark
extraction. Laishram et al. [22] further explored watermarking techniques for secure
medical image authentication, demonstrating the importance of balancing impercep-
tibility, reversibility, and integrity preservation. Gull et al. [23] further proposed an
efficient watermarking technique for tamper detection and localization in medical im-
ages, demonstrating the effectiveness of watermark-assisted verification for detecting
content modifications while preserving acceptable visual quality.

In addition to watermark-based authentication, several researchers have incorpo-
rated cryptographic mechanisms into multimedia protection frameworks. Such ap-
proaches typically combine watermarking with cryptographic hashes, digital signa-
tures, encryption procedures, or message authentication codes to strengthen integrity
verification capabilities. Liu et al. [24] proposed an authentication framework that
integrates watermarking with cryptographic verification procedures, while Sayah et
al. [25] developed a secure watermarking methodology emphasizing both content
protection and authenticity validation. More recently, Taj et al. [26] and Bouarroud;j
et al. [27] proposed lightweight authentication schemes designed to provide efficient
integrity verification while maintaining low computational complexity.

The emergence of blockchain technology has also influenced recent developments
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in authenticity preservation systems. Blockchain-based approaches utilize decentral-
ized ledgers to record ownership information, authentication records, and watermark
verification results. Such systems aim to provide immutable evidence of ownership
and content authenticity. Blockchain-assisted watermarking schemes [28] demon-
strate how distributed ledger technologies can complement traditional watermarking
mechanisms by providing transparent and tamper-resistant verification infrastruc-

tures.

2.4.1 Frequency Based Watermarking Techniques

Frequency-based watermarking techniques represent one of the most mature and
widely adopted categories of digital watermarking methods. Unlike spatial-domain
approaches that directly modify the original multimedia content, frequency-domain
techniques first transform the host object into an alternative mathematical representa-
tion and subsequently embed watermark information within selected transform coef-
ficients. Commonly employed transformations include the Discrete Cosine Transform
(DCT), Discrete Wavelet Transform (DWT), Discrete Fourier Transform (DFT), Singu-
lar Value Decomposition (SVD), and combinations thereof. The principal advantage
of frequency-domain watermarking lies in its ability to achieve improved robustness
against compression, filtering, noise addition, and various signal-processing attacks
while maintaining acceptable perceptual quality.

Among the most extensively investigated transform-domain methodologies are
DWT-based watermarking techniques. By decomposing an image into multiple fre-
quency sub-bands, DWT enables watermark information to be embedded within
regions that provide a favorable balance between imperceptibility and robustness.
Sharma and Chandrasekaran [29] further demonstrated that combining multiple
transform-domain representations can significantly improve watermark robustness
against geometric distortions and compression operations. Singular Value Decompo-
sition has frequently been integrated into frequency-domain watermarking systems
due to the stability of singular values under moderate modifications. SVD-based tech-
niques generally embed watermark information by modifying selected singular values
of transformed image components, thereby preserving the structural characteristics
of the host content. Several researchers have combined SVD with DWT and DCT

representations to exploit the advantages of multiple transform domains simulta-
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neously. Such approaches typically provide improved robustness while maintaining
high imperceptibility.

Discrete Cosine Transform based watermarking techniques have also attracted sig-
nificant research interest due to their compatibility with JPEG compression. By em-
bedding watermark information within selected DCT coefficients, these methods can
preserve watermark recoverability even after lossy compression. Other studies have
combined DCT with optimization and decomposition techniques to further enhance
watermark resilience and imperceptibility.

Fourier-domain watermarking constitutes another important category of frequency-
based information hiding. The Discrete Fourier Transform offers desirable properties
such as translation invariance and robustness against certain geometric transforma-
tions. Chroni et al. [30] introduced a code-based watermarking scheme that em-
beds combinatorial structures within Fourier coefficients for image authentication
purposes. Cedillo-Hernandez et al. [31] proposed a DFT-based watermarking frame-
work enhanced through particle swarm optimization, improving robustness against
common signal-processing attacks. Furthermore, Aksay et al. [32] propose a wavelet-

based camera tamper detection approach for video surveillance footage.

2.4.2 Spatial Based Watermarking Techniques

Spatial-based watermarking techniques embed information directly into the host mul-
timedia content by modifying pixel values, sample amplitudes, text attributes, or
other structural characteristics without employing frequency transformations. Due
to their simplicity, low computational complexity, and high embedding capacity,
spatial-domain approaches have been extensively investigated for image, audio, video,
and document watermarking applications. In contrast to frequency-domain methods,
which require mathematical transformations prior to embedding, spatial techniques
operate directly on the original data, making them particularly suitable for real-time
systems and computationally constrained environments.

Among the most widely adopted spatial watermarking methodologies are Least
Significant Bit (LSB) based techniques. These approaches embed watermark informa-
tion by modifying the least significant bits of image pixels or audio samples, resulting
in minimal perceptual distortion. Kabir et al. [33] introduced an efficient LSB-based

watermarking methodology designed to improve both embedding efficiency and ro-
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bustness. For video tamper detection, Hasso and Taha [34] propose a low-cost algo-
rithm for video tamper detection. Saglam and Temizel [35] further propose a real-time
adaptive algorithm for camera tamper detection in surveillance footage, while Arab
et al. [36] propose a robust video watermarking technique specifically designed for
tamper detection in surveillance systems.

Block-based spatial watermarking techniques represent another important cate-
gory of spatial-domain information hiding approaches. Rather than embedding wa-
termark information uniformly throughout the multimedia object, these methods par-
tition the host content into smaller regions and perform localized watermark inser-
tion. Such approaches often provide improved tamper localization capabilities and are
particularly attractive for authentication and integrity-preservation applications. By
associating watermark information with specific image blocks, unauthorized modifica-
tions can frequently be detected and localized with higher accuracy than conventional
global watermarking schemes.

One of the principal advantages of spatial watermarking techniques is their compu-
tational efficiency. Since embedding and extraction procedures do not require complex
mathematical transformations, these approaches generally exhibit lower processing
requirements than frequency-domain methods. Furthermore, spatial-domain tech-
niques often provide higher embedding capacities because watermark information
can be inserted directly into the host medium. These characteristics make spatial wa-
termarking particularly attractive for large-scale multimedia systems and applications

requiring fast watermark generation and verification.

2.4.3 ML-based Watermarking Techniques

The rapid advancement of machine learning and deep learning technologies has
significantly influenced the field of digital watermarking. Unlike conventional water-
marking approaches that rely on manually designed embedding and extraction rules,
machine learning-based techniques utilize data-driven models to automatically learn
robust watermark representations and embedding strategies. These approaches aim
to improve imperceptibility, robustness, and adaptability by exploiting the feature
learning capabilities of neural networks. As a result, machine learning has emerged
as a promising paradigm for addressing several limitations associated with traditional

watermarking methodologies.
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Early learning-based watermarking systems primarily employed convolutional
neural networks (CNNs) to improve watermark detection and extraction. By learning
discriminative representations from large datasets, CNN-based approaches can adapt
to complex distortions and signal-processing operations that often challenge con-
ventional watermarking techniques. Luo et al. [37] proposed a deep-learning-based
watermarking framework capable of improving watermark extraction reliability un-
der various distortions. Similarly, Chacko et al. [38] demonstrated that deep neural
networks can effectively learn watermark embedding and extraction mappings while
maintaining high visual quality.

Recent research has increasingly focused on end-to-end watermarking architec-
tures in which embedding and extraction networks are jointly optimized during
training. Such systems typically employ encoder-decoder structures that automati-
cally learn optimal watermark representations and embedding locations. Hayes and
Danezis [39] introduced an adversarial learning framework for steganographic image
generation, demonstrating the effectiveness of neural networks in hiding informa-
tion while minimizing perceptual distortion. Similarly, Zhu et al. [40] proposed the
HIDDEN framework, which employs deep neural networks to embed and recover in-
formation from images while preserving visual fidelity. These approaches illustrated
the potential of deep learning to automate watermark design and improve resistance
to various distortions.

Another significant research direction involves self-supervised and representation-
learning-based watermarking techniques. Fernandez et al. [41] proposed a water-
marking framework operating within latent feature spaces generated by self-supervised
learning models. Rather than embedding information directly into image pixels, the
watermark is inserted within learned feature representations, allowing improved ro-
bustness while maintaining high perceptual quality. Such approaches highlight the
increasing integration of modern representation learning methodologies into multi-
media protection systems.

Generative Adversarial Networks (GANs) have also attracted considerable atten-
tion in watermarking research. By employing competing generator and discriminator
networks, GAN-based systems can learn watermark embeddings that are both imper-
ceptible and difficult to remove. Several studies have demonstrated that adversarial
training can significantly improve watermark robustness against image manipulations

and signal-processing attacks. Furthermore, GAN-based approaches can dynamically
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adapt embedding strategies based on the characteristics of the host content, providing
greater flexibility than traditional fixed-rule watermarking techniques.

Recent machine learning research has additionally explored watermarking for
emerging multimedia applications. Sinhal et al. [42] investigated machine learning
approaches for secure multimedia protection, while Asmitha et al. [43] examined
privacy-preserving watermarking strategies based on intelligent learning mechanisms.
More recently, Sood et al. [44], Zhou et al. [45], and Zhang et al. [46] proposed
advanced deep-learning-based watermarking frameworks capable of improving wa-
termark robustness, visual quality, and security against sophisticated manipulation

attacks.

2.4.4 Hybrid Watermarking Techniques

More recently, hybrid transform-domain methodologies have emerged as a promis-
ing direction in frequency-domain watermarking research. Rather than relying on
a single transform, these approaches combine multiple frequency representations to
exploit their complementary advantages. Varghese et al. [47] proposed a watermark-
ing framework integrating DCT, DFT, and SVD transformations to improve both
robustness and imperceptibility. Similarly, Yuan et al. [48] introduced a blind water-
marking scheme that combines multiple transform-domain representations to achieve
enhanced extraction reliability. Kumar et al. [49] further demonstrated that hy-
brid frequency-domain architectures can significantly outperform conventional single-
transform approaches under various attack scenarios.

Several researchers have explored the integration of optimization algorithms within
hybrid watermarking frameworks. Such approaches employ optimization techniques
to identify suitable embedding locations and determine optimal embedding strengths.
By dynamically adjusting watermark parameters according to the characteristics of
the host content, these methods aim to maximize robustness while minimizing per-
ceptual distortion. The incorporation of optimization procedures has been shown to
improve watermark recoverability under a wide range of signal-processing attacks.

Another important category of hybrid watermarking techniques combines spatial-
domain and frequency-domain representations. Rather than embedding watermark
information exclusively within one domain, these methodologies distribute watermark

components across multiple representations of the host content. Such strategies can
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improve resilience against attacks targeting a specific domain while simultaneously
increasing the difficulty of unauthorized watermark removal. Latreche et al. [50] pro-
posed a secure watermarking framework that combines multiple embedding mecha-
nisms to strengthen content protection and authenticity verification. Similarly, Liu et
al. [51] demonstrated that hybrid embedding strategies can improve robustness while
preserving acceptable visual quality.

Recent advances have also led to the development of machine learning assisted hy-
brid watermarking systems. These approaches integrate traditional transform-domain
watermarking with intelligent optimization or deep learning models capable of adapt-
ing embedding parameters according to the characteristics of the host media. By com-
bining deterministic signal-processing operations with data-driven learning mecha-
nisms, such frameworks seek to leverage the strengths of both conventional and
modern watermarking paradigms. Chaudhary et al. [52] and Awasthi et al. [53]
demonstrated that hybrid architectures incorporating learning-based components can

improve robustness and extraction accuracy under complex attack scenarios.
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CHAPTER 3

COMPONENTS AND FUNCTIONAL

CHARACTERISTICS

3.1 Digital Objects Characteristics

3.2 Digital Objects Segmentation Rules
3.3 Frequency Domain Watermarking
3.4 Spatial Domain Watermarking

3.5 Encoding and Hashing Techniques

3.1 Digital Objects Characteristics

Digital media such as images, audio, video, and PDF documents possess different
structural, perceptual, and storage properties that directly affect the embedding, ex-
traction, robustness, and imperceptibility of hidden information. Characteristics in-
cluding color representation, sampling rate, frame organization, compression schemes,
codecs, and file structure play a significant role in determining how information can
be securely embedded while preserving the quality and functionality of the host ob-
ject. The following subsections briefly describe the basic characteristics and structural
properties of the most common digital media categories utilized in information hiding

applications.
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3.1.1 Image Characteristics

Images can initially be categorized based on their color space into RGB, Grayscale,
and Binary images. RGB images consist of three separate image components corre-
sponding to the Red, Green, and Blue color channels, which are combined to produce
the final colored image. More specifically, each pixel in an RGB image is represented
by a triplet of intensity values (R, G, B), where each component ranges from 0 to 255.
Typical cases of RGB images are generic images, artistic images and forensic images.
In the case of grayscale images, the intensity values across the three color channels
are equal for each pixel, resulting in image colors limited to different shades of gray.
Grayscale images can be found in medical applications were most of the medical
image modalities are represented as grayscale images. Binary images, on the other
hand contain a single channel, where each pixel takes a value of 0 or 255, repre-
senting black and white respectively. QR codes is a an example of such images were
each pixel of the QR is a binary value (0 or 255). Another important characteristic
of digital images is their file format. Among the most commonly utilized formats
in watermarking applications are JPEG and PNG, which represent lossy and lossless

compression formats respectively.

3.1.2 Audio Characteristics

Audio signals can be distinguished according to the number of channels they con-
tain. Mono audio utilizes a single channel, resulting in identical sound reproduction
across all output devices, whereas stereo audio employs two distinct channels cor-
responding to the left and right speakers, allowing spatial representation of sound.
Audio information is digitally represented as sequences of sampled signal ampli-
tudes, where the Sampling Rate (SR) directly affects the perceptual quality of the
reconstructed audio signal. In addition to channel configuration, audio signals are
characterized by their storage and compression format. Among the most commonly
utilized audio formats in watermarking systems are MP3 and WAV. MP3 employs
lossy compression techniques in order to significantly reduce storage requirements
by discarding perceptually less important information, while WAV preserves the orig-
inal audio content without compression-induced information loss, thus representing

a lossless audio format.
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3.1.3 Video Characteristics

A video object consists of a sequence of consecutive image frames displayed at a
specific rate, commonly measured in Frames Per Second (FPS). When the frame rate
is sufficiently high, the displayed frames create the perception of continuous motion,
making FPS a fundamental characteristic affecting the smoothness and quality of the
video. In addition to the visual component, digital videos commonly include synchro-
nized audio streams, which constitute another essential part of the overall structure.
Audio data are similarly organized into temporal segments or frames corresponding
to specific portions of the audio signal. Depending on the number of audio channels,
sound reproduction may be mono, where the same signal is reproduced across all
output devices, or stereo, where distinct signals are delivered to the left and right
channels, enabling spatial sound perception.

Both video and audio streams are commonly compressed using codecs, which
determine the efficiency, storage requirements, transmission capability, and percep-
tual quality of the video content. Popular video codecs include H.264, H.265, and
AV1, while common audio codecs include MP3, AAC, FLAC, and WAV. Depending
on the employed codec, compression may be either lossy or lossless, directly affecting
the fidelity of the video. Furthermore, video data are stored within container for-
mats, which define how different encoded streams, including frames, audio, subtitles,
and metadata, are organized, stored, and synchronized. Common container formats
include MP4, AVI, and MKYV, each offering different levels of compatibility and com-

pression support.

3.1.4 PDF Characteristics

A PDF file follows a structured architecture composed of four main parts: the Header,Body,
Cross-Reference Table (xref), and Trailer. The Header identifies the file as a PDF and
specifies its version. The Body contains the actual document content, including text,
images, fonts, and other objects. Since PDF version 1.5, object streams have also been
introduced to reduce file size by grouping multiple objects into compressed streams.
The Cross-Reference Table acts as an index that stores the byte offsets of all objects
within the file, enabling fast navigation and efficient content retrieval. Finally, the
Trailer contains essential metadata, including references to the cross-reference table,

document identifiers, and integrity-related information required for correct file inter-
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pretation. An important characteristic of the PDF format is its incremental update
capability. Instead of rewriting the entire file after each modification, new changes
can be appended to the end of the document along with an updated cross-reference
table and trailer. This mechanism improves efficiency, preserves previous document

states, and facilitates version tracking.

3.2 Digital Objects Segmentation Rules

In order to embed the authenticity and integrity information, the digital objects are ini-
tially segmented into smaller structural regions according to their type and underlying
data representation. This segmentation process enables the proposed watermarking
systems to localize the embedding procedure, distribute the watermark information
across the digital object, and improve both robustness and tamper localization ca-
pabilities. Depending on the type of digital object, the segmentation procedure may
involve spatial partitioning of images and video frames into blocks, segmentation of
document objects into text regions and character groups, or temporal decomposition
of video objects into consecutive frames and synchronized audio streams. The follow-
ing subsections describe the segmentation rules and partitioning strategies employed

for each category of digital object utilized in this research study.

3.2.1 Spatial Segmentation

Image and Frame Authenticity Segmentation: Initially, the input image/video
frame is partitioned into a set of blocks based on a predefined plane. Let I be an
input image or frame of size M x N, which is divided into non-overlapping regions
that serve as carriers of the embedded information. For the embedding of authenticity
information, each block contains a grid composed of smaller sub-regions, referred to as
cells, which correspond to localized fragments of the block. Each cell consists of a group
of pixels and serves as the fundamental unit for authenticity information embedding.
The proposed authenticity preservation models follow a hierarchical structure defined

as follows:

Pixel < Cell < Grid < Block < Plane (3.1)
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Figure 3.1: Partition of a forensic image into authenticity compartments.

The partition components utilized for the authenticity validation of image or frame,

let I of dimensions M x N are listed below:

¢ Authenticity-Plane. An authenticity-plane defines particular areas of the image.
Specifically, the authenticity-plane divides the whole area of the digital image
into a number of equal-sized and non-overlapping regions which contain the
watermark. In order to calculate the size of the d x d plane we select a common

divisor of (M, N) let d, defining d* regions, the so-called authenticity-blocks.

¢ Authenticity-Blocks. An authenticity-block is the region defined by the division

of the authenticity-plane by d, of dimensions m x n pixels, such that m = &
and n = Z. A authenticity-block contains the embedded information (i.e., the

watermark) that will serve as the authenticity validation component.

e Grid. A grid is defined inside the area of a authenticity-block as a rectangular area
in the center of the block of dimensions m’ xm' pixels, such that m" = min{m,n}

defining ¢? regions, the so-called cells.

* Cells. A cell is a fundamental component of the proposed image partition ap-
proach, defining a rectangular sub-area of a grid that stores the hidden infor-

’ ’
mation required for watermarking. A cell, has dimensions ”- x " pixels, where

¢ is an odd number.
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Figure 3.2: Partition of a medical image into integrity compartments.

In Figure 3.1 we depict the segmentation of image/frame to the related compartments

in order to embed the authenticity information.

Image Integrity Segmentation: For the embedding of integrity information, the
digital image is partitioned into discrete structural regions referred to as integrity-
blocks. It should be noted that, in the context of the proposed work, the integrity-
preservation mechanism is applied exclusively to digital images and not to individual
video frames. Given an image I of dimensions M x N, the image is divided into spatial
regions, where each block contains a group of neighboring pixels corresponding to a
specific area of the image. More specifically, the partitioning scheme utilized for the

embedding of integrity information is defined as follows:

* Integrity-Plane. An integrity-plane defines specific areas of the medical image by
dividing it into a number of equal-sized, non-overlapping regions that contain
the integrity information. Given an integer k, the integrity-plane is defined as a
k x k partition, resulting in k? non-overlapping blocks of equal size, referred to

as integrity-blocks.

* Integrity-Blocks. An integrity-block is a region defined by the partitioning of the
integrity-plane, with dimensions m x n, where m = 2 and n = £’. Each integrity-

block contains m x n pixels, whose values across the RGB channels are utilized

29



Audio Object

Audio Frame

Amplitude

Segmentation into Audio Frames

Figure 3.3: Partition of an audio signal into the proposed compartments.

for integrity verification (in particular, those of the red and green channel) to

compute and store hash values.

In Figure 3.2 we depict the segmentation of a medical image to the related compart-

ments in order to embed the integrity information.

PDF Segmentation: In the case of PDF documents, the segmentation procedure is
performed according to the textual structure of each document page. Initially, the tex-
tual body of the PDF page is extracted from the document object. Subsequently, the
extracted content is partitioned into Text Fragments, where each fragment corresponds
to a discrete textual element of the document. The collection of all extracted fragments
forms the Text Fragment Collection associated with the corresponding PDF page. Fi-
nally, each Text Fragment is decomposed into individual characters, which constitute
the fundamental embedding units utilized by the proposed watermarking framework.
The hierarchical segmentation structure of the proposed PDF watermarking model

is therefore defined as follows:

e PDF: Represents the complete PDF document object.
* Page: Represents an individual page of the PDF document.

¢ Text Fragment Collection: Represents the collection of all extracted text frag-

ments objects associated with a specific PDF page.
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o Text Fragment: Represents a discrete textual element extracted from the PDF

structure.

¢ Character: Represents the individual character corresponding to the fundamen-

tal embedding unit utilized by the proposed PDF watermarking framework.

3.2.2 Temporal Segmentation

Video Segmentation: Retrieving image frames refers to the process of accessing in-
dividual frames from a digital video sequence for analysis and processing purposes.
In the proposed framework, this procedure plays a fundamental role during both
the embedding and extraction phases. During embedding, the video is decomposed
into frames, enabling the generation and insertion of the watermark information into
the corresponding frame regions before reconstructing the final watermarked video.
Conversely, during extraction and verification, the same frame decomposition process
is performed in order to retrieve the embedded watermark information, allowing the
authenticity and integrity of the video content to be assessed. The process involves
loading the video sequence and accessing specific frames according to temporal po-
sitions determined through FPS of the video.

Similarly, audio frame retrieval involves extracting the audio stream associated
with the digital video object for independent analysis and processing. In the pro-
posed work, audio frames are utilized for the storage of integrity-related information
associated with the watermarked video. This process requires isolating the audio
stream from the video object, accessing the raw audio samples, and performing the
necessary preprocessing operations independently from the visual component of the

video sequence.

Audio Segmentation: Audio data, originating either from individual audio files or
from audio streams associated with video objects, are decomposed based on their
channel arrangement. Let A represent an audio signal composed of one or multiple
channels, where each channel corresponds to an ordered sequence of sampled ampli-
tude values. Depending on the audio representation, the signal may consist of a mono
configuration containing a single channel or a multi-channel configuration, such as
stereo audio with separate left and right channels. The hierarchical organization of

the proposed audio segmentation model is defined as follows:
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Figure 3.4: Partition video objects into image frames and corresponding audio se-

quence.

Audio-Sequence. An audio-sequence refers to the complete sequence of audio

samples representing the entire audio signal.

Audio Channels. Each audio object may contain one or multiple audio chan-
nels. In the case of mono audio, a single audio-sequence is considered, whereas
in stereo audio two distinct Audio Sequences are utilized, each corresponding to

one audio channel.

Audio-Frame. An audio-frame corresponds to a temporal segment of an Audio
Sequence, primarily utilized in digital video objects, where each audio frame is

associated with a corresponding visual frame.

Audio-Samples. audio-sequences and audio-frames are composed of audio-samples,
which represent discrete amplitude values of the audio signal. In the case of
mono audio, each sample corresponds to a single amplitude value, whereas in
stereo audio each sample consists of a pair of values corresponding to the left

and right audio channels respectively.

In Figure 3.4 we depict the partition of video in image frames and audio sequence,

while in Figure 3.3 we depict the partition of an audio signal to the proposed audio
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structure in order to embed authenticity or integrity information.

3.3 Frequency Domain Watermarking

Frequency-domain watermarking refers to the transformation of digital data, such
as an image or video frame, from the spatial (or time) domain into the frequency
domain using mathematical transformation functions in order to embed the water-
mark. Among the most commonly utilized frequency transformation techniques are
the FFT, DCT, and DWT. In the proposed work, the embedding of authenticity infor-
mation into images and video frames is performed in the frequency domain using the
FFT. More specifically, the watermark is embedded within the high-frequency FFT
coefficients. The selection of high-frequency coefficients for watermark embedding is

motivated by the following considerations:

1. Imperceptibility: High-frequency components represent rapid variations in pixel
intensity, such as edges and fine details, to which the human visual system is
generally less sensitive. Embedding the watermark within these regions helps
ensure that the introduced modifications remain visually imperceptible, thus

preserving the perceptual quality of the video frames.

2. Avoiding Low-Frequency Distortion: Low-frequency coefficients, including
the DC component, contain the most visually significant information, such as
overall illumination and smooth intensity variations. Modifications in these re-
gions are more likely to produce visible artifacts. Consequently, embedding

within higher-frequency coefficients reduces the risk of noticeable distortion.

3. Consistency with Frequency-Domain Watermarking Principles: Existing wa-
termarking studies have demonstrated that high-frequency embedding can achieve
a satisfactory balance between imperceptibility and robustness when combined

with redundancy and error-tolerant extraction mechanisms.

Given an image or video frame f of dimensions M x N, its two-dimensional Fast

Fourier Transform can be expressed as:

F(u,v) = f(z,y)e o m’, (3.2)



where, F'(u,v) represents the value at frequency coordinates (u,v), f(z,y) represents
the pixel value at spatial coordinates (z,y), n represents the number of rows of
the image/frame, m represents the number of columns of the image/frame, j is the
imaginary /=1, u € [0,1,...,n — 1] represents the horizontal frequency index, and
v e [0,1,...,m — 1] represents the vertical frequency index.

Similarly given F'(u,v) we can use the inverse Fourier Transformation to transform

data from the frequency domain back to the spatial domain (see, Equation 3.3).

1 n—1 m—1 9 ux Uy)
_]77—+—
Flu,v) Z%;;J‘ nm, (3.3)

After applying the FFT, the transformed signal is represented by complex fre-
quency coefficients consisting of a real and an imaginary part. These components can
be expressed in terms of magnitude and phase information. The magnitude represents
the strength or amplitude contribution of each frequency component, while the phase
describes the positional information of the corresponding frequencies within the sig-
nal. In the proposed work, the embedding of authenticity information is performed by
modifying the magnitude of selected high-frequency FFT coefficients, while preserv-

ing the corresponding phase information in order to minimize perceptual distortion.

3.4 Spatial Domain Watermarking

The LSB substitution is a fundamental concept in digital data representation and
is widely utilized in information hiding applications due to its minimal impact on
perceptual quality. Modifications at the LSB level introduce only negligible distortion
to the host signal, allowing the embedded information to remain visually impercep-
tible to the human eye. This characteristic makes LSB-based embedding particularly
suitable for fragile watermarking applications, where the hidden information must
remain unobtrusive while being highly sensitive to even minor modifications of the
host content. In the proposed work, LSB embedding is utilized in images, audio
signals, and video frames for the insertion of integrity-related information. More
specifically, modifications are applied to selected LSBs of the corresponding digital
samples or pixel intensity values, enabling information embedding while preserving

the perceptual quality of the host media.
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Figure 3.5: Applying the forward and the inverse Arnold Transformation on a QR

code.

In PDF documents, spatial-domain watermarking techniques operate directly on
the visible characteristics of the document without transforming the content into
another mathematical domain. In the proposed work, watermark information is em-
bedded through controlled modifications of the RGB color values of selected text char-
acters within the PDF document. More specifically, QR-code elements are mapped to
specific document characters, and characters corresponding to selected QR pixels are
assigned slightly modified color values, while the remaining characters preserve their
original appearance. These modifications are visually imperceptible to the human
eye, preserving the readability and perceptual quality of the document. To further
enhance security, the Arnold Transformation is utilized in order to spatially rear-
range the pixels of the input data (in our proposed model a QR code), producing a
scrambled representation that cannot be easily recognized visually. In the context of
digital watermarking, the Arnold Transformation operates as an additional security
layer during the embedding procedure, since it randomizes the spatial distribution
of the watermark information, making unauthorized detection, interpretation, or ma-
nipulation significantly more difficult. The mathematical formulation of the forward

and inverse Arnold Transformation is presented below:

1 T
= mod N (3.4)
Yy L 2] |y

where (z,y) denotes the original pixel coordinates, (2, y’) the transformed coordinates,

and N the dimension of the square image.

The inverse Arnold Transformation is defined as follows:

T 2 -1 |2
= mod N (3.5)
Y -1 1| |y

where (2/,y’) denotes the pixel coordinates after the utilizing forward Arnold Trans-
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Figure 3.6: Encoding of an integer W as a SiP. (a) Illustration of the encoding of an
integer W into a Self-inverting Permutation (SiP) and its corresponding mapping. (b)
The resulting 2D representation of the SiP, where the * symbols denote the marked

cells carrying the embedded information.

form, (z,y) the original coordinates, and N the dimension of the square image. Fig-
ure 3.5 depicts the Arnold Transformation (forward and inverse) when it is applied

on a QR code.

3.5 Encoding and Hashing Techniques

In this section, the fundamental information hiding techniques forming the basis of
the proposed watermarking models are presented, covering both robust authenticity

watermark embedding and fragile integrity information embedding.

3.5.1 Encoding Integers to Self-Inverting Permutations

The embedding of integer-based watermark information requires its conversion into a
structured representation that can be efficiently mapped onto a two-dimensional object
like image or video frame. In the proposed methodology, this conversion is achieved

through the utilization of SiPs, whose properties support both efficient encoding and
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reliable reconstruction during the extraction process.

More specifically, a given integer is initially transformed into a corresponding SiP
according to the encoding procedure described in [1]. This representation guaran-
tees that the original integer can be uniquely recovered through the inverse decoding
process. In order to embed the generated SiP into the host image/frame, a two-
dimensional representation is constructed in the form of a grid of dimensions £ x £,
where k denotes the length of the permutation. The grid is further divided into &?
cells, and specific cells are selected to host the embedded watermark. More precisely,
each row of the grid corresponds to an index position of the permutation, while the
permutation value at the corresponding index determines the column position of the
selected cell. Consequently, exactly one cell is selected in each row, forming a unique
spatial arrangement representing the encoded permutation. An illustrative example
of the encoding procedure is presented in Figure 3.6, where an integer W is trans-
formed into its corresponding SiP and subsequently mapped into 2D representation.
The selected cells of the grid determine the spatial locations where the watermark em-
bedding process is applied. Next we describe in depth the embedding and extracting

procedures that form the basis for the proposed models.

Embedding Procedure

Let an image block B; and a SiP of length n. The block B; is partitioned with a
grid of dimensions n x n in n? cells. The 2D representation of the integer w we want
to embed determines the Cells to be marked within the grid. For each selected cell,
the corresponding image region is processed in the frequency domain. Specifically,
the Fast Fourier Transform (FFT) is applied, producing the magnitude and phase
components, denoted as M,; and F;;, respectively. Two annular regions are defined
on the magnitude spectrum, referred to as the Red (R;;) and Blue (B;;) annuli.
The average magnitude values within these regions are computed as Avg(R;;) and

Avg(B;;). For each row of the grid, the difference

Dij = |AUg(BZ]) — AUg(RZ])|, for AUg(BZJ) S A’Ug(Rij), (36)

is evaluated, and the maximum value Max(D;) across the row is retained. The selected

(marked) cell is then modified by increasing its magnitude values according to:
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M;; = Avg(Bij) + Avg(Rij) + Maz(D;) + c, (3.7)

where c is a user-defined strength parameter controlling the embedding intensity. The
modified magnitude component is then recombined with the original phase compo-
nent, and the inverse FFT (iFFT) is applied to reconstruct the spatial-domain repre-

sentation of the cell

Extracting Procedure

Given a watermarked block Bw;, we use the same grid of dimensions n xn to partition
the block into n? cells. For each cell, the FFT is applied to obtain the magnitude and
phase components. Utilizing the same annular regions, the average values Avg(R;;)

and Avg(B;;) are computed. For each row of the grid, the difference

|Avg(B;;) — Avg(R;;)| (3.8)

is evaluated for all Cells, and the cell that minimizes this value is selected as the
marked position for each row of the Grid, to finally form the extracted SiP which will
be decoded to an Integer that must much with the one we embedded to the specific
block.

3.5.2 Integrity Preservation Utilizing Hash Function

One of the most widely used approaches for integrity preservation in digital images
is the computation of cryptographic hash values. The hash value is typically a fixed-
length hexadecimal string that effectively represents the data given as input to the hash
function. A key advantage of hash-based methods is that hash values can be compared
significantly faster and more efficiently than the original image data, making them
suitable for applications such as database management and image retrieval. In the
context of integrity verification, cryptographic hash functions are particularly effective
for tamper detection, as even a minimal modification, such as a change in a single
pixel, results in a significantly different hash value, thereby enabling effective tamper
detection and localization. Bellow we present the key properties of cryptographic

hash functions:
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* Fixed Length: Regardless of the size of the input data, the produced SHA-X
hash always has a fixed length of X bits.

* Deterministic: The same input data will always generate the exact same hash

value whenever the hashing process is repeated.

¢ Avalanche Effect: A minimal modification in the input data, even a single char-

acter or bit, produces a completely different and unpredictable hash value.

* Irreversibility: The original input data cannot be reconstructed from the gener-

ated SHA-X hash value, making the hashing process computationally one-way.

Based on the above properties, SHA-256 was selected in the proposed work for tam-
per detection and localization purposes. More specifically, the deterministic nature
of SHA-256 guarantees that identical digital content always produces the same hash
value, enabling reliable integrity verification. Furthermore, the avalanche effect en-
sures that even minimal modifications within the protected digital object produce
completely different hash values, allowing efficient localization of tampered regions.
The fixed-length representation of SHA-256 ensures stable computational efficiency,
since different input data always produce hash values of constant length, resulting in
a fixed-size integrity watermark representation. The irreversible nature of SHA-256
prevents malicious users from reconstructing the original content from the embed-
ded hash information. These properties collectively make SHA-256 highly suitable
for fragile watermarking applications focusing on integrity preservation, tamper de-

tection, and tamper localization.
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CHAPTER 4

MoDELS: AUTHENTICITY AND INTEGRITY

4.1 Authenticity: Embedding Robust Information

4.2 Integrity: Embedding Fragile Information

4.1 Authenticity: Embedding Robust Information

In this section, the proposed watermarking models developed for the preservation
of authenticity in digital images, audio files, and digital video objects are presented
and analyzed. More specifically, the embedding and extraction methodologies of each
model are described, along with the corresponding information hiding mechanisms
utilized for robust authenticity verification. The proposed approaches are designed
with emphasis on robustness, security, and imperceptibility, aiming to preserve the

authenticity while maintaining high perceptual quality.

4.1.1 Images

Image Watermarking Model utilizing Repetitive SiP Embedding

As a starting point of the present dissertation, the watermarking system based on SiPs
was studied [1], where a single integer in the form of SiP is embedded into specific
regions of the image (see Figure 4.1). However, it was observed that this limited spatial
coverage of the digital object may introduce vulnerabilities, since attacks such as
cropping regions of the image that do not contain embedded watermark information

cannot be reliably verified with respect to their authenticity.
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Figure 4.1: Embedding and Extracting procedures utilizing Self-Inverting permuta-

tions forming the basis of our proposed image watermarking models.

In order to address these limitations, the embedding strategy was modified through
a repetitive and wider distribution of the SiP across multiple image blocks. More
specifically, instead of the conventional approach where a single integer derived from
a SiP is embedded across the entire image, with each permutation element corre-
sponding to a specific image block, the proposed methodology performs repetitive
embedding of the same SiP into multiple image blocks. In this manner, the watermark
information is replicated throughout multiple spatial regions of the image, enabling
successful reconstruction of the embedded watermark even after severe cropping and
compression attacks by utilizing the remaining unaffected regions of the image.

Algorithm 4.1 presents the repetitive watermark embedding procedure of the
proposed approach. Initially, the 2DM representation of SiP encoding the integer
w is constructed and utilized in order to determine the spatial locations of the
authenticity-blocks B +1), Bax+(2), - - -, Bo(r*) =+ (¢(x+)) Within the image I. More specif-
ically, the marked positions of the 2DM representation define the image blocks that
will be used in the watermark embedding procedure, as illustrated in Figure 4.2.
Subsequently, the same 2DM representation is utilized within each selected block in
order to identify the corresponding cells Oi,w*a)»C;,w*@)? . 7Cé(7r*),7r*(€(7r*)) where the
watermark information will be embedded. The FFT transformation is then applied

to each selected cell in order to compute the corresponding amplitude matrices. The
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Algorithm 4.1 Repetitive Embedding Procedure

1: Input: Image I, Integer w

2: Output: Watermarked image I,

3: Construct the 2DM representation of Sip(w)

4: for each marked cell in the 2DM representation do
5:  Select the corresponding image blocks

6: for each selected image block B; ;) do

7: Construct the corresponding 2DM representation
8: for each marked cell in the 2DM representation do
9: Select the corresponding sub-cells C; ;
10: for each selected cell C}; do
11: Compute the FFT transformation
12: Extract the Magnitude matrix M/;; and Phase matrix P;;
13: Place the Red-Blue Annuli on M;;
14: if C; ; corresponds to a marked cell then
15: Mark the Red Annuli
16: end if
17: Combine M;; with P;;
18: Compute the inverse FFT (iFFT)
19: end for
20: end for

21:  end for
22: end for
23: Construct the final watermarked image /,,

24: Return the final watermarked image /,,

Red and Blue Annuli are placed on these matrices, and the cells selected by the 2DM
representation of the integer w have their Red Annuli marked. This procedure is
repeated for all selected cells within each authenticity-block. Finally, the watermarked
image is reconstructed by applying the inverse Fast Fourier Transformation GFFT)
to the modified cells.

In Algorithm 4.2, the repetitive watermark extraction procedure of the proposed
approach is presented step-by-step. It is important to note that the proposed repetitive

embedding strategy ensures that the successful extraction of at least one embedded
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Algorithm 4.2 Repetitive Extraction Procedure

1: Input: Watermarked Image I,

2: Output: List of Extracted integer watermarks w
Initialize empty list L,,

Construct the corresponding 2DM representation

for each marked cell in the 2DM representation do

Select the corresponding image blocks from 1,

7. for each selected image block B; .(; do

8: Construct the corresponding 2DM representation

9: for each marked cell in the 2DM representation do
10: Select the corresponding sub-cells C; ;

11: for i =1 to /(7*) do

12: Compute the FF'T transformation

13: Extract the Magnitude matrix M/;; and Phase matrix P;;
14: Place the Red-Blue Annuli on M;;

15: Select the cell satisfying:

Avgp,, — Avga,, = min { Avgp,, — Avga,, }j(:ﬂl)

16: Construct the corresponding SiP

17: Decode the extracted SiP to get the Integer w
18: Store w to L,

19: end for
20: end for

21:  end for
22: end for
23: Return list L,,

watermark instance is sufficient to verify the authenticity of the image I,. Initially,
the 2DM representation of the SiP encoding the integer w is utilized in order to
determine the authenticity-blocks within the watermarked image I,,, as illustrated in
Figure 4.3. More specifically, the marked positions of the 2DM representation de-
fine the image regions that potentially contain the embedded watermark information.
Consequently, the corresponding cells By (1), Bax+(2), - - - » Byn+) m+ (¢(n+)) are identified
and selected for the extraction procedure. Subsequently, the same repetitive extrac-

tion process is applied within each selected region by utilizing once again the 2DM
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Figure 4.3: Repetitive Extract procedure utilizing Self-Inverting Permutations.

representation of the embedded SiP. More specifically, the corresponding sub-cells
Cim*(l), C;m* @ Cé(w*),w*(e(n*)) are identified within the boundaries of each selected
block B; ;. The FFT transformation is then applied to each selected sub-cell in order to
compute the corresponding amplitude matrices utilized during the extraction process.
By analyzing the marked frequency regions of the amplitude matrices, the embedded
SiP is reconstructed. The same procedure is repeated for all selected cells within the
identified authenticity-blocks. Finally, the extracted Self-inverting Permutation of each

block is decoded in order to reconstruct the embedded integer watermark w.

Code-based Multiple SiP Image Watermarking Model
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Algorithm 4.3 Code-based Multiple Embedding Procedure

1: Input: Image I, integers d, c, range IR

2: Output: Watermarked image [,

3: Split the image into d* image blocks

4: for each image block B;, where 1 <i < d? do

5:  Randomly select an integer: S.[i] <— rand(min(R), max(R))
6:  Assign: w < S.[i]

7. Construct the 2DM representation [SiP(w)]s

8: for each cell ¢;; in [SiP(w)], do

9: if ¢;; corresponds to a marked cell then

10: Select the corresponding cell from the image block B;
11: Compute the FFT transformation

12: Extract the Magnitude matrix M;; and Phase matrix F;;
13: Place the Red-Blue Annuli on M;;

14: Mark the Red Annuli of M;;

15: Combine M;; with P;;

16: Compute the inverse FFT (iFFT)

17: end if

18: end for
19: end for

20: Return watermarked image [,

Despite the improvement achieved from the previous repetitive approach, the problem
of incomplete spatial coverage of the image still remained. For this reason, the pro-
posed approach was further extended through the utilization of multiple SiPs, which
are systematically embedded across all image blocks, achieving full spatial coverage
of the digital image.

More specifically for a given image I, we select an authenticity-plane of dimensions
d x d that results to d* authenticity-blocks. We define a sequence S of length |S.| = d*
integers that later will be represented by Self-Inverting Permutations of size P, such
that P is an odd integer. For each authenticity-block resulting from the partitioning
of I using the authenticity-plane, we define a corresponding (m' x m’) grid and mark
particular cells of it (note that |cells| = P) in order to embed an integer. Each integer

of the code-sequence is embedded in the corresponding block as follows:
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marking scheme.

G(B;) < [SiP(S.[i])]a, (4.1)

where, G(B;) corresponds to the particular grid located inside the boundaries of the
it authenticity-block, i.e., B;, SiP(S.[i]) corresponds to the Self-Inverting Permutation
of the i"* integer of the sequence 9, i.e., S.[i], and [ - | correspond to the 2D repre-
sentation of S.[i]. Next, for each cell, let ¢;; , we follow the process defined in 3.5.1 in
order to embed each integer of S. to the corresponding blocks. In Algorithm 4.3 we
present the steps of the embedding algorithm.

For the extraction procedure, we utilize the watermarked image I, the integers
d and c that correspond to the authenticity-plane and grid size, respectively, and the
code-sequence S, that contains the embedded integers in order to finally compute the
extraction rate R, to determine the authenticity of the forensic image. Initially, we par-
tition the watermarked image using a authenticity-plane defining d? authenticity-blocks,
where from the grid placed inside each authenticity-block we will extract the embedded
integers denoted by the marked cells. For each authenticity-block the extraction proce-
dure described in Section 3.5.1 is utilized in order to reconstruct the corresponding
SiP and consequently recover the embedded integer w, which is then appended to the
extracted code-sequence S¢. Finally, once the extracted code-sequence S¢ has been
completed we compare the sequence of integers in S¢ with the corresponding integers

into S. on the same positions to compute the extraction rate R.. The authenticity of
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Algorithm 4.4 Code-based Multiple Extraction Procedure

1: Input: Watermarked image I,, integers d, ¢, code-sequence S,

2: Output: Extraction rate R., extracted sequence S¢

3: Define and empty list S¢

4: Split the image into d* image blocks

5: for each image block B;, where 1 <i < d?> do
6:  for each line ¢ in G(B;) do

7 Initialize:min <— 0, pos < 0

8: for each cell ¢;; in line ¢ do

9: Compute the FFT transformation
10: Extract the Magnitude matrix M;; and Phase matrix F;;
11: Place the Red-Blue Annuli on M;;
12: if (AvgBCij - AngCiJ_) < min then
13: min <+ (AvgBCij — AUchij)
14: POS — J
15: end if
16: end for

17: Mark position (¢, pos) in [SiP(w;)]s
18:  end for

19:  S¢[i] « [SiP(w;)]»
20:  if S¢[i] = S.[i] then

21: counter < counter + 1
22:  end if
23: end for

24: R, < (counter/|S.|) x 100
25: Return R., S¢

the examined image is determined based on the extracted code-sequence S¢ and the
corresponding extraction rate R., where 0 < R, < 100. In Algorithm 4.4 we present
the steps of the extraction algorithm.

The proposed multiple watermarking scheme provides a strong level of security, as
an attacker would need to infer several unknown parameters and perform extensive
trial-and-error attempts in order to recover the embedded information. Specifically,

the attacker must determine both the size d x d of the authenticity-plane and the size
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P of the 2D representation associated with the Self-inverting Permutation. More for-
mally, the proposed scheme constructs a code-sequence S. of length n, where each
element is an integer in the range R = [p,q] such that |R| = 2°. While the number
of distinct permutations of the elements in R is (2%)!, allowing repetitions in S, re-
sults in a total of (2°)" possible code-sequences. This exponentially large search space
significantly increases the difficulty of unauthorized reconstruction of the embedded
information. More specifically we construct a sequence of integers in the range [8, 15].
The total 8 numbers results to 8! permutations while with repetition in a sequence
S. of size n the total number of available codes are 8". In case where a 6 x 6 plane is
utilized consisted of 36 blocks more than 3-10%? codes are generated. In Figure 4.4 we
depict the proposed code-based multiple SiP architecture with the embed and extract

procedures in sequential steps.

ROMFAIA: Hybrid Watermarking Model for Authenticity and Integrity Preser-
vation

The proposed framework provides a unified solution for the preservation of both
authenticity and integrity of medical images through the sequential deployment of
robust and fragile watermarking mechanisms. More specifically, the framework con-
sists of two complementary security layers. The first layer focuses on authenticity
preservation through the embedding of a robust code-based watermark representa-
tion throughout the image, while the second layer focuses on integrity preservation

through cryptographic verification relationships established among image regions.

Security Enhancement through HMAC-SHA-256.
Compared to the previously proposed cross-block integrity-preservation model, which
employed the SHA-256 cryptographic hash function, the proposed ROMFAIA frame-
work adopts HMAC-SHA-256 in order to integrate secret-key authentication into the
integrity verification procedure. While both approaches generate a 256-bit verification
value, the incorporation of a secret key K significantly strengthens the security of the
integrity-preservation mechanism.

More specifically, in a conventional SHA-256 based verification framework, an ad-
versary with knowledge of the verification algorithm and the established permutation-
based verification relationships could recompute valid hash values after modifying the

watermarked image and subsequently re-embed the forged verification information
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Algorithm 4.5 Image Authenticity and Integrity Embedding for the ROMFAIA Model
1: Input: image /, code-sequence S., permutation P, Key K

Output: image /,;
Partition I into a d x d authenticity-plane
for authenticity-blocks B; do

Encode S.(i) as a SiP

Construct the corresponding embedding grid

7:  Embed the SiP into B; using the FFT-based procedure
8: end for

9: Obtain intermediate watermarked image I,
10: Partition /, into a k x k integrity-plane

t1: for ordered pairs (B, B,) defined by P do
12:  Compute h +~ HMAC(BF, K)

13:  Embed h into the LSBs of BY

14: end for
15: Generate image I, ¢

16: Return [,

into the corresponding integrity-blocks. Under such a scenario, the manipulated im-
age could potentially satisfy the integrity verification procedure despite containing
unauthorized modifications.

By replacing SHA-256 with HMAC-SHA-256, the proposed framework enhances
the security against this vulnerability. Since the integrity information depends on both
the image content and the secret authentication key K, valid verification values cannot
be reproduced without knowledge of the secret key, even when the integrity verifica-
tion algorithm and the permutation-based mapping are fully known. Consequently,
only authorized parties possessing K are able to generate valid integrity information,
substantially improving the resistance of the proposed framework against forgery and

malicious re-embedding attacks.

Embedding Authenticity Information.
Authenticity preservation is achieved through the deployment of a code-based water-
marking scheme that embeds a sequence of integers throughout the image. Following

image partitioning, a code-sequence is generated and each integer is encoded as a
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Self-Inverting Permutation. The resulting SiP structures determine the embedding
locations within each authenticity-block.

For every selected embedding region, frequency-domain processing is performed
using the Fast Fourier Transform. Watermark information is embedded by modity-
ing magnitude coefficients within predefined annular regions of the Fourier spectrum
while preserving the corresponding phase information. The modified frequency com-
ponents are subsequently transformed back into the spatial domain, producing the
intermediate watermarked image containing the embedded authenticity information.

During extraction, the same partitioning and frequency-domain analysis proce-
dures are applied. The embedded SiPs are reconstructed and converted back into
their corresponding integer representations, producing an extracted code-sequence.
The similarity between the extracted and original sequences is evaluated through the
Extraction-Rate metric, which serves as the authenticity validation criterion. To fur-
ther improve robustness, a reconstruction procedure exploits the structural properties
of Self-Inverting Permutations in order to recover partially corrupted watermark rep-

resentations prior to validation.

Embedding Integrity Information.
Integrity preservation is achieved through cryptographic verification relationships es-
tablished among integrity-blocks. Following the authenticity embedding stage, the im-
age is partitioned into an integrity-plane. For each integrity-block, a cryptographic digest
is generated from the red-channel information utilizing the HMAC-SHA ;¢ function.
Rather than storing the generated hash within the same block, the framework em-
beds it into another integrity-blocks according to a permutation-based mapping. Con-
sequently, each block participates in a verification relationship in which one block ver-
ifies another. By extending these relationships across multiple blocks, the framework
constructs chains of interdependent verification structures referred to as A-relations.
During verification, hash values are recomputed and compared with the corre-
sponding embedded information. Verification failures indicate that at least one of the
involved blocks has been modified. The introduced A-relations enable the framework
to resolve this ambiguity by analyzing both incoming and outgoing verification de-
pendencies. Blocks that neither successfully verify nor are successfully verified by
neighboring blocks are classified as tampered. As a result, the framework provides

both image-level integrity assessment and precise localization of manipulated regions.
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Algorithm 4.6 Image Authenticity and Integrity Verification for the ROMFAIA Model
1: Input: Image I,;, Permutation P, Key K

Output: R., detected image I,
Partition I,; into the corresponding integrity-plane
for authenticity-block B; do

Extract the embedded SiP

Reconstruct the corresponding integer

7: end for

8: Construct the extracted code-sequence S¢

9: Apply the reconstruction procedure if required
10: Compute the Extraction-Rate R,

11: Partition I,; into the corresponding integrity-plane
12: for ordered pairs (B,, B,) defined by P do
13:  Extract the embedded hash from BY
14:  Compute h <~ HMAC(B}, K)
15:  Compare the extracted and computed hashes
16: end for

17: Analyze the resulting A-relations
18: Identify tampered Integrity-blocks
19: Generate the tamper localization map

20: Return R, I;

Verification and Decision Making.
The final verification stage combines the outputs of the authenticity and integrity
preservation procedures in order to assess the security status of the examined med-
ical image. The authenticity component evaluates the correctness of the extracted
code-sequence through the Extraction-Rate metric, determining whether the embed-
ded watermark information remains intact. Simultaneously, the integrity component
analyzes the established verification relationships among integrity-blocks in order to
detect inconsistencies caused by malicious modifications.

The combination of these two complementary mechanisms enables the framework

to provide both authenticity validation and integrity verification. Consequently, the
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proposed approach not only determines whether a medical image remains authentic
but also identifies and localizes potentially manipulated regions whenever integrity
violations are detected. The resulting decision provides a comprehensive assessment
regarding the trustworthiness and reliability of the protected medical image. The de-

tailed steps of the proposed model are presented in algorithms 4.5 and 4.6.

Extension to NFT Image Authentication Through the ProtAIN Model
Non-Fungible Tokens (or, for short, NFT) establish the ownership and the authenticity
of digital assets. Regardless of the high security levels provided by blockchain, the
cases where the ownership of a digital object may be claimed without proper rights
are not excluded. Fraud and copyright infringement should be prevented through
the assurance of the authenticity and the integrity of a digital object associated with
an NFT. In this work we consider the case of NFT images under the aspect of being
susceptible to duplication, theft, tampering, fraud, or, in general, any potential threat
against their authenticity and integrity properties.

To deal with such cases, we extend the principles introduced by our ROMFAIA
model — originally proposed for the protection of forensic medical images — to the do-
main of NFT images. ROMFAIA combines a robust, code-based watermarking layer
deployed in the frequency domain for authenticity preservation with a fragile, cryp-
tographically verified watermarking layer deployed in the spatial domain for integrity
preservation, enabling both the validation of an image’s origin and the detection and
localization of unauthorized modifications. The same dual-layer rationale is highly
relevant to NFT images, which face an analogous need to prove that the asset as-
sociated with a token has not been altered since minting, while also being able to
pinpoint the exact regions of an image that may have been tampered with after the
fact.

Building on this foundation, we propose an integrated system that provides an
a priori embedding of authenticity- and integrity-related information by deploying
robust authenticity information hiding in the frequency domain alongside fragile in-
tegrity information hiding in the spatial domain, before the image is made publicly
available as an NFT. Moreover, an automated secure procedure for the development
of smart contracts is proposed, alongside the development of an NFT dual that serves
as a backup and is not publicly available through the marketplace, in order to retain

the initial digital image. We design a modular architecture that incorporates all the
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components proposed in this work and discuss its potential for deployment over dif-

ferent digital objects that can be considered as NFTs.

Security Issues in NFT Images

There are particular security issues regarding NFT images, considering mostly the
ownership and the authenticity, the copyright infringement, metadata exploitation,
the vulnerabilities potentially exhibited in the smart contracts, storage vulnerabilities
and the Ponzi schemes. Metadata attached to NFT images can contain sensitive infor-
mation about the creator, owner, or the image itself. If this metadata is not properly
managed, it can be exploited by malicious entities for identity theft, or other harm-
ful activities. NFTs are typically implemented using smart contracts on blockchain
platforms like Ethereum. Smart contracts are susceptible to bugs and vulnerabili-
ties that can be exploited by attackers to manipulate or steal NFTs. Security audits
and thorough testing of smart contracts are essential to mitigate these risks. NFT
images are often hosted on centralized servers or decentralized storage platforms.
Vulnerabilities in these hosting environments can lead to unauthorized access to the
image files, compromising their integrity and security. Malicious actors may use so-
cial engineering techniques to trick NFT owners into revealing their private keys or
other sensitive information, allowing them to gain unauthorized access to and con-
trol over the associated NFTs. The progress of NFTs has attracted scammers who
exploit inexperienced investors by selling fake or overvalued NFT images. To miti-
gate these security issues [54], developers, platforms, and investors should prioritize
security best practices such as encryption, secure authentication mechanisms, code
audits, and user education on safe practices. Additionally, regulatory frameworks
may evolve to address legal and security concerns related to NFTs and digital assets.

The vulnerabilities associated with NFTs can be formally outlined as follows:

¢ Ownership Disputes: NF'T ownership may be subject to disputes or ambiguity,

potentially resulting in conflicts over ownership rights.

* Metadata Tampering: There exists a risk of tampering with the metadata asso-

ciated with NFTs, which can lead to misrepresentation or loss of authenticity.

* Smart Contract Vulnerabilities: Vulnerabilities in the smart contracts governing
NFTs may be exploited, facilitating unauthorized transfers or manipulation of

ownership rights.
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* Platform Security: NF'T marketplaces and platforms are susceptible to various
security threats, including hacking, fraud, and phishing attacks, which can result

in the compromise or theft of NFTs.

* Legal and Regulatory Uncertainty: The evolving legal and regulatory land-
scape surrounding NFTs introduces uncertainty and potential risks for creators

and buyers.

Smart Contracts, Blockchain and NFTs

Smart contracts represent a groundbreaking advancement within the realm of blockchain
technology [55]. Initially conceptualized in the 1990s as a digital transaction protocol,
smart contracts have evolved into self-executing, autonomous pieces of code that en-
code and enforce the terms of an agreement without reliance on intermediaries or cen-
tralized legal bodies. By leveraging the decentralized nature of blockchain networks,
where transactions are automatically executed and verified by network nodes, smart
contracts reduce transaction risk and administration costs while offering enhanced
security and transparency compared to traditional contract mechanisms [56]. Their
applications span finance, supply chain management, decentralized finance (DeFi),
and NFT marketplaces, executing predefined actions when specific conditions are
met [57]. However, smart contracts also exhibit notable vulnerabilities [58]: code
bugs may lead to unauthorized access, manipulation of contract terms, or loss of
funds; reentrancy issues can arise when a contract calls an external contract before
completing its own state changes, allowing malicious external contracts to re-enter
and exploit unvalidated calls to manipulate state or drain funds; and improperly
handled arithmetic operations may introduce integer overflow or underflow vulner-
abilities. Mitigating these risks requires thorough testing, code audits, standardized
libraries, access controls, minimized reliance on external data sources, and ongoing
monitoring.

Blockchain itself is a decentralized and distributed digital ledger technology that
enables the secure, transparent, and immutable recording of transactions across a net-
work of interconnected nodes, with each transaction grouped into a cryptographically
linked ”block” to form a chronological chain [59]. By removing the need for a central
authority or intermediary, and with each node maintaining a complete, synchronized
copy of the ledger, blockchain provides redundancy, resilience, and tamper-proof

transaction records secured through cryptographic hashing and consensus mecha-
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nisms [60, 61, 62], supporting applications such as financial transactions, supply
chain management, and identity verification [56]. NFTs build on this infrastructure
as unique, indivisible cryptographic tokens whose ownership and transaction history
are securely stored and verified on the blockchain, typically representing ownership
or proof of authenticity of digital or physical assets such as artwork, collectibles, or
virtual real estate [60]. Since blockchain itself is not designed for bulk file storage, NF'T
assets are commonly stored on the InterPlanetary File System (IPFS), a decentralized
peer-to-peer protocol that replaces centralized hosting with a distributed network of
nodes; each file is assigned a unique Content Identifier (CID) based on its content,
enabling location-independent retrieval, efficient distribution through replication and

caching, and reduced storage overhead through versioning and deduplication [63].

Automated Development of Smart Contracts and NFT Duals

Next, we present the implemented technique for the automated development of Smart
Contracts, as also the development of NIF'T duals that are stored as backup for the
protection of NFT images. The embedding and verification of the authenticity and
integrity-related information follow the ROMFAIA model.

The primary vulnerabilities associated with NFTs stem from ownership disputes
and the conflicts they create over ownership rights, from tampering that compromises
authenticity, and from vulnerabilities inherent to smart contracts themselves. To ad-
dress these issues, this model introduces a method for the automated development
of smart contracts together with the construction of an NFT dual, a non-identical
copy of the original image that is uploaded to IPFS prior to the image itself, serv-
ing as a backup. The automated smart contract generation process was implemented
in Python, with a local IPFS daemon used to upload the images and the Ganache
provider employed for blockchain testing. Smart contracts, written in Solidity 0.8.9,
are generated from the console based on user responses regarding permissions and
potential listing on the marketplace; each contract contains the CID of the processed
image along with functions primarily related to NFT transactions. The smart con-
tract permissions initially provided by the automated procedure of ProtAIN are listed

below:

¢ Initiate NF'T smart contract as ownable only.

* Initiate NF'T smart contract as ownable with operator filterer access.
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Figure 4.5: Arnold’s transformation for the initial image (a) to develop its NFT
“Dual” (b) for the ProtAIN model.
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Figure 4.6: ProtAIN system architecture and procedure deployment.

¢ Write methods owner only about change sale state/set uri/set price.

* Build smart contract for Opensea NF'T sale.

In the proposed scheme, the original image is first uploaded to IPFS to serve as
proof of authenticity, after which the corresponding smart contract is executed on the
blockchain and its hash is generated. In addition, we introduce the use of an image
“dual”: given an image I on which the authenticity and integrity information has
been embedded sequentially, resulting in I,,, we produce its corresponding dual I,
by applying a series of Arnold transformations, the number of which corresponds
to an integer used as a secret key. The transformed image I, (Figure 4.5 (b)) is

uploaded to IPFS together with the creation of its own smart contract before I, itself
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is uploaded to IPFS and listed on the marketplace. The backup image I.,, (Figure 4.5
(a)) remains on IPFS but is not made publicly available, so that even if unauthorized
access is obtained, the original image cannot be reconstructed without knowledge
of the number of Arnold transformations applied. As a result, I, together with its
smart contract serves as a future-proof attestation for I,, and its own smart contract:
should an attack occur, the backup formed by I,, and its smart contract can serve
as evidence to support the authenticity and integrity of the original NIF'T image. The

overall architecture of the ProtAIN model is depicted in Figure 4.6.

4.1.2 Audio

In this section we describe the proposed algorithms for audio watermarking and wa-
termark extraction to and from an audio signal. We describe the procedure utilized
for embedding watermark information into digital images, as well as the subsequent
embedding of the produced watermarked images into audio signals. Furthermore, the
corresponding extraction procedure is presented, where the embedded watermarked
image is reconstructed from the digital audio signal in order to recover the embedded
watermark information and verify the authenticity of the audio file. In Figure 4.7 it
is presented an illustrative example of how these procedures are deployed in order to
implement our proposed multiple watermarking scheme for digital audio signals. It is
worth noting that the basic watermarking approach was selected in the proposed au-
dio watermarking model because the images utilized correspond to logo-sized images
with fixed dimensions of 128 x 128 pixels. Consequently, the available cell size within
the image is relatively limited, restricting the effective deployment of the repetitive
watermarking approach. A more detailed discussion regarding this design choice and

its corresponding limitations is provided in Section 7.

Embedding Procedure

The proposed dual-layer audio watermarking framework combines the SiP-based
image watermarking methodology of [1] with an LSB-based audio watermarking
scheme [15, 16]. Initially, an integer watermark w is encoded into its corresponding
SiP and embedded into image / according to its 2DM representation, producing a
watermarked image I,,. Subsequently, the grayscale image I,, of dimensions m x n

is transformed into a one-dimensional vector of length ¢ = m X n. Since each pixel
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Figure 4.7: Overview of the procedures deployed for the embed and the extract of

multiple watermarks into and from digital audio signals.
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value belongs to the range [0, 255], it is represented using 8 bits, resulting in a binary

sequence o of length x = ¢ x 8. Let |S| denote the number of samples of the host

audio signal S. Using a step size step =

— ISI

, the bits of o are uniformly embedded

into the LSBs of selected audio-samples, producing the final watermarked audio signal

Sw. Figure 4.8 illustrates the overall embedding architecture, while Algorithm 4.7

presents the detailed embedding procedure.

Extraction Procedure

The extraction procedure follows the reverse process. Given a watermarked audio
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Algorithm 4.7 Embed Watermarked Image to Audio Procedure

1:

Input: Audio signal S

2: Output: Watermarked audio signal S,,, Image /

10:
11:
12:
13:
14:

15:

16:
17:
18:
19:
20:
21:

Watermark image / to produce I,

Sy — S

Let m,n denote the dimensions of image I,

Let M]i, j] denote the pixel located at position (7, j) of image 1,
Construct matrix A of dimensions 1 x ¢, where { = m x n

counter < 0

cfori=1:1:m do

for j=1:1:ndo
Alcounter + +] < M]i, j]

end for
end for
Construct matrix B of dimensions ¢ x 8 containing the 8-bit binary representation
of each element of matrix A
Construct sequence o of length « = ¢ x 8 by sequentially parsing the rows of
matrix B
Select k audio-samples s1,Sa,...,5k € Sw, k= |o| <[Sy]
forizlz‘s—:':|5w| do

LSB(s; € Sy) « oy
end for

Construct the final watermarked audio signal S,

Return S,

signal S, and the dimensions m x n of the embedded image, x = ¢ x 8 audio-samples

are selected using the same step size step = 151 where ¢ = m x n. The LSB of each

K b

selected audio-sample is extracted, producing a binary sequence o of length . The

sequence is subsequently partitioned into groups of 8 bits, forming a binary matrix

whose rows correspond to the binary representation of grayscale pixel values. By

converting each row to its decimal representation, a one-dimensional vector contain-

ing the recovered pixel intensities is obtained. Finally, the vector is reshaped into a

matrix of dimensions m x n, reconstructing the embedded watermarked image I,,.

The overall extraction architecture of the proposed dual-layer audio watermarking
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Algorithm 4.8 Extract Watermarked Image from Audio Procedure

1:

Input: Watermarked audio signal S,,, integers m, n

2: Output: Watermarked image /,, of dimensions m x n

10:

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

Construct an empty sequence o of length m x n x 8
Select r audio-samples s1, 59, ...,5; € Sw, k= |o| <|Sy|
forizl:‘s—:':|5w| do

o; < LSB(s; € Sy)
end for
Construct matrix B of dimensions ¢ x 8, where { = m x n
Parse sequence o and place each group of 8 binary digits into the corresponding
row of matrix B
Construct matrix A of dimensions 1 x ¢, where each cell contains the integer value
corresponding to the 8-bit binary representation of the respective row of matrix
B
Construct matrix M of dimensions m x n
counter < 0
fori=1:1:m do

for j=1:1:ndo

M([i, j] < Alcounter + +]

end for
end for
Construct the final watermarked image I,, from matrix M
From I,, extract the embedded integer w

Return [, w

framework is illustrated in Figure 4.9, while Algorithm 4.8 presents the detailed ex-

traction procedure.

4.1.3 Video

In this section, the proposed watermarking model for authenticity preservation of

digital video objects is presented. The proposed approach combines video and audio

information embedding in order to provide both authenticity and integrity verification

protecting both visual and auditory components. More specifically, the video frames
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Figure 4.9: Extracting procedure of the watermarked image I,, from the LSB’s of the

audio signal S, followed by the extraction of the integer w from I,,.

are partitioned into non-overlapping authenticity-blocks, while watermark information
is represented through a sequence of integers encoded as 2DM representations of
SiPs. Each authenticity-block is further partitioned into cells, where the watermark
embedding process is applied in the frequency domain through modification of se-
lected high-frequency FFT magnitude coefficients as we described in section 3.5.1.
Furthermore, the proposed model incorporates an additional audio-based integrity
mechanism were a global hash value is computed from the video frames, and its

binary representation is embedded into the LSBs of selected audio audio-samples.

Splitting Video to Components

In order to embed authenticity information into the visual frames and integrity in-
formation into the audio stream of the video object, the video is initially decomposed
into its corresponding visual and audio frames. Each visual frame is associated with
a corresponding audio frame through a one-to-one temporal mapping. Each audio
frame consists of multiple audio-samples and may correspond to either mono or stereo
audio configurations. Finally, the extracted visual and audio frames are stored in
separate data structures, enabling independent processing of the authenticity and in-

tegrity embedding procedures for the visual and auditory components of the digital
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Figure 4.10: Overview of the video-audio binding process. Every video frame is

processed by a cryptographic hash function to generate intermediate hash values,
which are combined into a final hash. The final hash value is then embedded into

the associated audio frames for integrity preservation.

video object.

Embedding Authenticity Information to Video Frames

Following the code-based multiple watermarking model presented in Section 4.1.1,
the proposed video watermarking model utilizes multiple watermark embedding in
order to distribute authenticity information across different spatial regions of the video
frames. Each video frame is partitioned into authenticity-blocks, where each block con-
tains an independent integer watermark represented through the 2DM representation
of a SiP. Specifically for each frame we use an n x n authenticity-plane resulting to n?
authenticity-blocks and an k x k grid, which results to k* cells. This configuration is
stable in all video frames.

An important advantage of the proposed model is that watermark extraction re-
mains feasible even when parts of the video frames have been corrupted, compressed,
removed, or deliberately manipulated. More specifically, regions or frames where
watermark extraction fails may indicate potential tampering, while the remaining
unaffected spatial and temporal regions can still provide sufficient information for
authenticity verification. Unlike single-watermark approaches, where corruption of
the embedded region may result in complete watermark loss, the proposed model

introduces both spatial and temporal redundancy through the distributed embedding
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of the same code-sequence across all video frames. Consequently, the watermark can
still be reconstructed even under partial frame degradation or temporal attacks, en-

hancing the robustness and security of the proposed watermarking model.

Embedding Integrity Information to Audio Samples
To enable integrity verification throughout the entire lifecycle of the video object, the
proposed model constructs a chained hash value that accumulates information from
all video frames using the SHA-256 cryptographic hash function. More specifically, for
each frame of the video sequence, a unique hash value is computed, while each newly
generated value depends on both the current frame and the previously computed
hash information. Consequently, the resulting frame-chain produces a final hash value
uniquely representing both the visual content and the temporal order of the video
frames. Due to the strong sensitivity of hash functions, even minor modifications in
individual frames result in significant changes in the generated hash values, enabling
efficient detection of frame manipulations.

For a digital video consisting of n frames, denoted as F}, F5, ..., F,,, the hash value

of each frame is computed as:

H; = hash(F;) (4.2)

Figure 4.10 illustrates an example of the frame-chain construction process. The
generated frame hash values H, H, ..., H,, are concatenated and utilized to compute
a final global hash value representing the entire video sequence. The resulting hash
value is then embedded into selected LSBs of the corresponding audio stream. The

final hash value is computed as follows:

Hﬁnal = hash(H1 | H2 | H3 | Ce ‘ Hn) (43)

After computing the final hash value, its binary representation is embedded into
the LSBs of the audio stream. More specifically, 256 distinct audio-samples are selected,
where each sample stores one bit of the binary hash representation. The embedding

procedure in the auditory part consists of the following steps:

* Conversion of the final hash value into its binary representation.

* Selection of the corresponding audio-samples utilized for the embedding process.
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Algorithm 4.9 Video Code-based Hash-Chain Embedding Algorithm

Require: Video V, Plane Size n, Grid Size k, Integer Sequence S,
Ensure: Watermarked Video V,

1: Split V' into visual frames Fy, Fy, ..., F,

2: Split audio stream into corresponding audio frames

3: for each visual frame F; do

4:  Partition F; into n x n Authenticity Blocks

5.  for each Authenticity Block B; do

6: Assign corresponding integer watermark w € S,

7: Construct the 2DM representation of SiP(w)

8: Partition B; into a k x k grid of cells

9: for each selected cell ¢;; defined by the 2DM representation do
10: Compute FFT on ¢;;

11: Extract Magnitude M;; and Phase F;;
12: Modify selected high-frequency FFT magnitude coefficients
13: Combine modified M;; with P;;
14: Compute inverse FFT on c¢;;
15: end for

16: end for

17: end for

18: for each visual frame F; do

19:  Compute frame hash: H; < hash(F;)

20: end for

21: Construct final hash: Hgn, < hash(Hy|Hs|. .. |H,)

22: Convert Hgn, to binary representation

23: Select 256 audio-samples from the audio stream

24: for each selected audio sample A; do

25:  Replace the LSB of A; with the corresponding hash bit
26: end for

27: Reconstruct watermarked audio stream

28: Combine watermarked visual frames and audio stream

29: Export watermarked video V,,
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Figure 4.11: Overview of the embedding of the final video-frame hash into selected

audio samples through LSB modification.

* Replacement of the LSB of each selected audio-sample with the corresponding
hash bit.

* Reconstruction of the modified audio stream containing the embedded integrity

information.

In the case of mono audio, each selected sample corresponds to a single embedding
location. In stereo audio, the corresponding audio channel utilized for embedding
must additionally be recorded. The information describing the selected audio-sample
positions and channel selections is securely stored by the owner in order to enable
subsequent extraction and integrity verification. The detailed steps of the embedding
procedure are presented in Algorithm 4.9

During the verification procedure, the extraction algorithm also presented in Al-
gorithm 4.10, utilizes the stored embedding information to locate the modified audio-
samples, extract the embedded bits, reconstruct the final hash value, and compare it
with the hash value computed from the received video frames. A successful match
between the two hash values indicates that the video content has remained authentic
and unmodified, whereas a mismatch indicates potential tampering or manipulation
of the video object. Figure 4.11 illustrates an example of the embedding procedure of
integrity information into the LSBs of the selected audio-samples. In Figure 4.12 we

illustrate the overall architecture of the proposed video watermarking model.

Security Considerations of the Proposed Model
In Table 4.1, we present a comparative security analysis of different frame—-audio
binding strategies under three representative attack categories, namely geometric at-

tacks, filtering attacks, and audio tampering attacks. More specifically, the analysis
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Figure 4.12: Architecture of the proposed video watermarking model.

Series of audio frames

evaluates the capability of each strategy to preserve the integrity and authenticity of
the protected video object under both spatial and temporal manipulations. When only
frame-level watermarking is utilized, robustness against localized geometric and filter-
ing distortions may be partially preserved through the embedded frame watermarks.
However, the absence of any binding between the visual and auditory components
leaves the model vulnerable to audio tampering attacks, since modifications applied
to the audio stream do not affect the verification process of the visual watermarks.
A one-to-one binding strategy between frame hashes and audio samples introduces
a stronger association between video frames and audio data. Nevertheless, such lo-
cal bindings remain susceptible to temporal manipulations, including frame removal,
frame swapping, or partial filtering attacks, since valid hashes may still exist for un-
affected frame regions. Similarly, random frame—audio associations provide limited
protection, as the lack of a globally dependent integrity representation allows partial
inconsistencies between the visual and auditory streams to remain undetected. In
contrast, the proposed global frame-chaining strategy constructs a unified integrity
representation derived from all video frames and embeds it into the audio stream.
Consequently, modifications affecting either the visual or auditory components alter
the final hash representation, enabling efficient detection of temporal manipulations

while strengthening the overall integrity guarantees of the proposed model.
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Algorithm 4.10 Video Code-based Hash-Chain Extracting Algorithm
Require: Watermarked Video V,,, Plane Size n, Grid Size k, Integer Sequence S,

Ensure: Extracted Watermark Information and Integrity Verification
1: Split V,, into visual frames and audio frames
2: for each visual frame F; do

3:  Partition F; into n x n Authenticity Blocks

4:  for each Authenticity Block B; do
5: Partition B; into a k x k grid of cells
6 for each selected cell ¢;; do
7: Compute FFT on ¢;;

8: Extract Magnitude M,;; and Phase P,
9: Analyze modified high-frequency FF'T coefficients
10: Recover embedded SiP representation
11: end for

12: Decode extracted integer watermark w,

13:  end for

14: end for

15: Extract LSBs from selected audio samples
16: Reconstruct binary representation of: Hg
17: for each received visual frame F; do

18:  Compute: H; < hash(F;)

19: end for

20: Construct: Hn, < hash(Hy|Hs| ... |H,)

21: if Hgna = HE,,, then

22:  Integrity Verification Successful

23: else

24:  Potential Video Tampering Detected

25: end if

4.1.4 Documents

In this section we describe the proposed watermarking model for authenticity and

integrity preservation of PDF documents. More specifically, we describe the proce-
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Table 4.1: Security ablation evaluating the susceptibility of different frame—audio bind-
ing strategies to video-level manipulation under geometric, filtering, and audio tam-
pering attacks. GIV stands for Geometric Integrity Vulnerability, FIV for Filtering

Integrity Vulnerability and AIV for Audio Integrity Vulnerability.

Method GIV FIV AIV
Frame Watermarking Only Vulnerable Vulnerable Vulnerable
Frame Hash — Audio Sample (1-1) Vulnerable Vulnerable Vulnerable

Random-Frame Hash — Random Audio Samples Vulnerable Vulnerable Vulnerable

All-Frame Chaining — Audio (Ours) Robust Robust Robust

dure utilized for embedding QR-code watermark information into PDF text objects
through spatial-domain modification of text-color values, as well as the corresponding
extraction procedure utilized for authenticity verification and tamper detection. The
proposed model incorporates Arnold Transformation and permutation-based scram-
bling mechanisms in order to enhance the security of the embedding and extraction
procedures. Furthermore, the QR code is dynamically resized according to the tex-
tual content of each PDF page, enabling distributed embedding across the document
structure. During the embedding procedure, selected text characters corresponding to
black QR-code pixels are slightly modified in their RGB color representation, enabling
imperceptible integration of watermark information directly into the PDF document.
During the extraction procedure, the embedded QR-code information is reconstructed
from the modified text-color values in order to verify the authenticity and integrity

of the protected document.

QR Preproscessing Stages
Prior to the watermark embedding procedure, the proposed PDF watermarking model
deploys a preprocessing stage responsible for preparing the QR Code for secure inte-
gration into the PDF document structure. Initially, the generated QR Code undergoes
grayscale conversion and thresholding in order to produce a binary QR representation
suitable for watermark embedding.

Next, the QR Code is resized according to the textual content of the correspond-

ing PDF page, enabling alignment between the QR-code pixels and the available
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Figure 4.13: Example of the generated QR Code (a), the resized QR Code (b), the
QR Code after the Arnold’s transformation (c), the QR Code after the permutation

rearrangement (d), and the extracted QR Code following the reverse procedure (e).

text-character positions of the document. Figure 4.13 illustrates the preprocessing
stages of the QR Code prior to its embedding into the PDF document, including the
QR resizing procedure, the sequential deployment of Arnold Transformations, the
permutation-based rearrangement process, and the reconstructed QR Code obtained
after the inverse extraction procedure.

Following the QR-code preparation stage, two security-oriented preprocessing
mechanisms are deployed in order to achieve chaotic diffusion and secure distri-

bution of the watermark information across the document structure.

* Arnold Transformation. After the spatial preprocessing stage, the QR Code
undergoes Arnold Transformation, where the pixels of the QR are rearranged
in a nonlinear and chaotic manner while preserving the original embedded
information. Consequently, the transformed QR Code appears visually scrambled
and unintelligible to unauthorized users, whereas the original QR Code can only
be reconstructed through the corresponding inverse Arnold Transformation.
The deployment of multiple Arnold Transformations increases the diffusion of
the watermark information and improves robustness against localized attacks

targeting specific QR-code regions.

* Permutation-based Scrambling. Following the Arnold Transformation, an ad-
ditional permutation-based scrambling procedure is deployed in order to further
diffuse the watermark information across the document structure. More specif-
ically, a permutation equal to the cardinality of the QR-code pixels is utilized to
rearrange the transformed QR-code elements prior to the embedding process.
The permutation sequence together with the number of Arnold Transformation
iterations constitute the security parameters required for successful watermark

extraction and QR-code reconstruction.
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The combination of Arnold Transformation and permutation-based scrambling sig-
nificantly increases the security and robustness of the proposed model by diffusing the
embedded QR-code information across the entire extent of the document page. There-
fore, localized attacks affecting specific document regions are dispersed over multiple
areas of the reconstructed QR Code during extraction, reducing the probability of
complete watermark corruption. Furthermore, even if an attacker identifies the mod-
ifiled text characters, the extracted embedded image corresponds to the scrambled QR
representation, while the attacker remains unaware of both the permutation utilized
and the number of Arnold Transformation iterations applied during the embedding
procedure. In Figure 4.14 it is provided an illustrative example on the deployment of
the baseline method (without the utilization of any pre-processing techniques) over
the deployment of the Arnold’s transformation, and how this approach augments the

robustness of the embedded information against even a targeted attack.

Embedding QR-codes to PDFs Text Colors

Once the QR Code has been prepared for the embedding procedure, the textual con-
tent of the PDF document is analyzed character-by-character through a dictionary-
iteration process that associates each document character with the corresponding
QR-code pixel values (0 or 255). More specifically, the proposed model deploys a
dictionary structure containing upper-case and lower-case english alphabet charac-
ters in order to identify and map each character of the document to specific QR-code
elements. Through this process, each character of the PDF document is associated
with a list of QR-code pixel positions, enabling the watermark information to become
tightly integrated into the textual structure of the document rather than being directly
overlaid as an external graphical object. To further enhance the security of the em-
bedding procedure, the QR-code pixels are embedded according to the permutation
sequence generated during the preprocessing stage. The order in which QR-code el-
ements are assigned to text characters is not sequential but permutation-dependent,
making unauthorized reconstruction or removal of the watermark significantly more
difficult without knowledge of the corresponding permutation key. The actual water-
mark embedding is then performed through spatial-domain modification of the RGB
color values of selected text characters. More specifically, characters corresponding to
black QR-code pixels are selected as embedding locations and are assigned an RGB

value in the range (1,0,0) to (5,0,0). This process enables imperceptible watermark
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Algorithm 4.11 Embed QR to PDF Algorithm

1:

Input: PDF Document D, QR Code (), Arnold Iterations a, Permutation P

2: Output: Watermarked PDF Document D,,

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

Convert () to grayscale

Apply thresholding on @

Resize () according to the textual length of each PDF page
Apply Arnold Transformation a times on ()

Apply permutation-based scrambling utilizing P

: for each page p; of D do

Extract textual content character-by-character
Construct dictionary mapping between characters and QR-code pixels
for each character ¢; of page p; do
Associate ¢; with corresponding QR-code pixel value
if QR pixel value = 0 then
Assign RGB value in range (1,0,0) to (5,0,0)
else
Preserve original RGB value (0,0, 0)
end if
end for
end for
Reconstruct PDF document with modified text colors

Return Export watermarked PDF document D,,

integration while preserving the readability and perceptual quality of the document.
Figure 4.15 presents an overview of the QR reshaping, Arnold scrambling, permuta-

tion alignment, dictionary-based character mapping, and character-color embedding

procedures utilized in the proposed PDF watermarking model.

bedding procedure is iteratively applied across all pages of the document, enabling
distributed watermark embedding throughout the entire PDF structure. After com-
pletion of the embedding process, the reconstructed watermarked PDF document is
exported preserving both the visual quality of the document and the embedded au-

thenticity and integrity information. The detailed steps of the embedding procedure

Finally, considering that PDF files frequently consist of multiple pages, the em-

are presented in Algorithm 4.11.
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Figure 4.14: Example on the utilization of Arnold’s transformation compared to the

plain embedding of the QR Code’s image against a targeted attack on the document’s

content.
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Figure 4.15: Example of the QR Code reshaping and the embedding of the information

using Arnold’s transformation and permutation to achieve chaotic diffusion of the

hidden information.

Extracting QR-codes from PDF's Text Colors

This section presents the proposed extraction procedure utilized for the recovery and

reconstruction of the embedded QR-code from the watermarked PDF document. The
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extraction procedure follows the reverse order of the embedding process in order
to reconstruct the original QR Code and verify the authenticity and integrity of the

protected PDF document. The extraction steps are presented below:

* Character Color-based Watermark Detection. Initially, the watermarked PDF
document is provided as input to the extraction procedure, which iterates through
the textual content of each page and retrieves the RGB color values of every text
character. More specifically, characters whose color differs from the default RGB
triplet (0,0, 0) are identified as potential embedding locations. For every detected
modified character, the value 0 is assigned, whereas characters preserving the
original color representation are assigned the value 255. Through this proce-
dure, the embedded QR-code information is reconstructed in binary form from

the spatial-domain color modifications of the document.

* Construction of the 1D QR-Code Representation. Following the character-color
analysis, the extracted binary values (0 or 255) are sequentially stored into an
one-dimensional array representing the embedded QR-code information. The
dimensions of this array correspond to the dimensions of the QR-code utilized
during the embedding procedure, enabling reconstruction of the extracted QR-

code.

¢ Permutation-based Rearrangement of QR Elements. Since the QR-code infor-
mation was embedded following the permutation-based scrambling procedure
utilized during the preprocessing stage, the extracted QR-code elements must be
reordered according to the corresponding secret-key permutation. More specifi-
cally, the extraction procedure utilizes the permutation sequence deployed dur-
ing embedding in order to correctly rearrange the extracted QR-code elements.
Without knowledge of these security parameters, unauthorized reconstruction

of the QR Code becomes computationally difficult.

* QR-Code Reshaping. After the permutation-based reordering procedure, the
reconstructed one-dimensional QR-code representation is reshaped into its cor-
responding two-dimensional form. This process reconstructs the visual structure

of the QR Code and enables its recovery and decoding.

* Inverse Arnold Transformation. Finally, the inverse Arnold Transformation is

applied iteratively in order to relocate the QR-code pixels back to their original
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Algorithm 4.12 Extract QR from PDF Algorithm

: Input: Watermarked PDF Document D,,, Arnold Iterations a, Permutation P

[

: Output: Reconstructed QR Code Q.
: for each page p; of D,, do

2
3
4:  Extract textual content character-by-character
5:  for each character ¢; of page p; do

6

Retrieve RGB color value of ¢;
7: if RGB(¢;) #(0,0,0) then

8: Append value 0 to QR sequence
9: else

10: Append value 255 to QR sequence
11: end if

12:  end for

13: end for

14: Construct the 1D QR-code representation

15: Apply inverse permutation utilizing P

16: Reshape the reconstructed sequence to a 2D QR representation
17: Apply inverse Arnold Transformation a times

18: Return QR Code (.

positions prior to the preprocessing stage. Finally, the original QR Code is recon-
structed, enabling successful watermark recovery and authenticity verification

of the protected PDF document.

The final phase consists of the complete extraction and reconstruction of the QR-code
watermark from the watermarked PDF document. Considering that PDF files fre-
quently consist of multiple pages, the extraction procedure iteratively processes all
document pages and applies the corresponding watermark-recovery operations inde-
pendently for each page. Consequently, watermark information distributed through-
out the document structure can be effectively reconstructed even in multi-page PDF
documents. After completion of the extraction procedure, the reconstructed QR Codes
are exported and visualized as image representations for each corresponding PDF

page. The detailed of the extraction procedure are present in Algorithm 4.12.
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4.2 Integrity: Embedding Fragile Information

In this section, the proposed watermarking models developed for the preservation of
integrity in images, audio files, PDF documents, and video objects are presented and
analyzed. More specifically, the integrity embedding and verification methodologies
of each model are described, along with the corresponding mechanisms utilized for
tamper detection, localization, and integrity attestation. The proposed approaches
are designed with emphasis on security, fragility, and reliability, aiming to efficiently
detect malicious modifications while preserving the perceptual quality and structural

consistency of the protected digital objects.

4.2.1 Images

Simultaneously with the design and implementation of authenticity-preservation tech-
niques, integrity-preservation methods for images were also investigated, with partic-
ular emphasis on the detection and localization of malicious manipulations. In this
direction, a tamper-detection algorithm was developed utilizing the red and green
color channels of the image together with a permutation-based mapping between
corresponding integrity-blocks. According to the deployed permutation, the crypto-
graphic hash value computed from the red channel of an integrity-block is embedded
into LSBs of the green channel of another integrity-block. Through this process, any
modification applied to a block becomes detectable due to both the fragility of the
LSB-based embedding procedure and the avalanche-effect property of the crypto-
graphic hash function, where even minimal modifications result in significant changes
in the generated hash values. Furthermore, the utilization of the permutation-based
inter-block relations enables precise localization of the tampered regions, allowing the
proposed framework not only to detect image manipulations but also to accurately

identify their spatial position within the forensic image.

Embedding Cross-block Integrity Information based on Permutation

Having an image, let /, of dimensions n x m, we define its partitioning into blocks as
the grouping of its pixels located into a particular area of the image. More precisely,
considering an image of dimensions n x m, we divide them by an integer k producing
hence a grid of dimensions & x k that contains k? non-overlapping blocks of equal size.

Over each integrity-block there are contained (n -m)/k?* pixels that their values will be
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Algorithm 4.13 Cross-block Integrity Information Embedding Algorithm

1: Input: Image I, Grid Size k, Permutation P

2: Output: Watermarked Image /, ¢

Partition image I into k? non-overlapping integrity-blocks

for each ordered pair (B;, B;) defined by permutation P do
Extract red channel: BF

Compute: H(BF)

7. Convert hash value to binary representation

8:  Extract: ng

9:  Embed the binary hash bits into the LSBs of: ng
10: end for

11: Reconstruct image /,; from modified RGB channels

12: Return [,

utilized. In particular, the values of the pixels in the red channel of an integrity-block
are utilized to compute the hash value (in our case, we utilize the SHA-256 hash
function), while the LSBs of the pixels in the green channel of another integrity-block
are utilized to store the bits of the hash value, based on the defined mapping given
by the block permutation. Denoting with BX and BY the values of the red and the

green channel of an integrity-block B;, in our model it holds:

[BYLsp < hash(BF) (4.4)

Considering that the SHA-256 algorithm generates a fixed-length hash represen-
tation of 256 bits, each integrity-block must contain at least 256 pixels in order to
store the complete binary representation of the generated hash value into the corre-
sponding LSB positions. Therefore, the partitioning of the image into integrity-blocks
is constrained by both the dimensions of the image and the storage capacity required
for the embedding of the corresponding cryptographic hash information.

Furthermore, the proposed model establishes inter-block verification dependen-
cies according to the utilized permutation mapping. More specifically, an integrity-block
may simultaneously act both as a verifier of another integrity-block and as a verified
block itself. Given three integrity-blocks B, — B, — B,, the proposed framework de-
fines the corresponding verification dependency as a A-relation between the involved

integrity-blocks. Through these interconnected verification relations, malicious modi-
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Algorithm 4.14 Tamper Detection and Localization based on A-Relations Algorithm

1: Input: Watermarked Image I, ¢, Grid Size k, Permutation P
2: Output: Tamper Rate 7;., Highlighted Image I,

Define empty list L; to store tamper blocks

Partition I,; into k? non-overlapping integrity-blocks

for each ordered pair (B,, B,) defined by permutation P do

Extract: BJf

7. Recompute: H(BJ)

8:  Extract embedded hash value from the LSBs of: qu
9. if H(BY) # H(BJ) then

10: Mark (B,, B,) as non-verifiable

11: if B, is successfully verified by another integrity-block then
12: Continue

13: else

14: Mark B, as tampered

15: Store B, in L,

16: end if

17:  end if

18: end for

19: Highlight tampered integrity-blocks constructing I;, based on blocks stored in L,
20: Compute 7T, as: T, = (|L;|/TotallmageBlocks) * 100

21: Return 7, and I;,

fications become difficult to conceal, while the proposed framework enables efficient
tamper detection and localization of modified image regions. In Algorithm 4.13 we

present the steps of the embedding algorithm.

Detecting and Localizing Tampering

Given the final watermarked image I, f, the same integrity-plane is used to partition the
image into k? integrity-blocks, and each block is decomposed into its RGB channels.
For each ordered pair (B,, B,) defined by the permutation P, the hash value of the
red channel of the verified block is recomputed, i.e., H(BJ}), and compared with the
hash value extracted from the LSBs of the green channel of the verifying block Bf. A

mismatch indicates that tampering has occurred in at least one of the two involved
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Figure 4.16: Integrity verification and tamper localization. (a) A-relation among
Integrity-blocks, illustrating verification dependencies. (b) Tamper detection and lo-

calization based on non-verifiable blocks.

integrity-blocks, as illustrated in Figure 4.16(a). At this stage, it is not possible to de-
termine which of the two blocks has been modified. To resolve this uncertainty, we

use A-relations and we define the following decision rule.

Tamper Detection Rule: An integrity-block is considered tampered if and only if it neither

successfully verifies another block nor is successfully verified by another block.

Based on this rule, blocks that fail both verification directions are marked as tam-
pered (e.g., highlighted in red), enabling precise localization of altered regions, as
shown in Figure 4.16(b). After processing all integrity-blocks, the method provides a

final decision regarding the integrity of the I, ;.

Cyclic Permutation vs Random Permutation.

A critical component of the proposed integrity-preservation framework is the per-
mutation strategy utilized to establish the verification dependencies between integrity-
blocks. More specifically, the permutation determines the mapping according to which
the hash information computed from an integrity-block is embedded into another
integrity-block. In the proposed framework, both cyclic and random permutation

strategies can be utilized, each providing different advantages and limitations re-
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garding security, computational complexity, and structural robustness.

In the cyclic permutation strategy, the integrity-blocks are connected sequentially
in a circular manner, forming a single verification cycle that spans all participating
integrity-blocks. Unlike randomly generated permutations, cyclic permutations prevent
the formation of short verification cycles. For example, under a random permutation
it is possible to obtain the pairwise relation B, — B, and B, — B,, where the hash
value of B, is stored in B, and vice versa. Such two-block verification loops limit the
extent of the verification dependencies and reduce the effectiveness of the resulting
A-relations. In contrast, a cyclic permutation enforces longer verification chains, en-
suring that each integrity-block verifies a different block while simultaneously being
verified by another distinct integrity-block. This structure strengthens the inter-block
dependencies and improves the reliability of tamper detection and localization. The
main limitation of this approach is that the construction of valid cyclic permutations
may require additional processing, particularly when large numbers of integrity-blocks
or more complex verification structures are considered.

Alternatively, the proposed model may utilize random permutation mappings in
order to establish the verification dependencies among integrity-blocks. In this case,
each integrity-block is assigned to another integrity-block according to a randomly gen-
erated permutation sequence. Random permutations provide increased unpredictabil-
ity and can be generated efficiently with relatively low computational cost, making
them attractive for large-scale image processing applications. However, random per-
mutations may produce short verification cycles. For example, it is possible to obtain
the relations B, — B, and B, — B,, where the hash value of the red channel of
B, is embedded into the green channel of B,, while the hash value of the red chan-
nel of B, is embedded into the green channel of B,. In such cases, the verification
dependency is confined to only two integrity-blocks, limiting the extent of the result-
ing A-relations. Consequently, the verification structure becomes less interconnected
compared to longer cyclic verification chains that involve a larger number of integrity-
blocks. Although random permutations remain suitable for integrity verification, the
formation of short cycles may reduce the effectiveness of the inter-block dependency
mechanism and the overall strength of the verification relationships.

Consequently, the selection between cyclic and random permutation strategies
introduces a trade-off between structural robustness and computational simplicity.

Cyclic permutations provide stronger verification consistency by avoiding self-loops,

79



whereas random permutations provide higher flexibility and lower construction com-
plexity at the cost of potentially weaker verification dependencies in the presence of

self-relations.

4.2.2 Audio

In parallel with the investigation of integrity-preservation techniques for digital im-
ages, a corresponding model for digital audio signals was also developed. The pro-
posed technique embeds integrity-related information directly into the audio utilizing
the left and right audio-channels. Initially, the audio signal is separated into its corre-
sponding channels and the audio-samples are converted into binary form in order to
access their LSBs. Next, the samples are partitioned into blocks, while integrity in-
formation is generated through XOR operations between the left-channel blocks and
a secret key. The produced integrity information is then embedded into the LSBs
of the right-channel blocks according to a permutation-based mapping, enabling dif-
fusion of the integrity information across the audio signal. During verification, the
corresponding left and right channel blocks are compared according to the deployed
permutation and secret-key relations. Any inconsistency indicates potential tamper-
ing of the audio signal. Through the combination of XOR-based integrity generation,
permutation-driven information diffusion, and fragile LSB embedding, the proposed
framework enables efficient tamper detection and localization while preserving the

acoustic quality of the protected audio signal.

Embedding Integrity Information in Audio
The proposed approach for embedding integrity information in the spatial domain
consists of several key stages. Initially, the audio signal is separated into its left and
right channels, allowing the corresponding audio audio-samples of each channel to be
processed independently. Subsequently, the audio-samples are converted into binary
form in order to enable access and manipulation of their LSBs. The extracted LSBs
from both channels are then partitioned into segments, facilitating efficient integrity-
information management and controlled embedding operations.

Following this process, integrity information is generated through XOR opera-

tions between the LSB segments of the left channel and a secret key. It is worth
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Algorithm 4.15 Embedding Integrity Information into Audio

1: Input: Audio Signal S, Secret Key K, Permutation P
Output: Watermarked Audio Signal S,

Separate S into left and right audio channels
Convert audio samples into binary form

Extract the LSB sequences from both audio channels

Partition the LSB sequences into audio blocks

7. for each audio block B; do

8:  Generate integrity information: B; ® K

9:  Determine corresponding verifier block: Bp;
10:  Embed the generated integrity information into the LSBs of the right-channel

block Bp;

11: end for
12: Reconstruct modified audio samples
13: Combine left and right channels constructing S,

14: Return S,

noting that the XOR operation was selected due to its reversibility property. More
specifically, when two binary sequences are combined through an XOR operation, the
original information can be reconstructed by performing the XOR operation again be-
tween the produced result and either one of the initial input sequences. The resulting
integrity-related information is subsequently embedded into the LSB segments of the
right channel according to a permutation-based mapping. Through this permutation-
driven diffusion mechanism, the integrity information is distributed across the audio
signal, increasing both security and robustness against accidental or malicious mod-

ifications.

Audio File Segmentation and Key Generation

To construct the required integrity information, a secret key K is first generated from
the content of the left audio channel. More specifically, the left-channel binary se-
quence is partitioned into a set of fixed-size chunks denoted as C, (s, ..., C,, where
in the proposed implementation n = 31. Subsequently, an integer watermark w is
selected and encoded as a Self-Inverting Permutation SIP, of length 31. The gener-

ated permutation determines the order in which the audio chunks participate in the
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Algorithm 4.16 Audio Integrity Information Embedding - Secret Key Generation

1: Input: Left-channel Audio Sequence L, Initial Key K, Integer w

Output: Secret Key K

Partition the left-channel binary sequence into chunks: C;,Cy,...,C,
Generate the corresponding Self-inverting Permutation: SIP,, < Encode(w)

fori=1ton do

Select chunk: Cyg;p, ;)

7. Compute: H; = HMAC(Cs;p, @), Ko)

8: end for

9: Concatenate the generated hash values according to the permutation ordering:
K=HyoHyo...0oH,o0K,y

10: Return K

key-generation process.

Next, each chunk is processed using the HMAC-SHA,5; cryptographic hash func-
tion and an initial secret key K. Rather than concatenating the resulting hash values
according to the original chunk ordering, the proposed framework rearranges them
according to the ordering defined by the corresponding SIPF,,. The final secret key is

therefore constructed as

K = Hgrp,(1)© Hsip,2)© - .. 0 Hsrp,(n) © Ko, (4.5)

where o denotes the concatenation operation and Hgp, iy = HMAC(Csip, ), Ko).
The utilization of the SiP introduces an additional permutation layer into the key-
generation process, making the final key dependent not only on the audio content but
also on the selected permutation structure. Furthermore, the inclusion of the initial
secret key K| in the final concatenation step increases both the size and the entropy
of the generated key. Since each HMAC-SHA,5; operation produces a 256-bit digest
and the proposed implementation utilizes 31 chunks together with the initial key K,
the resulting secret key contains 32 x 256 bits. Algorithm 4.16 presents the detailed

steps of the key-generation procedure.

Diffusing Integrity-Information among Audio Channels
After generating the integrity information through the XOR operations with the secret

key K, the resulting binary sequences are embedded into the LSB subsequence of
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the right audio channel. To establish the required verification dependencies, the pro-
posed framework utilizes a permutation-based mapping P among the audio blocks,
following the same principle adopted in the image integrity-preservation framework.
Through these permutation-defined relationships, the generated verification infor-
mation is distributed across different blocks and channels, enabling reliable tamper
detection and localization while strengthening the overall integrity-preservation mech-
anism. In Algorithm 4.15 we present the detailed steps of the embedding procedure,
including the separation of the audio channels, the extraction and processing of the
LSB sequences, the generation of integrity information through XOR operations with
the secret key, and the permutation-based diffusion of the integrity information prior

to the construction of the final watermarked audio signal.

Detecting Malicious Audio Manipulations

The proposed tamper detection and localization mechanism verifies the integrity rela-
tions established between the left and right channel blocks according to the deployed
permutation mapping and the XOR-based integrity generation process involving the
secret key K.

During the verification procedure, the integrity information generated from the
left-channel blocks is recomputed and compared with the integrity information ex-
tracted from the corresponding right-channel blocks. If the recomputed XOR-based
integrity information does not match the extracted integrity information, then a ver-
ification inconsistency is detected indicating potential tampering of the audio signal.
Following the same decision mechanism employed in the image integrity-preservation
framework, the proposed audio model utilizes permutation-based verification de-
pendencies among the audio blocks. During verification, inconsistencies in the cor-
responding integrity relationships indicate the presence of tampering. As a result,
modifications affecting the audio samples disrupt the established verification struc-
ture, enabling reliable detection and localization of manipulated audio regions.

Finally, the proposed framework preserves the acoustic quality of the protected
audio signal, since all modifications remain restricted to the LSB level and therefore
remain imperceptible to the human auditory system. Algorithm 4.17 presents the

detailed steps of the embedding procedure
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Algorithm 4.17 Tamper Detection and Localization in Audio

1: Input: Watermarked Audio Signal S,,, Secret Key K, Permutation P
2: Output: Tamper Rate 7, Tampered Audio Blocks L,

Define empty list L;

Separate S,, into left and right audio channels

Convert audio audio-samples into binary form

Extract the LSB sequences from both audio channels

7: Partition the LSB sequences into audio blocks

8: for each audio block B; do

9:  Recompute integrity information: B; ® K
10:  Extract integrity information from verifier block: Bp(;

11:  if Recomputed integrity information does not match the extracted information

then
12: Mark relation (B;, Bp(;)) as non-verifiable
13: if Bp(; is not verified by another related audio block then
14: Mark Bp(; as tampered
15: Store Bp(;) in L,
16: end if
17:  end if
18: end for

19: Compute: T, = (|L;|/Total Audio Blocks) x 100
20: Return 7, and L,

4.2.3 Videos

The widespread deployment of CCTV and surveillance systems has increased the
need for efficient integrity-preservation techniques capable of protecting digital video
evidence from malicious manipulations. Considering a CCTV surveillance scenario as
an example, unauthorized modifications applied to video frames or audio streams
may compromise the reliability of forensic evidence and security monitoring proce-
dures. In this direction, in the proposed research we introduce a tamper detection and
localization model for surveillance videos based on cryptographic hashing and fragile
LSB embedding. More specifically, video frames are partitioned into non-overlapping
integrity-blocks, where hash values computed from the red channel of each integrity-

block are embedded into the green channel of another integrity-block according to a
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cyclic permutation mapping. During verification, interconnected A-relations between
the permuted integrity-blocks enable efficient tamper detection and localization. Fur-
thermore, audio-derived hash information is embedded into the corresponding video
frames, establishing synchronized audio—visual integrity relations and preventing iso-

lated manipulations of either modality.

Choosing Cyclic Permutation

In the proposed model, a permutation is constructed over the total set of integrity-blocks
across all video frames, establishing distributed integrity dependencies throughout the
video sequence. The permutation is generated in a one-to-one manner, ensuring that
each integrity-block is uniquely associated with another integrity-block. To strengthen
the resulting verification structure, a cyclic permutation strategy is employed, forcing
all integrity-blocks to participate in a single verification cycle. Unlike arbitrary permu-
tations, which may generate short verification cycles involving only a small number
of integrity-blocks, the cyclic construction establishes long verification chains spanning
the entire set of participating integrity-blocks. Consequently, the hash value computed
from the red channel of an integrity-block is always embedded into the green channel
of another integrity-block, creating both inter-block and inter-frame verification de-
pendencies. As a result, malicious modifications applied to individual video regions
disrupt the corresponding verification chains and propagate through the affected
integrity relations, enabling reliable tamper detection and localization while strength-
ening the overall robustness and security of the proposed video integrity-preservation

framework.

Partitioning Frames and Establishing Cross-Frame Integrity Relations

Consider a video of duration d seconds and frame rate k, resulting in a total of ' = k-d
frames. Let the spatial resolution of each frame be M x N. Each frame is partitioned
into a grid of By x By non-overlapping integrity-blocks, where each integrity-block has
dimensions BM1 X B%. Furthermore, each integrity-block must contain at least 256 pixels
in order to accommodate the 256 bits produced by the SHA-256 cryptographic hash
function. Consequently, a typical integrity-block size corresponds to 16 x 16 pixels,
although the exact configuration depends on the video resolution.

Subsequently, a cyclic permutation is constructed over the complete set of integrity-
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Algorithm 4.18 Embedding Cross-modal Integrity Information in Visual and Audio

Frames
1: Input: Video V, Grid Size (B, Bs), Cyclic Permutation =

Output: Watermarked Video V,,
Extract visual and audio frames
Partition each visual frame into B; x B, non-overlapping integrity-blocks
for each integrity-block B; do
Compute: h; = H(BF)
7. Determine corresponding verifier integrity-block: B ;
8:  Embed h; into the LSBs of: Bfr(i)

9: end for

10: for each visual frame F; do

11:  Compute hash value of the corresponding audio-frame

12:  Convert the generated hash value into binary form

13:  Embed the binary sequence into the LSBs of the blue channel of frame F;
14: end for

15: Reconstruct watermarked video frames and audio stream

16: Construct watermarked video V,

17: Return V,

blocks across all video frames. For each integrity-block, a cryptographic hash value is
computed from its red-channel content and embedded into the LSBs of the green
channel of another permuted integrity-block. In this manner, the integrity information
generated from a given integrity-block is stored in a different integrity-block, potentially
belonging to a different video frame.

The utilization of a cyclic permutation ensures that all integrity-blocks participate
in a single verification chain, avoiding the formation of isolated or short verification
cycles. As a result, integrity dependencies are established both within and across
video frames, creating a highly interconnected verification structure. During verifica-
tion, the embedded integrity information is extracted and compared with the recom-
puted hash values. Any mismatch indicates potential tampering of the corresponding
integrity-block. To further strengthen the verification process and reduce false-positive
detections, the proposed framework additionally exploits chaining-based A-relations

among the permuted integrity-blocks. Finally, detected manipulations are highlighted
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Algorithm 4.19 Cross-modal Tamper Detection and Localization in Video

1: Input: Watermarked Video V,,, Cyclic Permutation 7

2: Output: Tampered integrity-blocks L, Tampered audio-frames L,
Define empty lists L, and L,

Extract visual and audio frames

Partition each frame into non-overlapping integrity-blocks

for each integrity-block B; do
7. Recompute: h; = H(BF)

8:  Extract integrity information from: Bf( )

9: if Extracted integrity information # h, then

10: Mark (B;, Br(;)) as non-verifiable

11: if B.(; is not verified by another related integrity-block then
12: Mark B, as tampered

13: Store Br(; in L,

14: end if

15:  end if

16: end for

17: for each visual frame F; do
18:  Recompute hash value of the corresponding audio-frame
19:  Extract embedded integrity information from the blue channel of F;

20:  if Extracted integrity information does not match the recomputed hash then

21: Mark the corresponding audio-frame as tampered
22: Store the corresponding audio-frame in L,

23:  end if

24: end for

25: Highlight tampered integrity-blocks in red
26: Mute tampered audio-frames

27: Return L, and L,

within the corresponding video regions, enabling direct localization of the affected

areas.

Embedding and Verification of Audio Integrity Information in Visual Frames

Initially, the audio stream is extracted, where each audio-sample may consist of either
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a single value (mono) or a pair of values (stereo). Subsequently, the audio signal is
partitioned into audio-frames and a one-to-one correspondence is established between
the audio-frames and the visual frames of the video sequence, enabling synchronized
audio—visual alignment. Leveraging this correspondence, the proposed model extends
the integrity-preservation process by incorporating audio-derived integrity informa-
tion into the visual frames. For each visual frame, the corresponding audio-frame is
hashed and the resulting binary sequence is embedded into LSBs of the blue channel
of the associated visual frame.

During the verification procedure, the hash value of the corresponding audio seg-
ment is recomputed and compared with the integrity information extracted from the
blue channel of the associated visual frame. Any mismatch indicates potential tam-
pering affecting either the audio or the visual modality. In order to visualize the de-
tected manipulations, the corresponding tampered audio segments may additionally
be muted by setting their amplitudes to zero, enabling direct localization of compro-
mised audio regions within the protected video sequence. The embedding procedure
steps are presented in Algorithm 4.18, while the verification steps are presented in
Algorithm 4.19.

4.2.4 Documents

QR-Code Decodability as an Integrity Indicator
An additional integrity-verification mechanism is inherently provided by the embed-
ded QR Code itself. Since the QR Code is embedded directly into the spatial domain
through imperceptible modifications of selected text-character colors, its successful
reconstruction depends on the preservation of these embedded values. Consequently,
unauthorized modifications affecting the watermark PDF document are expected to
corrupt the extracted QR Code, potentially rendering it unreadable or non-decodable.
Unlike conventional robust watermarking approaches, where partial degradation
of the embedded information may still permit successful watermark recovery, the pro-
posed framework exploits the decoding capability of the QR Code as an additional
integrity indicator. More specifically, if the reconstructed QR Code cannot be suc-
cessfully decoded by a standard QR reader, the document is immediately considered
compromised, triggering a tamper alarm. Therefore, the proposed model provides

two complementary integrity-verification mechanisms: the successful reconstruction
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and decoding of the embedded QR Code verifies the authenticity of the document,
whereas failure to decode the extracted QR Code serves as a direct indication of

unauthorized modification.
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CHAPTER DO

ARCHITECTURE: INTEGRATION AND SECURITY

5.1 Integration Procedure

5.2 Image Authenticity and Integrity
5.3 Audio Authenticity and Integrity
5.4 Video Authenticity and Integrity

5.5 Document Authenticity and Integrity

5.1 Integration Procedure

In this section, we present the architecture of the proposed models and discuss the
integration procedures adopted for their implementation. Furthermore, the function-
ality and interactions of the individual modules composing the proposed systems
are analyzed. A summary of the proposed authenticity and integrity preservation

frameworks and their main architectural characteristics is depicted in Table 5.1.

5.2 Image Authenticity and Integrity

The image authenticity and integrity preservation frameworks developed throughout
this dissertation share a common security architecture. More specifically, the pro-

posed methodologies operate on image regions that are utilized for the generation,
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Table 5.1: Summary of the proposed authenticity and integrity preservation frame-

works and their main architectural characteristics.

Framework Segmentation Unit Security Information Embedding Domain Verification Mechanism

Repetitive Image Watermarking Image Blocks. Cells SiPs Frequency Domain Watermark Extraction and SiP Reconstruction

Code-Based Image Watermarking Image Blocks. Cells Code-Based SiP Representations Frequency Domain Code Extraction and Authentication Verification

Image Integrity Preservation Integrity Blocks SHA-256 Hashes. Permutations, A-Relations Spatial Domain Hash Verification and Tamper Localization

Audio Authenticity Preservation Audio Blocks Frequency-Domain Watermarked Tmages LSB Domain Watermark Recovery and Authentication Verification

Audio Integrity Preservation Audio Blocks HMAC-SHA256 Digests, XOR Verification Codes LSB Domain Cryptographic Consistency Verification and Tamper L

Video Authenticity Preservation Frames, Audio Segments Code-Based SiPs, Global Hash-Chain Representation Frequency Domain and Audio LSBs ‘Watermark Extraction and Frame-Audio Verification

Video Integrity Preservation | Frames. Frame Blocks. Audio Segments | Cross-Frame Permutations, Cross-Block Relations. Audio Bindings | Spatial Domain and Audio LSBs | Object-Level and Temporal Tamper Detection and Localization

PDF Authenticity Preservation Pages. Document Objects QR Codes, Arnold Transformations, Permutations Text Color Modifications QR-Code Recovery and Authenticity Verification

embedding, extraction, and verification of authenticity and integrity information. De-
pending on the selected framework, the generated security structures may consist of
watermark representations, cryptographic verification information, or inter-block rela-
tionships. The overall security workflow is organized into five interconnected stages,
namely object segmentation, security information generation, security information
embedding, security information extraction, and security verification and decision
making. The interaction among these stages enables the protection, verification, and

assessment of image authenticity and integrity.

* Object Segmentation: The input image is partitioned into non-overlapping re-
gions (authenticity-blocks or integrity-blocks) according to the requirements of the
selected authenticity or integrity preservation framework. The resulting image
blocks constitute the basic processing units utilized throughout the security ar-
chitecture. In the repetitive and code-based watermarking models, each image
block may be further subdivided into a set of embedding cells according to the
dimensions of the corresponding SiP. Consequently, the segmentation module
can be recursively invoked whenever finer embedding granularity is required.
The generated blocks and cells are subsequently forwarded to the security in-

formation generation module.

¢ Security Information Generation: Using the image blocks produced during
the segmentation stage, the framework generates the security information re-
quired for authenticity or integrity preservation. Depending on the selected
methodology, this process may involve the generation of watermark structures,
cryptographic verification information, and verification dependencies among im-
age blocks. The resulting information, which may include SiPs, code-based SiP

representations, cryptographic hash values, and permutation-based verification

91



relationships. The generated information is subsequently forwarded to the em-

bedding module for insertion into the host image.

Security Information Embedding: The generated security information is em-
bedded into the host image. Depending on the selected framework, embedding
may be performed in either the spatial or frequency domain while preserving
the visual quality of the protected image and maintaining the required security
properties. The output of this module is the protected image object containing

the embedded authenticity or integrity information.

Security Information Extraction and Verification: The watermarked image
is analyzed in order to retrieve the embedded security information and assess
its authenticity or integrity status. Depending on the selected framework, the
extracted information may consist of watermark representations, cryptographic
hash values, authentication codes, or inter-block verification information. For
authenticity-preservation frameworks, the recovered watermark information is
compared against the expected watermark representation in order to deter-
mine whether the image remains authentic. For integrity-preservation frame-
works, the extracted verification information is utilized to identify inconsistencies
among image blocks and determine whether malicious modifications have oc-
curred. When applicable, the framework additionally localizes the manipulated

regions and produces the final authenticity or integrity decision.

5.3 Audio Authenticity and Integrity

The proposed audio authenticity and integrity preservation frameworks share a com-

mon architecture that operates on segmented audio signals. More specifically, the

audio signal is partitioned into non-overlapping audio blocks that serve as the fun-

damental processing units for authenticity verification, integrity assessment, and tam-

per localization. Depending on the selected model, watermark information or cryp-

tographic verification data is generated from the audio content and subsequently

embedded within the signal. The common processing pipeline consists of four stages,

namely audio segmentation, information generation, information embedding, and in-

formation extraction, verification, and decision making. Together, these stages provide
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a unified framework for protecting the authenticity, integrity, and security of digital

audio signals.

¢ Audio Segmentation: The input audio signal is partitioned into non-overlapping
audio blocks that constitute the basic processing units of the proposed frame-
works. These blocks are subsequently utilized for watermark embedding, au-
thentication information generation, integrity verification, tamper detection, and
localization procedures. The generated audio blocks are then forwarded to the

security information generation module.

¢ Security Information Generation: Using the generated audio blocks, the frame-
work constructs the information required for authenticity or integrity preserva-
tion. For authenticity-preservation frameworks, this stage may involve the gen-
eration of watermark information, including the construction of watermarked
images in the dual-layer watermarking model. For integrity-preservation frame-
works, cryptographic hash values, HMAC-based authentication information, se-
cret keys, XOR-based verification information, and inter-block verification rela-
tionships are generated. The resulting information is subsequently forwarded

to the embedding module.

¢ Security Information Embedding: The generated information is embedded
into the host audio signal through the corresponding watermarking or integrity-
preservation procedure. Depending on the selected framework, the embedding
process may involve LSB-based insertion of watermark information, image-
to-audio embedding, or the insertion of integrity verification information into
selected audio blocks. The resulting watermarked audio signal can subsequently

be stored, transmitted, or distributed.

¢ Security Information Extraction, Verification, and Decision Making: The em-
bedded information is recovered from the watermarked audio signal through
the corresponding extraction procedure and subsequently utilized to deter-
mine the authenticity or integrity status of the examined audio signal. For
authenticity-preservation frameworks, the embedded image is reconstructed
from the audio signal and the corresponding watermark information is ex-
tracted and verified in order to assess authenticity. For integrity-preservation

frameworks, the embedded verification information is recovered and compared

93



against the recomputed verification information generated from the examined
audio blocks. Any inconsistency indicates potential tampering of the corre-
sponding audio regions. When applicable, the framework additionally localizes
the manipulated audio blocks and produces the final authenticity or integrity

decision.

5.4 Video Authenticity and Integrity

The proposed video authenticity and integrity preservation frameworks jointly exploit
the visual and auditory components of a video object in order to establish authenticity
and integrity verification mechanisms. More specifically, the developed methodologies
operate on video frames, frame blocks, and audio segments, enabling the generation of
watermark information, cryptographic verification data, frame-to-audio bindings, and
cross-frame integrity dependencies. The common processing pipeline consists of four
stages, namely video segmentation, information generation, information embedding,
and information extraction, verification, and decision making. Through the interaction
of these stages, the framework supports authenticity verification, tamper detection,

tamper localization, and temporal manipulation analysis.

¢ Video Segmentation: The input video object is decomposed into its constituent
video and audio streams. The video stream is partitioned into frames and,
when required, into frame blocks, while the audio stream is partitioned into
audio segments. These processing units constitute the host objects utilized dur-
ing watermark embedding, hash generation, integrity verification, and temporal

manipulation detection procedures.

¢ Security Information Generation: Using the extracted video frames, frame
blocks, and audio segments, the framework generates the information required
for authenticity or integrity preservation. For authenticity-preservation mod-
els, this stage may include the generation of code-based watermark informa-
tion, cryptographic frame hashes, and frame-to-audio verification information.
For integrity-preservation frameworks, cryptographic hash values, cyclic per-
mutation mappings, inter-block verification dependencies, and cross-frame ver-

ification relationships are generated. The resulting information is subsequently
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forwarded to the embedding module.

¢ Security Information Embedding: The generated security information is em-
bedded into the visual or auditory components of the video object according to
the selected methodology. The resulting watermarked video can subsequently

be stored, transmitted, and verified while preserving its security properties.

¢ Security Information Extraction, Verification, and Decision Making: The em-
bedded information is recovered from the watermarked video object and utilized
to determine its authenticity or integrity status. For authenticity-preservation
models, the embedded watermark information and frame-to-audio verifica-
tion information are extracted and validated against the expected values. For
integrity-preservation frameworks, the embedded cryptographic verification in-
formation is recovered and compared against the recomputed hash values of the
corresponding frame blocks. Any inconsistency indicates potential tampering of
the associated video regions. Furthermore, the established cross-frame verifi-
cation dependencies enable the detection of temporal manipulations, including
frame insertion, frame deletion, and frame swapping attacks. When applicable,
the framework additionally localizes the affected frame blocks and produces the

final authenticity or integrity decision.

5.5 Document Authenticity and Integrity

The proposed document authenticity-preservation framework exploits the structural
and visual characteristics of PDF documents in order to embed and verify authenticity
information while preserving document readability and functionality. More specifi-
cally, the framework operates on document pages and textual elements, utilizing
dynamically generated QR codes together with scrambling and permutation mecha-
nisms to construct authenticity information. The common processing pipeline consists
of four stages, namely document segmentation, information generation, information
embedding, and information extraction, verification, and decision making. Together,
these stages provide the mechanisms required for document authenticity verification
while maintaining the visual appearance and structural integrity of the protected

document.
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* Document Segmentation: The input PDF document is decomposed into its
constituent pages and textual elements. These document components constitute
the processing units utilized throughout the authenticity-preservation procedure

and are subsequently forwarded to the security information generation module.

* Security Information Generation: Using the extracted document pages, the
framework generates the authenticity information required for document pro-
tection. More specifically, the selected authenticity information is first encoded
into a QR code. Subsequently, the generated QR code is resized according to
the embedding requirements of the document and transformed through Arnold
scrambling and permutation procedures in order to increase security and con-
ceal its visual structure. The resulting transformed QR-code representation con-
stitutes the watermark information that will be embedded into the document

and is therefore forwarded to the embedding module.

¢ Security Information Embedding: The generated QR-code representation is
embedded into the PDF document through controlled modifications of selected
textual elements. More specifically, the embedding procedure alters the color val-
ues of selected document characters according to the values of the transformed
QR-code representation while preserving document readability, functionality,
and visual quality. The resulting output corresponds to the final watermarked

PDF document.

¢ Information Extraction, Verification, and Decision Making: The embedded
authenticity information is recovered from the examined PDF document by an-
alyzing the modified textual elements and reconstructing the corresponding QR-
code representation. Subsequently, the inverse permutation and Arnold trans-
formation procedures are applied in order to recover the original authenticity
information. The recovered information is then validated against the expected
authenticity data in order to determine the authenticity status of the examined
document. Based on the verification outcome, the framework produces the final

authenticity decision.
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CHAPTER O

EvALUATION

6.1 Data-set Description

6.2 Quality, Robustness and Fragility Metrics
6.3 Computational Efficiency Metrics

6.4 Attack Vector

6.5 Experimental Results on Images

6.6 Experimental Results on Audio

6.7 Experimental Results on Video

6.8 Experimental Results on Documents

6.1 Data-set Description

For the evaluation of the authenticity and integrity preservation capabilities of the
proposed watermarking systems, different data-sets were utilized depending on the

type of digital object under examination.

Image Data-sets: In the case of digital images, the image data-set was divided into
three categories: a general-purpose image data-set, a medical image data-set, and a
forensic image data-set. Furthermore, the image data-sets were divided into multiple

resolution categories, ranging from 512 x 512 images up to native 4K resolution, in
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Figure 6.1: Example images from the general-purpose data-set utilized in the evalu-

ation process, consisting of multiple image types.

order to better assess the proposed watermarking algorithms and reduce resolution-
dependent bias in the evaluation process. Bellow we provide more details about the

different image data-sets.

* General purpose image data-set: For the evaluation of the authenticity and
integrity preservation capabilities of the proposed watermarking systems on
general-purpose images, we utilized the data-set defined in [64]. The data-set
consists of four image categories: Art & Culture, Architecture, Food and Drinks,
and Travel and Adventure. All images were stored in RGB color space using
both .jpeg and .png format. In Figure 6.1 we present an example of the generic

images used in our evaluation.

* Medical image data-set: For the evaluation of the authenticity and integrity
of medical images we utilized different data-sets including different medical
image modalities. More specifically we used X-ray images defined in [65], CT-
scan images defined in [66], MRI images defined in [67], Ocular/Retinal images
defined in [68] and Endoscopy images defined in [69]. All images were stored
in RGB color space using both .jpeg and .png format. In Fiqure 6.2 we present

an example of the medical images used in our evaluation.

* Forensic image data-set: For the evaluation of the authenticity and integrity

preservation of forensic images, Pexels was utilized as the primary source for
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Figure 6.2: Example images from the medical image data-set utilized in the evaluation

process, consisting of multiple image modalities.

Figure 6.3: Example images from the forensic image data-set utilized in the evaluation

process, consisting of multiple forensic scenes.
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Table 6.1: Characteristics of the VGG Sound video data-set

Resolution Frame Rates (fps) Codecs Duration (seconds)
720p (1280x720) 24, 30, 60 H.264, HEVC, AV1 10
1080p (1920x1080) 24, 30, 60 H.264, HEVC, AV1 10
2K (2560x1440) 24, 30, 60 H.264, HEVC, AV1 10
4K (3840x2160) 24, 30, 60 H.264, HEVC, AV1 10

the selection of the forensic image dataset [70]. The selected images contained
significant visual clues related to forensic scenes and investigations. All images
were stored in RGB color space using the .png format. In Fiqure 6.3 we present

an example of the forensic images used in our evaluation.

Audio Data-sets: For the evaluation of the proposed authenticity and integrity
preservation models for audio signals, a diverse collection of audio tracks freely
available on the web was utilized. More specifically, the data-set included music-
only recordings, music accompanied by vocals, and speech-only audio tracks, with
durations ranging from 30 seconds to 1 minute. Furthermore, audio recordings ob-
tained from publicly available broadcasts on YouTube were also considered in order
to assess the effectiveness of the proposed methodologies on content of higher prac-
tical value and increased susceptibility to malicious manipulation. The utilization of
different audio categories allows a more comprehensive evaluation of the proposed

models under realistic operating conditions and varying acoustic characteristics.

Video Data-sets: To evaluate the proposed watermarking techniques for the authen-
ticity and integrity preservation of digital videos, two different datasets were utilized,
namely the VGGSound dataset [71] and the CCTV dataset [72]. The VGGSound dataset
consists of general-purpose videos collected from the YouTube platform, covering a
wide range of real-world scenarios and audio-visual content. In contrast, the CCTV
dataset contains surveillance videos capturing criminal activities of different cate-
gories, such as assault, shooting, and arson incidents. For our evaluation using the
VGG Sound data-set, we split the videos into 4 resolution groups with different frame
rates and codecs. For our evaluation using the CCTV data-set we selected 10 videos

with different durations. In Table 6.1 and Table 6.2 we present the characteristics of
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Table 6.2: Characteristics of the CCTV video data-set

Video | Resolution | Codec | Frame Rate(fps) | Duration(s)
cctvl | 320 x 240 | H264 30 8
cctv2 | 320 x 240 | H264 30 59
cctvd | 320 x 240 | H264 30 35
cctva | 320 x 240 | H264 30 61.8
cctvb | 320 x 240 | H264 30 45
cctv6 | 320 x 240 | H264 30 40
cetv7 | 320 x 240 | H264 30 25
cetv8 | 320 x 240 | H264 30 30
cctvd | 320 x 240 | H264 30 44
cctv10 | 320 x 240 | H264 30 26

the two data-sets.

PDF Data-sets: For the evaluation of the proposed PDF authenticity-preservation
model, a diverse collection of PDF documents was utilized. More specifically, the
data-set consisted of publicly available PDF files obtained from online repositories,
documents generated manually for experimental purposes, and synthetic PDF doc-
uments created using Artificial Intelligence tools. The generated and collected doc-
uments included different layouts, font styles, text densities, and graphical elements
in order to evaluate the effectiveness of the proposed methodology under a wide
range of document characteristics. This diverse data-set enabled the assessment of
the proposed framework in realistic document-processing scenarios while ensuring

the reproducibility and flexibility of the experimental evaluation.

6.2 Quality, Robustness and Fragility Metrics

The evaluation of watermarking systems requires the utilization of multiple met-
rics for assessing the quality of the watermarked digital object, the robustness of
the watermarking scheme against different malicious attacks, and the fragility of the
system in order to detect unauthorized modifications and tampering attempts. More

specifically, quality and imperceptibility assessment is performed between the original
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and the watermarked digital object in order to evaluate the degradation introduced
by the embedding procedure. Robustness is evaluated following the simulation of
malicious attacks on the watermarked digital object, assessing the capability of the
watermarking system to successfully extract the embedded watermark with minimal
degradation. Finally, fragility metrics are computed after the simulation of tampering
attacks in order to evaluate the accuracy of the watermarking system in detecting
and precisely localizing modified or manipulated regions of the watermarked digital
object. In this work, in order to evaluate the proposed watermarking techniques for
the preservation of authenticity and integrity of digital objects, we employ a set of
well-established quantitative metrics that assess both the perceptual quality of the
protected objects and the effectiveness of the authenticity and integrity verification
procedures. More specifically, perceptual quality and watermark robustness are eval-
uated through the Peak Signal-to-Noise Ratio (PSNR), the Structural Similarity Index
Measure (SSIM), the Normalized Correlation (NC), the Bit Error Rate (BER), and
the Extraction Rate (R.). Furthermore, for the evaluation of the proposed integrity-
preservation and tamper-detection frameworks, we utilize the classification metrics
Precision, Recall, F1-score, and Accuracy, which quantify the effectiveness of the pro-
posed methodologies in identifying and localizing malicious modifications. Together,
these metrics provide a comprehensive assessment of imperceptibility, robustness,
extraction reliability, tamper-detection performance, and overall verification effective-

ness.

6.2.1 Quality and Imperceptibility Measurement

To evaluate the imperceptibility and perceptual quality of the watermarked digital
objects, the PSNR, SSIM and NC metrics were utilized. The PSNR and SSIM metric
was employed for the evaluation of digital images and digital videos, while the NC
along with PSNR and SSIM metrics was utilized for the evaluation of QR codes
embedded within PDF documents. Next, the formal definitions of the above metrics
are presented.

The PSNR metric, measured in decibels (dB), is utilized to evaluate the distortion
between the original digital object DO, and the watermarked digital object DO,,. The

PSNR metric is defined as follows:
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PSNR = 20 - log, (\/%) : (6.1)

PSNR calculates the ratio of the peak signal power to the Mean Squared Error (MSE)
between the original and watermarked image/video frame, where the MSE is given
by:

N M
1 Z Z 2
MSE = m |D00(n, m) — DOw(n, m)] . (6.2)

n=1m=1

PSNR values above 30dB are generally considered indicative of good perceptual
quality for the watermarked digital object, suggesting that the embedding process
introduces relatively low distortion.

The SSIM metric evaluates the structural similarity between the original and the
watermarked digital object by utilizing the factors of Luminance (L), Contrast (C), and
Structure (S). For a pair of digital objects, denoted as DO, and DO,,, corresponding
to the original and the watermarked object respectively, the SSIM metric is computed

as follows:

SSIM(DO,, DO,) = L(DO,, DO,,) - C(DO,, DO,,) - S(DO,, DO,,), (6.3)

SSIM values range between —1 and 1, with values close to 1 indicating near-perfect
structural similarity and perceptual quality between the original and the watermarked
digital objects. In contrast, values close to 0 or below typically indicate significant
degradation introduced during the embedding process.

The NC metric evaluates the similarity between two digital objects by measuring
the correlation between their corresponding values. In the context of watermarking
systems, NC is commonly utilized to assess the similarity between the original and
the extracted watermark, or in our QR code embedding, the correlation between the
original and the reconstructed QR code. For a pair of watermarks, denoted as W.,,,
and W,,, corresponding to the original and the extracted watermark respectively, the

NC metric is computed as follows:

NC _ Zz WemiWGIi ]
\/Zz Wem? Zz We:p?

NC values range between —1 and 1. Higher NCC values indicate stronger similar-

(6.4)

ity and more accurate watermark extraction, while lower values indicate increased

distortion or degradation of the extracted information.

103



6.2.2 Robustness Measurement

To assess the robustness performance of our proposed watermarking algorithms
against a wide range of attack scenarios, we utilized two robustness metrics namely
the Extraction Rate (R,) and the Bit Error Rate (BER). The R, metric was utilized
for the evaluation of authenticity preservation in digital images and digital videos
in cases where a sequence of integers encoded as SiPs was embedded into the host
digital object. On the other hand, the BER metric was employed for the evaluation
of the extracted SiPs, as well as for the evaluation of QR codes extracted from PDF
documents. More specifically, two variations of the BER metric were defined in this
research study: the first variation evaluates the BER of the extracted SiPs, while the
second evaluates the BER of the extracted QR codes. Next, the formal definitions of
robustness metrics are presented.

The Extraction Rate (R.) metric is utilized to evaluate the accuracy of the extracted
integer sequence in comparison with the originally embedded sequence. Let S, denote
the original embedded integer sequence and S, the extracted integer sequence after

the watermark extraction process. The R, metric is computed as follows:

|Sa| -1
1

R. = 5 Z (S, (i) = Sy(3)), (8.5)

The R, metric provides a direct indication of the authenticity of the digital object

(image or video frame), with R, = 100% indicating perfect extraction, while lower
values suggest potential tampering or degradation due to attacks.

The BER metric is utilized to quantify the proportion of incorrectly extracted bits
with respect to the total number of embedded bits. In the proposed frameworks,
BER is computed either between the original embedded integer sequence and the
corresponding extracted sequence, or between the original QR-code representation
and the recovered QR code, depending on the employed watermarking methodology.
Lower BER values indicate higher extraction accuracy and stronger robustness against

distortions and malicious modifications.

Bit Error Rate based on SiP. Let an integer embedded in the form of SiP of size
P. Each element of the SiP is represented in its binary form using a fixed number
of bits. By concatenating the binary representations of all elements of the SiP, a bit-
string bg;, is constructed. For example, if we want to embed the integer W = 10

whose SiP is [5,7,9,8,1,6,2,4,3], then the corresponding binary representation of
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each integer in the sequence is 5 = 0101, 7 = 0111, ..., 3 = 0011. Consequently, the
bit string will be equal to b,;, = 01010111...0011, which is the binary representation
of [5,7,9,8,1,6,2,4,3]. Finally, let by, and Bsip denote the embedded and extracted
bit-strings, respectively, an error counter £C' is utilized to accumulate the number of
mismatched bits between by;, and by;,. Given a sequence of integers represented as

SiPs having length D, the BER is computed as:

067‘

BERy, = —~ —
F ’bsip‘ -D

(6.6)

Bit Error Rate based on pixel values. Let a binary QR-code representation of di-
mensions M x M, consisting of a total of 7' = M? pixels, be embedded within a
PDF document. After the extraction procedure, let Q denote the recovered QR-code
representation of the same dimensions. In order to quantify the pixel mismatches
between the original and the extracted QR codes, an error counter EC' is defined,
which accumulates the number of mismatched pixels between the two QR codes. The

BER can be computed as:

EC
T Y
BER values range between 0 and 1. Values close to 0 indicate highly accurate and

BERy;, = (6.7)

robust watermark extraction, while higher BER values indicate increased degradation
of the extracted watermark. In particular, BER values above 0.3 typically indicate sig-
nificant watermark degradation and consequently reduced authenticity preservation

capability.

6.2.3 Fragility Measurement

To evaluate the fragility of the proposed watermarking systems for digital object in-
tegrity preservation, standard classification-based metrics were utilized. These metrics
effectively assess the capability of the proposed schemes in detecting and localizing
tampered regions. More specifically, the evaluation process is based on the Preci-
sion, Recall, F1-score, and Accuracy metrics, which are computed by comparing the
tampered regions against the corresponding ground-truth masks at block level/video
frame level. Let TP (True Positives) denote the number of correctly identified manip-
ulated blocks, FP (False Positives) the number of incorrectly detected manipulated

blocks, FN (False Negatives) the number of undetected manipulated blocks, and TN
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(True Negatives) the number of correctly identified authentic blocks. In case of only
tamper detection and note localization the above metrics correspond to frame level
manipulations.

The Precision metric evaluates the proportion of correctly detected tampered
blocks/video frames among all detected tampered blocks/video frames, and is defined
as:

TP

Precision = m (6.8)

Recall measures the proportion of actual tampered blocks/video frames that are cor-

rectly detected:

TP
Recall = ’TP—|——FI\I (6.9)

The F1-score provides a balanced measure between Precision and Recall, and is de-

fined as:

Precision - Recall
F1-score = 2 - re(fls.lon cca ) (6.10)
Precision + Recall

Intersection over Union (IoU) measures the overlap between the tampered block-

s/video frames and the ground truth:

B TP
TP+ FP+FN

IoU (6.11)

Finally, Accuracy measures the overall proportion of correctly classified blocks/video
frames (both tampered and untampered), and is defined as:

TP + TN

A = : A2
ceuracy = g eI (6.12)

Precision values close to 1 indicate that the majority of the detected tampered
regions correspond to actual manipulations, minimizing false detections. Similarly,
Recall values close to 1 demonstrate that the detection process successfully identifies
most of the manipulated regions with minimal missed tampering areas. Accuracy
evaluates the overall reliability of the watermarking system in correctly classifying
both authentic and manipulated regions. Finally, the F1-score provides a balanced
evaluation between Precision and Recall, indicating the capability of the watermarking
system to effectively detect tampered regions while simultaneously minimizing false

detections and missed manipulations.
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6.3 Computational Efficiency Metrics

An equally important aspect of the evaluation of the proposed work is computational
efficiency. Although a watermarking system may effectively preserve the authentic-
ity and integrity of digital objects, it must also remain computationally efficient and
scalable in order to be applicable in real-world scenarios and large-scale digital en-
vironments. For the evaluation of computational efficiency, standard benchmarking
metrics were utilized in order to assess the embedding and extraction execution times,
as well as the computational resource requirements of the proposed watermarking

systems, including CPU and RAM utilization.

Embedding and Extraction Time. The embedding and extraction execution times of
the proposed watermarking systems were calculated by measuring the total time re-
quired for the main embedding and extraction procedures to complete their execution.
In cases where both authenticity and integrity watermarking mechanisms were ap-
plied simultaneously, the corresponding embedding and extraction procedures were
evaluated independently, and their execution times were subsequently combined in
order to determine the total embedding and extraction time of the watermarking
system. In order to obtain more reliable and consistent computational efficiency mea-
surements, the embedding and extraction procedures were executed multiple times,
and the final reported execution times correspond to the average values across all

iterations.

Computational Resources. Computational resources constitute a critical factor in the
deployment of watermarking systems within real-world applications. Resource re-
quirements such as CPU utilization and memory consumption should remain as low
as possible in order to ensure the scalability and efficient deployment of the water-
marking system in complex computational environments. In this direction, in order to
assess the computational resource consumption of the intensive procedures of the pro-
posed watermarking systems, CPU utilization and RAM memory consumption were
monitored during the execution of computationally demanding functions involving
repetitive transformations, such as multiple iterations of the Arnold transformation.
To obtain more reliable and consistent measurements, the monitoring process was
repeated multiple times and the final reported values correspond to the average re-

source utilization across all executions.
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6.4 Attack Vector

The evaluation framework of the proposed watermarking techniques is organized
based on the two primary functionalities of the system, namely robust authenticity
preservation and fragile integrity preservation. Consequently, the applied attacks are
divided into two major categories: Authenticity Attacks and Integrity Attacks. Au-
thenticity Attacks are utilized to attest the robustness of the embedded watermark
against common signal-processing operations and malicious manipulations, whereas
Integrity Attacks are employed to evaluate the sensitivity of the embedded integrity
information to unauthorized modifications, as well as the capability of the system to
accurately detect and localize tampered regions. The following subsections present
the different attack categories and the corresponding distortions applied for the com-
prehensive evaluation of the proposed watermarking techniques under diverse attack

scenarios.

6.4.1 Filtering Attacks

Filter-based attacks simulate common image and video-frame processing operations
that may affect the robustness of the embedded authenticity information. In our eval-
uation, representative filtering operations were considered, including Gaussian Blur
(GB), Median Blur (MB), and Average Blur (AB). In addition, noise and intensity
transformation attacks were applied, namely Gaussian Noise (GN), Salt & Pepper Noise
(SP), Gamma Correction (GC), and Histogram Equalization (HEQ). Collectively, these
attacks cover a wide range of degradation scenarios, including smoothing, noise addi-
tion, contrast enhancement, and intensity transformations, enabling a comprehensive
evaluation of watermark robustness under realistic signal-processing conditions.
Similarly, for the evaluation of the proposed audio watermarking models, rep-
resentative audio signal-processing attacks were deployed, including amplification
(Amplify), normalization (Normalize), and fade-in/fade-out filtering operations. These
attacks simulate common audio enhancement and post-processing procedures that
modify the amplitude characteristics of the signal and may affect the embedded au-
thenticity information. Together, the selected image, video, and audio filtering attacks
provide a comprehensive assessment of the robustness of the proposed watermarking

frameworks against realistic multimedia processing operations.
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6.4.2 Compression Attacks

Compression attacks aim to reduce the size of the digital object while potentially
degrading the embedded watermark information. In the conducted experiments, JPEG
compression was applied to digital images and video frames using quality factors
of ) = 50%, 70%, and 90% in order to evaluate the robustness of the embedded
authenticity information under different compression levels. For digital video objects,
MPEG-4 and H.264 compression attacks were utilized with varying compression
rates. Additionally, re-encoding operations were applied to the watermarked video
objects in order to evaluate the robustness of the embedded watermark under codec-
based compression and video transcoding operations. In the case of audio signals,
audio-specific compression operations were applied through down-sampling using
different sampling rates as also re-sampling to different sampling rates (linear and
non-linear). For PDF files we used pdf compression with low, medium and high

quality factors.

6.4.3 Geometric and Document-processing Attacks

Geometric attacks involve spatial transformations that modify the structure of the dig-
ital object and may disrupt the alignment and extraction of the embedded authenticity
information. Cropping attacks were applied in both the horizontal and vertical direc-
tions. More specifically, left, intermediate, and right region cropping operations were
performed using cropping percentages of 25%, 50%, and 75% of the original image
dimensions in order to evaluate the robustness of the embedded authenticity informa-
tion under severe geometric distortions. In the case of video objects, the robustness of
the proposed watermarking model was additionally evaluated under upscaling and
downscaling attacks. Starting from a standard video resolution of 1080p, the videos
were upscaled to 1440p and downscaled to 720p in order to assess the robustness of the
embedded authenticity information under resolution transformation operations. For
PDF documents, geometric and document-layout transformations were additionally
considered. More specifically, page rotation operations, page scaling, page resizing,
and margin-modification attacks were applied in order to evaluate the robustness
of the embedded QR-code watermark under document-structure transformations.
Furthermore, page cropping operations were performed on the PDF pages utilizing

different cropping percentages in both the horizontal and vertical directions. Such
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attacks may alter the spatial arrangement of the embedded textual information and
potentially affect the extraction and reconstruction of the embedded QR-code repre-

sentation.

6.4.4 Content Modification and Tampering Attacks

For the evaluation of image integrity, insertion and removal attacks were applied. In
insertion attacks, external image objects were inserted into the watermarked image,
whereas in removal attacks specific spatial regions were removed from the water-
marked image in order to evaluate the capability of the proposed watermarking
system to detect and localize tampered areas. Similarly, for PDF documents, content-
modification attacks were performed through text insertion, text removal, and text-
modification operations at different positions of the document pages, including the
beginning, middle, and end of the textual content. Furthermore, OCR-free image con-
version attacks were additionally considered, where the PDF document was trans-
formed into image format without preserving the embedded textual structure. Such
attacks directly affect the textual regions responsible for the QR-code embedding
process and therefore evaluate the capability of the proposed framework to detect
malicious modifications and authenticity violations within the protected PDF docu-

ment.

6.4.5 Temporal Attacks

Temporal attacks include operations intended to disrupt the temporal continuity and
consistency of sequential digital data, particularly in digital video and audio objects.
In the evaluation of the proposed watermarking model for digital video objects in-
tegrity preservation, Frame Swap (FS), Frame Drop (FD), Frame Rate Increase (FRI)
and Frame Rate Decrease (FRD) attacks were employed using attack percentages of
10%, 20%, and 30%. In Frame Swap attacks, randomly selected video frames were ex-
changed with one another, whereas in Frame Drop attacks randomly selected frames
were removed from the video sequence. In Frame Rate Increase and Frame Rate De-
crease attacks, starting from a video with a standard frame rate of 30fps we increased

the frame rate to 60fps and also decrease it to 24fps.
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6.4.6 Al-based Attacks

In recent years, the rapid development of Artificial Intelligence (AI)-based image
generation and editing frameworks has significantly increased the realism and ac-
cessibility of multimedia manipulations. Consequently, Al-driven attacks constitute
an important category of adversarial modifications that should be considered dur-
ing the evaluation of authenticity-preservation and integrity-verification systems. In
this work, we evaluate the robustness and tamper-detection capabilities of the pro-
posed frameworks against a series of Al-assisted manipulation attacks involving ob-
ject removal, object insertion, content generation, and semantic image editing. More
specifically, Al-based inpainting techniques were utilized in order to remove objects
or regions from multimedia content while reconstructing visually plausible back-
ground information. In particular, frameworks such as LaMa were deployed for se-
mantic inpainting and object removal, enabling realistic restoration of manipulated re-
gions through deep-learning-based content synthesis. Furthermore, generative mod-
els based on diffusion architectures, such as Stable Diffusion, were utilized to generate
and insert synthetic objects or image regions into the protected multimedia content,
simulating advanced forgery and content-generation attacks.

Additionally, conventional intelligent editing tools were also considered, including
selection-based object manipulation and copy—paste operations utilizing software-
assisted segmentation mechanisms such as the Magic Select functionality available in
image-editing environments. Such approaches enable semi-automatic extraction, re-
location, insertion, or removal of visual objects, facilitating localized manipulations
without requiring advanced manual editing skills. The deployment of Al-assisted
attacks is particularly important in authenticity and integrity-preservation evaluation
scenarios, since modern generative and inpainting frameworks are capable of pro-
ducing visually coherent modifications that are difficult to detect through perceptual
inspection alone. Consequently, the proposed attacks simulate realistic adversarial sce-
narios where malicious users attempt to modify multimedia content while preserving

its apparent visual consistency.

6.4.7 Combined Attacks

In the final category of attacks, multiple attack operations were combined in order

to evaluate the robustness and stability of the proposed watermarking models un-
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der multi-attack scenarios. More specifically, sequences of different signal-processing,
compression, filtering, geometric, and temporal attacks were applied consecutively to
the same digital object, simulating realistic conditions where digital content may un-
dergo multiple modifications stages. Specificaly in the case of images we combined
insertion and removal attacks were in the same watermarked image we inserted an
external object and the we removed a specific image region. In the case of video ob-
jects, combined attacks may involve successive modifications of the video’s resolution,
frame rate, and codec. More specifically, a video may first be upscaled or downscaled,
then converted to a different frame rate, and finally re-encoded using another codec.
Such transformation chains frequently occur when videos are uploaded to social me-
dia platforms, where automated processing mechanisms modify the original video to

meet platform-specific requirements.

6.5 Experimental Results on Images

In this section, the experimental results regarding the proposed image-based authenticity-
preservation and integrity-preservation frameworks are presented and analyzed. More
specifically, the evaluation focuses on the computational efficiency, perceptual quality,
authenticity verification capability, and tamper detection and localization performance

of the proposed watermarking models under different attack categories and signal-
processing conditions.

The following image-based models are experimentally evaluated:

* Repetitive SiP Watermarking Model

Code-based Multiple SiP Watermarking Model

ROMFAIA Hybrid Watermarking Model

ProtAIN Dual NFT watermarking Model

Cross-block Permutation-based Watermarking Model

Repetitive SiP Watermarking Model - Methodology
In the experimental setup followed for the evaluation of the proposed repetitive wa-

termarking technique we distinguish four categories of experiments regarding the
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crop attack. We tested the crop cases where the crop has been performed vertically,
horizontally, either in a side of the image or by cropping an intermediate region tak-
ing into account various percentages of crop. Moreover we compare the PSNR and
SSIM values exhibited on the images when they have been watermarked utilizing the
SiP technique as proposed in [1], and the repetitive one proposed in this work, after a
series of compression attacks. We also computed the embedding time in comparison
with the base aproach presented in [1]. The data-set (see Figure 6.4) utilized for
the evaluation of our proposed model contains images in jpeg format of dimensions
4096 x 4096 and 8192 x 8192. The proposed repetitive watermarking technique is devel-
oped in Python 3.10 using the Jupyter framework, and the corresponding evaluation
experiments where conducted in a commodity computer with 9" Gen. Intel i3-9500

(6 cores - 6 threads) and 8 GB of RAM running over Windows 10.

Code-based Multiple SiP Watermarking Model - Methodology

For the experimental design followed for the evaluation of our code-based multiple
watermarking model we consider a wide range attack vector including various at-
tacks such as Salt and Pepper (S&P), Gaussian Blur (G_BL), Histogram Equalization
(HEQ), Compression (CMP). Through the evaluation of our model for the deployment
of each type of attack we investigated (where applicable) various factors related to the
effectiveness of each type of attack, i.e., for the case of Gaussian Blur using 3 x 3 and
5 x 5 kernel or for the case of Compression using Quality=75, 65, and 55. The data-set
of forensic digital images used for the evaluation of the proposed technique contained
5 forensic images as they are illustrated in Figure 6.3 (4K rgb-images in .jpg format)
including significant clues related to forensic scenes. We utilized a 6 x 6 plane to parti-
tion the image into 36 authenticity-blocks and a 9 x 9 grid corresponding to integers in
the range [8-15], to further partition each block to cells. The proposed watermarking
technique was developed in Python 3.10 using the Jupyter framework, and the corre-
sponding evaluation experiments where conducted in a commodity computer with 9%
Gen. Intel i3-9100 (4 cores - 4 threads) and 12 GB of RAM running over Windows 10.

ROMFAIA Hybrid Watermarking Model - Methodology
The experimental evaluation was designed to assess the effectiveness of the proposed
framework in preserving both the authenticity and integrity of medical images. Since

the framework consists of two complementary security layers, namely authenticity
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preservation and integrity preservation, the evaluation methodology was structured
according to these two components.

For authenticity preservation, each image was partitioned into a 4 x 4 integrity-
plane, resulting in 16 non-overlapping authenticity-block. A code-sequence consisting
of 16 integers in the range [8, 15] was generated and embedded into the image, with
one integer assigned to each authenticity-block. Each integer was represented by a
SiP of size 9, corresponding to a 9 x 9 embedding grid. The same code-sequence
was employed throughout the evaluation in order to ensure consistent comparisons
among different images and attack scenarios.

For integrity preservation, the resulting watermarked image was partitioned into
an adaptive integrity-plane. More specifically, for an image of dimensions M x N, the
greatest common divisor g = ged(M, N) was utilized to determine the maximum
valid partition size satisfying the constraint that each integrity-block contained at least
256 pixels. This requirement guarantees sufficient capacity for embedding the 256-
bit output of the HMAC-SH Ass6 function. For each integrity-block, a cryptographic
digest was generated from the red channel and embedded into the least significant
bits of the green channel of another integrity-block according to a randomly generated
permutation. The resulting permutation established a set of block-to-block verification
relationships and the corresponding A-relations utilized during tamper detection and
localization.

The authenticity component was evaluated under a variety of signal-processing
and geometric attacks. More specifically, crop attacks were performed at severity lev-
els of 25%, 50%, and 75% along different image directions. Filtering attacks included
Gaussian Blur, Median Blur, Mean Filtering, Sharpening, Histogram Equalization,
Gamma Correction, and Gaussian Noise with variances 0.05, 0.1, and 0.2. Compression
robustness was evaluated through JPEG compression with quality factors ) = 90%,
70%, and 50%. Furthermore, geometric attacks including image scaling and transla-
tion were applied in order to evaluate the robustness of the embedded authenticity
information.

The integrity component was evaluated through deliberate tampering operations
designed to alter the semantic content of the medical images. These attacks included
object insertion, object removal, and combined insertion-removal modifications. Fol-
lowing each manipulation, the extracted cryptographic verification information and

the generated A-relations were analyzed in order to identify inconsistencies among
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the corresponding Integrity-blocks and localize the manipulated regions.

The evaluation dataset (see 6.2) consisted of medical images belonging to mul-
tiple imaging modalities, including brain MRI scans, chest X-ray images, CT scans,
gastrointestinal endoscopy images, and retinal fundus images. The images covered
a wide range of resolutions, including 720p, 1024p, 1080p, 2K, 4K, and randomized
dimensions, allowing the proposed framework to be evaluated under diverse spatial
configurations. Finally, image quality, robustness, tamper localization accuracy, and
computational performance were assessed through standard perceptual, security, and
execution-time metrics. All experiments were conducted on a system equipped with
an AMD Ryzen 7 5700G CPU (8 cores, 16 threads), 32 GB RAM, running Windows
11 Pro.

ProtAIN Dual NFT watermarking Model - Methodology

The deployment of the proposed ProtAIN framework follows a three-phase method-
ology that first secures the digital image before establishing its presence on the
blockchain. Initially, the original image I undergoes authenticity preservation through
the frequency-domain embedding of the 16-digit user code, producing the authenticity-
watermarked image I,,. Subsequently, fragile integrity information is embedded into
I, in the spatial domain following the ROMFAIA framework, resulting in the final
protected image I,;, which simultaneously provides authenticity and integrity guar-
antees.

Once the image has been secured, the framework proceeds with the deployment
of a backup NFT. More specifically, a dual image I’ *« wt is generated by applying
the Arnold transformation K consecutive times to I x wt, where K is a secret trans-
formation key. The transformed image is uploaded to IPFS, while its corresponding
smart contract is deployed on the blockchain, establishing a secure and independently
verifiable backup prior to the public release of the NFT.

Finally, the original NFT is deployed by uploading the protected image I,,, to IPFS
and deploying its corresponding smart contract on the blockchain before making it
publicly available through the NFT marketplace. By securing the image, establishing a
verifiable backup, and subsequently releasing the original NFT, the proposed method-
ology ensures that authenticity, integrity, and an independent verification reference
are available before the digital asset becomes publicly accessible.

Cross-block Permutation-based Watermarking Model - Methodology
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The data-set utilized for the evaluation of the proposed tamper detection and lo-
calization model consisted of 6 forensic digital images, as illustrated in Figure 6.3,
re-sized to 512 x 512 pixels. The images were pre-processed and stored in .png for-
mat, since lossless image representations are required in integrity-preservation and
fragile watermarking frameworks in order to avoid unintended compression affect-
ing the embedded integrity information. Each image was partitioned into 1024 non-
overlapping integrity-blocks using a 32 x 32 grid, resulting in integrity-blocks containing
256 pixels, which provide sufficient capacity for embedding the generated 256-bit hash
values into their corresponding LSB regions. Furthermore, the inter-block verification
dependencies were established through the deployment of random permutations of
cardinality 1024, enabling the formation of distributed verification relations among
the corresponding integrity-blocks.

Throughout the experimental evaluation, emphasis was placed both on the capa-
bility of the proposed framework to fully detect whether a forensic image had been
tampered and on the precision of the localization procedure, ensuring that the tam-
pered regions were accurately identified without introducing false-positive detections.
More specifically, three main attack categories were considered during the evaluation
process. In Insertion Attacks, external forensic objects or image regions were inserted
into the image in order to simulate malicious content addition. In Remouval Attacks,
existing forensic elements or image regions were removed from the image, simulating
concealment or deletion attempts. Finally, Combined Attacks simultaneously incorpo-
rated both insertion and removal operations within the same forensic image, either
affecting different image regions or overlapping spatial areas, enabling the evaluation
of the proposed framework under more complex tampering scenarios. The proposed
watermarking technique was developed in Python 3.10 using the Jupyter framework,
and the corresponding evaluation experiments where conducted in a commodity com-
puter with 9 Gen. Intel i3-9100 (4 cores - 4 threads) and 12 GB of RAM running

over Windows 10.

6.5.1 Images: Run-time Efficiency

Repetitive SiP Watermarking Model
Table 6.3 presents the embedding computational time of the proposed repetitive SiP

watermarking model for images of different resolutions. The results demonstrate that
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Table 6.3: Embedding computational time of the proposed repetitive SiP watermark-

ing model.
Image Image Size | Repetitive SiP Time (s)
people 4096 x 4096 84.14
horizon | 4096 x 4096 83.87
lighthouse | 8192 x 8192 513.70
elephant | 8192 x 8192 504.50

the proposed approach remains computationally efficient even when processing high-
resolution images. For images of size 4096 x 4096, the embedding procedure requires
approximately 84 seconds, while for ultra-high-resolution images of size 8192 x 8192,
the execution time ranges from approximately 500 to 514 seconds.

The observed computational performance is mainly attributed to the hierarchical
partitioning strategy employed by the proposed model. More specifically, in addition
to the plane partitioning, an additional grid structure is introduced within each cell,
resulting in substantially smaller processing regions. Consequently, the FFT-based
embedding operations are performed over smaller spatial areas, reducing the compu-
tational cost of the frequency-domain transformations. For example, for an image of
size 8192 x 8192 and a plane of size 7 x 7, the additional 7 x 7 grid partitioning reduces
the effective processing regions to approximately 167 x 167 pixels. This reduction sig-
nificantly decreases the computational burden of the embedding procedure, enabling
the proposed model to efficiently process very high-resolution images while main-

taining its watermarking capabilities.

Code-based Multiple SiP Image Watermarking Model

The proposed code-based multiple watermarking model achieves efficient embed-
ding and extraction performance while maintaining robustness and imperceptibility.
Compared to the repetitive watermarking scheme, the proposed code-based approach
exhibits comparable, and in several cases lower, embedding times. This improvement
is mainly attributed to the finer partitioning strategy.

More specifically, in the repetitive watermarking scheme, a 4K image is partitioned
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(b) horizon.jpg

(c) lighthouse.jpg (d) elephant_ jpg

Figure 6.4: Experimental data-set for the evaluation of the repetitive SiP model.

into larger cell structures of approximate size 167 x 167, resulting in an embedding
time of approximately 84 seconds due to the increased computational complexity of
the performed FFT operations. In contrast, the proposed code-based model initially
partitions the image into 36 authenticity-blocks and subsequently each authenticity-
block is further divided through a 9 x 9 grid into smaller cells of size approximately
40 x 40. As a result, the FF'T computations are performed over significantly smaller
regions, reducing the computational complexity of the frequency-domain processing
and consequently decreasing the overall embedding time.

Therefore, the proposed partitioning strategy not only preserves the robustness
and extraction capabilities of the watermarking process, but also improves the com-
putational efficiency of the embedding procedure, making the proposed code-based
multiple watermarking model more suitable for practical and large-resolution foren-

sic imaging scenarios.

ROMFAIA Hybrid Watermarking Model
Table 6.4 presents the computational cost results of our proposed scheme. Specif-

ically, for each resolution group, the average execution times are reported for the
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Table 6.4: Average execution times (in seconds) of the ROMFAIA watermarking

model.

Resolution Group | TE™ x A | TE™ 5T | TE™ | TExx A | TEx« 1| TEx
4K 33.95 5.96 | 39.91 | 33.47 1.85 | 35.32
2K 10.50 1.39 | 11.89 | 9.73 0.32 | 10.05

1080p 3.68 1.68 | 5.36 | 3.05 0.89 | 3.94

1024p 3.30 1.54 4.84 2.69 0.92 | 3.61

720p 2.00 0.80 | 2.80 1.72 0.46 | 2.18
Randomized 3.27 0.57 | 3.84 2.67 0.23 | 2.90
Average 9.45 1.99 | 11.44 | 8.89 0.78 9.67

embedding of authenticity and integrity information (T¥™ and TF™), as well as for
the corresponding extraction procedures (T4 and TF*). Additionally, the total exe-
cution times for embedding and extraction (T*™ and T#*) are provided. Finally, the
last row of the table reports the overall average execution time across all resolution
groups.

The results indicate that the proposed technique achieves efficient computational
performance across all resolution groups. Notably, even for high-resolution images
such as 4K, the total execution time for both embedding and extraction remains
below 40 seconds, demonstrating the practical applicability of the method in real-
world scenarios. Moreover, the execution times exhibit a clear correlation with image
resolution. Higher-resolution images result in increased computational cost, while
lower-resolution images (e.g., 720p) achieve significantly faster processing times. This
behavior is expected, as the number of processed pixels directly affects the complex-
ity of both embedding and extraction procedures. In addition, it is observed that the
embedding of authenticity information (75™) constitutes the dominant portion of the
total embedding time compared to integrity embedding (77™), due to the compu-
tational overhead introduced by the frequency-domain processing. In contrast, the
integrity-related operations remain relatively lightweight, as they mainly rely on hash
computations and LSB modifications. A similar trend is observed during the extrac-

tion phase, where authenticity extraction (T'¥%) requires more computational effort
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compared to integrity verification (7). Despite this, the overall extraction time re-
mains consistently lower than or comparable to the embedding time, indicating an
efficient recovery procedure. Finally, the Randomized group presents intermediate ex-
ecution times, falling between those of the 720p and 1080p groups. This is consistent
with its composition, as it includes images with varying dimensions within this range,
thus leading to proportionally moderate computational requirements.

Overall, the results confirm that the proposed scheme scales predictably with image
resolution while maintaining a favorable balance between performance and compu-

tational efficiency.

ProtAIN Dual NFT watermarking Model

The computational performance of the proposed ProtAIN model was evaluated by
measuring the execution time of both its security-preservation and deployment pro-
cedures. More specifically, the average execution time required for the sequential
embedding of the authenticity and integrity related information was estimated at 209
seconds, while the corresponding extraction and verification procedures required 139
seconds on average. The generation of the backup NFT image through the Arnold
transformation required an average of 0.78 seconds. Furthermore, the deployment of
each smart contract required approximately 0.014 seconds, whereas the complete de-
ployment of the backup NFT, including the upload of the transformed image to IPFS
and the registration of its corresponding smart contract on the blockchain, required
approximately 5 seconds. Finally, the deployment of the original NFT, consisting of
the upload of the protected image to IPFS and the deployment of its corresponding
smart contract on the blockchain prior to its release on the marketplace, required

approximately 7 seconds on average.

Cross-block Permutation-based Image Integrity-Preservation Model

The run-time complexity of the proposed cross-block watermarking model is signifi-
cantly lower compared to the previous authenticity preservation models operating in
the frequency domain. More specifically, the computation of the cryptographic hash
values for the corresponding integrity-blocks is a linear-time procedure depending on
the total number of integrity-blocks processed during the embedding and verifica-
tion stages. Furthermore, the generation of the permutation utilized for establishing

the inter-integrity-block verification dependencies between the red and green channels
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Table 6.5: Imperceptibility measurements of the proposed repetitive SiP watermarking

model.

Image Size PSNR | SSIM

people | 4096 x 4096 | 33.35 | 0.84

horizon 4096 x 4096 | 39.28 | 0.97

lighthouse | 8192 x 8192 | 34.49 | 0.87

elephant | 8192 x 8192 | 38.42 | 0.96

is performed only once prior to the embedding procedure and therefore its com-
putational overhead is not considered part of the effective embedding complexity.
The corresponding LSB embedding process constitutes a constant-time operation for
each integrity-block, since a fixed number of 256 bits is embedded into every verifier
integrity-block according to the established permutation mapping.

Overall, both the embedding and verification procedures exhibit very low execution
times, typically remaining below approximately 1 second for the evaluated forensic
images. Consequently, the proposed model is highly suitable for scalable and near
real-time integrity-preservation environments, where efficient tamper detection and

localization must be achieved without introducing significant computational overhead.

6.5.2 Images: Quality and Imperceptibility

Repetitive SiP Watermarking Model

Table 6.5 presents the PSNR and SSIM measurements obtained for the proposed
repetitive SiP watermarking model. The experimental results demonstrate that the
proposed methodology preserves high perceptual quality and visual fidelity while
embedding the watermark information into high-resolution images.

More specifically, the obtained PSNR values range from 33.35 dB to 39.28 dB,
indicating that the distortions introduced by the embedding procedure remain visu-
ally imperceptible. Similarly, the SSIM values range from 0.84 to 0.97, demonstrating
a high degree of structural similarity between the original and the corresponding
watermarked images.

The results further indicate that the proposed model maintains stable impercepti-

bility characteristics across different image contents and resolutions. Even for ultra-
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Table 6.6: Imperceptibility evaluation of the image code-based multiple watermarking

model.

Image PSNR (dB) | SSIM

Forensic Image 1 41.05 0.95

Forensic Image 2 41.08 0.95

Forensic Image 3 41.08 0.95

Forensic Image 4 41.17 0.95

Forensic Image 5 41.08 0.96

Average 41.09 0.952

high-resolution images of dimensions up to 8192 x 8192, the watermarking process
introduces only limited visual distortion while preserving the structural properties of
the host image. Overall, the obtained measurements confirm the effectiveness of the
proposed repetitive SiP watermarking model in achieving a favorable balance between

watermark embedding and perceptual quality preservation.

Code-based Multiple SiP Image Watermarking Model

Table 6.6 presents the achieved PSNR and SSIM values after the embedding of the
code-sequence into the forensic images. As can be observed from the experimental
results, the proposed embedding process introduces only minimal visual distortion
despite embedding more SiP sequences, preserving the perceptual quality and struc-
tural characteristics of the original forensic images. More specifically, in all examined
cases the achieved PSNR values remain above 41 dB, indicating a high level of imper-
ceptibility of the embedded information, while the obtained SSIM values are consis-
tently close to 1, demonstrating a very high structural similarity between the original
and the watermarked forensic images. Overall, the proposed approach achieves an
average PSNR value of 41.09 dB and an average SSIM value of 95.2%, highlighting
the fidelity and transparency of the embedding scheme while maintaining the visual

integrity of the forensic content.
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Table 6.7: Average performance results per resolution group, reporting PSNR (dB),
SSIM, Extraction-Rate R, (%), BER, and tamper detection outcomes, computed over

all five images per resolution group for the ROMFAIA model.

Resolution Group PSNR SSIM R. BER Tampered
4K 53.012 | 0.9956 | 100.00 | 0.0000 X
2K 37.055 | 0.9826 | 100.00 | 0.0000 X
1080p 46.614 0.9897 100.00 | 0.0000 X
1024p 33.095 0.9194 100.00 | 0.0000 X
720p 34.509 | 0.9600 | 100.00 | 0.0000 X
Randomized 40.511 0.9771 100.00 | 0.0000 X
Average 40.808 0.9707 100.00 | 0.0000 -

ROMFAIA Hybrid Watermarking Model

The results presented in Table 6.7 demonstrate the effectiveness of the proposed wa-
termarking system in preserving the visual quality of medical images across different
resolution groups. In particular, the PSNR values remain overall high, with an average
of 40.808 dB, indicating that the embedding of authenticity and integrity information
introduces negligible perceptual distortion, although variations are observed across
resolutions. Similarly, the SSIM values are consistently close to 1, with a general av-
erage of 0.9707, confirming that the structural characteristics of the medical images
are well preserved.

A closer examination of the results shows that higher-resolution images yield the
highest visual quality. Specifically, the 4K resolution attains a PSNR of 53.012 dB
and an SSIM of 0.9956, while the 1080p resolution achieves 46.614 dB and 0.9897,
respectively. In contrast, mid- and lower-resolution images exhibit reduced values.
The 2K resolution records 37.055 dB and 0.9826, while the 1024p case drops to 33.095
dB and 0.9194. Similarly, the 720p resolution achieves 34.509 dB and 0.9600. The
randomized case yields intermediate performance, with a PSNR of 40.511 dB and an
SSIM of 0.9771. This behavior can be attributed to the relatively stronger impact of
embedding modifications on smaller image regions, where each modification affects
a larger proportion of the local structure.

Furthermore, the Extraction-Rate R, achieves a perfect score of 100% across all
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Table 6.8: Imperceptibility evaluation of the image cross-block based on permutation

watermarking model.

Image PSNR (dB) | SSIM

Forensic Image 1 55.91 0.99

Forensic Image 2 55.91 0.99

Forensic Image 3 55.89 0.99

Forensic Image 4 55.91 0.99

Forensic Image 5 55.93 0.99

Forensic Image 6 55.89 0.99

Average 55.90 0.99

cases, demonstrating the reliability of the proposed method in accurately retrieving the
embedded authenticity information under non-attacked conditions. In addition, the
BER remains equal to 0 for all cases, indicating error-free extraction of the embedded
data. No false tamper detections are observed, confirming that the integrity mechanism
does not introduce false positives in clean images.

Overall, these findings confirm that the proposed watermarking system preserves
high visual fidelity while ensuring accurate and distortion-free embedding of authen-

ticity and integrity information under non-attacked conditions.

ProtAIN Dual NFT watermarking Model

Since the proposed ProtAIN framework directly extends the ROMFAIA model without
modifying its authenticity and integrity embedding procedures, its perceptual quality
remains consistent with that of the underlying framework. Accordingly, the results
presented in Table 6.8 are also representative of the protected NF'T images generated
by the proposed methodology. More specifically, the sequential embedding of the
authenticity and integrity information yields an average PSNR of 40.81 dB and an
average SSIM of 0.971, while the embedded authenticity information is recovered with
an Extraction Rate of 100% under no-attack conditions. These results indicate that the
integration of the NFT deployment mechanism does not introduce additional visual
distortion beyond the underlying watermarking framework, thereby preserving the

visual quality of the protected NFT images.
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Cross-block Permutation-based Image Integrity-Preservation Model

Table 6.8 presents the achieved PSNR and SSIM measurements for the evaluation
of the imperceptibility and fidelity of the forensic images after the deployment of
the proposed information hiding procedure. As observed from the obtained results,
the PSNR values remain above 50 dB, while the corresponding SSIM measurements
remain very close to 1.0, demonstrating that the proposed model preserves both the
perceptual quality and the structural similarity of the protected forensic images. The
obtained measurements indicate that the modifications introduced by the embedding
procedure remain visually imperceptible and do not significantly affect the visual con-
tent of the protected images. These results are particularly significant considering that
the payload introduced for storing the integrity information is relatively high. More
specifically, the proposed model utilizes 1024 integrity-blocks, where each integrity-block
stores a 256-bit cryptographic hash value, resulting in an effective embedding payload
of:

1024 x 256 = 262,144 bits

Despite the high embedding capacity required for the integrity-preservation pro-
cedure, the obtained PSNR and SSIM measurements remain at very high levels. This
behavior is mainly attributed to the deployment of LSB-based embedding, where
only the least significant bits of the pixel values are modified during the information
hiding procedure. Consequently, the introduced modifications remain visually imper-
ceptible and do not significantly affect either the perceptual quality or the structural

similarity of the protected forensic images.

6.5.3 Images: Authenticity Verification

Repetitive SiP Watermarking Model

As we can observe from the results depicted in Table 6.9, regarding the case of
Vertical-Side crop, where the image is cropped vertically from one side, all images
regardless of the cropping percentage achieve a successful extraction of the embedded
watermark in both the technique proposed in [1] and the repetitive watermarking
technique proposed in this work. Similarly, for the case of Horizontal-Side crop, where
the image is cropped horizontally from one side, both techniques achieve successful

watermark extraction for cropping percentages of 25% and 50%, while for the case of
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Table 6.9: Extraction results of the repetitive SiP model in comparison with the basic

SiP approach [1] under different cropping attacks.

Vertical-Side Horizontal-Side Vertical-Intermediate Horizontal-Intermediate
Image | Crop (%)
Basic SiP [1] | Repetitive SiP | Basic SiP [1] | Repetitive SiP | Basic SiP [1] | Repetitive SiP | Basic SiP [1] | Repetitive SiP
people 25% v 4 v v X v v v
horizon 25% v v 4 v X v v v
lighthouse 25% 4 v 4 v X v v 4
elephant 25% v 4 4 v X v v v
people 50% v v 4 v X v v v
horizon 50% v v 4 v X v v v
lighthouse 50% v v v 4 X v v v
elephant 50% v 4 4 v X v v v
people 75% v v X v v v v v
horizon 75% v v X v X v v v
lighthouse 75% v v X v v v v 4
elephant 75% v v X v v v v 4

75% cropping the technique proposed in [1] fails to extract the embedded watermark
successfully.

Moreover, considering the cases of Vertical-Intermediate and Horizontal-Intermediate
crop, the results presented in Table 6.9 demonstrate that for the Vertical-Intermediate
crop, where the image is cropped vertically in an intermediate region, the technique
proposed in [1] fails to extract the embedded watermark in most cases, while the
repetitive watermarking technique proposed in this work achieves successful water-
mark extraction in all cases, either by directly extracting the complete watermark or
by reconstructing it from the extracted watermark fragments. On the other hand, for
the case of Horizontal-Intermediate crop, where the image is cropped horizontally in
an intermediate region, both the technique proposed in [1] and the repetitive water-
marking technique proposed in this work achieve successful watermark extraction in
all examined cases.

At this point, it should be noted that the effectiveness of the repetitive water-
marking technique is demonstrated by the fact that successful watermark extraction
is achieved in all cropping scenarios regardless of the cropping percentage, including
the extreme case where only 25% of the original image remains available to contain
the hidden information.

On the other hand, considering the compression attacks, we distinguish three dif-
ferent compression quality factors applied to the watermarked image, namely 90%,

80%, and 70%. The corresponding extraction results, together with the exhibited PSNR
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Table 6.10: Extraction results of the repetitive model in comparison with the basic

SiP approach [1] under JPEG compression attacks with different quality factors.

Quality = 90% Quality = 80% Quality = 70%

Image Basic SiP [1] Repetitive SiP Basic SiP [1] Repetitive SiP Basic SiP [1] Repetitive SiP

Ext. PSNR SSIM | Ext. PSNR SSIM | Ext. PSNR SSIM | Ext. PSNR SSIM | Ext. PSNR SSIM | Ext. PSNR SSIM

people v 33.7 0.87 v 33.2 0.84 v 33.4 086 | v 33.00 0.82 v 33.2 0.85 v 32.8 0.82
horizon v 40.4 096 | Vv 39.0 096 | v 40.02 096 | v 387 096 | v/ 395 096 | v 38.3 0.95
lighthouse | v/ 345 088 | v 344 086 | v/ 345 087 | v/ 34.3 0.86 X 34.4  0.87 4 34.3 0.86
elephant v 39.2 096 | v 38.3 0.95 X 391 096 | v/ 38.2  0.95 X 391 096 | v 37.9 0.95

and SSIM values, are presented in Table 6.10. In all examined cases, we evaluate the
successful extraction of the embedded watermark through both the initial watermark-
ing technique proposed in [1] and the repetitive watermarking scheme proposed in
this work.

As we can observe from the experimental results presented in Table 6.10, the pro-
posed repetitive watermarking scheme preserves high imperceptibility and robustness
against JPEG compression attacks, even in cases of stronger compression correspond-
ing to lower image quality. More specifically, the achieved PSNR and SSIM values
remain comparable to those obtained by the baseline technique proposed in [1], while
the proposed repetitive watermarking scheme demonstrates improved robustness in
terms of successful watermark extraction. In particular, for lower compression qual-
ity factors, i.e., 80% and 70%, the baseline technique fails to extract the embedded
watermark successfully in several cases, whereas the repetitive watermarking scheme
proposed in this work achieves successful watermark extraction in all examined cases.

Finally, Table 6.11 presents the percentages of successful watermark extraction
cases after the application of the corresponding attacks. More specifically, the percent-
ages depicted in Table 6.11 represent the number of cases where each watermarking
technique achieved successful extraction of w, either by directly extracting the com-
plete embedded watermark or by reconstructing it through the extracted watermark
segments. Comparing the experimental results obtained through the evaluation of
the proposed repetitive watermarking model for digital images against the baseline
approach, it can be observed from Table 6.11 that the repetitive watermarking scheme
proposed in this work achieves 100% successful watermark extraction in all exam-
ined attack scenarios. In contrast, the baseline technique proposed in [1] fails in

several cases to reconstruct successfully the embedded watermark from the extracted
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Table 6.11: Comparative results after crop and compression attacks.

Vertical-Side

Horizontal-Side

Vertical-Intermediate

Horizontal-Intermediate

Comp. 90%

Comp. 80%

Comp. 70%

Basic SiP [1]

100%

25%

100%

66%

100%

75%

50%

Repetitive SiP

100%

100%

100%

100%

100%

100%

100%

Table 6.12: Code extraction rate R, (%) for different forensic images under various

attacks for the evaluation of robustness of the code-based multiple watermarking

model.
S&P | G_BL | G BL | HEQ | CMP CMP CMP
Image
(0.05) | Bx3) | Bx3) | - [(Q=75)|(Q=265 | (Q=55)
Forensic Image 1 | 87.50 100 100 100 100 100 93.75
Forensic Image 2 | 100.00 | 100 100 100 100 93.75 93.75
Forensic Image 3 | 93.75 100 100 100 100 100 100
Forensic Image 4 | 68.75 100 100 100 100 100 87.50
Forensic Image 5 | 81.25 | 93.75 | 93.75 | 100 93.75 87.50 81.25
Average 86.25 | 98.75 | 98.75 | 100 | 98.75 96.25 91.25

segments after the corresponding attack, highlighting the robustness improvement

achieved through the proposed repetitive watermarking approach.

Code-based Multiple SiP Image Watermarking Model
Table 6.12 presents the obtained code extraction rates R, for different forensic images
under various attack categories and attack factors after the application of the proposed
watermarking technique. As can be observed from the experimental results presented
in Table 6.12, the proposed approach demonstrates high robustness against a wide
range of image processing attacks. In particular, for the Salt and Pepper attack, the
code extraction rate R, achieves an average value of 86.25%, with a minimum value
of 68.75% and a maximum value of 100% across the forensic images of the employed
data-set. Regarding the Gaussian Blur attack, for both the (3x3) and (5x5) kernels, the
proposed technique achieves an average code extraction rate R, of 98.75%, exhibiting
values ranging from 93.75% up to 100%.

Furthermore, in the case of the Histogram Equalization attack, the proposed ap-

proach achieves a code extraction rate R, equal to 100% for all examined forensic
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images, demonstrating complete preservation of the embedded information after the
corresponding attack. Finally, considering the Compression attack, the achieved ex-
traction performance remains consistently high even for lower compression quality
factors. More specifically, for compression quality factor equal to 75, the proposed
technique achieves an average code extraction rate 2. of 98.75%, with values ranging
between 93.75% and 100%. For compression quality factor equal to 65, the average
extraction rate decreases slightly to 96.25%, exhibiting a minimum value of 87.5% and
a maximum value of 100%. Similarly, for compression quality factor equal to 55, the
achieved average extraction rate remains at adequately high levels with a mean value
of 91.25%, ranging from 81.25% to 100%.

Overall, the obtained experimental results demonstrate that the proposed code-
based multiple watermarking technique preserves high robustness and reliable ex-
traction performance even under intensive image processing attacks and strong com-

pression conditions.

ROMFAIA Hybrid Watermarking Model

As shown in Table 6.13, the proposed method demonstrates consistent behavior under
cropping operations across all resolution groups. The Extraction-Rate 2. decreases
proportionally with the severity of the crop, with average values of approximately
75%, 50%, and 25% for 25%, 50%, and 75% cropping, respectively. Correspondingly,
the BER increases progressively with attack severity, reaching average values of ap-
proximately 0.090, 0.177, and 0.258. This behavior is expected, as cropping removes
portions of the image that contain embedded watermark information. Nevertheless,
for moderate cropping levels, a substantial part of the embedded information remains
recoverable across all resolution groups. Importantly, tampering is successfully de-
tected in all cases, indicating that the integrity mechanism reliably identifies partial
content removal regardless of cropping direction or severity.

Additionally, Table 6.14 presents the robustness results against common image
processing operations. The proposed method is highly resilient to noise-based and
sharpening operations, achieving near-perfect Extraction-Rate R. values above 98%
and negligible BER values. For example, Gaussian noise at all tested variance lev-
els results in average R. = 99.58% and BER = 0.0003, while sharpening achieves
R, = 98.75% and BER = 0.0009. Histogram equalization and gamma correction also

preserve high extraction performance, with average R. values of 96.67% and 85.63%,
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Table 6.13: Average robustness performance of the ROMFAIA model under cropping

attacks.

Crop Type 25% Crop 50% Crop 75% Crop

R. BER R. BER R. BER

Top 75.00 | 0.0972 | 50.00 | 0.1771 | 25.00 | 0.2743
Bottom 74.58 | 0.0802 | 49.79 | 0.1772 | 24.79 | 0.2582
Left 74.58 | 0.0910 | 49.79 | 0.1873 | 24.79 | 0.2713
Right 75.00 | 0.0833 | 50.00 | 0.1667 | 25.00 | 0.2639

Both Horizontal | 75.00 | 0.0419 | 50.00 | 0.1771 | 25.00 | 0.2274

Both Vertical | 74.79 | 0.0529 | 50.00 | 0.1736 | 25.00 | 0.2290

Table 6.14: Average robustness performance of the proposed ROMFAIA model under

filtering and intensity-transformation attacks.

Attack Type Re (%) | BER

Gaussian Blur (3 x3) | 71.83 | 0.0521

Median Blur 80.21 | 0.0260

Mean Filter (3 x 3) | 70.42 | 0.0568

Mean Filter (5 x 5) 58.33 | 0.0767

Sharpening Filter 98.75 | 0.0009

Gaussian Noise (0.05) | 99.58 | 0.0003

Gaussian Noise (0.1) 99.58 | 0.0003

Gaussian Noise (0.2) 99.58 | 0.0003

Gamma Correction 85.63 | 0.0208

Histogram Equalization | 96.67 | 0.0033

respectively

In contrast, smoothing filters, particularly mean filtering with larger kernels, have
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Table 6.15: Robustness evaluation of the proposed ROMFAIA model under JPEG

compression attacks.

Resolution Group Q=90 Q=170 Q =50
R. BER R. BER R. BER
4K 98.75 | 0.0014 | 85.00 | 0.0205 | 81.25 | 0.0305
2K 98.75 | 0.0003 | 92.50 | 0.0083 | 63.75 | 0.0503
1080p 96.25 | 0.0049 | 88.75 | 0.0309 | 71.25 | 0.0597
1024p 100.00 | 0.0000 | 82.50 | 0.0288 | 46.25 | 0.0934
720p 97.50 | 0.0021 | 83.75 | 0.0222 | 28.75 | 0.1310
Randomized 96.25 | 0.0021 | 86.25 | 0.0198 | 60.00 | 0.0722
Average 97.92 | 0.0018 | 86.46 | 0.0218 | 58.54 | 0.0532

a more significant impact. Mean filtering (3 x 3) reduces the average R, to 70.42%,
while mean filtering (5 x 5) further decreases Extraction-Rate R. to 58.33%, with
BER values of 0.0568 and 0.0767, respectively. This behavior is consistent with the
embedding mechanism, as such filters attenuate high frequency components and
reduce the contrast between the red and blue annuli used for watermark extraction.
At the same time, tamper detection remains consistently successful across all cases,
demonstrating the reliability of the integrity verification mechanism.

Continuing, the results in Table 6.15 indicate that the proposed watermarking
scheme maintains strong robustness under compression, especially for high-quality
factors. For ) = 90, the R, reaches 97.92%, with a very low BER of 0.0018. When
the compression quality decreases to () = 70, the average R. value remains rela-
tively high at 86.46%, with BER = 0.0218. As compression becomes more aggressive,
such as () = 50, a noticeable degradation is observed, with the average R. metric
decreasing to 58.54% and BER increasing to 0.0532, particularly for lower-resolution
images such as 720p. This degradation is attributed to quantization effects that sup-
press high-frequency components where the watermark information is embedded.
However, even under stronger compression, the watermark remains partially recov-

erable, and tampering is correctly detected in all cases. These findings highlight the
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Table 6.16: Average robustness performance of the proposed ROMFAIA model under

geometric attacks.

Attack Type R. (%) | BER
Scaling 110% 95.42 | 0.0050
Scaling 90% 89.58 | 0.0121

Translation (+5,+5) | 91.46 | 0.0082

Translation (+10,+10) | 67.92 | 0.0270

robustness of the method against lossy compression, which is common in practical
medical imaging workflows.

Finally, Table 6.16 summarizes the performance under geometric transformations.
The method demonstrates high robustness to scaling operations, with average R.
values of 95.42% and 89.58% for scaling factors of 110% and 90%, respectively. Small
translations, such as (+5, +5), are also well tolerated, achieving an average R, value of
91.46% and BER of 0.0082. However, larger translations, such as (+10, +10), introduce
more significant degradation, reducing the average R, value to 67.92% and increasing
the BER to 0.0270, while still remaining within acceptable performance levels. This
effect is especially visible in the 720p resolution group, where translation (+10,+10)
reduces R, to 22.50%. This sensitivity arises from spatial misalignment of the grid,
which affects the correct identification of marked cells during extraction. Additionally,
the results reveal a clear dependency on image resolution, with higher-resolution
images exhibiting more stable robustness, while lower-resolution images are more
sensitive to spatial distortions. Despite these challenges, tampering is successfully
detected in all cases.

Overall, the experimental results demonstrate that the proposed watermarking
system achieves a strong balance between robustness and sensitivity. The authen-
ticity watermark remains resilient under several common image processing oper-
ations, including noise, sharpening, histogram equalization, moderate compression,
and scaling. In contrast, stronger cropping, smoothing, and larger translations reduce
extraction performance due to information loss, frequency attenuation, or spatial mis-
alignment, while our scheme still maintains satisfactory robustness under these more

challenging conditions. At the same time, the fragile integrity mechanism consistently
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Figure 6.5: Tamper detection and localization visualization results after evaluating

our model for the preservation of integrity in forensic images .

detects tampering across all evaluated attacks, confirming the complementary role of

the robust authenticity and fragile integrity components in the proposed ROMFAIA

system.

ProtAIN Dual NFT Watermarking Model

The authenticity-preservation capabilities of the proposed ProtAIN framework are
directly inherited from the underlying ROMFAIA model, as the frequency-domain
watermark embedding and extraction procedures remain unchanged. Consequently,
the robustness of the embedded watermark against common signal-processing and
geometric attacks is identical to that demonstrated by the underlying framework.
More specifically, the proposed methodology preserves high Extraction Rates un-
der JPEG compression, filtering, geometric transformations, and cropping attacks,
enabling reliable authenticity verification even after the protected NFT image has un-
dergone common processing operations. Therefore, the integration of blockchain and
IPFS mechanisms extends the deployment and protection of the digital asset without

affecting the robustness characteristics of the embedded authenticity watermark.
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6.5.4 Images: Integrity Attestation

Cross-block Permutation-based Image Integrity-Preservation Model

Figure 6.5 presents the corresponding tamper detection and localization results for
the 6 forensic images utilized in the experimental evaluation. More specifically, the
first row illustrates the watermarked forensic images after the deployment of the pro-
posed integrity-preservation model. The second row presents the tampered forensic
images. In these examples, the manipulated regions are highlighted using yellow
circles, where continuous circles denote insertion attacks and dotted circles denote
removal attacks. Finally, the third row presents the output of the proposed tamper
detection and localization procedure. As observed from the results, the tampered re-
gions are successfully localized through the annotation of the affected integrity-blocks
using semi-transparent red overlays. More specifically, the marked integrity-blocks
correspond to regions whose recomputed red-channel hash values fail to satisfy the
established inter-integrity-block verification relations.

The experimental results demonstrate that the proposed model achieves approx-
imately 100% Accuracy, Precision, Recall, and F1-score during the tamper detection
and localization procedure, while simultaneously exhibiting nearly 0% false-positive
detections. The low number of false-positive detections is mainly attributed to the
deployment of the proposed A-relations between the corresponding integrity-blocks,
which establish interconnected verification dependencies among the embedded in-
tegrity relations. More specifically, the A-relation mechanism prevents isolated ver-
ification mismatches from incorrectly identifying untampered integrity-blocks as ma-
nipulated, since a candidate integrity-block must simultaneously fail both the forward
and backward integrity-verification relations in order to be characterized as tampered.
Consequently, the proposed model enables accurate and reliable tamper detection and

localization for forensic digital images while preserving high perceptual quality.

ROMFATIA Hybrid Watermarking Model

To evaluate the integrity preservation capability of the proposed scheme, we apply a
set of insertion, removal, and combined attacks on the medical images of our dataset.
The evaluation focuses on two key aspects: (i) the ability of the system to detect

whether a medical image I,; has been tampered with, and (ii) its ability to accurately
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Figure 6.6: Tamper Detection and Localization under Different Attack Scenarios.
Representative results across multiple resolution groups, illustrating insertion, re-
moval, and combined attacks along with the corresponding detection and localization
outputs. The highlighted regions indicate successfully identified tampered blocks,
demonstrating the effectiveness of the proposed ROMFAIA system in accurately de-

tecting and localizing modifications.

localize the affected regions (at block level).

Figure 6.6 presents representative tamper detection and localization results across
different resolution groups. The figure includes the original watermarked images, the
tampered images under different attack types, and the corresponding detection and
localization outputs. The proposed method marks as tampered the integrity-blocks that
violate the verification rule, highlighting them in red. For visualization purposes, in
insertion and removal attacks, the tampered regions are additionally indicated using
red (insertion) and blue (removal) circles, allowing a direct comparison between actual

and detected tampered areas. As observed, in all insertion attack cases, the system
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successfully detects the presence of tampering and accurately localizes the inserted
regions, marking the affected integrity-blocks. Similarly, for removal attacks, all cases
are correctly identified as tampered, and the missing or altered regions are precisely
localized. For combined attacks, which include both insertion and removal performed
within the same image, the proposed method consistently detects tampering across
all cases. The results demonstrate the ability of the technique to accurately localize
multiple modifications simultaneously, even when they differ in size, occur in distant
and non-overlapping regions, or involve both small-scale and large-scale alterations.
This includes cases of subtle modifications, extensive tampered areas, and multiple
manipulations distributed across different parts of the medical image.

Overall, the results demonstrate that our proposed system achieves reliable tam-
per detection and precise localization, even under complex and diverse tampering

scenarios.

ProtAIN Dual NFT Watermarking Model

The integrity-preservation capabilities of the ProtAIN model are directly inherited
from ROMFAIA model, as the integrity embedding and verification procedures re-
main unchanged. The embedded integrity information enables reliable identification
and localization of image modifications under insertion, removal and combined at-
tacks, through the detection of inconsistencies in the established inter-block verifica-
tion relations. Consequently, the NFT deployment mechanism extends the underlying
watermarking framework with blockchain-based asset protection while preserving its

integrity verification and tamper-localization capabilities.

6.5.5 Images: Observations

Overall, the experimental evaluation demonstrates that the proposed image-based wa-
termarking models achieve an effective balance between robustness, imperceptibility,
computational efficiency, and integrity preservation. More specifically, the frequency-
domain watermarking models exhibited high robustness against geometric transfor-
mations, compression, filtering, and cropping attacks while simultaneously preserving
high perceptual quality, as reflected by the consistently high PSNR and SSIM values
obtained throughout the experiments.

The repetitive SiP watermarking model demonstrated significantly improved ro-
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bustness against cropping attacks compared to the baseline SiP approach [1], achiev-
ing successful watermark extraction even when only a limited portion of the original
image remained available. Furthermore, the repetitive embedding strategy substan-
tially reduced the computational complexity of the embedding procedure through the
deployment of smaller transform regions during the FF'T computations.

Similarly, the proposed code-based multiple watermarking model achieved high
extraction rates under a wide range of image-processing attacks, including filtering,
histogram equalization, and JPEG compression. The obtained results indicate that
the deployment of multiple embedded code sequences improves the robustness and
reliability of the extraction procedure while preserving high imperceptibility charac-
teristics.

The proposed cross-block integrity-preservation model demonstrated highly ac-
curate tamper detection and localization capabilities for forensic digital images. More
specifically, the deployment of cryptographic hash values, inter-integrity-block permu-
tation mappings, and A-relation verification dependencies enabled accurate localiza-
tion of manipulated regions while minimizing false-positive detections. Despite the
relatively high embedding payload required for integrity preservation, the proposed
LSB-based embedding strategy maintained high PSNR and SSIM values, preserving
the perceptual quality of the protected images.

Building upon these contributions, the proposed ROMFAIA framework success-
fully integrated robust authenticity preservation and fragile integrity verification into
a unified image-security architecture. The experimental evaluation demonstrated that
the authenticity component remained highly robust under common image-processing
attacks, while the integrity component accurately detected and localized manipulated
image regions through cryptographic verification dependencies. Furthermore, the se-
quential deployment of the authenticity and integrity layers preserved high perceptual
quality, demonstrating that the simultaneous protection of authenticity and integrity
can be achieved without introducing noticeable visual degradation.

Finally, the proposed ProtAIN framework extended the ROMFAIA architecture
to the NFT ecosystem by integrating blockchain and IPFS technologies with the un-
derlying watermarking methodology. Since the authenticity and integrity embedding
procedures remain unchanged, the robustness, imperceptibility, and tamper-detection
capabilities of the underlying framework are fully preserved. Consequently, ProtAIN

demonstrates that robust watermarking and cryptographic verification mechanisms
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can be effectively combined with decentralized storage and blockchain infrastructures,
providing an integrated solution for the protection, deployment, and verification of
digital image assets in NFT environments.

In general, the obtained experimental results verify that the proposed image-based
frameworks provide scalable and computationally efficient solutions for authenticity
preservation, integrity attestation, tamper localization, and secure digital asset pro-
tection, demonstrating their suitability for both conventional multimedia applications

and emerging blockchain-based environments.

6.6 Experimental Results on Audio

Following the presentation of experimental results on images, we proceeding to show-
case the experimental results regarding the proposed audio-based authenticity and in-
tegrity preservation models. Specifically, the evaluation focuses on the computational
efficiency, auditory quality, authenticity verification capability, and tamper detection
and localization performance of the proposed watermarking models under different
attack categories and signal-processing conditions.

The following audio-based models are experimentally evaluated:

¢ Audio Watermarking Model utilizing Dual-Layer Embedding

* Permutation-Based Cross-Audio Block Integrity-Preservation Model

Audio Watermarking Model utilizing Dual-Layer Embedding - Methodology
The experimental evaluation of the proposed multiple watermarking model for digital
audio signals focuses on both the robustness and the imperceptibility of the proposed
embedding methodology under various signal-processing attacks. More specifically,
the evaluation investigates the capability of the proposed model to successfully extract
the embedded watermarked image I,, and the watermark w after the deployment of
attacks affecting the protected audio signal. In cases where the extracted watermark is
partially damaged, the reconstruction capability provided through the SiP properties
described in [1] is additionally evaluated.

For the experimental evaluation, the integer value 5 was utilized as watermark
information, encoded through the SiP {4,6,7,1,5,2,3} and subsequently embedded

into the Lena image of dimensions 128 x 128. The resulting watermarked image was
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Figure 6.7: Crop attack demonstration for the evaluation of the dual-layer audio

watermarking model.

then embedded into digital audio signals of duration ranging from approximately 30
seconds up to 1 minute. The employed audio data-set included three categories of
audio signals, namely music-only tracks, mixed music-and-song tracks, and voice-
only recordings.

The robustness evaluation considered three main attack categories, namely Crop
Attacks, Noise Attacks, and Down-sampling Attacks. For the cropping attacks also de-
picted in Figure 6.7, the audio signal was cropped from the left side, the right side,
and intermediate regions of the audio sequence. For the noise attacks, random noise
with different deviation factors was inserted into the audio signal. Finally, for the
down-sampling attacks, the sample rate of the audio signal was reduced to one-half,

one-quarter, and one-eighth of its original value.
Permutation-Based Cross-Audio Block Integrity-Preservation Model - Methodol-

ogy
The experimental evaluation of the proposed audio integrity-preservation model fo-
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cuses on the capability of the proposed model to accurately detect and localize mali-
cious modifications affecting protected audio signals under different tampering sce-
narios. More specifically, the evaluation investigates the robustness of the proposed
cross-audio block verification mechanism established through the permutation-based
XOR integrity relations between the corresponding audio blocks. The employed ex-
perimental data-set consisted of digital audio signals including music-only tracks,
mixed music-and-song recordings, and voice-only signals.

The experimental evaluation considered two main attack categories, namely Crop
Attacks and Noise Injection Attacks. For the crop attacks, both large-scale and local-
ized cropping operations were performed on the watermarked audio signals. More
specifically, the attacks included trimming operations affecting several seconds of the
audio track, as well as smaller cropping operations affecting specific audio samples
and bit regions. These attacks were applied on different temporal regions of the au-
dio signal in order to evaluate the capability of the proposed model to detect both
extensive and localized tampering attempts. For the noise injection attacks, multiple
signal-processing modifications were applied to the watermarked audio signals, in-
cluding amplification operations, normalization filters, linear filtering operations, and

fade-in/fade-out modifications.

6.6.1 Audio: Run-time Efficiency

Audio Watermarking Model utilizing Dual-Layer Embedding

Regarding the run-time efficiency of the proposed model, the overall embedding pro-
cedure can be separated into two distinct stages with different computational charac-
teristics. The first stage corresponds to the watermarking of the image I, which consti-
tutes the most computationally intensive part of the model, since it requires multiple
FFT operations over the corresponding image cells. The computational complexity
of this stage mainly depends on the number and dimensions of the deployed cells,
as well as on the repeated frequency-domain transformations required during the
embedding procedure. On the other hand, the second stage corresponds to the em-
bedding of the watermarked image into the audio signal through LSB substitution. As
discussed in the previous sections, the LSB embedding procedure can be considered
a constant-time operation, since it only requires direct modification of the least sig-

nificant bits of the corresponding audio-samples without additional transform-domain
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Table 6.17: Experimental evaluation results of the proposed dual-layer audio water-

marking model under crop, noise, and down-sampling attacks.

Crop Attacks Noise Attacks | Down-sampling
Audio | Attack Factor
I,/w@) | L,/w@) | I,/w(R) | PSNR | I,/w |PSNR| I,/w
25% IV IV v 16219 VIV 62.19 IV
music 50% IV IV i 16219 | VIV 62.19 44
75% 4 X/X XX 16219 | /v |55.70 IV
25% 4 IV JIv 16654 VIV |66.54 4
piano 50% IV IV JIv 16654 V|V |66.54 4
75% XV X/X X/X 166.54| v//v |60.08 4
25% 4 4 JIv 16654 V|V |66.54 4
crowd 50% IV IV IV |66.54| VIV |66.54 V4
75% XV X/X X/X 166.54| v/ |60.08 4
Average - 66.6% / 77.7% 65.09 | 100% | 63.09 | 100%

processing.

Overall, the complete embedding procedure requires approximately 1 minute
for the evaluated combinations of audio signals and watermarked images. Con-
sequently, despite the deployment of multiple watermarking layers, the proposed
model preserves relatively low computational overhead, making it suitable for prac-

tical authenticity-preservation applications involving digital audio content.

Permutation-Based Cross-Audio Block Integrity-Preservation Model

Regarding the computational efficiency of the proposed cross-audio block integrity-
preservation model, its run-time characteristics follow similar trends to those observed
for the image integrity-preservation model presented in Section 6.5.1. More specifi-
cally, the generation of the permutation utilized to establish the verification depen-
dencies between audio blocks can be considered a pre-processing step and therefore
does not significantly contribute to the effective embedding complexity.

Following the separation of the audio signal into the corresponding left- and
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right-channel LSB sequences, the key-generation procedure is performed. This op-
eration can be considered a linear-time process whose complexity depends on the
total number of generated integrity-blocks. Similarly, the generation of the XOR-based
integrity information for each left-channel integrity-block and its subsequent embed-
ding into the corresponding right-channel integrity-block, according to the deployed
permutation mapping, also constitutes a linear-time procedure with respect to the
total number of processed integrity-blocks.

Consequently, the overall embedding and verification procedures exhibit linear
complexity with respect to the number of audio blocks, making the proposed model

suitable for large audio files and scalable integrity-preservation applications.

6.6.2 Audio: Quality and Imperceptibility

Audio Watermarking Model utilizing Dual-Layer Embedding

As demonstrated by the experimental results presented in Table 6.17, the watermarked
audio signals preserve high PSNR values even after the deployment of strong signal-
processing attacks, indicating that the embedding procedure introduces only minimal
perceptual distortion to the audio content. In attack-free scenarios, the achieved PSNR
values are even higher, further confirming the imperceptibility of the proposed em-
bedding strategy. The preservation of the auditory quality is mainly attributed to the
deployment of the LSB-based embedding mechanism, since modifications applied
to the least significant bits of audio samples produce very limited changes in the
amplitude of the audio waveform and therefore remain imperceptible to the human
auditory system. The total payload embedded into the audio signal is directly pro-
portional to the size of the watermarked image /,,. Considering that the embedded
image has dimensions 128 x 128 pixels and each pixel is represented using 8 bits, the

total embedding payload can be calculated as:

payloads = 128 x 128 x 8

resulting in a total payload of 131,072 bits. Despite this relatively high embedding
payload, the experimental results demonstrate that the proposed model preserves
high perceptual quality while enabling reliable extraction of both the embedded wa-
termarked image and the watermark information. Consequently, the proposed model

successfully preserves the acoustic fidelity of the watermarked audio signals.
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Permutation-Based Cross-Audio Block Integrity-Preservation Model

The proposed permutation-based cross-audio block integrity-preservation model em-
beds verification information into the LSBs of the audio signal. Since only the least
significant bit of selected audio samples is modified, the introduced alterations are
expected to have a negligible impact on the perceptual quality of the protected audio
signal, thereby preserving its acoustic fidelity.

The overall embedding payload depends on the number of generated integrity-
blocks and the amount of verification information associated with each block. Nev-
ertheless, LSB substitution is well suited for integrity-preservation applications, as
it provides sufficient embedding capacity while maintaining high perceptual trans-
parency. Consequently, the proposed framework achieves an effective balance between
embedding capacity and imperceptibility without introducing noticeable audible dis-

tortions.

6.6.3 Audio: Authenticity Verification

Audio Watermarking Model utilizing Dual-Layer Embedding
As observed from the experimental results in Table 6.17, the proposed model achieves
successful extraction of both the watermarked image [, and the watermark w for all
cropping attacks of magnitude 25% and 50%. In the more severe case of 75% crop-
ping, where only 25% of the original signal remains available, successful extraction of
the watermark w remains feasible for the left-side cropping case, while the extraction
of both [, and w fails in the intermediate-side and right-side cropping scenarios.
Overall, the proposed model achieves approximately 66.6% successful extraction per-
formance under all examined cropping conditions, while demonstrating particularly
strong robustness against left-side cropping attacks.

For the case of noise attacks demonstrated in Table 6.17, the proposed framework
achieves successful extraction of both the watermarked image I, and the watermark
w in all examined cases. More specifically, additive noise utilizing standard deviation

factors o2

€ {0.001,0.01,0.5} was inserted into the audio signals, while the corre-
sponding PSNR measurements achieved an average value of approximately 65.09 dB.
Similarly, for the down-sampling attacks, the proposed model also achieves successful

extraction of both the watermarked image /,, and the watermark w for all examined
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Table 6.18: Tamper detection and localization results for the proposed permutation-

based cross-audio block model under different attack categories.

Attack Type Tamper Detected | Tamper Localized
Large-Scale Audio Cropping v 4
Localized Audio Cropping (Samples and v 4

Bits)

Noise Injection Attack (Amplification) v v

Noise Injection Attack (Multiple Signal-

Processing Operations)

Resampling Attack (Sample-Rate Modifi- v X

cation and Non-Linear Resampling)

sample-rate reduction factors achieving an average value of approximately 63.09 dB.

Overall, the obtained experimental results demonstrate that the proposed model
preserves high robustness against common signal-processing attacks affecting digital
audio signals while maintaining successful watermark extraction and reconstruction

capabilities.

6.6.4 Audio: Integrity Attestation

Permutation-Based Cross-Audio Block Integrity-Preservation Model
The tamper detection and localization results are presented in Table 6.18. As ob-
served, the proposed model successfully detected and localized tampering under all
examined cropping and noise injection attacks. More specifically, both large-scale and
localized cropping attacks were accurately detected and localized, since the modifi-
cations affect only specific audio regions and consequently violate the corresponding
XOR-based integrity relations. Similarly, all examined noise injection attacks, includ-
ing amplification and combinations of signal-processing operations, were successfully
detected and localized, as they modify the sample values without altering the under-
lying audio-block structure.

A different behavior was observed for the resampling attacks. Although the pro-

posed model successfully detected the tempering, accurate localization was not possi-
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ble. This is because resampling alters the number and positions of the audio samples,
changing the boundaries and contents of the generated integrity-blocks. Consequently,
while the established integrity relations are violated and tampering is detected, the
modified block structure prevents the reliable identification of the exact tampered
segment.

Overall, the experimental results demonstrate that the proposed model achieves
reliable tamper detection under all examined attack categories and accurate localiza-

tion whenever the original audio-block structure is preserved.

6.6.5 Audio: Observations

The experimental results reveal a clear trade-off between robustness and localiza-
tion accuracy depending on the nature of the performed attack. For the dual-layer
audio watermarking model, the deployment of the watermarked image as an in-
termediate carrier significantly improves robustness, since even when the extracted
image is partially damaged, the embedded watermark can still be recovered or re-
constructed through the SiP properties. This behavior is particularly evident under
severe cropping attacks, where successful watermark extraction remains feasible de-
spite substantial loss of audio content. Furthermore, both proposed models benefit
from the deployment of LSB-based embedding, achieving high imperceptibility de-
spite the relatively large embedding payloads. This confirms that modifications of the
least significant bits introduce negligible perceptual distortion while still providing
sufficient embedding capacity for authenticity and integrity information.

For the integrity-preservation model, the results demonstrate that attacks pre-
serving the original audio-block structure, such as cropping and noise injection, can
be accurately localized through the proposed permutation-based verification depen-
dencies. In contrast, global transformations such as re-sampling modify the sample
positions and consequently the generated integrity-blocks, preventing precise localiza-
tion. Nevertheless, the framework remains capable of reliably detecting the integrity
violation, indicating that the proposed verification mechanism is resilient even under
severe structural modifications of the audio signal.

Overall, the obtained results suggest that the proposed models are particularly
suitable for applications requiring high perceptual quality, reliable authenticity veri-

fication, and accurate detection of localized tampering attempts.
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6.7 Experimental Results on Video

Next we present the experimental results regarding the proposed video authenticity
and integrity preservation models. Specifically, the evaluation focuses on the com-
putational efficiency, visual quality, authenticity verification, and tamper detection
performance of the proposed watermarking models under different attack categories
and signal-processing conditions.

The following video-based models are experimentally evaluated:

* Code-based Hash Chain Video Watermarking Model

* Cross-Frame Permutation Based Video Watermarking Model

Code-based Hash Chain Video Watermarking Model - Methodology

To evaluate the proposed video model, we used VGG Sound dataset [71], that pro-
vides diverse audio—visual content and it fits very much to our audio—visual binding
scheme. In Section 6.1 we provide an overview of the characteristics of the dataset
we used in the experimental evaluation of our model. For the experimental evalua-
tion, each video frame was partitioned using a 4 x 4 authenticity-plane, resulting in 16
authenticity-blocks per frame. The watermark information consisted of a sequence of
16 integers in the range [8, 15|, corresponding to values whose binary representation
requires 4 bits. Consequently, each grid was partitioned into 9 x 9 cells to accommo-
date the embedding process. The selected configuration provides a balance between
embedding capacity, perceptual quality, and robustness against attacks.

The robustness of the proposed model was evaluated against a diverse set of
attacks commonly encountered during video acquisition, processing, compression,
transmission, and redistribution. The selected attacks model both unintentional degra-
dations, such as noise and filtering operations, and deliberate modifications that may
affect watermark extraction and authenticity verification. More specifically, the evalu-
ation includes filtering attacks (Average Blur, Gaussian Blur, and Median Blur), noise
attacks (Gaussian Noise and Salt-and-Pepper Noise), compression attacks (JPEG and
H.264 compression), geometric and temporal attacks (cropping, frame dropping, and
frame swapping), as well as intensity-based transformations (Gamma Correction and
Histogram Equalization). These attacks represent common video-processing opera-

tions encountered in practical multimedia environments.
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Table 6.19: Evaluated attacks and corresponding parameters used for robustness

assessment of the proposed code-based hash-chain video watermarking model.

Attack Type

Description

Parameters

Average Blur

Spatial smoothing (mean

filtering)

Kernel =3 x3,5%x5, 7x7,9%9

Gaussian Blur

Low-pass filtering (Gaus-

sian kernel)

Kernel =9 x 9

Median Blur

Nonlinear filtering (im-

pulse noise)

Kernel =3 x 3,9 x%x9

Gaussian Noise

Additive white Gaussian

noise

o =0.04, 0.05, 0.4, 0.5

Salt-and-Pepper

Noise

Random pixel corruption

Default impulse density

JPEG Compression

Lossy image compression

Quality factor ) = 50, 70

H.264 Compres- | Lossy video compression | CRF = 22, 28
sion
Cropping Frame-region removal Top/Bottom, Left/Right, 25% —

50%

Gamma Correction

Nonlinear intensity trans-

formation

v =125, 25

Histogram Equal-

ization

Global contrast enhance-

ment

Standard histogram equalization

The evaluated attacks and their corresponding parameters are summarized in

Table 6.19. Furthermore, the evaluation also considers combined attacks involving

spatial scaling, frame-rate modification, and video re-encoding. Such compound trans-

formations frequently occur when videos are uploaded to social media and video-

sharing platforms, providing a realistic assessment of the robustness of the proposed

watermarking model under practical operating conditions. All benchmark experi-

ments were conducted on a Ryzen 7 5700X 8-core CPU with 32 GB RAM running

Windows 10.
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Cross-Frame Permutation Based Video Watermarking Model - Methodology

To ensure the robustness and generalizability of the proposed model, we evaluate
its performance across videos exhibiting diverse characteristics. For this purpose, we
utilize the UCF Crime Dataset [72], which provides a collection of surveillance videos
with different properties, including variations in scene complexity, motion dynamics,
illumination, and recording conditions. From this data-set, we select a subset of 10
videos from two crime categories. For more details of the data-set characteristics see
Table 6.2.

Each tested video frame was partitioned into a 15 x 20 grid, resulting in integrity-
blocks of size 16 x 16 pixels. This configuration provides exactly 256 pixels per block,
allowing direct embedding of a 256-bit hash without the need for spreading or step-
size allocation. The permutation for each video is defined over F'- B elements, where F
denotes the total number of frames and B the number of integrity-blocks per frame (in
this case, B = 300). Since the video data-set consists of videos with varying durations,
a distinct permutation was generated for each video.

For the evaluation of the proposed model, several categories of content mod-
ification attacks were considered. Visual insertion and manipulation attacks were
performed through the addition of external objects into selected video frames, while
audio manipulation attacks were conducted by replacing portions of the original
audio stream with audio segments originating from different videos. Furthermore,
content-aware object removal attacks were generated using Al-based inpainting tech-
niques, including LaMa-based pipelines, enabling realistic visual modifications with
minimal perceptual artifacts. The evaluation also included combined attack scenarios
involving simultaneous modifications of both the audio and visual modalities. In ad-
dition temporal manipulations were performed through localized and frame sequence
alterations. Temporal manipulations included frame reordering operations, while pre-
serving audio-video synchronization, in order to simulate realistic multimedia editing
and content manipulation. Collectively, these attack scenarios provide a comprehen-
sive evaluation of the proposed framework under both conventional editing opera-
tions and modern Al-assisted content manipulation techniques. The aforementioned
attacks were evaluated under both single-frame and multi-frame tampering scenar-
ios. In the multi-frame setting, the attack was applied to a randomly selected subset

corresponding to 5% of the video frames, allowing the assessment of the proposed
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method under more realistic temporal tampering conditions. All experiments were

conducted on a Ryzen 7 5700X 8-core CPU with 32 GB RAM running Windows 10.

6.7.1 Video: Run-time Efficiency

Code-based Hash Chain Video Watermarking Model
The computational efficiency of the proposed model is evaluated by measuring the

average run-time per frame at multiple resolutions (720p, 1080p, 1440p, and 4K),
frame rates (24, 30, and 60 fps), and video codecs (H.264, HEVC, and AV1.

Table 6.20: Run-time benchmarking across different video resolutions. The time per
frame for every resolution is the average of that resolution across all codecs and fps.
The benchmark was conducted using parallelized execution of the embedding and

extraction procedures utilizing 4 CPU cores.

Resolution | Hash EM/video(s) Total EMT(s) Total EXT(s)

720p 0.050 (2.41/F x TF) +0.050 | (2.18/F x TF) + 0.050
1080p 0.051 (4.21/F x TF) +0.051 | (3.58/F x TF) + 0.051
2K 0.050 (7.10/F x TF) +0.050 | (5.59/F x TF) + 0.050
4K 0.053 (16.66/F x TF) +0.053 | (11.65/F x TF) +0.053

As shown in Table 6.20, the processing time increases consistently with spatial
resolution due to the growing number of pixels, partitions, and block-level frequency
operations performed per frame. In the table we denote the Embedding as EM,
the Validation as VD, the Embedding Time as EMT, the Extraction Time as EXT,
the Frame as I and the Total Frames as TF. Since the embedding procedure ap-
plies transform-domain operations within each partition, higher resolutions result in
a proportional increase in FFT computations and watermark insertions. The total
embedding time per video can be expressed as (¢, - T'F') + t;, where ¢, denotes the
average embedding time per frame, T'F' the total number of frames, and ¢, the fixed
overhead associated with global hash computation and audio-domain embedding. As
observed, the hash-related cost remains approximately constant (= 0.05s per video),
while the dominant contribution stems from the linear per-frame embedding com-

ponent. Similarly, the total extraction can be expressed as (t, - TF') + t,, where ¢,
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Figure 6.8: Demonstration of the stable scalability and predictability in performance
using the average per-frame run-time over different resolutions (720p, 1080p, 2K,
and 4K) with frames-rates: 24, 30, 60 FPS, and H.264, HEVC and AV1 codecs for

the code-based hash-chain video watermarking model.

denotes the average validation time per frame. Since extraction is blind and processes
all partitions regardless of watermark correctness, its computational behavior scales
linearly with frame count, while remaining lower than embedding due to the absence
of modification operations.

Figure 6.8 further illustrates that resolution is the dominant factor affecting com-
putational cost, whereas variations in frame rate and codec introduce relatively mi-
nor differences. This indicates that the proposed method is largely independent of
encoding format and temporal sampling, ensuring predictable performance across
heterogeneous video sources without requiring codec-specific optimization.

To further improve computational efficiency, a parallel implementation of the pro-
posed model was also developed utilizing Python multiprocessing. Since the water-
mark embedding procedure operates on independent frame blocks, the workload can
be naturally distributed across multiple processing cores, enabling concurrent exe-
cution of the embedding and extraction operations. As demonstrated in Table 6.21,
the parallel implementation significantly reduces the processing time across all eval-

uated video resolutions, with the achieved speedup increasing as the video resolution
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Table 6.21: Average Embedding Time (ET) in seconds of the serialized and parallel
implementations of the code-based hash-chain video watermarking model with cor-
responding approximate throughput in frames per second (FPS), and the achieved
time reduction for different video resolutions. Runtime values are averaged across all
tested frame rates and codecs at each resolution using a 4-core CPU. FPS is computed

as FPS = 1/Time.

Resolution | Serialized ET/Frame (s) | Parallel ET/Frame (s) | Time Reduction (%)
720p 6.53 (=0.15 FPS) 2.41 (~0.41 FPS) 63.1
1080p 14.56 (~0.07 FPS) 4.21 (~0.24 FPS) 711
2K 26.90 (~0.04 FPS) 7.10 (=~0.14 FPS) 73.6
4K 64.88 (~0.02 FPS) 16.66 (~0.06 FPS) 74.3

grows. This behavior indicates that the proposed model exhibits good scalability and
can effectively benefit from additional computational resources when processing high-

resolution video content.

Cross-Frame Permutation Based Video Watermarking Model

Table 6.22 summarizes the embedding time required for each video, along with
the corresponding permutation size, which reflects the number of elements involved
in the cross-frame permutation process. As observed, the embedding time varies
across videos, ranging from 13.26 seconds to 99.60 seconds, with an average of 56.33
seconds. This variation is primarily attributed to differences in permutation size,
which depends on the total duration of the video. It is worth noting that, unlike
the corresponding image-based integrity-preservation model where the permutation
is established solely among the integrity-blocks of a single image, the proposed video-
based framework extends the permutation mapping across both frames and integrity-
blocks.

More specifically, the permutation is first established among the video frames,
and subsequently among the integrity-blocks contained within the selected frames.
Consequently, the integrity information generated from a specific integrity-block may
be embedded into an integrity-block belonging to a different frame, introducing cross-

frame verification dependencies that further strengthen the integrity-preservation ca-
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Figure 6.9: Relationship between permutation size (P;) and embedding time (7.)
for the evaluated CCTV videos. The observed positive linear trend indicates that the
computational cost of the proposed framework increases proportionally to the number

of elements participating in the cross-frame permutation process.

pabilities of the proposed framework. Larger permutation sizes result in increased
computational overhead due to the higher number of block-level operations and hash
computations required during embedding. Specifically, videos with larger permuta-
tion sizes (e.g., cctv2 and cctv4) exhibit higher embedding times, while smaller videos
(e.g., cctvl) require significantly less processing time. This demonstrates a direct rela-
tionship between permutation size and computational cost, confirming the scalability
of the proposed method. The results depicted in Figure 6.9 reveal a strong positive
linear relationship between the permutation size (P,) and the corresponding embed-
ding time (7.). The high R? value of the fitted regression model indicates that the
computational cost increases proportionally to the number of elements participating
in the cross-frame permutation process. This behavior demonstrates both the scal-
ability and the predictability of the proposed framework, since larger video objects

result in increased processing times following a consistent and approximately linear
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Table 6.22: Performance evaluation of the proposed cross-frame permutation-based

video watermarking model in terms of perceptual quality and computational cost.

Video Duration (s) | PSNR (dB) | SSIM | 7. (s) | P, (elements)
cetvl 8 42.89 0.98 | 13.26 75900
cctv2 59 42.30 0.98 | 94.38 537900
cctv3 35 50.57 0.99 | 56.45 322500
cctvh 61.8 48.28 0.99 | 99.60 569400
cctvd 45 41.23 0.98 | 72.14 409200
cctvo 40 4413 0.98 | 34.34 365100
cctv7 25 44.26 0.99 | 40.46 226800
cctv8 30 49.43 0.99 | 47.03 269100
cctv9 44 49.24 0.99 | 69.99 397200
cctv10 26 48.81 0.99 | 41.69 236700
Average 37.38 46.11 0.987 | 56.33 340980

trend. Consequently, the obtained results verify that the proposed model remains
computationally efficient while enabling reliable estimation of its execution time for

larger video data-sets.

6.7.2 Video: Quality and Imperceptibility

Code-based Hash Chain Video Watermarking Model

Table 6.23 presents the PSNR and SSIM results of the proposed video watermark-
ing model across different resolutions, codecs, and frame rates. The obtained results
demonstrate high visual quality and imperceptibility under all evaluated configura-
tions. More specifically, the model consistently achieves SSIM values equal to 1.0,
indicating that the embedding process introduces negligible structural distortion to
the video content. The PSNR measurements further confirm the transparency of the
proposed approach, with average values ranging from 32.31 dB to 38.73 dB across

the evaluated resolutions. In particular, higher-resolution videos achieve improved
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Table 6.23: PSNR and SSIM results of the code-based hash-chain video watermarking

model across resolutions, codecs, and frame rates.

24 FPS 30 FPS 60 FPS | Codec Avg.| Res. Avg.

Res.
es. | Codec ~ ~ v ~

SSIM
SSIM
SSIM
SSIM

PSNR SSIM

PSN
PSN
PSN
PSN

AV1 | 34.55 1.0|34.48 1.0|34.56 1.0|34.53 1.0

720p | H.264 | 34.40 1.0 | 34.55 1.0 | 34.57 1.0|34.51 1.0 |34.51 1.0

HEVC | 34.55 1.0|34.32 1.0|34.64 1.0|34.50 1.0

AV1 132.24 1.0|31.38 1.0|33.29 1.0|32.30 1.0

1080p | H.264 | 32.18 1.0 | 31.37 1.0|33.43 1.0|32.33 1.0 | 32.31 1.0

HEVC|32.34 1.0|31.30 1.0|33.22 1.0|32.29 1.0

AV1 | 39.91 1.0|35.80 1.0|40.47 1.0|38.73 1.0

2K | H.264|39.75 1.0]35.80 1.0|40.55 1.0|38.70 1.0 |38.73 1.0

HEVC|39.90 1.0|35.76 1.0|40.60 1.0|38.75 1.0

AV1 |35.26 1.0|35.04 1.0|33.55 1.0|34.62 1.0

4K | H.264|35.04 1.0 | 34.87 1.0|33.58 1.0 |34.50 1.0 |{34.59 1.0

HEVC | 35.10 1.0|35.26 1.0|33.60 1.0|34.65 1.0

PSNR values due to their increased spatial capacity for embedding. Furthermore, the
limited variation observed across different codecs (AV1, H.264, and HEVC) and frame
rates (24, 30, and 60 FPS) indicates that the visual impact of the watermark remains
stable regardless of the encoding configuration. The embedding payload of the pro-
posed model is relatively low and is directly determined by the size of the deployed
cryptographic hash function. In the proposed implementation, SHA-256 is utilized,
resulting in a payload of only 256 bits. More specifically, the hash value computed
over the entire set of video frames is embedded into 256 selected audio-samples of the

audio stream. Consequently, only a very small portion of the available audio samples
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Figure 6.10: Visual quality comparison of the code-based hash chain video water-
marking model between the original frame (a), the watermarked frame (b), and frames
degraded by common signal processing and geometric attacks, including Gaussian
blur (5x5) (c), Gaussian noise (o = 0.4) (d), histogram equalization (e), JPEG com-
pression (Q=50) (f), and left-side cropping (50%) (g).

is modified, introducing negligible distortion to the audio signal.

Overall, the obtained results demonstrate that the proposed model preserves high
visual fidelity while maintaining the embedding capacity required for authenticity
preservation and tamper detection. In Figure 6.10 it is illustrated a visual example
for subjective quality evaluation of the proposed technique considering the embedding
of the watermark in a single frame of a video of 4K resolution, alongside the same
frame after the performance of various types of attacks, including blurring, cropping,

enhance and noise.

Cross-Frame Permutation Based Video Watermarking Model

As presented in Table 6.22, the proposed framework achieves PSNR values ranging
from 41.23 dB to 50.57 dB, with an average value of 46.11 dB. These measurements
indicate that the embedding process introduces only limited visual distortion, pre-
serving the perceptual quality of the protected video content. Since PSNR values above
30 dB are generally considered indicative of high-quality reconstruction, the obtained
results confirm the imperceptibility of the proposed watermarking strategy. Similarly,
the achieved SSIM values range between 0.98 and 0.99, with an average value of 0.987.

Such measurements indicate an almost identical structural representation between the
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original and watermarked video frames, demonstrating that the proposed framework
preserves the visual characteristics and spatial information of the watermarked CCTV
videos.

The payload embedded into the video stream is directly related to the number of
integrity-blocks and video frames participating in the embedding process. Since each
integrity-block stores a 256-bit SHA-256 hash value, the total payload can be calculated
as 256 x Total F'rameBlocks x TotalF'rames. In the proposed implementation, each
frame is partitioned into 300 integrity-blocks, resulting in 256 x 300 x TotalF'rames or
equivalently, 76,800 x T'otal Frames, where Total Frames denotes the total number of
frames contained in the input video. Consequently, the total payload increases linearly
with the video duration, while remaining proportional to the number of integrity-
blocks participating in the cross-frame permutation and verification process. Despite
the relatively high payload introduced by the proposed framework, the modifications
are distributed across the LSBs of the video frames, resulting in PSNR and SSIM
measurements that confirm the preservation of the visual quality of the protected
video content.

Overall, the obtained PSNR and SSIM measurements verify that the proposed
cross-frame permutation-based watermarking framework maintains high visual fi-
delity while embedding authenticity and integrity information, making it suitable for
surveillance and forensic video applications where perceptual quality preservation is

of critical importance.

6.7.3 Video: Authenticity Verification

Code-based Hash Chain Video Watermarking Model

Table 6.24 presents the robustness and tamper detection results obtained for 720p
videos encoded using H.264, HEVC, and AV1 at 24, 30, and 60 FPS under the exam-
ined attack scenarios. Overall, the proposed model demonstrates strong robustness
across all codecs and frame rates, with extraction rates (R.) consistently remaining
close to 100% and BER values remaining very low in the majority of cases. Further-
more, the relatively small standard deviations indicate that the performance of the
model is largely unaffected by variations in frame rate. The highest robustness is
observed under Gaussian noise attacks (0 = 0.4 and o = 0.5), histogram equalization,

mild gamma correction (y = 1.25), and horizontal cropping of 25%, where average
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extraction rates exceed 99% while BER values remain close to 0.001. In particular,
HEVC achieves the highest extraction performance under several attack scenarios,
with extraction rates approaching 100%.

Performance degradation becomes more noticeable under severe spatial distor-
tions, including large-kernel Gaussian blurring (9 x 9), aggressive JPEG compression
(Q = 70), and strong gamma correction (y = 2.5). Nevertheless, even under these
challenging conditions, extraction rates remain above 89% while BER values remain
below 0.05, demonstrating the resilience of the proposed watermarking model. A com-
parison among codecs reveals similar robustness characteristics for H.264 and HEVC,
with HEVC exhibiting slightly improved performance in certain noise and cropping
scenarios. AV1 generally produces marginally lower extraction rates; however, its
average performance remains above 90% across all evaluated attacks. The obtained
results demonstrate that the proposed model maintains reliable watermark extraction
across different codecs, frame rates, and attack categories, exhibiting only moderate
performance degradation even under severe processing conditions. Finally, for all
evaluated attack scenarios, the proposed model achieved a 100% tamper detection
rate with Accuracy, Precision, Recall, and F1-score metrics consistently approached
100%, indicating that the model is capable of reliably identifying tampered video
content while maintaining an extremely low false-positive and false-negative rate.

Table 6.25 presents the robustness results obtained for 1080p videos encoded us-
ing H.264, HEVC, and AV1 at 24, 30, and 60 FPS. The proposed model maintains
high extraction rates and low BER values across all codecs, frame rates, and attack
scenarios, while the small standard deviations indicate limited sensitivity to frame-
rate variations. The highest robustness is observed under Gaussian noise, light filter-
ing, histogram equalization, moderate gamma correction (y = 1.25), and horizontal
cropping, where extraction rates typically exceed 99%. The most challenging attacks
are large-kernel Gaussian blur, aggressive compression (@ = 70), and strong gamma
correction (y = 2.5), which reduce extraction rates to approximately 89% — 93%.
Nevertheless, watermark recovery remains successful in all cases. H.264 and HEVC
exhibit comparable robustness, with HEVC providing slightly improved performance
under severe distortions, while AV1 demonstrates marginally lower extraction rates.
The exhibited results follow the trends observed for the 720p experiments, confirming
the scalability of the proposed model to higher resolutions. Furthermore, all attack

scenarios achieved a 100% tamper detection rate, with Accuracy, Precision, Recall,
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Table 6.24: Verification and robustness results for the code-based hash-chain video
watermarking model on 720p videos of H264, HEVC, and AV1 codecs across 24/30/60

FPS, depicting the mean =+ standard deviation Extraction Rate(R,.) and BER for each

row.
24 FPS 30 FPS 60 FPS Average
Attack R, BER T| Re BER T| R BER T| Rc+op, BER=opm
No Attack 100.0 0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 £ 0.00 0.000 =+ 0.000
Blur Average (3 x 3) 99.48 0.002 v | 99.62 0.002 v |99.61 0.001 v | 99.57 & 0.07 0.002 £ 0.001
Blur Average (7 x 7) 91.54 0.033 v | 91.58 0.037 v | 91.33 0.038 v | 91.48 £ 0.11 0.036 % 0.002
Blur Gaussian (5 x 5) 99.38 0.003 v |99.56 0.002 v |99.60 0.001 v |99.51 4+ 0.09 0.002 £ 0.001
Blur Gaussian (9 x 9) 90.99 0.042 v | 91.15 0.043 v | 91.59 0.043 v | 91.24 £ 0.25 0.043 =+ 0.001
Blur Median(3 x 3) 92.68 0.029 v |93.02 0.029 v |94.04 0.029 v |93.25 4 0.57 0.029 + 0.000
Blur Median(9 x 9) 99.38 0.002 v |99.56 0.002 v |99.61 0.001 v |99.52 4 0.12 0.002 £ 0.001
< Compression (Q=50) 99.45 0.002 v |99.60 0.002 v |99.61 0.001 v |99.55 + 0.08 0.002 £ 0.001
g Compression (Q=70) 93.18 0.025 v |93.40 0.028 v |93.18 0.028 Vv |93.25 4+ 0.13 0.027 & 0.002
Noise Gaussian (o=0.4) 99.77 0.001 v | 99.88 0.001 v |99.74 0.001 v |99.80 & 0.06 0.001 £ 0.000
Noise Gaussian (o=0.5) 99.77 0.001 v |99.88 0.001 v |99.74 0.001 v |99.80 & 0.06 0.001 + 0.000
Salt and Pepper 99.40 0.002 v [ 99.54 0.002 v |99.60 0.001 v | 99.51 4 0.10 0.002 £ 0.001
Crop Height (top, 50%) 9479 0.020 v |95.52 0.020 v | 95.40 0.020 v | 95.24 £ 0.31 0.020 % 0.000
Crop Width (left, 25%) 99.69 0.001 v |99.81 0.001 v |99.71 0.001 v |99.74 & 0.06 0.001 % 0.000
Gamma Correction (y=1.25) | 99.51 0.002 v [99.62 0.001 v |99.64 0.001 v |99.59 4 0.06 0.001 £ 0.001
Gamma Correction (y=2.5) | 93.67 0.025 v [92.69 0.026 v | 94.16 0.025 v | 93.51 & 0.75 0.025 £ 0.001
Histogram Equalization 99.74 0.001 v [99.88 0.001 v |99.74 0.001 v |99.79 £ 0.08 0.001 £ 0.000
No Attack 100.0  0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 & 0.00 0.000 £ 0.000
Blur Average (3 x 3) 99.66 0.002 v | 99.67 0.002 v |99.53 0.002 v |99.62 £ 0.06 0.002 £ 0.000
Blur Average (7 x 7) 91.59 0.035 v |91.62 0.036 v |91.99 0.037 v |91.73 £ 0.20 0.036 + 0.001
Blur Gaussian (5 x 5) 99.64 0.003 v |99.58 0.002 v |99.40 0.002 v | 99.54 + 0.12 0.002 £ 0.001
Blur Gaussian (9 x 9) 92.24 0.043 v | 91.54 0.041 v | 91.62 0.046 v | 91.80 £ 0.36 0.043 £ 0.002
Blur Median(3 x 3) 92.63 0.030 v | 93.12 0.030 v | 93.41 0.031 v |93.05 £ 0.39 0.030 £ 0.001
Blur Median(9 x 9) 99.61 0.002 v |99.60 0.002 v |99.40 0.002 v | 99.54 £ 0.11 0.002 % 0.000
S Compression (Q=50) 99.64 0.002 v [99.65 0.002 v |99.43 0.002 v | 99.57 & 0.12 0.002 = 0.000
= Compression (Q=70) 92.45 0.027 v | 9273 0.027 v | 9451 0.029 v |93.23 £ 1.06 0.028 £ 0.001
Noise Gaussian (o=0.4) 99.97 0.001 v |99.90 0.001 v |99.53 0.002 v |99.80 4+ 0.23 0.001 & 0.001
Noise Gaussian (o=0.5) 99.97 0.001 v |99.90 0.001 v |99.53 0.002 v |99.80 + 0.23 0.001 + 0.001
Salt and Pepper 99.61 0.002 v |99.60 0.002 v |99.38 0.002 v |99.53 & 0.12 0.002 % 0.000
Crop Height (top, 50%) 96.22 0.020 v |94.90 0.020 v | 95.17 0.021 v | 95.43 £ 0.67 0.020 £ 0.001
Crop Width (left, 25%) 99.87 0.001 v |99.81 0.001 v |99.51 0.002 v |99.73 &+ 0.18 0.001 & 0.001
Gamma Correction (y=1.25) | 99.71  0.002 v [ 99.69 0.001 v |99.45 0.002 v | 99.62 £ 0.13 0.002 £ 0.001
Gamma Correction (y=2.5) | 93.49 0.025 v [ 93.58 0.025 v |93.59 0.027 v |93.55 4 0.06 0.026 % 0.001
Histogram Equalization 99.74 0.002 v |99.90 0.001 v |99.53 0.002 v | 99.72 £ 0.19 0.002 & 0.001
No Attack 100.0  0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 £ 0.00 0.000 £ 0.000
Blur Average (3 x 3) 98.80 0.002 v |98.94 0.002 v |99.55 0.001 v | 99.10 £ 0.37 0.002 £ 0.001
Blur Average (7 x 7) 90.57 0.034 v |90.50 0.038 v |90.39 0.034 v |90.49 &+ 0.09 0.035 % 0.002
Blur Gaussian (5 x 5) 98.75 0.003 v |98.83 0.002 v |99.50 0.001 v |99.03 & 0.38 0.002 £ 0.001
Blur Gaussian (9 x 9) 90.49 0.042 v |89.81 0.041 v |89.76 0.039 v |90.02 & 0.37 0.041 & 0.002
Blur Median(3 x 3) 92.40 0.030 v |92.29 0.030 v |91.95 0.029 v |92.21 4+ 0.23 0.030 £ 0.001
Blur Median(9 x 9) 98.75 0.003 v |98.88 0.002 v |99.50 0.001 v | 99.04 & 0.37 0.002 % 0.001
= Compression (Q=50) 98.83 0.002 v |98.94 0.002 v |99.53 0.001 v |99.10 & 0.36 0.002 £ 0.001
< Compression (Q=70) 92.01 0.027 v |92.46 0.027 v |92.72 0.026 v |92.40 & 0.36 0.027 & 0.001
Noise Gaussian (o=0.4) 99.14 0.001 v | 99.17 0.001 v |99.67 0.001 v |99.33 + 0.29 0.001 £ 0.000
Noise Gaussian (o=0.5) 99.14 0.001 v | 9917 0.001 v |99.67 0.001 v |99.33 & 0.29 0.001 & 0.000
Salt and Pepper 98.72 0.002 v |98.88 0.002 v |99.52 0.001 v |99.04 + 0.42 0.002 + 0.001
Crop Height (top, 50%) 9422 0.020 v |94.25 0.020 v |94.69 0.020 v | 94.39 £ 0.21 0.020 + 0.000
Crop Width (left, 25%) 99.04 0.001 v [99.08 0.001 v |99.62 0.001 v |99.25 4 0.30 0.001 % 0.000
Gamma Correction (y=1.25) | 98.91 0.002 v | 98.94 0.002 v |99.54 0.001 v | 99.13 4+ 0.33 0.002 £ 0.001
Gamma Correction (y=2.5) | 92.71 0.026 v [ 92.60 0.025 v |92.36 0.025 v | 92.56 + 0.18 0.025 £ 0.001
Histogram Equalization 99.14 0.001 v |98.98 0.002 v |99.67 0.001 v |99.26 + 0.35 0.001 % 0.001
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Table 6.25: Verification and robustness results for the code-based hash-chain video
watermarking model on 1080p videos of H264, HEVC, and AV1 codecs across
24/30/60 FPS, depicting the mean + standard deviation Extraction Rate(R.) and
BER for each row.

24 FPS 30 FPS 60 FPS Average
Attack R, BER T| Re BER T| R BER T| Rc+op, BER=+opm
No Attack 100.0 0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 £ 0.00 0.000 =+ 0.000
Blur Average (3 x 3) 99.32 0.002 v | 99.71 0.002 v |99.42 0.002 v |99.48 & 0.20 0.002 % 0.000
Blur Average (7 x 7) 90.76  0.042 v | 92.44 0.035 v | 91.67 0.037 v | 91.62 £ 0.69 0.038 & 0.003
Blur Gaussian (5 x 5) 99.58 0.002 v |95.96 0.024 v |99.65 0.001 v | 98.40 + 1.72 0.009 & 0.011
Blur Gaussian (9 x 9) 94.06 0.044 v [93.33 0.047 v |92.44 0.043 v |93.28 & 0.66 0.045 £ 0.002
Blur Median(3 x 3) 93.80 0.026 v |94.69 0.025 v |91.89 0.032 v | 93.46 &+ 1.16 0.028 + 0.003
Blur Median(9 x 9) 99.95 0.000 v |99.73 0.001 v |99.58 0.001 v | 99.75 £ 0.15 0.001 % 0.000
< Compression (Q=50) 99.66 0.001 v |99.40 0.003 v |99.51 0.001 v |99.52 4 0.13 0.002 £ 0.001
g Compression (Q=70) 93.44 0.027 v | 9258 0.035 v |92.10 0.032 v | 92.71 & 0.55 0.031 & 0.004
Noise Gaussian (o=0.4) 99.95 0.000 v [99.90 0.001 v |99.65 0.001 v |99.83 & 0.13 0.001 % 0.000
Noise Gaussian (¢=0.5) 99.95 0.000 v |99.90 0.001 v |99.65 0.001 v |99.83 £ 0.13 0.001 % 0.000
Salt and Pepper 96.55 0.015 v | 9597 0.019 v |95.42 0.019 v |95.98 4+ 0.46 0.018 % 0.002
Crop Height (top, 50%) 95.36 0.018 v |95.83 0.019 v |95.62 0.019 v |95.60 & 0.19 0.019 % 0.000
Crop Width (left, 25%) 99.84 0.000 v |99.83 0.001 v |99.60 0.001 v | 99.76 £ 0.14 0.001 % 0.000
Gamma Correction (y=1.25) | 99.95 0.000 v | 99.88 0.001 v |99.65 0.001 v | 99.83 £ 0.13 0.001 % 0.000
Gamma Correction (y=2.5) | 99.48 0.001 v [99.33 0.002 v |98.99 0.001 v | 99.27 £ 0.20 0.001 % 0.000
Histogram Equalization 99.27 0.003 v |99.53 0.002 v |99.24 0.002 v |99.35 £ 0.16 0.002 % 0.001
No Attack 100.0  0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 & 0.00 0.000 £ 0.000
Blur Average (3 x 3) 99.51 0.002 v |99.73 0.002 v |99.42 0.002 v |99.55 £ 0.13 0.002 % 0.000
Blur Average (7 x 7) 91.02 0.038 v |92.03 0.036 v |91.58 0.037 v | 91.54 + 0.41 0.037 & 0.001
Blur Gaussian (5 x 5) 99.46 0.003 v | 96.31 0.021 v |99.41 0.002 v |98.39 & 1.46 0.009 + 0.011
Blur Gaussian (9 x 9) 94.23 0.043 v | 9351 0.042 v |92.91 0.045 v |93.55 & 0.54 0.043 £ 0.002
Blur Median(3 x 3) 93.68 0.028 v | 94.01 0.028 v |92.84 0.031 v |93.51 + 0.49 0.029 + 0.002
Blur Median(9 x 9) 99.83 0.001 v |99.62 0.002 v |99.45 0.002 v |99.63 & 0.16 0.002 =+ 0.001
S Compression (Q=50) 99.53 0.002 v | 99.41 0.002 v |99.37 0.002 v | 99.44 + 0.07 0.002 £ 0.000
= Compression (Q=70) 92.88 0.030 v |92.64 0.029 v |93.51 0.028 v |93.01 4+ 0.36 0.029 £ 0.001
Noise Gaussian (o=0.4) 99.92 0.001 v |99.88 0.001 v |99.61 0.002 v |99.80 & 0.14 0.001 + 0.001
Noise Gaussian (c=0.5) 99.92 0.001 v |99.88 0.001 v |99.61 0.002 v |99.80 & 0.14 0.001 + 0.001
Salt and Pepper 96.12 0.017 v | 95.76 0.019 v |95.33 0.020 v | 95.74 + 0.32 0.019 & 0.002
Crop Height (top, 50%) 96.04 0.018 v |95.61 0.019 v |95.29 0.020 v | 95.65 4 0.31 0.019 £ 0.001
Crop Width (left, 25%) 99.82 0.001 v |99.79 0.001 v |99.52 0.002 v | 99.71 & 0.16 0.001 + 0.001
Gamma Correction (y=1.25) | 99.88 0.001 v [ 99.83 0.001 v |99.58 0.002 v | 99.76 4 0.16 0.001 £ 0.001
Gamma Correction (y=2.5) | 99.26 0.002 v | 99.11 0.002 v | 98.88 0.002 v | 99.08 + 0.16 0.002 + 0.000
Histogram Equalization 99.41 0.002 v |99.52 0.002 v |99.33 0.002 v |99.42 £ 0.10 0.002 % 0.000
No Attack 100.0 0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 £ 0.00 0.000 £ 0.000
Blur Average (3 x 3) 98.94 0.002 v |99.12 0.002 v |99.51 0.001 v |99.19 + 0.29 0.002 £ 0.001
Blur Average (7 x 7) 90.23 0.036 v | 90.61 0.035 v |90.44 0.034 v |90.43 £ 0.16 0.035 £ 0.001
Blur Gaussian (5 x 5) 98.71 0.003 v |98.93 0.002 v |99.46 0.001 v |99.03 & 0.38 0.002 £ 0.001
Blur Gaussian (9 x 9) 90.32 0.042 v | 89.77 0.041 v |89.68 0.039 v |89.92 £ 0.28 0.041 & 0.002
Blur Median(3 x 3) 92.17 0.030 v |92.33 0.030 v |91.82 0.029 v | 92.11 4+ 0.22 0.030 & 0.001
Blur Median(9 x 9) 98.69 0.003 v [98.90 0.002 v |99.43 0.001 v |99.01 & 0.38 0.002 £ 0.001
= Compression (Q=50) 98.81 0.002 v |98.96 0.002 v |99.47 0.001 v |99.08 + 0.34 0.002 + 0.001
< Compression (Q=70) 91.94 0.027 v |92.37 0.027 v |92.64 0.026 v |92.32 4 0.29 0.027 & 0.001
Noise Gaussian (o=0.4) 99.09 0.001 v |99.22 0.001 v |99.63 0.001 v |99.31 4 0.28 0.001 % 0.000
Noise Gaussian (0=0.5) 99.09 0.001 v [99.22 0.001 v |99.63 0.001 v |99.31 £ 0.28 0.001 % 0.000
Salt and Pepper 98.64 0.002 v |98.82 0.002 v |99.44 0.001 v |98.97 & 0.42 0.002 £ 0.001
Crop Height (top, 50%) 94.14 0.020 v |94.32 0.020 v | 94.61 0.020 v |94.36 & 0.20 0.020 £ 0.000
Crop Width (left, 25%) 98.97 0.001 v | 99.14 0.001 v |99.58 0.001 v |99.23 & 0.31 0.001 & 0.000
Gamma Correction (y=1.25) | 98.84 0.002 v | 98.97 0.002 v | 99.45 0.001 v [99.09 £ 0.33 0.002 £ 0.001
Gamma Correction (y=2.5) | 92.58 0.026 v | 92.71 0.025 v |92.33 0.025 v | 92.54 + 0.19 0.025 £ 0.001
Histogram Equalization 99.08 0.001 v |99.02 0.002 v |99.63 0.001 v |99.24 £ 0.34 0.001 + 0.001

159



Table 6.26: Verification and robustness results for the code-based hash-chain video
watermarking model on 2K videos of H264, HEVC, and AV1 codecs across 24/30/60

FPS, depicting the mean =+ standard deviation Extraction Rate(R,.) and BER for each

row.
24 FPS 30 FPS 60 FPS Average
Attack R, BER T| Re BER T| Re BER T| Rc+op, BER=opm
No Attack 100.0 0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 £ 0.00 0.000 =+ 0.000
Blur Average (3 x 3) 99.77  0.000 v |99.79 0.000 v |99.82 0.000 v |99.79 & 0.02 0.000 £ 0.000
Blur Average (7 x 7) 9411 0.032 v [93.33 0.036 v |94.02 0.030 v |93.82 4 0.34 0.033 & 0.003
Blur Gaussian (5 x 5) 99.48 0.002 v | 95.14 0.023 v |99.65 0.001 v |98.09 £ 2.03 0.009 £ 0.010
Blur Gaussian (9 x 9) 91.07 0.050 v |92.56 0.042 v |90.27 0.045 v | 91.30 & 0.94 0.046 & 0.003
Blur Median (3 x 3) 95.83 0.011 v |94.00 0.009 v |93.77 0.011 v | 9453 £ 0.92 0.010 £ 0.001
Blur Median (9 x 9) 99.40 0.001 v |99.88 0.000 v |99.80 0.000 v |99.69 & 0.21 0.000 + 0.000
< Compression (Q=50) 99.53 0.001 v |99.79 0.000 v |99.83 0.000 v | 99.72 + 0.16 0.000 + 0.000
g Compression (Q=70) 96.43 0.009 v | 9510 0.008 v | 9470 0.010 v | 95.41 4 0.73  0.009 =+ 0.001
Noise Gaussian (o =0.4) 99.77 0.000 v | 100.0 0.000 v |99.92 0.000 v | 99.90 4+ 0.10 0.000 £ 0.000
Noise Gaussian (o =0.5) 99.77 0.000 v | 100.0 0.000 v |99.92 0.000 v | 99.90 &+ 0.10 0.000 £ 0.000
Salt and Pepper 95.40 0.015 v | 94.94 0.016 v |96.03 0.013 v | 95.46 & 0.45 0.015 % 0.002
Crop Height(top, 50%) 96.41 0.018 v | 94.67 0.021 v | 9450 0.021 v | 95.19 + 0.87 0.020 % 0.002
Crop Width (left, 25%) 99.61 0.001 v |99.94 0.000 v |99.88 0.000 v |99.81 4+ 0.14 0.000 % 0.000
Gamma Correction (y=1.25) | 99.77 0.000 v | 100.0 0.000 v |99.92 0.000 v | 99.90 £ 0.10 0.000 + 0.000
Gamma Correction (y=2.5) | 94.43 0.015 v [ 94.42 0.015 v | 94.41 0.014 v | 94.42 & 0.01 0.015 & 0.001
Histogram Equalization 99.74 0.000 v |99.86 0.000 v |99.80 0.000 v |99.80 & 0.05 0.000 £ 0.000
No Attack 100.0  0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 & 0.00 0.000 £ 0.000
Blur Average (3 x 3) 99.66 0.001 v |98.58 0.001 v | 100.0 0.000 v | 99.41 £ 0.74 0.001 £ 0.001
Blur Average (7 x 7) 94.58 0.031 v |93.15 0.029 v |93.49 0.035 v |93.74 £ 0.60 0.032 + 0.003
Blur Gaussian (5 x 5) 99.69 0.002 v | 98.81 0.000 v |99.90 0.001 v |99.47 &+ 0.46 0.001 + 0.001
Blur Gaussian (9 x 9) 92.76  0.039 v | 90.42 0.046 v | 94.00 0.036 v |92.39 & 1.48 0.040 % 0.004
Blur Median (3 x 3) 94.40 0.011 v |95.38 0.008 v |96.18 0.008 v |95.32 £ 0.73 0.009 % 0.002
Blur Median (9 x 9) 100.0 0.000 v | 98.65 0.001 v |100.0 0.000 v |99.55 4 0.64 0.000 £ 0.000
S Compression (Q=50) 99.71  0.001 v | 98.67 0.001 v |100.0 0.000 v |99.46 & 0.67 0.001 & 0.001
= Compression (Q=70) 94.56 0.010 v | 9427 0.011 v |95.62 0.010 v | 94.82 £ 0.58 0.010 £ 0.001
Noise Gaussian (o =0.4) 100.0 0.000 v | 98.83 0.000 v |100.0 0.000 v | 99.61 £ 0.55 0.000 £ 0.000
Noise Gaussian (o =0.5) 100.0 0.000 v | 98.81 0.000 v |100.0 0.000 v |99.60 & 0.56 0.000 £ 0.000
Salt and Pepper 96.49 0.012 v | 94.66 0.014 v |95.89 0.013 v |95.68 £ 0.75 0.013 £ 0.001
Crop Height(top, 50%) 96.56 0.018 v | 95.19 0.020 v | 96.19 0.020 v | 95.98 & 0.57 0.019 + 0.001
Crop Width (left, 25%) 99.95 0.000 v |98.73 0.001 v |99.94 0.000 v |99.54 4 0.57 0.000 £ 0.001
Gamma Correction (y=1.25) | 100.0 0.000 v | 98.81 0.000 v | 100.0 0.000 v | 99.60 & 0.56 0.000 = 0.000
Gamma Correction (y=2.5) | 9479 0.018 v [93.02 0.016 v |95.34 0.013 v | 94.38 + 0.97 0.016 % 0.002
Histogram Equalization 100.0 0.000 v | 98.83 0.000 v |99.87 0.000 v | 99.57 £ 0.49 0.000 =+ 0.000
No Attack 100.0  0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 £ 0.00 0.000 £ 0.000
Blur Average (3 x 3) 99.58 0.001 v |99.83 0.000 v |99.89 0.000 v | 99.77 &+ 0.13 0.001 % 0.000
Blur Average (7 x 7) 94.30 0.031 v |93.71 0.039 v |92.75 0.038 v |93.59 £ 0.64 0.036 + 0.004
Blur Gaussian (5 x 5) 99.64 0.002 v | 99.77 0.002 v |99.80 0.001 v | 99.74 £ 0.08 0.002 & 0.001
Blur Gaussian (9 x 9) 91.41 0.047 v |95.19 0.032 v |91.25 0.041 v | 92.62 £ 1.79 0.040 £ 0.006
Blur Median (3 x 3) 93.65 0.011 v [95.25 0.010 v |94.20 0.010 v | 94.37 &+ 0.65 0.010 % 0.000
Blur Median (9 x 9) 99.77 0.000 v |99.96 0.000 v |99.81 0.000 v |99.85 £ 0.08 0.000 & 0.000
= Compression (Q=50) 100.0  0.000 v | 99.96 0.000 v |99.96 0.000 v | 99.97 £ 0.02 0.000 £ 0.000
< Compression (Q=70) 94.97 0.009 v |95.42 0.011 v |9558 0.008 v |95.32 £ 0.26 0.009 & 0.001
Noise Gaussian (o =0.4) 100.0 0.000 v | 99.96 0.000 v |99.96 0.000 v | 99.97 + 0.02 0.000 £ 0.000
Noise Gaussian (o =0.5) 100.0  0.000 v |99.96 0.000 v |99.96 0.000 v |99.97 & 0.02 0.000 & 0.000
Salt and Pepper 95.50 0.015 v |95.89 0.014 v |96.03 0.013 v | 95.81 4+ 0.22 0.014 %+ 0.001
Crop Height(top, 50%) 95.08 0.022 v |96.08 0.020 v |95.54 0.017 v | 95.57 + 0.41 0.020 + 0.002
Crop Width (left, 25%) 99.79  0.001 v |99.92 0.000 v |99.92 0.000 v |99.88 £ 0.06 0.000 % 0.000
Gamma Correction (y=1.25) | 100.0 0.000 v | 99.96 0.000 v |99.96 0.000 v | 99.97 4 0.02 0.000 + 0.000
Gamma Correction (y=2.5) | 93.12 0.017 v | 93.71 0.018 v | 94.68 0.014 v | 93.84 4 0.64 0.016 % 0.002
Histogram Equalization 100.0 0.000 v | 99.84 0.000 v |99.87 0.000 v | 99.90 + 0.07 0.000 £ 0.000
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Table 6.27: Verification and robustness results for the code-based hash-chain video
watermarking model on 4K videos of H264, HEVC, and AV1 codecs across 24/30/60

FPS, depicting the mean =+ standard deviation Extraction Rate(R,.) and BER for each

row.
24 FPS 30 FPS 60 FPS Average
Attack R BER T| Re BER T| Re BER T| Ro+op, BER=*opm
No Attack 100.0 0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 £ 0.00 0.000 =+ 0.000
Blur Average (3 x 3) 90.96 0.013 v | 91.19 0.012 v | 99.79 0.001 v | 93.98 & 5.03 0.009 £ 0.007
Blur Average (7 x 7) 84.90 0.039 v |85.23 0.039 v |93.06 0.033 v | 87.73 £ 4.62 0.037 £ 0.003
Blur Gaussian (5 x 5) 90.99 0.014 v | 8851 0.032 v |99.82 0.001 v | 93.11 & 5.64 0.016 £ 0.016
Blur Gaussian (9 x 9) 87.71 0.029 v | 87.69 0.027 v |91.58 0.049 v |88.99 & 2.24 0.035 £ 0.012
Blur Median (3 x 3) 87.73 0.023 v |86.42 0.017 v |96.09 0.015 v |90.08 £ 4.99 0.018 % 0.004
S Blur Median (9 x 9) 90.99 0.013 v | 91.08 0.013 v |99.91 0.001 v |93.99 £ 5.06 0.009 + 0.006
= Compression (Q=50) 91.04 0.014 v | 91.12 0.013 v [99.66 0.001 v | 93.94 + 4.97 0.009 + 0.006
Compression (Q=70) 85.44 0.040 v |85.62 0.039 v |92.40 0.021 v |87.82 £ 3.99 0.033 £ 0.010
Noise Gaussian (o=0.4) 91.28 0.013 v | 91.27 0.012 v [ 99.91 0.001 v | 94.15 & 4.95 0.009 & 0.006
Noise Gaussian (¢=0.5) 91.20 0.012 v | 91.31 0.012 v [ 99.91 0.001 v | 94.14 £ 4.96 0.009 % 0.006
Salt and Pepper 8719 0.030 v | 87.34 0.030 v |96.54 0.014 v | 90.36 £ 4.87 0.025 &+ 0.009
Crop Height (top, 50%) 87.68 0.032 v |87.90 0.031 v |95.92 0.018 v |90.50 £ 4.41 0.027 & 0.007
Crop Width (left, 25%) 91.09 0.013 v |91.23 0.012 v [99.91 0.001 v | 94.08 £ 4.97 0.009 & 0.006
Gamma Correction (y=1.25) | 90.99 0.013 v | 91.17 0.013 v | 99.88 0.001 v | 94.01 & 4.99 0.009 + 0.006
Gamma Correction (y=2.5) | 84.74 0.040 v | 85.19 0.041 v |98.45 0.003 v | 89.46 + 7.63 0.028 £ 0.019
Histogram Equalization 90.77 0.015 v | 90.49 0.016 v | 99.18 0.004 v | 93.48 £ 4.96 0.012 + 0.006
No Attack 100.0  0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 & 0.00 0.000 £ 0.000
Blur Average (3 x 3) 89.74 0.016 v | 88.79 0.016 v |99.75 0.001 v | 92.76 & 6.07 0.011 & 0.009
Blur Average (7 x 7) 83.93 0.041 v |82.96 0.043 v |93.12 0.033 v | 86.67 £ 5.61 0.039 + 0.005
Blur Gaussian (5 x 5) 89.71 0.018 v |88.65 0.017 v |99.79 0.002 v | 92.72 + 6.13 0.012 & 0.009
Blur Gaussian (9 x 9) 85.81 0.032 v |85.15 0.032 v |92.38 0.045 v | 87.78 & 4.05 0.036 = 0.007
Blur Median (3 x 3) 87.68 0.023 v |86.31 0.023 v |96.18 0.014 v |90.06 + 5.02 0.020 & 0.005
S Blur Median (9 x 9) 89.61 0.017 v |88.67 0.017 v |99.88 0.001 v |92.72 & 6.13 0.012 £ 0.009
= Compression (Q=50) 89.69 0.017 v [88.69 0.017 v |99.75 0.001 v | 92.71 £ 6.10 0.012 % 0.009
Compression (Q=70) 84.06 0.043 v |83.35 0.043 v | 92.11 0.022 v | 86.51 £ 4.75 0.036 £ 0.012
Noise Gaussian (o=0.4) 89.82 0.016 v | 88.77 0.016 v |99.88 0.001 v |92.82 £ 6.12 0.011 £ 0.009
Noise Gaussian (c=0.5) 89.90 0.016 v |88.85 0.016 v |99.88 0.001 v |92.88 £ 6.10 0.011 £ 0.009
Salt and Pepper 86.02 0.034 v |84.96 0.034 v |95.31 0.019 v | 88.76 & 5.73 0.029 + 0.008
Crop Height (top, 50%) 85.94 0.035 v |85.52 0.035 v |95.43 0.021 v |88.96 + 5.54 0.030 & 0.008
Crop Width (left, 25%) 89.79 0.017 v | 88.79 0.016 v |99.83 0.001 v | 92.80 + 6.14 0.011 & 0.009
Gamma Correction (y=1.25) | 89.66 0.017 v | 88.71 0.017 v |99.85 0.001 v | 92.74 & 6.14 0.012 % 0.009
Gamma Correction (y=2.5) | 83.96 0.044 v |82.88 0.044 v |98.12 0.004 « |88.32 4+ 8.48 0.031 % 0.023
Histogram Equalization 88.96 0.021 v |88.28 0.020 v |99.03 0.005 v |92.09 £ 5.96 0.015 % 0.009
No Attack 100.0 0.000 X | 100.0 0.000 X | 100.0 0.000 X | 100.0 £ 0.00 0.000 £ 0.000
Blur Average (3 x 3) 88.15 0.018 v | 90.17 0.016 v |99.53 0.001 v |92.62 £ 6.07 0.012 £ 0.009
Blur Average (7 X 7) 83.44 0.044 v | 84.42 0.042 v |93.07 0.034 v |86.98 + 5.30 0.040 & 0.006
Blur Gaussian (5 x 5) 88.12 0.020 v |90.12 0.017 v |99.49 0.002 v |92.58 & 6.10 0.013 & 0.010
Blur Gaussian (9 x 9) 84.87 0.033 v | 86.17 0.032 v |93.30 0.039 v | 88.11 + 4.50 0.035 & 0.004
Blur Median (3 x 3) 84.97 0.029 v |85.58 0.023 v |9575 0.015 v | 88.77 £ 5.71 0.022 £ 0.006
5 Blur Median (9 x 9) 88.07 0.019 v |90.12 0.017 v [99.62 0.001 v |92.60 & 6.14 0.012 = 0.009
< Compression (Q=50) 87.99 0.020 v | 90.17 0.017 v |99.72 0.001 v |92.63 + 6.15 0.013 £ 0.010
Compression (Q=70) 82.42 0.045 v | 84.46 0.044 v |93.12 0.018 v | 86.67 &+ 5.54 0.036 + 0.014
Noise Gaussian (o=0.4) 88.31 0.018 v |90.44 0.016 v |99.72 0.001 v |92.82 £+ 6.12 0.012 £ 0.009
Noise Gaussian (0=0.5) 88.26 0.018 v [90.31 0.016 v |99.72 0.001 v | 92.76 & 6.13  0.012 & 0.009
Salt and Pepper 84.59 0.036 v |86.44 0.034 v |95.66 0.017 v |88.90 £ 5.67 0.029 & 0.008
Crop Height (top, 50%) 84.87 0.037 v |85.69 0.035 v |96.07 0.017 v | 88.88 + 5.87 0.030 & 0.010
Crop Width (left, 25%) 88.20 0.019 v [90.23 0.016 v |99.68 0.001 v | 92.70 £ 6.11 0.012 % 0.009
Gamma Correction (y=1.25) | 88.12 0.019 v | 90.10 0.017 v | 99.72 0.001 v | 92.65 & 6.13 0.012 & 0.009
Gamma Correction (y=2.5) | 82.19 0.045 v | 83.79 0.043 v | 97.64 0.004 v | 87.87 £ 7.96 0.031 % 0.023
Histogram Equalization 88.13 0.020 v |89.10 0.021 v |98.83 0.005 v |92.02 +5.91 0.015 £ 0.009

and F1-score values remaining approximately equal to 100%.
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Table 6.26 presents the robustness results obtained for 2K videos encoded using
H.264, HEVC, and AV1 at 24, 30, and 60 FPS. As we can observe, the proposed model
demonstrates high robustness across all codecs and frame rates, with extraction rates
remaining close to 100% and BER values remaining very low in the majority of attack
scenarios. Furthermore, the small standard deviations indicate limited sensitivity to
frame-rate variations. The highest robustness is observed under Gaussian noise, light
filtering operations, histogram equalization, moderate gamma correction (y = 1.25),
compression with ) = 50, and horizontal cropping, where extraction rates frequently
reach 100% and BER values approach zero. The most challenging attacks correspond
to large-kernel filtering, strong gamma correction (y = 2.5), and aggressive compres-
sion (Q = 70), which reduce extraction rates to approximately 90% — 93%. Never-
theless, successful watermark extraction is achieved in all cases. The three codecs
exhibit similar robustness characteristics, with HEVC and AV1 demonstrating slightly
improved performance under severe distortions. Finally, all attack scenarios achieved
a 100% tamper detection rate, while Accuracy, Precision, Recall, and F1-score values
remained approximately equal to 100%, confirming the effectiveness of the proposed
authenticity verification mechanism for high-resolution video content.

Table 6.26 presents the robustness results obtained for 4K videos encoded using
H.264, HEVC, and AV1 at 24, 30, and 60 FPS. Despite the significantly increased
resolution, the proposed model maintains high robustness across all evaluated codecs
and attack scenarios, with extraction rates generally remaining above 85% and BER
values remaining relatively low.

The highest robustness is observed under Gaussian noise, light filtering operations,
histogram equalization, moderate gamma correction (y = 1.25), and small cropping
attacks, where extraction rates frequently exceed 92% while BER values remain close
to zero. The most challenging attack scenarios correspond to large-kernel Gaussian
blur (9 x 9), aggressive compression (Q) = 70), and strong gamma correction (y = 2.5),
which reduce extraction rates to approximately 82% — 88%. Nevertheless, success-
ful watermark extraction is achieved in all cases. Furthermore, the small standard
deviations across the evaluated frame rates indicate limited sensitivity to temporal
variations, confirming stable performance at 24, 30, and 60 FPS. The three codecs
exhibit similar robustness characteristics, with AV1 producing slightly lower extrac-
tion rates under severe distortions while remaining within a reliable operating range.

Finally, all attack scenarios achieved a 100% tamper detection rate, with Accuracy,
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Table 6.28: Robustness and verification evaluation of the code-based hash-chain video

watermarking model under spatial, temporal, compression, and combined transfor-

mations occurring after video sharing or transmission, i.e., Frame Rate Reduction

(FRR), Frame Rate Increase (FRI), Spatial Downscale (SD), Spatial Upscale (SU), Re-

Encoding (RE), Frame Dropping (FD), and Frame Swap (FS).

Resolution | Transformation Type R (%) BER | Tampering Detected
1080p FRR (24 fps) 99.86 | 0.00081 v
1080p FRI (60 fps) 99.87 | 0.00083 v
720p SD (decrease 2.25x) 14.91 0.40 v
2K SU (increase 1.78x) 12.29 0.46 v
1080p RE HEVC 96.35 | 0.0053 v
1080p RE AVI 98.41 | 0.0045 v
1080p RE MPEG-4 (1.5Mbps) 62.12 0.13 v
1080p RE MPEG-4 (5.0Mbps) 95.80 0.006 v
1080p RE MPEG-4 (6.0Mbps) 97.70 0.004 v
1080p RE MPEG-4 (8.0Mbps) 98.50 0.002 v
1080p FD (20%) 99.92 | 0.0002 v
1080p FD (30%) 99.91 | 0.0003 v
1080p FD (50%) 99.91 | 0.0003 v
1080p FS (20%) 99.95 | 0.0002 v
1080p FS (30%) 99.95 | 0.0002 v
1080p FS (50%) 99.95 | 0.0002 v
720p SD 720p + FRR 24fps + RE HEVC | 26.03 0.44 v
2K SU 1440p + FRI 60fps + RE AVI 12.85 0.43 v

Precision, Recall, and F1-score values remaining approximately equal to 100%.

The results presented in Table 6.28 demonstrate the robustness of the proposed

model under spatial, temporal, compression, and combined transformations com-

monly encountered during video sharing and transmission. Temporal modifications,
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including FRR, FRI, FD, and FS, have minimal impact on watermark extraction,
achieving extraction rates above 99.8% with BER values close to zero. Similarly,
re-encoding operations using HEVC, AVI, and moderate MPEG-4 compression pre-
serve high extraction performance, with extraction rates generally exceeding 95%.
In contrast, spatial scaling operations, including downscaling and upscaling, consti-
tute the most challenging attack category, reducing extraction rates to approximately
12% — 15% due to the alteration of the underlying spatial structure and frequency-
domain representation of the video frames. Combined transformations that include
spatial scaling exhibit similar degradation effects. Nevertheless, despite the reduc-
tion in extraction performance, all attack scenarios were successfully identified by the
proposed authenticity verification mechanism.

Overall, the results demonstrate that the proposed framework exhibits strong ro-
bustness against temporal and compression-based transformations while remaining
capable of reliably detecting severe geometric modifications. The achieved results vali-
date the effectiveness of the proposed cross-modal verification strategy for authenticity

and integrity preservation in digital video content.

6.7.4 Video: Integrity Attestation

Cross-Frame Permutation Based Video Watermarking Model

As illustrated in Figure 6.11, integrity-blocks identified as tampered are highlighted
in red, enabling the visual localization of manipulated regions within the video frame.
When a tampering operation affects multiple integrity-blocks, all corresponding blocks
are marked, providing a clear representation of the extent of the modification.

Table 6.29 summarizes the average tamper detection and localization performance
of the proposed framework under the single-frame tampering scenario. The obtained
results demonstrate near-perfect performance across all evaluated metrics, confirming
the effectiveness of the proposed integrity-preservation mechanism. For Addition and
Copy-Move attacks, the proposed model achieves perfect performance, with Precision,
Recall, F1-score, and IoU values equal to 1.0. These results indicate that all tampered
regions were correctly detected and accurately localized without generating false-
positive or false-negative detections.

Similarly, Removal attacks exhibit excellent performance, with Recall remaining

equal to 1.0 and Precision, F1-score, and IoU values remaining above 0.97. The
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Original Attacked Detected

Figure 6.11: Example of Tampered Frames and Tamper Detection Results per frame

under removal attack.

slight reduction in Precision can be attributed to a limited number of false-positive
detections occurring at the boundaries of the manipulated regions. Nevertheless, the
high IoU values confirm the accurate localization of the tampered areas.

Table 6.30 presents the average tamper detection and localization performance of
the proposed model under multi-frame Addition, Removal, and Copy-Move attacks.
The results demonstrate consistently high Accuracy and Precision values exceeding
0.99 across all attack categories. The highest performance is achieved for Removal
attacks, while Copy-Move attacks exhibit slightly lower Recall and IoU values due to

the increased difficulty of accurately localizing duplicated regions. Nevertheless, the
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Table 6.29: Average performance of the proposed cross-frame permutation based
video watermarking model under single-frame tampering for different attack types.

Metrics are averaged across all evaluated videos.

Attack Accuracy | Precision | Recall | F1 Score | IoU
SF Removal 0.994 0.970 1.000 0.984 | 0.974
SF Addition 1.000 1.000 1.000 1.000 | 1.000
SF Copy-Move 1.000 1.000 1.000 1.000 | 1.000

Table 6.30: Average tamper detection and localization performance under multi-frame
addition, removal and copy-move attacks for the cross-frame permutation based video

watermarking model.

Attack

Accuracy + o

Precision &+ o

Recall &+ o

F1 — score + o

IoU + o

MF Addition

0.9900 + 1.2 x 1079

0.9900 £ 0.0010

0.9800 £ 0.0040

0.9900 £ 0.0020

0.9800 £ 0.0040

MF Removal

0.9999 £ 2.0 x 1073

0.9980 £ 0.0020

0.9810 £ 0.0100

0.9910 £ 0.0050

0.9810 £ 0.0080

MF Copy-Move

0.9998 + 1.5 x 1079

0.9980 £ 0.0020

0.9590 £ 0.0500

0.9890 4 0.0060

0.9580 £ 0.0500

obtained F1-scores remain close to 0.99, confirming the effectiveness of the proposed
method in detecting and localizing different types of video tampering.

Overall, the obtained results demonstrate that the proposed framework is capable
of reliably detecting and localizing a wide range of tampering operations. While
Accuracy remains close to 1.0 for all attack categories, metrics such as Precision,
Recall, F'1-score, and IoU provide a more representative assessment of performance,
as they directly evaluate the quality of tamper localization in the presence of class

imbalance between tampered and untampered regions.

6.7.5 Video: Observations

For the code-based hash-chain model, the obtained results indicate that the pro-
posed watermark representation remains highly robust against a wide range of signal-
processing, compression, geometric, and temporal attacks. Across all evaluated resolu-
tions, codecs, and frame rates, extraction rates remained consistently high while BER

values remained low, demonstrating the stability of the proposed embedding strategy.
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Furthermore, the obtained results reveal that the model is largely independent of the
selected codec and frame rate, with resolution being the dominant factor affecting
computational complexity. The utilization of a global hash-chain representation em-
bedded into the audio stream further strengthens the security of the framework by
establishing a dependency between the visual and auditory components of the video
object. Consequently, modifications affecting

Regarding the cross-frame permutation-based model, the experimental results
demonstrate that the proposed model achieves high perceptual quality despite the
relatively large integrity payload. More specifically, PSNR values ranged from 41.23
dB to 50.57 dB, with an average value of 46.11 dB, while the average SSIM reached
0.987. These measurements indicate that the embedded integrity information intro-
duces only limited visual distortion and preserves the visual characteristics of the
protected video content.

An important observation concerns the effectiveness of the introduced cross-frame
verification relationships. Unlike conventional block-based integrity-preservation ap-
proaches, the proposed framework establishes dependencies among integrity-blocks
located in different frames. As a result, manipulations affecting individual frames,
groups of frames, or temporally distant video regions propagate through the verifi-
cation process and can be reliably detected. The experimental evaluation confirmed
that the framework successfully detects object insertion, object deletion, copy-move
manipulations.

The run-time evaluation additionally revealed favorable scalability characteristics
for both frameworks. For the authenticity-preservation model, the processing time
increased predictably with video resolution while remaining largely unaffected by
codec selection and frame rate variations. Furthermore, the parallel implementation
achieved substantial reductions in execution time, demonstrating the suitability of the
proposed framework for deployment on multi-core architectures. For the integrity-
preservation model, a strong positive linear relationship was observed between per-
mutation size and embedding time, confirming the predictability and scalability of
the proposed cross-frame verification architecture.

Overall, the obtained results demonstrate that the proposed video watermarking
models successfully combine imperceptibility, robustness, authenticity verification, in-
tegrity preservation, and tamper localization capabilities. The complementary nature

of the two approaches enables the protection of digital videos against both content-
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preservation attacks and malicious manipulations, making them suitable for multime-
dia forensics, surveillance systems, evidential video management, and authenticity-

preservation applications.

6.8 Experimental Results on Documents

Next we present the experimental results regarding the proposed PDF authenticity
and integrity preservation model. Specifically, the evaluation focuses on the com-
putational efficiency, visual quality, authenticity verification, and tamper detection
performance of the proposed watermarking models under different attack categories.

The following PDF model is experimentally evaluated:
* PDF Watermarking Model utilizing QR-Code Text-Color Embedding

PDF Watermarking Model utilizing QR-Code Text-Color Embedding - Method-
ology

For the experimental evaluation of the proposed PDF watermarking model, a data-
set consisting of both single-page and multi-page PDF documents was utilized. The
PDF files were generated from text-based documents and exported to PDF format,
while the corresponding QR Codes were additionally stored in PNG format to fa-
cilitate quality and robustness analysis. The evaluation was divided into two main
categories: quality assessment and robustness assessment. For the quality evaluation,
the extracted QR Code was compared against the originally embedded QR Code using
PSNR and SSIM measurements, while its functionality was verified through successful
decoding of the associated URL.

To evaluate the robustness and fragility characteristics of the proposed model, two
categories of attacks were considered. The first category included benign PDF pro-
cessing operations, such as markup insertion, digital signatures, page rotation, meta-
data deletion, cropping, margin modifications, scaling, and compression. The second
category included malicious content-modification attacks, namely PDF-to-image con-
version, text removal, text modification, and text insertion. For each attack scenario,
the modified PDF document was provided as input to the extraction procedure and
the resulting QR Code was exported in PNG format. The functionality, quality, and

recoverability of the extracted QR Code were subsequently evaluated in order to assess
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Figure 6.12: Performance measurements during the embedding and the extraction
phases of the PDF watermarking model showing respectively the required time during
the embedding (a) and the extraction (b) phases, the CPU utilization during the
embedding (c) and the extraction (d) phases, and the RAM utilization during the
embedding (e) and the extraction (f) phases.

the effectiveness of the proposed model in preserving document authenticity while
enabling reliable tamper detection. The proposed repetitive watermarking technique
was developed in Python 3.10 and the corresponding evaluation experiments where
conducted in a commodity computer with 9 Gen. Intel i3-9500 (6 cores - 6 threads)

and 8 GB of RAM running over Windows 10.

6.8.1 Documents: Run-time Efficiency

The performance measurements presented in Figure 6.12 demonstrate the compu-
tational efficiency and scalability of the proposed PDF watermarking model. As ex-
pected, the embedding and extraction times increase with the number of pages, since a
larger number of text elements must be processed. For example, the embedding time
increases from approximately 20 seconds for single-page documents to more than
300 seconds for 16-page documents, while the corresponding memory consumption
increases proportionally.

The deployment of Arnold’s transformation has only a limited impact on the over-

all computational requirements. For a fixed number of pages, increasing the number
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Table 6.31: Imperceptibility metrics for all the PDF pages of the proposed PDF wa-

termarking model.

PAGES PSNR SSIM | Functional QR-Code | Authenticity Attestation | Integrity Attestation
(p1) 57.53051 | 0.99986 v v v
(p2) 57.46688 | 0.99986 v v v
(p3) 57.59544 | 0.99986 4 v v
(pa) 57.79071 | 0.99986 v v v
AVERAGE | 57.59588 | 0.99986 100% Authentic Not Tampered

of Arnold iterations produces only minor variations in execution time, CPU utiliza-
tion, and memory consumption. This behavior is mainly attributed to the relatively
small dimensions of the embedded QR Code images, which significantly reduce the
computational cost of the transformation process.

Furthermore, CPU utilization remains moderate throughout the experiments, while
memory consumption scales predictably with the document size. These observations
indicate that the proposed model exhibits stable computational behavior and good
scalability characteristics. Overall, the obtained results demonstrate that the frame-
work can efficiently process small and medium-sized PDF documents while main-

taining predictable resource requirements for larger documents.

6.8.2 Documents: Quality and Imperceptibility

Table 6.31 presents the imperceptibility and functionality results obtained for the
proposed PDF watermarking model. As can be observed, all evaluated pages achieve
PSNR values above 57 dB and SSIM values equal to 0.99986, indicating that the
color modifications introduced during the QR Code embedding process are visually
imperceptible and do not affect the appearance of the PDF document.

Furthermore, the extracted QR Codes remain fully functional for all evaluated
pages, successfully decoding to the embedded URL. The results also demonstrate
successful authenticity attestation and integrity verification for every page, confirm-
ing that the embedded watermark information can be reliably extracted and vali-
dated in the absence of tampering. Overall, the obtained measurements verify that
the proposed framework preserves the visual quality of the PDF documents while

simultaneously enabling reliable authenticity and integrity attestation.
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Table 6.32: Quality, functionality, and authenticity-preservation results of the extracted

QR Code under common PDF processing operations.

Attack PSNR SSIM BER NC MSE | Functional QR-Code | Authenticity Preservation
No Attack Performed >68.8880 | 1.0000 | .0000 | 1.0000 | 0.0000 v v
Adding Markup Text >68.8880 | 1.0000 | 0.0000 | 1.0000 | 0.0000 v 4
Digital Signature >68.8880 | 1.0000 | 0.0000 | 1.0000 | 0.0000 v v
180° Page Rotation >68.8880 | 1.0000 | 0.0000 | 1.0000 | 0.0000 v v
Metadata Deletion >68.8880 | 1.0000 | 0.0000 | 1.0000 | 0.0000 4 4
Horizontal Page Crop 25% 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Horizontal Page Crop 50% 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Horizontal Page Crop 75% 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Vertical Page Crop 25% 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Vertical Page Crop 50% 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Vertical Page Crop 75% 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Change Margins (Fit to Text) | >68.8880 | 1.0000 | 0.0000 | 1.0000 | 0.0000 v v
Change Margins (Executive) | >68.8880 | 1.0000 | 0.0000 | 1.0000 | 0.0000 v 4
Change Margins (A1) >68.8880 | 1.0000 | 0.0000 | 1.0000 | 0.0000 v v
Scale Down 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 4 v
Scale Up 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Compression (Low) 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Compression (Medium) 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Compression (High) 68.8880 | 0.9990 | 0.0000 | 0.9937 | 0.0084 v v
Compression (72 ppi) >68.8880 | 1.0000 | 0.0000 | 1.0000 | 0.0000 v v

6.8.3 Documents: Authenticity Verification

Table 6.32 presents the quality and authenticity-preservation results obtained after
applying various benign PDF processing operations to the watermarked documents.
Overall, the extracted QR Code remains fully functional and authenticity attestation
is successfully achieved in all evaluated scenarios.

Operations such as markup insertion, digital signatures, page rotation, metadata
deletion, and margin modifications produce results identical to the attack-free case,
with PSNR and SSIM values remaining at their maximum levels and BER equal to
zero. Similarly, page cropping, scaling, and compression introduce only negligible
quality degradation, as indicated by the slightly reduced SSIM and NC values. Nev-
ertheless, BER remains equal to zero and the extracted QR Code continues to decode
successfully.

These results demonstrate that the proposed framework is highly robust against
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Table 6.33: Quality, functionality, and authenticity-preservation results of the extracted

QR Code after the performance of various content modification attacks.

Attack PSNR SSIM BER NC MSE | Functional QR-Code | Tamper Detection
No Attack Performed >68.8880 | 1.0000 | 0.0000 | 1.0000 | 0.0000 v

Image Conversion (No OCR) 49.9644 | 0.0000 | 0.6556 | -1.0000 | 0.6556 X v
Remove Text from Document (Beginning) | 51.5987 | 0.0141 | 0.4500 | 0.6561 | 0.4500 X v
Remove Text from Document (Middle) 53.0847 | 0.2575 | 0.3196 | 0.7563 | 0.3196 X v
Remove Text from Document (End) 68.8880 | 0.442 | 0.2342 | 0.81341 | 0.2492 X 4
Modify Text in Document (Beginning) 51.6025 | 0.0141 | 0.4496 | 0.6565 | 0.4496 X v
Modify Text in Document (Middle) 53.0902 | 0.2586 | 0.3192 | 0.7567 | 0.3192 X v
Modify Text in Document (End) 54.1600 | 0.9205 | 0.0288 | 0.9781 | 0.0288 X v
Add Text in Document (Beginning) 51.5987 | 0.0121 | 0.4500 | 0.6565 | 0.4500 X v
Add Text in Document (Middle) 54.1863 | 0.4192 | 0.2480 | 0.8095 | 0.2480 X v
Add Text in Document (End) 51.5987 | 0.0155 | 0.4500 | 0.6546 | 0.4500 X v

common document processing operations. Even under aggressive compression and
scaling scenarios, the extracted QR Code preserves both its functionality and authen-
ticity information. Consequently, the proposed PDF watermarking framework can
reliably preserve document authenticity while remaining resilient to routine docu-

ment editing, storage, and transmission procedures.

6.8.4 Documents: Integrity Attestation

Table 6.33 presents the impact of various content-modification attacks on the extracted
QR Code. In contrast to the benign processing operations discussed previously, all
content-modification attacks result in a non-functional QR Code and successful tamper
detection, demonstrating the fragility of the proposed framework with respect to
document content alterations.

The PDF-to-image conversion attack without OCR exhibits the highest degra-
dation, yielding the lowest PSNR and SSIM values together with the highest BER,
indicating severe corruption of the embedded information. Similarly, text removal,
modification, and addition attacks significantly affect the extracted QR Code, with the
severity of the degradation depending on the position of the modification within the
document.

In general, modifications occurring at the beginning or middle of the document

introduce higher BER values and lower similarity measurements compared to mod-
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ifications performed near the end of the document. This behavior is expected, since
changes affecting a larger portion of the text used during the embedding process
alter a greater number of embedded QR-Code elements. Although attacks targeting
the end of the document produce less degradation and achieve higher PSNR, SSIM,
and NC values, the extracted QR Code remains non-functional and tampering is still
successfully detected.

Overall, the results confirm that the proposed PDF watermarking framework is
highly sensitive to content modifications. Even when the extracted QR Code retains
a relatively high degree of similarity with the original watermark, any malicious
alteration of the document content prevents successful QR-Code decoding and con-

sequently enables reliable integrity attestation and tamper detection.
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CHAPTER 7

CoMPARISON WITH RELATED WORK

7.1 Image Watermarking
7.2 Audio Watermarking
7.3 Video Watermarking

7.4 Documents Watermarking

In this section, a comprehensive comparison of the proposed authenticity and integrity
preservation models with representative approaches from the literature is presented.
The comparison examines key performance aspects, including imperceptibility, ro-
bustness against common benign processing operations and malicious attacks, tamper
detection and localization capabilities, computational efficiency, and authentication re-
liability. For the comparative evaluation, metrics such as PSNR, SSIM, NC, Extraction
Rate, BER, Precision, Recall, F1-score, Accuracy, and computational execution time
are considered whenever applicable and reported in the corresponding studies.

It should be noted that direct comparisons among watermarking and authentica-
tion schemes are inherently challenging due to differences in data-sets, experimental
protocols, embedding capacities, attack scenarios, parameter settings, and evaluation
methodologies. Furthermore, the reported results correspond to those provided by
the respective authors and may represent average, best-case, or data-set specific mea-
surements. The results of the proposed framework are reported as average values

over the evaluated data-sets and experimental configurations.
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Table 7.1: Comparison of watermark embedding computational time between the

proposed model and the SIP-based watermarking technique [1].

Image Size SIP [1] Time (s) | Repetitive SiP Time (s)

people | 4096 x 4096 2307.12 84.14

horizon | 4096 x 4096 2309.75 83.87
lighthouse | 8192 x 8192 18636.07 513.70
elephant | 8192 x 8192 18297.71 504.50

Despite these limitations, the comparative analysis provides a meaningful as-
sessment of the effectiveness, robustness, and practical applicability of the proposed

framework relative to existing state-of-the-art approaches.

7.1 Image Watermarking

This section presents a comparative evaluation of the proposed image authenticity
and integrity watermarking models against representative approaches from the liter-
ature. The comparison focuses on key performance aspects, including imperceptibil-
ity, watermark extraction reliability, and tamper detection performance. To ensure a
consistent assessment, metrics such as PSNR, SSIM, Extraction Rate (R.), Precision,

Recall, F1-score, and Accuracy are considered whenever available.

Repetitive SiP Watermarking Model

Table 7.1 presents the computational-time comparison between the proposed water-
marking model and the SIP-based watermarking technique presented in [1]. The
experimental results demonstrate that the proposed model significantly reduces the
watermark embedding time while preserving comparable imperceptibility character-
istics. More specifically, for images of resolution 4096 x 4096, the proposed model
requires approximately 84 seconds for the embedding procedure, whereas the SIP-
based methodology requires more than 2300 seconds. Similarly, for images of resolu-
tion 8192 x 8192, the proposed model requires approximately 500 seconds, while the

comparative methodology exceeds 18000 seconds.
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Table 7.2: Comparison of PSNR and SSIM measurements between the SIP-based wa-

termarking technique [1] and the proposed model.

SIP [1] Repetitive SiP

Image Size
PSNR | SSIM | PSNR | SSIM

people 4096 x 4096 | 33.85 | 0.88 | 33.35 | 0.84

horizon 4096 x 4096 | 40.79 | 0.97 | 39.28 | 0.97

lighthouse | 8192 x 8192 | 34.62 | 0.88 | 34.49 | 0.87

elephant | 8192 x 8192 | 39.23 | 0.97 | 38.42 | 0.96

The significant reduction in computational time is mainly attributed to the smaller
partitioning cells utilized in the proposed model. More specifically, the FF'T operations
are performed over substantially smaller spatial regions compared to the SIP-based
methodology, reducing the computational complexity of the transformation and em-
bedding procedures. For an image of size 8192 x 8192 utilizing a plane of size 7 x 7,
the base approach creates cells of size ~ 1.170 x 1.170, while the repetitive approach
utilize an extra grid of size 7 x 7, reduce the cell size to ~ 167 x 167. Consequently,
this cell size reduction lowers computationally intensive FFT operations over large
regions, significantly accelerating the overall embedding process.

Table 7.2 presents the PSNR and SSIM measurements obtained for the proposed
model and the comparative SIP-based watermarking methodology [1]. The experi-
mental results demonstrate that the proposed model preserves high perceptual qual-
ity and visual fidelity despite the substantial reduction in computational complexity
presented previously. More specifically, the obtained PSNR values remain consis-
tently above 33 dB for all evaluated images, indicating that the visual distortions
introduced by the embedding procedure remain imperceptible to the human visual
system. Similarly, the SSIM measurements remain very close to 1.0, demonstrating
strong structural similarity between the original and the corresponding watermarked
images.

Although the comparative SIP-based methodology achieves slightly higher PSNR
and SSIM measurements in certain cases, the differences remain relatively small and
visually negligible. More specifically, the average reduction in PSNR and SSIM in-

troduced by the proposed model is limited, while the computational-time reduction
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Table 7.3: Comparison of PSNR values between the proposed repetitive SiP water-

marking model and representative image watermarking approaches from the litera-

ture.
Method Year | Embedding Technique PSNR (dB)
[13] 2013 | Quaternion Fourier Transform 24.37
[39] 2017 | Deep Learning Steganography 25.21
[40] 2018 | Deep Neural Network Hiding 29.08
[41] 2022 | Self-Supervised Latent Space 41.79
[28] 2023 | Multi-Bit Watermark + Blockchain 41.86
Code-based Multiple SiP | 2023 | FFT Code-Based Multiple SiP Embedding 41.09

remains substantial. Consequently, the proposed methodology achieves a favorable
trade-off between computational efficiency and perceptual quality preservation. Fur-
thermore, the experimental results indicate that the proposed model maintains stable
imperceptibility characteristics even for very high-resolution images of dimensions
up to 8192 x 8192, demonstrating the scalability and effectiveness of the proposed

watermarking methodology for large multimedia objects.

Code-based Multiple SiP Watermarking Model

Table 7.3 presents a comparison of the PSNR values achieved by the proposed repet-
itive SiP watermarking model and representative image watermarking approaches
from the literature. The results indicate that the proposed model achieves a PSNR
value of 41.09 dB, demonstrating a high degree of imperceptibility and preserving
the visual quality of the host images after watermark embedding.

More specifically, the obtained PSNR value is significantly higher than those re-
ported by [39], [13], and [40], which achieve PSNR values ranging from 24.37 dB to
29.08 dB. At the same time, the proposed model remains highly competitive with the
most recent approaches reported in [41] and [28], exhibiting only a marginal differ-
ence of less than 1 dB. Considering that the compared approaches employ different
embedding domains and watermarking strategies, these results highlight the effec-
tiveness of the proposed repetitive SiP embedding mechanism in preserving image
quality.

Furthermore, the achieved PSNR values are obtained while simultaneously intro-
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ducing code-based multiple watermark embedding operations designed to enhance
watermark persistence and authentication reliability. Consequently, the proposed
methodology demonstrates that the incorporation of multiple watermark structures
does not significantly compromise visual fidelity. Overall, the experimental results
confirm that the proposed model provides competitive imperceptibility performance
while maintaining the robustness, scalability, and authentication capabilities required

by the watermarking framework.

ROMFAIA Hybrid Watermarking Model

In this section, a comprehensive comparison of the ROMFAIA system with repre-
sentative watermarking approaches from the literature is presented. The evaluation
focuses on key performance aspects, including imperceptibility, robustness under var-
ious common attack scenarios, computational cost, and tamper detection performance
in terms of Precision, Recall, F1-score, and Accuracy. It should be noted that vari-
ations in experimental setups and image datasets may influence direct comparisons
across methods. Furthermore, the reported values are derived from the respective
studies and, in most cases, correspond to average results, while the values of the pro-
posed method are computed as averages across the evaluated dataset. Nevertheless,
the reported results provide a meaningful indication of the relative performance of
the proposed method in relation to existing approaches.

Table 7.4 presents a comparative analysis of the embedding and extraction times
of the proposed method against representative approaches from the literature. To
ensure a fair comparison, the reported execution times of the proposed method cor-
respond to medium-resolution groups (720p and 1024p), which are comparable to
those used in existing works. This allows for a more meaningful assessment of the
relative computational cost across different approaches.

Specifically, most of the compared approaches operate on relatively low-resolution
images, typically in the range of 256 x 256 to 512 x 512, and only in limited cases
up to 1024 x 1024. Under these conditions, several methods report lower execution
times. For instance, [73] reports embedding and extraction times of 0.27 s and 0.11
s, respectively, while [42] reports 0.70 s and 0.07 s. Comparable results are observed
in [74], with execution times of approximately 0.84 s and 0.82 s, whereas higher values
are reported in [27] (2.67 s and 2.81 s) and [75] (approximately 4.28 s for embedding

and 4.26 s for extraction). These values reflect the reduced computational complexity
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Table 7.4: Comparison of computational performance in terms of average embedding
(T*™) and extraction (T5%) times of the ROMFAIA model.

Method Image Dimensions | TE™ (s) | TEx (s) Type
Bouarroudj et al. [27] 512 x 512 2.67 2.81 Robust + Fragile
Singh et al. [73] 512 x 512, 1024 x 1024 0.27 0.11 Robust + Fragile
Sinhal and Ansari [42] 512 x 512 0.70 0.07 Robust + Fragile

Singh et al. [74] 256 x 256 0.84 0.82 Robust

Khare and Srivastava [75] 512 x 512 4.28 4.26 Robust
ROMFAIA 720p—1024p 3.82 2.90 | Robust + Fragile

associated with smaller image sizes.

Table 7.5 presents a comparison of representative watermarking approaches from
the literature under non-attacked conditions, in terms of PSNR, SSIM, and BER.
In [74], an average PSNR value of 42.99 dB and an SSIM of 0.991 are reported, indicat-
ing high imperceptibility, although the method focuses solely on robust watermarking
without incorporating fragile integrity verification. Similarly, in [42] and [76], average
PSNR values of 40.66 dB and 40.00 dB are reported, respectively, with the former also
achieving an average SSIM of 0.941. Higher average PSNR values are observed in [22]
and [77], reaching 51.53 dB and 56.31 dB, respectively, while [78] reports an average
PSNR of 48.14 dB. On the lower end, [79] reports an average PSNR of 36.58 dB, high-
lighting the wide range of imperceptibility performance across different approaches,
while considering only robust watermarking. Similarly, most reported average SSIM
values exceed 0.94, with several approaches achieving values close to 1, such as 0.999
in [22]. In terms of BER, only a subset of the methods explicitly report this metric.
For instance, [74] reports an average BER of 0.0030 under standard conditions, while
the approaches in [42, 76] achieve an average BER of 0.0000. In contrast, [79] reports
a higher average BER value of 0.1106, indicating lower extraction accuracy under the
evaluated conditions.

In contrast, the proposed system achieves an average PSNR of 40.81 dB and an
average SSIM of 0.971, placing it within the range of several reported approaches
while maintaining a high degree of structural preservation. Furthermore, the pro-

posed method achieves an average BER of 0.0000, indicating error-free extraction of
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Table 7.5: Comparative imperceptibility results in terms of PSNR, SSIM, and BER

under standard (no-attack) conditions of the ROMFATA model.

Method PSNR (dB) | SSIM | BER Type

Singh et al. [74] 42.99 0.991 | 0.0030 Robust
Sinhal and Ansari [42] 40.66 0.941 | 0.0000 | Robust + Fragile
Sinhal et al. [76] 40.00 - 0.0000 | Robust + Fragile
Laishram and Singh [22] 51.53 0.999 — Robust + Fragile
Alshanbari [78] 48.14 - — Robust + Fragile

Rai and Singh [79] 36.58 - 0.1106 Robust
Rahman [77] 56.31 - - Robust + Fragile
ROMFAIA 40.81 0.971 | 0.0000 | Robust + Fragile

the embedded information under non-attacked conditions, while supporting a com-
bined robust and fragile watermarking scheme. Finally, the results demonstrate that
the proposed method maintains competitive imperceptibility while providing reliable
extraction performance and additional integrity verification capabilities, and in several
cases achieves higher imperceptibility values compared to existing approaches.

Regarding robustness, Table 7.6 presents a quantitative comparison based on re-
ported BER values of representative approaches under similar attack categories. It
can be observed that the BER values reported in the literature vary significantly
depending on the type and severity of the applied attack.

Starting with cropping attacks, which directly remove portions of the embedded
information, the reported BER values tend to be higher compared to other attack cat-
egories. For instance, [22] reports a BER of 0.2266 under a 50% cropping scenario. In
comparison, the proposed method achieves a lower BER of 0.1765, where the reported
value corresponds to the average performance across multiple cropping directions at
50% severity. This indicates improved resilience under partial data removal, although
cropping remains one of the most challenging attack types.

Continuing, filtering attacks produced moderate variations across the examined

methods. For Gaussian blur and mean filtering operations, the reported BER values
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Table 7.6: Comparison of BER values reported in the literature under common attack
scenarios for the ROMFAIA model.

Attack Type [73] [24] [26] [74] [76] [22] [80] [42] ROMFAIA
Crop (50%) - - - - - 0.2266 - - 0.1765
Gaussian Blur (3 x 3) - - - - 0.0000 | 0.0700 | 0.0143 | 0.0150 0.0521
Mean Filter (3 x 3) 0.0012 | 0.0705 - - 0.0063 | 0.0740 | 0.0988 | 0.0375 0.0568
Mean Filter (5 x 5) 0.0076 | 0.1371 - - - - - - 0.0767
Sharpening 0.1731 - - 0.1432 - - 0.0644 - 0.0009
Histogram Equalization | 0.2337 - - - - 0.1582 - - 0.0033
JPEG (Q = 90) - - 0.0500 - - 0.0902 - - 0.0018
JPEG (Q = 70) - - 0.1200 - 0.0000 - - 0.0225 0.0218
JPEG (Q = 50) 0.0796 - 0.2900 - 0.0100 | 0.2269 - 0.1000 0.0532
Gaussian Noise (0.05) - - 0.1500 - - - - - 0.0003
Gaussian Noise (0.10) - - 0.4200 - - - - - 0.0003
Gaussian Noise (0.20) - - 0.5600 - - - - - 0.0003
Scaling (110%) - - 0.1800 - - - - - 0.0050
Scaling (90%) - - 0.2600 - - - - - 0.0121
Translation (45, +5) - - 0.1900 - - - - - 0.0082
Translation (410, +10) - - 0.4100 - - 0.0429 - - 0.0270

ranged from near-zero values to approximately 0.14, depending on the attack severity
and the underlying methodology [73, 24, 76, 22, 80, 42]. The proposed framework
achieved BER values of 0.0521 for Gaussian blur, 0.0568 for mean filtering (3 x 3), and
0.0767 for mean filtering (5 x 5), remaining within the range of values reported in the
literature and demonstrating satisfactory robustness against smoothing operations.

For intensity transformations, the proposed method exhibited particularly strong
performance. More specifically, BER values of 0.0009 and 0.0033 were obtained for
sharpening and histogram equalization, respectively, outperforming several related
approaches that reported BER values exceeding 0.15 under the same attack cate-
gories [73, 74, 22, 80].

A similar trend was observed for JPEG compression attacks. The proposed frame-
work achieved BER values of 0.0018, 0.0218, and 0.0532 for quality factors () = 90,
Q =70, and @) = 50, respectively. These results place the proposed approach among
the most robust methods reported in the literature [26, 76, 22, 42, 73], particularly
under moderate and high-quality compression settings.

Under Gaussian noise attacks, the proposed method maintained an almost error-
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Table 7.7: Comparison of tamper detection performance in terms of Precision, Recall,
F1-score, and Accuracy of the ROMFAIA model.

Method Precision (%) | Recall (%) | F1-score (%) | Accuracy (%)
Meda and Rayachoti [81] 100.00 70.00 80.00 85.00
Saxena et al. [82] 95.62 96.83 96.22 —
Singh et al. [73] — — — 97.91
Kumaran et al. [84] 84.93 85.00 84.79 85.00
Zhang et al. [83] 96.28 90.50 93.30 93.50
This Work 93.64 94.50 94.06 99.75

free extraction performance, achieving BER values close to 0.0003 across all evaluated
noise levels. This behavior demonstrates substantially improved robustness compared
to methods reporting BER values as high as 0.56 under strong noise conditions [26].

Finally, the proposed framework demonstrated strong resistance against geometric
distortions. BER values of 0.0050 and 0.0121 were obtained for scaling operations of
110% and 90%, respectively, while translation attacks resulted in BER values of 0.0082
and 0.0270 for shifts of (+5,+5) and (+10,+10). These results indicate improved
robustness compared to related approaches [26, 22] and confirm the effectiveness of
the proposed watermark representation under spatial transformations.

Table 7.7 presents a comparative evaluation of tamper detection performance in
terms of Precision, Recall, F1-score, and Accuracy. To begin with, [81] reports per-
fect precision (100%) but relatively lower recall (70.00%), resulting in an F1-score
of 80.00%, indicating a tendency toward conservative detection. Additionally, [82]
achieves the highest F1-score among the compared methods (96.22%), with both pre-
cision (95.62%) and recall (96.83%) exceeding 95%. Comparable and well-balanced
performance is reported in [83], with an F1-score of 93.30%, while more moderate
yet balanced results are observed in [84], with an F1-score of 84.79%. High accuracy
(97.91%) is reported in [73], although additional detection metrics are not explicitly
provided.

At the same time, ROMFATA achieves a precision of 93.64%, recall of 94.50%, and

F1-score of 94.06%, indicating a well-balanced detection performance. It should be
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noted that these values correspond to averages across all evaluated resolution groups.
In particular, for higher-resolution images where the Integrity-plane is partitioned into
a larger number of blocks (i.e., higher k), the method enables finer localization of
tampered regions, resulting in metric values that approach 100%.

Overall, the results indicate that the proposed method provides comparable perfor-
mance to existing approaches, while maintaining consistent detection behavior across

varying image resolutions and block configurations.

7.2 Audio Watermarking

In this section we will present a comparative evaluation of the dual-watermarking
approach for the preservation of authenticity of audio files with recent approaches

from the literature in regards to auditory imperceptibility and overall payload.

Table 7.8: Comparison of the audio dual-watermarking approach with recent litera-

ture approaches.

Method Year Domain SNR (dB) | Payload (bits/sec)
Salah et al. [85] 2026 Frequency 38.2 71.8
Priyadharsini & Kanhe [86] | 2026 Frequency 61-78.6 1200

Our Model 2022 | Spatial + Frequency 64.09 2184.5-4369.1

Table 7.8 compares our audio dual-watermarking approach against two recent
frequency-domain methods. Salah et al. [85] report an SNR of 38.2 dB with a payload
of 71.8 bits/sec, a conservative embedding profile that trades capacity for a simpler,
lower-complexity frequency-domain scheme. Priyadharsini and Kanhe [86] achieve
a considerably higher SNR range (61-78.6 dB) alongside a payload of 1200 bits/sec,
reflecting an aggressive frequency-domain embedding strategy optimized primarily
for capacity.

Our model, although published earlier (2022), attains an SNR of 64.09 dB —
comfortably within the upper range reported by Priyadharsini and Kanhe [86] and
substantially above Salah et al. [85] — while delivering a substantially higher payload
of 2184.5-4369.1 bits/sec. Unlike the two competing methods, which operate exclu-

sively in the frequency domain, our approach embeds a fixed 128 x 128 grayscale
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watermark image into the host audio using a combined spatial-frequency scheme,
corresponding to a total embedding capacity of 128 x 128 x 8 = 131,072 bits per au-
dio clip (8 bits per pixel). Since this fixed payload is embedded once per clip, the
effective bits/sec rate is inversely proportional to clip duration: for our test set of au-
dio signals ranging from 30 seconds to 1 minute, this yields an effective payload of
131072/60 =~ 2184.5 bits/sec for the longest clips and 131072/30 ~ 4369.1 bits/sec for
the shortest, precisely matching the reported range.

This distinction is important when comparing against [86] and [85], whose pay-
load figures are considerably lower and reported as single fixed values, presumably
under a fixed-duration test protocol. Our model’s payload exceeds both competing
methods by roughly one to two orders of magnitude, while still maintaining a compet-
itive SNR — indicating that the spatial-frequency hybrid embedding is substantially
more capacity-efficient than a purely frequency-domain approach, at comparable im-
perceptibility levels. This is best explained by the fact that our scheme embeds a full
grayscale image (with per-pixel intensity information) rather than a compact binary
sequence, giving it a structurally higher capacity ceiling.

Finally, it is notable that both competing methods post-date our model by four
years, yet our approach not only remains competitive in SNR but substantially out-
performs both in payload capacity despite testing across a range of clip durations
rather than a single fixed one. This suggests the spatial-frequency dual-embedding
principle is a highly capacity-efficient architectural choice for practical audio water-

marking scenarios where full-image-scale, grayscale watermark recovery is required.

7.3 Video Watermarking

In this section we will present a comparative evaluation of the proposed video au-
thenticity and integrity watermarking models against representative video approaches
from the state-of-the-art. The comparison focuses on run-time performance, imper-
ceptibility and tamper detection performance. To ensure a consistent assessment we
will use PSNR, SSIM, BER, Precision, Recall, F1-score, and Accuracy whenever avail-
able.
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Table 7.9: Comparative performance (run-time) results with state-of-the-art meth-
ods including both traditional transform domain techniques and also Deep-Learning
techniques, at resolution of 1280x720 for the code-based hash-chain video water-

marking model.

Presented in: Technique Resolution | (sec./frame) | Year
[87] DT-CWT 1280x720 9.6 | 2022
[88] Deep Learning (GPU) | 1280x720 2.5 | 2023
[89] Deep Learning (GPU) | 1280x720 2.3 | 2024
[6] DCT 1280x720 12.0 | 2024
[90] JND-DCT 1280x720 7.8 | 2025
[91] FSCT 1280x720 8.2 | 2025
Code-based hash-chain model | FFT/HASH-CHAIN 1280x720 2.41 | 2025

Code-based Hash Chain Video Watermarking Model

Regarding performance, Table 7.9 presents a comparative analysis with representa-
tive state-of-the-art approaches at a resolution of 1280 x 720, where reported values
are taken directly from the corresponding publications. While deep learning based
methods typically achieve lower per-frame run-time, they often rely on specialized
hardware and incur additional training and deployment overhead. In contrast, tra-
ditional transform-domain methods exhibit significantly higher computational com-
plexity. The proposed scheme offers a favorable trade-off by outperforming classi-
cal transform-based approaches while maintaining competitive run-time relative to
learning-based methods.

Table 7.10 presents a comparative evaluation of the proposed watermarking method
against representative approaches from the literature using PSNR and SSIM as quality
assessment metrics. These metrics jointly evaluate pixel-level fidelity and perceptual
structural preservation, both of which are essential for watermarking systems de-
signed for authenticity verification and tamper detection.

The results indicate that the proposed method achieves a balanced combination of
high PSNR and SSIM values, demonstrating its ability to preserve the visual quality

of the host content while embedding authentication information. Although several
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Table 7.10: Comparative imperceptibility results showcasing PSNR and SSIM in con-

trast to other approaches for the code-based hash-chain video watermarking model.

Metric | [93] [90] [89] [94] [95] [96] [88] [92] | Code-based hash-chain model

PSNR | 37.5 | 44.77 | 34.79 | 35.34 | 27.46 | 36.2 37 | 46.54 35.04

SSIM —10.957 | 0.949 | 0.954 | 0.903 | 0.961 | 0.985 | 0.98 1.000

Table 7.11: Quantitative comparison based on reported BER values of representative
video watermarking approaches under similar attack categories for the code-based

hash-chain video watermarking model.

Presented in Technique Gaussian Blur | Gaussian Noise | Gaussian Noise | H.264 Compression | H.264 Compression | JPEG Comp Frame Drop Frame Swap

@@x7) (0=0.04) (7=0.05) (CRF=28) (CRF=22) (Q=70) (20/30/50 %) (20/30/50 %)
[96] DWT (2013) 0.0932 0.0099 0.0139 - 0.1071 - (/-/0.2083) (—/-/0.1104)
(971 FFT Fourier Moments (2016) - - - 0.5457 - 0 _ _
[94] DL (2018) 0.3259 0.0873 0.0925 - 0.2015 - (-/~/0.2475) (~/-/0.0086)
98] FFT Fourier Moments (2020) - - - 0.0080 - 0 - -
[99] T-QR (2022) 0.0177 - 0.0278 - - ~|  (0.0006/0.0006) (/0.0006/-)
[92] Zernike Moments (2022) - - - 0.0026 - - (0.0051/0.0053/-) -
193] DL (2023) - 0.0003 - - 0.041 - (~/~/0.0019) (~~/0.0011)
[88] DL (2023) 0.0191 0.0144 0.0250 - 0.0706 - (/-/0.0101) (~-/0.0065)
[89] DCT-DL (2024) [0.0001-0.0266] - | 10.0000-0.0134] | [0.0001-0.0244] - ~ | (+/~110.0000-0.0241]) | (~/~/[0.0000-0.0252])
[100] DWT-DL (2024) - - - - - - (0.05/0.074/-) -
[1o1] DL (2025) - - - - - 0.025 £ 0.011 - -
[90] JND-DCT (2025) - - 0.14 0.18 - - - -
[102] DL (2026) - - - - - - (0.024/0.034/-) -
Code-based hash-chain model | FFT + Hash Chain 0.0427 0.003 0.003 0.11 0.08 0.025 | (0.0002/0.003/0.003) | (0.0002/0.002/0.002)

approaches, particularly [90] and [92], report slightly higher PSNR values reaching
up to 46.54 dB, the proposed method remains highly competitive while maintaining
excellent structural similarity. High PSNR values indicate limited pixel-wise distortion;
however, they do not necessarily guarantee the preservation of perceptually important
structural information.

In contrast, SSIM provides a more representative assessment of visual quality
by evaluating luminance, contrast, and structural consistency. The proposed method
achieves SSIM values close to unity, indicating that the embedded watermark intro-
duces negligible perceptual degradation and preserves the structural characteristics
of the original content. This is particularly important in authenticity-preservation ap-
plications, where both visual transparency and reliable watermark extraction must be
simultaneously maintained.

Table 7.11 presents a comparative evaluation of watermark robustness under com-
mon video processing attacks using BER as the primary performance metric. The

results reveal notable differences among existing approaches, reflecting distinct em-
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Table 7.12: Comparison in tamper detection with similar approaches (in chronological

order) for the code-based hash-chain video watermarking model.

Presented in: Precision | Recall | Accuracy | F1-Score
[103] 75.12 | 87.07 — 80.69
[104] — - 98.00 99.00
[105] 93.78 | 93.90 94.89 93.00
Code-based hash-chain model 100.0 | 100.0 100.0 100.0

bedding strategies and robustness objectives.

For Gaussian blur and Gaussian noise attacks, the proposed method exhibits stable
performance, achieving BER values comparable to several state-of-the-art approaches.
In particular, methods such as [99] report very low BER values under blur and noise
distortions, while the proposed method maintains consistent watermark recovery with
BER values of 0.0427 under Gaussian blur and 0.003 under Gaussian noise (¢ = 0.04
and o = 0.05).

Under H.264 compression, the proposed approach achieves BER values of 0.11
(CRF = 28) and 0.08 (CRF = 22), preserving watermark detectability under practical
compression settings. Although methods such as [92] and [98] report lower BER
values under specific compression configurations, the proposed method maintains
competitive performance while simultaneously addressing a broader range of attack
scenarios.

The most significant advantage of the proposed method is observed under tempo-
ral attacks. While several approaches, including [96], [94], exhibit increasing BER as
the frame dropping ratio increases, the proposed method maintains BER values on
the order of 10~ to 1073 for both Frame Dropping and Frame Swapping attacks. This
robustness is attributed to the frame-independent embedding strategy, where water-
mark information is embedded and extracted independently in each frame without
relying on temporal continuity. Consequently, frame removal or reordering has mini-
mal impact on watermark recovery. Overall, the results demonstrate that the proposed
method achieves competitive robustness against spatial and compression attacks while

exhibiting particularly strong resistance to temporal distortions.
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In Table 7.12, a comparison of the integrity-preservation capabilities of the pro-
posed scheme and related approaches is presented. Unlike existing methods that rely
on statistical watermark properties or probabilistic detection mechanisms, which may
introduce false positives or false negatives, the proposed scheme adopts a determinis-
tic hash-based integrity verification strategy. More specifically, the cryptographic hash
of all video frames is embedded within the audio channel, enabling direct frame-level
integrity validation during the verification process. As a result, any modification to a
frame produces a hash mismatch, allowing tampering to be detected with certainty
and eliminating the uncertainty associated with probabilistic approaches.

This deterministic design provides reliable tamper detection while maintaining the
high visual quality demonstrated in Table 7.10. Although several existing methods
achieve competitive PSNR and SSIM values, they generally rely on similarity measures
or statistical thresholds for authenticity verification, which may still lead to detection
errors. In contrast, the proposed scheme combines high perceptual quality with de-
terministic integrity verification, making it particularly suitable for security-critical
applications such as surveillance systems, digital forensics, legal evidence manage-

ment, and medical imaging.

Cross-Frame Permutation Based Video Watermarking Model

The comparative evaluation of tamper detection approaches is commonly based on
statistical metrics such as Precision, Recall, Accuracy, and F1-Score. These metrics are
particularly relevant for learning-based and probabilistic detection frameworks, where
classification decisions are subject to uncertainty. In contrast, the proposed method
employs a deterministic hash-based verification mechanism embedded at the LSB
level. Since any modification to the protected content alters the corresponding hash
value, tampering can be detected with certainty, assuming collision-resistant hashing
and reliable extraction.

Table 7.13 presents a comparison of the proposed approach with representative
video forgery detection methods from the literature. Most existing approaches achieve
high, yet imperfect, performance, with Precision values ranging from 69.63% to 100%,
Recall values from 80.42% to 100%, Accuracy values from 87.25% to 99.5%, and
F1-Scores from 80.69% to 99.4%. Among the compared methods, [106] reports the
strongest overall performance, achieving 100% Precision, 99% Recall, 99.5% Accuracy,

and a 99.4% F1-Score. Similarly, [107] achieves perfect Recall, while [108] and [104]
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Table 7.13: Performance comparison with representative video tampering detection
and localization approaches based on Precision, Recall, Accuracy, and F1-Score of the
cross-frame permuatation based video watermarking model. The metrics are averaged

across all attack scenarios.

Method Technique Precision | Recall | Accuracy | F1-Score
[109] Compressive Sensing 89.9 90.5 89.6 -
[108] Deep Learning 97.31| 91.05 98.45 94.07
[110] Inter-frame Analysis 87.97 | 91.42 92.84 91.89
[107] Similarity Analysis 98.07 100 99.01 -
[106] Correlation-Based 100 99 99.5 99.4
[111] Haralick Features 86 96 - 91
[112] HEVC Compressed Domain 90.77 93.4 87.25 89.68
[113] CNN-Based 69.63 | 80.42 91 88.35
[103] Sequential + Patch Analysis 75117 | 87.07 - 80.69
[104] Deep Learning CMFD 93.78 93.9 94.89 93
[105] Adaptive Segmentation + DNN 93.78 93.9 94.89 94
Cross-frame permutation based model | Cross-Frame Permutation + SHA-256 + LSB 99.73 | 99.27 98.67 99.23

demonstrate consistently high performance across all reported metrics.

The proposed cross-frame permutation based model achieves an average Accu-
racy of 99.73%, Precision of 99.27%, Recall of 98.67%, and F1-Score of 99.23%
across all evaluated single-frame and multi-frame tampering scenarios. These results
outperform the majority of the compared approaches and remain highly competi-
tive with the best-performing methods reported in the literature. In particular, the
proposed framework consistently maintains high detection and localization perfor-
mance regardless of the attack type, demonstrating its robustness under both spatial
and temporal tampering conditions. The obtained results confirm the effectiveness of
the proposed watermarking framework and highlight its suitability for authenticity-

preservation applications requiring reliable video forgery detection and localization.

7.4 Documents Watermarking

In this section we will present a comparative evaluation of the proposed PDF authen-
ticity and integrity watermarking model against representative document approaches

from the state-of-the-art. The comparison focuses on imperceptibility of the water-
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Table 7.14: Comparison of the exhibited PSNR, SSIM and MSE values in regards
to quality and imperceptibility of PDF pages with the results exhibited by related

approaches.
Presented in PSNR SSIM | MSE
[114] [63.15-70.88] - -
[17] 74.6 0.893 | 39.43
[18] 29.975 0.87 -
[115] 44 .46 0.996 | 2.35
[116] 40.10 0.962 | 0.07
[19] 28.64 - -
[117] 59.96 0.99 | 0.07
[118] [36-55] - -
[119] 55.68 0.99 | 2.81
PDF Watermarking Model utilizing QR-Code 57.59 0.999 | 0.113

mark on the PDF pages. To ensure a consistent assessment we will use PSNR, MSE
and SSIM, whenever available.

Table 7.14 presents a comparison between the proposed PDF watermarking scheme
and representative approaches from the literature using PSNR, SSIM, and MSE as eval-
uation metrics. The proposed method achieves a PSNR value of 57.59 dB, demonstrat-
ing high visual quality and low embedding distortion. This value is comparable to,
and in several cases exceeds, the PSNR values reported by many existing approaches.
Although [17] reports a higher PSNR value of 74.6 dB and [114] reports PSNR values
ranging from 63.15 dB to 70.88 dB, these studies provide limited complementary
quality metrics, making a comprehensive assessment of visual fidelity and robustness
more difficult.

Regarding structural similarity, the proposed scheme achieves an SSIM value of
0.999, indicating an almost perfect preservation of the visual and structural char-
acteristics of the original PDF document. This result surpasses those reported by
several related works, including [17] (SSIM = 0.893), [18] (SSIM = 0.87), and [119]
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(SSIM = 0.99). The obtained SSIM value confirms that the watermark embedding
process introduces negligible perceptual distortion while maintaining the integrity of
the document content.

Although MSE values are not explicitly reported for the proposed method, the
combination of high PSNR and near-unity SSIM values indicates a very low level of
distortion. While some approaches report lower MSE values, such as [18] (MSE =
2.35) and [116] (MSE = 0.07), direct comparisons should be interpreted cautiously
due to differences in datasets, embedding capacities, and experimental configurations.
Overall, the results demonstrate that the proposed watermarking scheme achieves an
effective balance between imperceptibility, structural preservation, and watermark em-
bedding performance, making it highly competitive with existing PDF watermarking

approaches.
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CHAPTER 8

PERFORMANCE ANALYSIS

8.1 Authenticity and Integrity Preservation
8.2 Practical Feasibility of the Proposed Models

8.3 Limitations and Challenges

8.1 Authenticity and Integrity Preservation

In this section, the performance of the proposed models is analyzed based on the
experimental results presented throughout the dissertation. More specifically, the dis-
cussion focuses on the effectiveness of the proposed methodologies in preserving the
authenticity and integrity of digital objects, as well as their robustness against mali-
cious manipulations and common attack scenarios. Furthermore, the computational
performance, scalability, and practical applicability of the proposed approaches are

examined in order to assess their suitability for real-world deployment.

8.1.1 Image

The experimental results demonstrate that the proposed image watermarking models
successfully achieve the primary objectives of authenticity and integrity preservation
while maintaining high visual quality. More specifically, the obtained PSNR values
consistently remained above 33 dB, while the corresponding SSIM values approached
unity, indicating that the embedding procedures introduce only limited perceptual

distortion and preserve the structural characteristics of the protected images.
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The repetitive SiP watermarking model highlights the effectiveness of redundancy
as a mechanism for improving robustness against cropping and partial-content at-
tacks. By distributing watermark information across multiple image regions, the pro-
posed model significantly increases the probability of successful watermark recovery
even when substantial portions of the image are removed. Despite embedding mul-
tiple watermark replicas, the model preserves high visual quality, achieving PSNR
values between 33.35 dB and 39.28 dB and SSIM values ranging from 0.84 to 0.97.
Furthermore, compared to the baseline SiP watermarking approach, the repetitive
embedding strategy enables successful watermark extraction even under severe crop-
ping conditions while simultaneously reducing the computational complexity of the
embedding procedure through the utilization of smaller transform regions.

The code-based multiple SiP watermarking model further extends the representa-
tion capabilities of traditional SiP-based approaches by encoding multiple integers into
a single watermark code. This design increases watermark capacity, uniqueness, and
authentication capability while preserving imperceptibility. The experimental eval-
uation reports an average PSNR of 41.09 dB and an average SSIM of 0.952, while
achieving error-free watermark extraction under no-attack conditions with an aver-
age BER of 0.0000. Comparative evaluation further demonstrates that the proposed
framework remains highly competitive with state-of-the-art methods despite sup-
porting substantially richer watermark representations and stronger authentication
capabilities.

The proposed cross-block integrity-preservation model demonstrated highly ac-
curate tamper detection and localization performance through deterministic crypto-
graphic verification relationships established among image blocks. The obtained Pre-
cision, Recall, F1-score, and Accuracy values approached unity, confirming the effec-
tiveness of the proposed permutation-based verification mechanism. Unlike learning-
based approaches, the proposed framework does not require training data and pro-
vides deterministic, explainable, and reliable integrity verification decisions. Further-
more, the introduced A-relations establish interconnected verification dependencies
among image blocks, reducing false-positive detections while improving localization
accuracy.

Building upon these contributions, the proposed ROMFAIA framework success-
fully integrates robust authenticity preservation and fragile integrity verification into a

unified protection framework for forensic medical images. The sequential deployment
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of the two watermarking layers preserves high visual quality, achieving an average
PSNR of 40.81 dB and an average SSIM of 0.971, while maintaining an Extraction-Rate
of 100% and a BER equal to 0 under non-attacked conditions. The authenticity com-
ponent demonstrates strong robustness against cropping, filtering, JPEG compression,
and geometric transformations, maintaining high extraction rates even under chal-
lenging attack scenarios. At the same time, the fragile integrity component consistently
detects and accurately localizes tampered regions across all evaluated attacks without
producing false-positive detections. An additional improvement introduced in ROM-
FAIA is the replacement of the previously deployed SH Ay verification mechanism
with HMAC-SHA-256, incorporating secret-key authentication into the integrity ver-
ification procedure. This enhancement prevents unauthorized regeneration of valid
verification information, substantially strengthening the resistance of the framework
against forgery and malicious re-embedding attacks.

Overall, the obtained results demonstrate that the proposed image watermarking
frameworks achieve an effective balance among imperceptibility, robustness, authenti-
cation capability, and integrity preservation. Collectively, the developed methodologies
provide scalable, computationally efficient, and highly reliable solutions for authentic-
ity verification, tamper detection, and integrity preservation, making them suitable for

both general-purpose digital images and high-security medical imaging applications.

8.1.2 Audio

The experimental results demonstrate that the proposed audio authenticity and in-
tegrity preservation models successfully achieve their design objectives while main-
taining high perceptual quality. More specifically, the dual-layer audio watermarking
model achieved average PSNR values of 65.09 dB under noise attacks and 63.09 dB
under down-sampling attacks, indicating that the embedding procedure introduces
negligible audible distortion despite the relatively high embedding payload of 131,072
bits. These results confirm that the deployment of LSB-based embedding preserves
the acoustic fidelity of the protected audio signals while providing sufficient capacity
for authenticity-preservation information.

The robustness evaluation further demonstrates the effectiveness of the proposed
dual-layer watermarking architecture. Under noise injection and down-sampling at-

tacks, the proposed model achieved a 100% watermark extraction success rate, while
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maintaining high perceptual quality. Furthermore, successful extraction of both the
watermarked image and the embedded watermark remained possible for all cropping
attacks up to 50% of the audio content. Even under severe cropping attacks affecting
75% of the signal, the embedded watermark could still be recovered in specific cases
due to the reconstruction capabilities provided by the underlying SiP representation.
These results highlight the benefits of utilizing a watermarked image as an interme-
diate carrier, since the embedded authenticity information remains recoverable even
when the carrier itself is partially degraded.

Regarding integrity preservation, the permutation-based cross-audio block model
demonstrated reliable tamper detection capabilities across all evaluated attack cat-
egories. More specifically, large-scale cropping, localized cropping, amplification at-
tacks, and combinations of signal-processing modifications were successfully detected
and localized. The observed performance can be attributed to the XOR-based integrity
relations established between audio blocks and the utilization of HMAC-derived ver-
ification information. Any modification affecting the protected audio content disrupts
the corresponding verification relations, enabling deterministic tamper detection with-
out relying on statistical thresholds or learning-based classification models.

A different behavior was observed under resampling attacks. Although the pro-
posed framework successfully detected the integrity violation, accurate localization
was not possible because the resampling process alters the sample positions and
consequently modifies the structure of the generated audio blocks. Nevertheless, the
ability to consistently identity the presence of tampering demonstrates the resilience
of the proposed verification mechanism even under severe structural modifications of
the audio signal.

Overall, the obtained results indicate that the proposed audio models achieve a
favorable balance among imperceptibility, robustness, authenticity verification, and
integrity preservation. The experimental evaluation confirms their suitability for ap-
plications requiring high audio quality, reliable authenticity attestation, and deter-

ministic tamper detection and localization capabilities.

8.1.3 Video

The experimental results demonstrate that the proposed video authenticity and in-

tegrity preservation models successfully achieve their design objectives while main-
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taining high visual quality. More specifically, both models preserve the perceptual
characteristics of the protected video content while providing reliable authenticity
verification and tamper detection capabilities under a wide range of signal-processing,
geometric, temporal, and content-manipulation attacks.

The code-based hash-chain video watermarking model achieves high impercep-
tibility across all evaluated resolutions, codecs, and frame rates. The obtained PSNR
values range from 32.31 dB to 38.73 dB, while SSIM remains equal to 1.0 in all evalu-
ated configurations, indicating that the embedding process introduces negligible visual
distortion. These results demonstrate that the proposed frequency-domain embed-
ding strategy successfully preserves the visual characteristics of the protected videos
regardless of the underlying codec or temporal sampling configuration. Furthermore,
the model achieves high robustness against the majority of evaluated attacks. Ex-
traction rates remain close to 100% for noise attacks, histogram equalization, mild
gamma correction, compression, and moderate cropping operations, while even under
severe attacks such as large-kernel blurring and aggressive compression, extraction
rates remain above 89% with BER values below 0.05. The obtained results indicate
that the proposed framework achieves a favorable balance between imperceptibility
and robustness while preserving reliable authenticity verification capabilities.

The robustness evaluation additionally demonstrates that the proposed global
frame—audio hash-chain mechanism effectively strengthens integrity verification. Un-
like conventional approaches that verify individual frames independently, the pro-
posed framework derives a cryptographic representation from the complete video
sequence and embeds it into the audio stream. Consequently, modifications affect-
ing either the visual or auditory components alter the final integrity representation,
enabling reliable detection of spatial, temporal, and cross-modal manipulations. The
consistently high extraction rates and near-zero BER values observed across the eval-
uated attack scenarios verify the effectiveness of this design.

Regarding integrity preservation, the cross-frame permutation-based video model
achieved excellent detection and localization performance across all evaluated attack
categories. For single-frame attack scenarios, the proposed framework achieved Ac-
curacy values between 0.994 and 1.000, Precision values between 0.970 and 1.000,
Recall values up to 1.000, and F1-scores ranging from 0.984 to 1.000. Similarly, under
multi-frame attack scenarios, Accuracy remained between 0.990 and 0.9999, while

F1-scores remained above 0.989 for all evaluated attacks. These results demonstrate
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the ability of the proposed framework to reliably detect and localize object insertion,
object deletion, copy-move manipulations, and combined attack scenarios. The ob-
served performance can be attributed to the introduced cross-frame and cross-block
verification relationships, which establish integrity dependencies not only within in-
dividual frames but also across different temporal locations of the video sequence.
Furthermore, the additional binding of verification information to the audio stream
strengthens the integrity guarantees of the framework by introducing a supplemen-
tary verification layer spanning multiple modalities. Consequently, modifications af-
fecting either the visual content or the associated audio stream disrupt the verification
relationships, enabling reliable detection and localization of malicious manipulations.

The perceptual quality measurements further demonstrate the suitability of the
proposed integrity-preservation framework for practical applications. More specifi-
cally, the achieved PSNR values range from 41.23 dB to 50.57 dB, with an average
value of 46.11 dB, while the average SSIM reaches 0.987. These measurements in-
dicate that the relatively high integrity payload introduced by the framework does
not significantly affect the visual quality of the protected videos. Consequently, the
proposed model successfully combines high imperceptibility with reliable tamper de-
tection and localization capabilities.

Overall, the obtained results indicate that the proposed video watermarking mod-
els achieve a favorable balance among imperceptibility, robustness, authenticity veri-
fication, and integrity preservation. The experimental evaluation confirms their suit-
ability for applications such as digital forensics, surveillance systems, multimedia
authentication, and evidential video protection, where reliable verification of both

authenticity and integrity is of critical importance.

8.1.4 Document

The experimental results demonstrate that the proposed PDF watermarking model
successfully preserves authenticity and integrity while maintaining the visual appear-
ance and functionality of the protected documents. More specifically, the obtained
imperceptibility measurements indicate that the embedding process introduces negli-
gible visual distortion. The evaluated PDF pages achieved an average PSNR of 57.60
dB and an average SSIM of 0.99986, confirming that the text-color modifications

employed for watermark embedding remain visually imperceptible and do not affect
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document readability or usability. Furthermore, the extracted QR Codes remained
fully functional for all evaluated pages, enabling successful authenticity and integrity
attestation.

The robustness evaluation further demonstrates the effectiveness of the proposed
authenticity-preservation mechanism under common PDF processing operations. More
specifically, operations such as markup insertion, digital signatures, page rotation,
metadata deletion, margin modifications, scaling, compression, and page cropping
preserved the functionality of the extracted QR Code and achieved successful authen-
ticity verification in all evaluated scenarios. Even under aggressive cropping, scal-
ing, and compression attacks, the extracted QR Code maintained BER values equal
to zero while remaining fully decodable. These results indicate that the proposed
framework can preserve authenticity information during routine document editing,
storage, transmission, and printing procedures.

Regarding integrity preservation, the proposed framework exhibited high sensitiv-
ity to malicious document modifications. More specifically, PDF-to-image conversion,
text insertion, text deletion, and text modification attacks consistently disrupted the
embedded watermark information, resulting in non-functional QR Codes and suc-
cessful tamper detection. Depending on the position and extent of the modification,
BER values increased up to 0.6556, while SSIM values decreased to as low as 0.0000,
indicating severe degradation of the extracted watermark. Even in scenarios where
the extracted QR Code retained partial similarity with the original watermark, suc-
cessful decoding was not possible, allowing reliable integrity attestation and tamper
detection.

The obtained results can be attributed to the combined utilization of QR-Code wa-
termarking, Arnold transformations, and the additional permutation layer introduced
by the proposed framework. The deployment of the permutation stage conceals the
characteristic structural patterns of the QR Code, preventing attackers from identi-
tying potential watermark locations, while the text-color embedding strategy avoids
document rasterization and preserves the original PDF structure. Consequently, the
proposed methodology successfully combines high imperceptibility, robust authentic-
ity preservation, and reliable integrity attestation while maintaining the functionality,

readability, and visual quality of the protected documents.
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8.2 Practical Feasibility of the Proposed Models

The experimental evaluation regarding the run-time demonstrates that the proposed
authenticity and integrity preservation models exhibit practical computational re-
quirements and favorable scalability characteristics across all considered digital object
categories. As expected, the computational complexity increases with the amount of
information processed, ranging from images and audio signals to videos and multi-
page PDF documents. Nevertheless, the obtained results indicate that the proposed
methodologies maintain predictable resource requirements and can be deployed in
practical authenticity and integrity preservation applications.

For image watermarking, the repetitive SiP model demonstrated a substantial im-
provement in computational efficiency compared to the original SiP-based framework.
More specifically, the required embedding time was reduced from approximately 2,300
seconds to 84 seconds for images of resolution 4096 x 4096, while for images of res-
olution 8192 x 8192 the execution time decreased from more than 18,000 seconds to
approximately 500 seconds. These results verify that the proposed grid-based em-
bedding strategy significantly improves scalability while preserving the robustness
benefits of repetitive watermark embedding.

Building upon these improvements, the ROMFAIA framework also demonstrated
favorable computational performance despite integrating both robust authenticity
preservation and fragile integrity verification within a single framework. The average
embedding and extraction times across all evaluated resolution groups were 11.44
and 9.67 seconds, respectively. Even for 4K images, the complete embedding and
extraction procedures required only 39.91 and 35.32 seconds, respectively, demon-
strating the practical applicability of the framework for high-resolution medical im-
ages. Furthermore, the experimental evaluation showed that the authenticity-related
processing constitutes the dominant portion of the execution time due to the deploy-
ment of frequency-domain watermark embedding, whereas the integrity-preservation
procedures remain computationally lightweight, relying primarily on cryptographic
hash computations and LSB modifications. Overall, the observed execution times in-
crease predictably with image resolution, confirming the scalability of the proposed
framework.

The proposed audio watermarking and integrity-preservation models exhibited

the lowest computational requirements among all evaluated models. This behavior
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can be attributed to the utilization of lightweight LSB embedding operations and
efficient cryptographic verification mechanisms that operate directly on audio samples.
Consequently, the proposed audio frameworks remain suitable for deployment in real-
time and near real-time environments where computational efficiency is of particular
importance.

Video processing naturally introduces higher computational requirements due to
the large volume of visual and temporal information that must be processed. Never-
theless, the scalability analysis demonstrated predictable growth in execution time as
video resolution increased. More specifically, the average processing time per frame
increased from approximately 3.07 seconds for 720p videos to 5.93 seconds for 1080p
videos, 10.52 seconds for 2K videos, and 25.03 seconds for 4K videos. Despite this
increase, the observed behavior remained approximately linear with respect to the
amount of processed visual information. Furthermore, stable performance was ob-
served across different codecs and frame-rate configurations, indicating that the pro-
posed framework can be effectively deployed under a wide range of practical video-
processing scenarios.

The PDF watermarking framework also exhibited stable and predictable com-
putational behavior. The embedding time increased from approximately 20 seconds
for single-page documents to slightly above 300 seconds for documents consisting of
sixteen pages. At the same time, CPU utilization remained moderate and memory
consumption increased proportionally with document size. Additionally, the number
of Arnold transformation iterations introduced only minor variations in execution
time and resource utilization, demonstrating that the employed transformations do
not constitute a significant computational bottleneck.

Overall, the obtained results indicate that the computational requirements of the
proposed methodologies remain proportional to the complexity of the protected digital
objects. The observed execution times, resource utilization measurements, and scala-
bility characteristics confirm the practical feasibility of the proposed frameworks for
authenticity and integrity preservation applications. Furthermore, the deterministic
nature of the proposed verification mechanisms eliminates the training and model-
maintenance costs commonly associated with machine-learning-based approaches,

further improving their suitability for real-world deployment.
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8.3 Limitations and Challenges

Minimum Embedding Cell Size Constraints
A common limitation of the proposed authenticity-preservation frameworks based
on SiPs originates from the geometric requirements of the annulus-based embedding
mechanism. More specifically, watermark embedding relies on the comparison of the
average values contained in the red and blue concentric annular regions constructed
within each SiP cell. Consequently, the embedding cells cannot be reduced arbitrarily,
since excessively small cells may not provide sufficient pixels for the formation of
stable annular structures.

Let G x G denote the dimensions of an embedding cell. Since each cell is a square
region, the horizontal and vertical radii of the outer (red) annulus are identical and

are given by

R,, =R, =R, = {—J . (8.1)

Similarly, the inner (blue) annulus is also circular and therefore

Ry, = Rby = Ry = R, — p,, (8.2)

where p, denotes the width of the red annulus. To guarantee the existence of both
annular regions, the radius of the blue annulus must be at least equal to its width py,

yielding

Rb Z Pb- (83)

Substituting the definition of R, gives

R, > py + Db (8.4)

Assuming the parameter values employed throughout this dissertation (p, = p, =

2), the above condition becomes

R, > 4. (8.5)
Since
G
R, = M , (8.6)



the minimum admissible cell dimension is

Gmin = 8. (8.7

Consequently, the smallest embedding cell that guarantees the existence of both
annular regions is an 8 x 8 pixel square.

Although watermark extraction remains possible for relatively small embedding
cells, reducing the cell dimensions decreases the number of available pixels and con-
sequently the statistical diversity among neighboring cells. As a result, the differ-
ences between annulus-based measurements become less pronounced, increasing the
probability of ambiguous comparisons during watermark extraction. Therefore, the
minimum embedding cell size introduces a fundamental trade-off between water-
mark capacity, embedding granularity, and extraction reliability. Nevertheless, the
parameter configurations employed throughout the experimental evaluation satisfy
the geometric requirements of the proposed embedding mechanism and therefore do
not impose practical limitations on the considered image, audio, and video water-

marking frameworks.

Minimum Capacity Requirements for Cryptographic Verification
A limitation of the proposed integrity-preservation models based on cryptographic
hash functions arises from the size of the generated verification information. More
specifically, the deployment of SHA-256 and HMAC-SHA256 produces a fixed-length
digest of 256 bits, which must be embedded into the digital object. Consequently, the
host region selected for embedding must provide sufficient capacity to accommodate
the complete verification information.

Let Ly denote the length of the cryptographic digest. For the employed SHA-256
and HMAC-SHA256 mechanisms,

Ly = 256 bits. (8.8)

Therefore, the corresponding host block must contain at least

Chin > 256 (8.9

available embedding positions in order to store the complete verification code. As a

result, excessively small image blocks, audio blocks, or other embedding regions may
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not provide sufficient capacity for the direct storage of the generated authentication
information.

This limitation introduces a trade-off between localization granularity and embed-
ding capacity. Smaller blocks improve localization accuracy by enabling finer iden-
tification of manipulated regions, whereas larger blocks provide sufficient space for
embedding cryptographic verification information. Nevertheless, the image and audio
block configurations utilized throughout the experimental evaluation satisty the min-
imum capacity requirements of the employed cryptographic primitives and therefore

do not impose practical limitations on the proposed models.

Video Processing Constraints

The proposed video authenticity-preservation framework inherits some limitations
from its cryptographic verification mechanism. More specifically, the global hash-
chain representation embedded into the audio stream requires sufficient embedding
capacity within the host audio signal. Since the employed SHA-256 mechanism gen-
erates a 256-bit digest, at least 256 audio samples must be available for the storage
of the integrity information. Consequently, extremely short audio segments or video
sequences with limited audio content may restrict the direct deployment of the pro-
posed verification mechanism without additional compression or fragmentation of the
generated hash values.

Furthermore, although the proposed framework exhibits favorable scalability char-
acteristics, its computational requirements increase with video resolution and dura-
tion. The generation of cryptographic hashes for all video frames and the subsequent
embedding and extraction procedures introduce additional processing overhead, par-
ticularly for high-resolution video content and long video sequences.

For the proposed cross-frame permutation-based integrity-preservation frame-
work, an additional challenge arises from the generation and management of large
permutation structures. As the number of frames and verification blocks increases,
the size of the corresponding permutation mappings also grows, leading to additional
memory and computational requirements during both embedding and verification
phases. Moreover, temporal attack analysis introduces further computational over-
head. While spatial tampering can often be localized by examining only the affected
verification relationships, the detection of frame insertion, frame deletion, and frame

duplication attacks may require the verification of all blocks belonging to the manip-
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ulated frames in order to accurately identity the temporal inconsistencies introduced
by the attack.

Although these limitations do not affect the correctness or reliability of the pro-
posed methodologies, they may increase processing times for large-scale video col-
lections and ultra-high-resolution content. Consequently, further optimization of the
permutation generation procedures and parallelization of the verification process con-

stitute promising directions for future work.

PDF Watermarking Constraints

The proposed PDF authenticity-preservation framework presents several limitations
that originate from the characteristics of the PDF document format itself. More specif-
ically, the embedding process relies on the modification of text-color information and
therefore requires the existence of sufficient text objects within the protected doc-
ument. Consequently, documents consisting primarily of images, scanned pages, or
graphical content may provide limited embedding capacity compared to text-rich
documents.

Furthermore, the proposed methodology assumes access to the structural informa-
tion of the PDF document. Operations that preserve the original document structure,
such as metadata modifications, digital signatures, page rotation, or scaling operations,
do not affect watermark extraction. However, complete document re-rendering pro-
cedures, including PDF-to-image conversion followed by document reconstruction,
remove the original text objects and consequently destroy the embedded watermark
information. Although this behavior is desirable from an integrity-preservation per-
spective, it limits the ability of the framework to preserve authenticity information
after severe document format transformations.

An additional challenge originates from the embedding capacity requirements of
the generated QR-code watermark. As the amount of authentication information in-
creases, larger QR-code structures may be required, increasing the number of text
modifications that must be performed within the document. Therefore, a trade-off
exists between watermark capacity and the availability of suitable embedding loca-
tions.

Finally, the computational requirements of the framework increase with the num-
ber of document pages, since watermark generation, embedding, extraction, and veri-

fication are performed independently for each page. Although the experimental evalu-
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ation demonstrated practical execution times for the considered document sizes, very
large document collections may require additional optimization and parallelization
strategies to improve processing efficiency.

Nevertheless, these limitations do not affect the correctness of the proposed method-
ology and primarily arise from the structural properties of the PDF format rather than

from the watermarking mechanism itself.
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CHAPTER 9

CoNCLUDING REMARKS

9.1 Research Results
9.2 Lessons Learned

9.3 Future Research

9.1 Research Results

The research conducted in this dissertation demonstrated that information hiding
techniques can effectively be utilized for both authenticity and integrity preservation
across multiple digital object categories, including images, audio signals, videos, and
PDF documents. The obtained results verified that the proposed methodologies suc-
cessfully achieve the primary objectives of robustness, imperceptibility, authenticity
verification, tamper detection, and tamper localization.

For authenticity preservation, the proposed watermarking frameworks achieved
high robustness against a wide range of signal-processing, geometric, temporal, and
document-processing attacks while maintaining satisfactory visual and perceptual
quality. The utilization of Self-Inverting Permutations, code-based watermark repre-
sentations, cryptographic hash-chain mechanisms, and QR-code watermark structures
enabled reliable ownership verification and authenticity attestation under adverse op-
erating conditions.

For integrity preservation, the proposed deterministic verification frameworks

demonstrated highly accurate tamper detection and localization capabilities. The de-
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ployment of cryptographic hash functions, cross-block verification relationships, cross-
frame permutations, and audio-assisted verification mechanisms enabled the reliable
identification of malicious modifications in images, audio signals, and videos. Unlike
learning-based approaches, the proposed methodologies do not require training data
and provide explainable verification decisions based on deterministic cryptographic
operations.

The experimental evaluation further confirmed the practical applicability of the
proposed models. High imperceptibility was achieved across all digital object cate-
gories, while the obtained robustness and integrity-preservation results demonstrated
the effectiveness of the proposed architectures against realistic attack scenarios. Fur-
thermore, the computational analysis indicated that the proposed methodologies ex-
hibit favorable scalability characteristics and remain suitable for practical deployment.

Overall, the research results validate the effectiveness of the proposed authentic-
ity and integrity preservation frameworks and demonstrate that the combination of
combinatorial watermark representations, cryptographic verification mechanisms, and
cross-object authentication relationships constitutes a reliable approach for protecting
modern digital objects against unauthorized modifications and authenticity-related

threats.

9.2 Lessons Learned

The research conducted throughout this dissertation provided several important in-
sights regarding the design of authenticity and integrity preservation systems for
digital objects. One of the primary lessons learned is that no single watermarking
strategy can simultaneously maximize robustness, imperceptibility, payload capacity,
and fragility. Instead, the design of a watermarking framework inevitably involves
trade-offs that must be carefully balanced according to the intended application and
security requirements.

An important lesson learned concerns the importance of watermark representa-
tion. The conducted research demonstrated that representing watermark information
as structured codes composed of Self-Inverting Permutations provides greater flexi-
bility, capacity, and uniqueness compared to traditional watermark representations.

Furthermore, the obtained results revealed that richer watermark representations can
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strengthen authenticity verification capabilities while maintaining satisfactory imper-
ceptibility and robustness characteristics.

Another lesson learned is the importance of integrating cryptographic mechanisms
with watermarking techniques. The combination of watermarking and cryptographic
verification proved particularly effective for integrity preservation, as cryptographic
hashes provide deterministic verification capabilities while watermarking enables the
distribution of authentication information within the protected digital object. The ob-
tained results demonstrated that such hybrid approaches can offer reliable tamper
detection and localization while maintaining explainability and avoiding the uncer-
tainty often associated with learning-based solutions.

The conducted experiments also highlighted the significance of exploiting struc-
tural relationships within digital objects. Cross-block, cross-frame, and cross-modal
verification relationships were shown to substantially strengthen authenticity and
integrity guarantees by creating dependencies among different object components.
These relationships proved particularly effective for detecting localized manipula-
tions, temporal attacks, and coordinated modifications affecting multiple parts of a
digital object.

Finally, the research confirmed that practical applicability is as important as ro-
bustness and security. High detection accuracy or watermark robustness alone is in-
sufficient if a framework cannot be efficiently deployed in real-world environments.
Consequently, scalability, computational efficiency, and implementation complexity
must be considered as fundamental design objectives alongside security and reliabil-

ity requirements.

9.3 Future Research

Although the proposed frameworks demonstrated satisfactory performance for au-
thenticity and integrity preservation, several research challenges remain open. One
important direction concerns the further evolution of the proposed code-based wa-
termark representation model. Throughout this dissertation, watermark information
was represented through collections of Self-Inverting Permutations encoding integer
sequences. Future research may investigate alternative structured watermark repre-

sentations capable of supporting larger payloads, stronger uniqueness properties, and
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richer authentication information while preserving robustness and imperceptibility.

The emergence of generative artificial intelligence introduces additional research
challenges. Modern content-generation systems are capable of producing highly re-
alistic synthetic images, audio recordings, videos, and documents that may be in-
distinguishable from authentic content. Future research should therefore investigate
the integration of the proposed watermarking and verification frameworks with Al-
generated content attribution systems in order to support provenance verification,
synthetic-content identification, and multimedia forensic analysis.

The proposed video integrity-preservation framework also opens new research
opportunities regarding temporal verification mechanisms. Future work may focus
on the development of more efficient permutation generation procedures, adaptive
frame-verification strategies, and scalable architectures capable of supporting long-
duration videos and large multimedia repositories. Similarly, optimization techniques
and parallel processing strategies could be investigated to further improve the suitabil-
ity of the proposed methodologies for real-time applications and resource-constrained
environments.

Finally, the obtained results indicate that the proposed methodologies possess
significant potential for deployment in digital forensic applications. Future research
may therefore investigate their integration into forensic analysis platforms, evidence
management systems, and trusted digital archiving infrastructures. The combination
of watermarking, cryptographic verification, and multimedia provenance mechanisms
may contribute towards the development of comprehensive frameworks capable of
supporting the authenticity, integrity, and traceability requirements of modern digital

ecosystems.
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