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EmiTeAikn Z0voyn

H napouoa dinAwpaTikn epyacia €EeTalel Tn Xprion Tng TexvoAoyiag blockchain yia Tnv ulonoinon
ANOKEVTPWHEVWV CUCTNUATWV peer-to-peer avrtaAAayng eveépyeiac. >TOXOC TNG €pyaociac €ival n
dlepelivnon Tou KAta noco Ta £Eunva oupBoAaia pnopoUv va unooTnpiouv HE aocpaAeia,
dlapavela kai oIKOVOUIKN anodoTIKOTNTA GUVAANAYEC EVEPYEIAC PETAEU XPNOTWV XWPIG TNV avaykn
KevTpIKoU diagegoAapnT.

Apxika napoucialeTal To BewpnTIKO UNOBABpPo Twv peer-to-peer OJIKTUWY, TNG TEXVOAoyiag
blockchain kai Twv £€unvwv cupBoAdiwv, Pe €ugacn otnv nAaTgopua Ethereum. ZTn ouvéxeia
avalUeTal To PovTéENO Tou P2P energy trading kai Ta Baoikd npoBARUaTa nou avTipeTwnilel To
napadooiako, KEVTPIKOMOINUEVO EVEPYEIOKO OUOTNHA.

>TO MPAKTIKO MEPOC TNG £pyaociac ulonoieital éva proof-of-concept oloTnua P2P evepysiakwv
ouvalaywv Bacioyevo os €Eunva oupPoAaia, ouvodsudpevo ano frontend dienagn kai epyaleia
avaiuong kooTtoug (gas analytics). Ta anoteAéopata deixvouv OTI N NPOCEYYION €ival TEXVIKA
EQIKTN Kal ASITOUPYIKN O€ WIKPNG Kal Jeoaiag KAijakag oevapia, av kal napapevouv NpokANCEIG nou
oxeTilovral Ye To KOOTOC ouvaAAaywv, TNV KAIMAKWON Kal Tn XpNOTIKOTNTA yia HNn TEXVIKOUC
XPNOTEG,

H epyaocia kataAryel pe oupnepdopaTa Kai nNPoTAcelC yia JEANOVTIKA €peuva, avadelkvuovTac TIG
NPOONTIKEG AAAG Kal Ta Opia TnG epappoyng blockchain TexvoAoyiwv GTOvV EVEPYEIOKO TOEQ.

Executive Summary

This thesis investigates the use of blockchain technology for the implementation of decentralized
peer-to-peer energy trading systems. The main objective is to assess whether smart contracts can
support secure, transparent, and cost-efficient energy transactions without the need for
centralized intermediaries.

The study first presents the theoretical background of peer-to-peer networks, blockchain
technology, and smart contracts, with a focus on the Ethereum platform. It then analyzes the P2P
energy trading model and the limitations of traditional centralized energy markets.

In the practical part, a proof-of-concept P2P energy trading system is implemented using smart
contracts, a web-based frontend, and gas cost analytics tools. The results indicate that the
proposed approach is technically feasible for small to medium-scale applications, while challenges
related to transaction costs, scalability, and usability remain.

The thesis concludes with a discussion of the findings and directions for future research,
highlighting both the potential and the limitations of blockchain-based solutions in the energy
sector.
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“Peer-to-Peer Transactions and Smart Contracts”
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1 KeddaAaio 1: Eicaywyn

1.1 leviko MAaicio

To naykoopio evepyeiakd oUoTnUa BpiokeTal o kaunn. H au&avopevn {tnon yia evépyeid, O OuvV-
OUAOWO HE TNV avaykn HEiwonG Twv EKMOMNWV AgPinV Tou Beppokniou, emBAMel Tn JeraBaon ano
Ta OPUKTA KaUoIUa O€ avavewOoIUeS NNyeC evepyeiag (AME). ZUudwva pe T Aigbvry Ynnpeoia Evép-
yeiac (IEA), o AMNE avauéveral va anoTeAéoouv To 95% TnG vEag eykaTEOTNHEVNC 10XUOC NAYKOOMIWE
€wG 1o 2026. H al\ayn auTr| ouvodeueTal anod pia BePeNIdN PETATPONN OTOV TPOMO NAPAYwYNG,
JlavounC kal kaTavaAwong TNG EVEPYEIAC.

Ta ¢wToBoATdIKG CUCTARATA OIKIAKNAC Xpriong (rooftop solar) £xouv KaTaoTroE! EPIKTH TNV ANOKE-
VTPWHEVN Napaywyn EVEPYEIAC, YETATPENOVTAG TOUG KATAVAAWTEG O€ “prosumers” - napaywyoug
Kal KaTavaAwTeG TauToxpova. ZTnv EAMada, n eykateotnpevn 10XUG wTOROATAIKWY OE OTEYEC EXE
unepdinAaciacTei TNV TeAeuTaia nevTaetia, Pe XINAOES VOIKOKUPIA va Napayouv MeEPIOOOTEPN EVEP- YEIA
and 6on KaTavaAwvouv Katd TIC WPeC aixung nAdiodaveiac. H nAeovalouoa auTth evepyeid ouvi- BwG
enioTpepeTal aTo JIKTUO HE HEIWPEVN anolnuiwon, Xwpic va aglonoleiral NANPWE TO OIKOVOUIKO Kal
NEPIBAAOVTIKO TNG dUVAMIKO.

H TexvoAoyia blockchain avadueral wg pia noAAG unoayopevn AUoN yia Tnv evepyornoinon peer-to-
peer (P2P) evepyeiakwv ayopwv. Ta éEunva oupPolaia (smart contracts) - auTo-ekTEAEGING Npoypay-
MATa MOU TPEXOUV OE AMOKEVTPWHEVA diKTua - Wrnopolv va dIaxeIpIoToUV auTopaTa TIC GUVAAAYEG
EVEPYEIQC METAED OMOTIHWV XPNOTWV, €EaAeipovTac Tnv avaykn yia KevTpikoUC PeodlovTeC Kal HEIw-
VOVTAG TO AEITOUPYIKO KOOTOG. H diapaveia kai n ageTaBAnTdTNTa nou npoadepel To blockchain
€taodaliouv TNV eunICTOOUVN KETAEU AYVWOTWV CUMKETEXOVTWY, VW N KPUNTOYpadikr acpaAeia
NPOCTATEVEl TIG CUVAAAYEC and KaKOBOUAEG ENIBETEIG,.

1.2 MpoBAnuarikn ka1 Kivntpo

Ta OnUepiva evepyeiaka OUCTAKATA AVTIMETWRICOUV ONUavTikoUg nePIopIOHoUC mou epnodilouv Tnv
nAfpn agonoinon Twv avavewaoipwy Nnywv. H napadooiakry apxITeKTovikr BacileTal O KEVTPIKO-
noinuevn diavour, OnNou n evépyeld peel Hovodpopa anod Peyalouc oTabupolc napaywyng npog Toug
kaTavaAwTéG. AuTO TO WOVTENO Oev eival OXedIAOMEVO YIa aUGIOPOUEG POEC EVEPYEIG MOU XAPAKTN-
pifouv TNV €NOXN TWV prosumers.

Kipieg MpokAnoeiG:

MpwTov, ol peoalovrec (diavopeic evepyeiac) empBarouv onuavTika fees nou peimvouv Tnv anolnui-
WOoN TWV Napaywywv Kal augavouv To KOOTOG Yia Toug katavaAwTes. H npounBeia pnopei va ¢ravel
10 30-40% TNC TEAIKAC TIMNG, XWPIC va NpoaBETel oualaoTikn agia aTn ouvaliayn. AsUTtepov, n ENAel-
wn dladaveiac oTIC TIMEC KAl OTNV MPOEAEUCN TNC EVEPYEIAC ONMIOUPYEI aviooTNTEC Kal €unodilel TN
AN TEKUNPIWKEVWY anodacewv anod Toug KatavaAwTeS. TpiTov, N ypadeiokpatia kal ol xpovopo-
pec d1adIkaaoie dIakavovIoHoU KaBuoTeEPOUV TIC MANPWES KAl AUEAVOUV TO AEITOUPYIKO KOOTOG.

H blockchain Texvoloyia npoodepel anavTnoeiC 0€ AUTEC TIG NPOKANCEIG HEOW TEOOAPWY BEPEN-

dwv xapaktnpioTikwv. H anokévtpwon e€aleipel Toug PeoalovTeC, EMITPENOVTAC AUETEG GUVANAG-
Mkaviatoag MepikAng 9
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YEC ETAEU NapaywyoV Kal katavahwTwv Pe peiopeva fees (1-3% avri yia 30-40%). H diapaveia e&a-
odahieTal Peow NG dnuoaolag kataypadnc oAwv Twv ouvalaywv oto blockchain, enmimpénovrac o€
KGBE OUUUETEXOVTA va enaAnBeloel TNV NPOEAEUON Kal TNV TIUA TNC Evépyelac. H auTouaTonoinon -
MITUYXAVETal e smart contracts Nou eKTEAOUV TOUC OPOUC TwV GUVAAAYWV XwpPIc avBpwnivn napey-
Baon, HelwvovTac Tov Xpovo diakavoviodoU and nUEPeC oe deuTepOAenTa. TEAOG, N KpunToypadikn
aodaleia npooTatelel TIC CUVAAAYEC Kal Ta Oedoéva Twv XPNOTOV anod KakOBOUAEC emIBECEIC Kal
andrec.

1.3 Zkonog TnG Epyaociag

H napolUoa SINAWUATIK €pyacia oToxeUel va SIEPEUVIOE! T OKOMUOTNTA KAl TNV ArOTEAEOUATIKO-
TNTa TNG Xpnone blockchain yia P2P evepyeiakec ouvalAayec, T0o0 oe BewpnTIKO 000 KAl OE NPAKTI- KO
€ninedo. ZUYKeKPIJEVA, avanTUOOOUKE Kal agloAoyoUpE €va NMARpwG Amoupylkd cUoTnUa nou
enmpénel o€ 1I0I0TeC Je dwToBOATAIKG cuoTraTa va avtaAdoogouv evépyeia aneuBeiac, napakday-
MTOVTAG TOUG NapadoaoiakoUc dIAVOEIC.

O okonog diapBpwveTal YUpw ano TPeIC agovec. MpwToc, N BewpnTiK avaluon Twv SuvVATOTATWV
kal neplopIoHwY Tng Texvohoyiag blockchain aTov evepyeiako Topeq, pe epdacn oTa smart contracts kai
TIG KPUMTOOIKOVOUIKEG TOUG 1010TNTEG. AeUTEPOG, N NPAKTIKA uAonoinon &vog proof-of-concept
ouoTnuaTog oto Ethereum blockchain, nou nepidapavel oAokAnpwpéva smart contracts, frontend
application, kai analytics tools. Tpitog, n eunelpikn a&loAdynon Tou GUOTNAKATOC HECW MIAOTIKAG AEl-
TOUPYIac KE NPAYMATIKOUG XProTeC, OUMNEYOVTAG OedopEvVa Yia TV anodoar), To KOOTOG, Kal TNV &-
Mneipia xproTn.

1.3.1 EmAoyn Nediou Epappoyng

H TexvoAoyia blockchain kai Ta é€unva oupBoAaia pnopouv va epappocTolv € NOIKIAIA TOEWV
OMOTILWV GUVAANQYWV. ZTOV XPNHATOOIKOVOHIKO TOHEM, O AMOKEVTPWHEVEG XPNHATOOIKOVOIKES
unnpeoieg (DeFi) onwg To Aave kai To Compound enitpénouv P2P lending xwpic Tpaneleg, eve nAat-
dOppeC Onwe To Uniswap OleUKoAUVOUV peer-to-peer avTalayr KpUNTOVOMIOUATwy. XTnv edodia-
oTikn aAuaida, £pya onw¢ To VeChain kai To IBM Food Trust xpnoigonoiotv blockchain yia diagavn
napakoAouBnan NpoidvTwv and Tnv Napaywyn £nG Tov KatavaAwT. ZTa yndiakad nePIoUsIaKa
otoixeia, NFT marketplaces onwc To OpenSea OnuioupyoUv P2P ayopec yia Jovadika ynoiaka avTi-
KeiPeva. ZTov EVEPYEIAKO TOHEA, MPWTONOPIAKA projects onwg To Brooklyn Microgrid kai To Power
Ledger enmitpénouv P2P evepyeiakéG ouvaAAaYEG ETAEU NapaywywV Kal KATavaAwTwy.

EmIAéEaPE va €0TIGOOUE OTOV EVEPYEIAKO TOHEA WG HEAETN NEPINTWONC YIA TNV NPAKTIKNA UAonoin- on
NG epyaciac, Baci{OMEVOl O€ TETTEPIC BEPENWDEIG AOYOUC:

MpwTov, N TEXVIKA NoAunAokoTnTa Tou energy trading ouvdualel NPoKANCEIC MOU €ival avTiNPoow-
MEUTIKEG evOG eupeog daopatoc P2P blockchain epappoywv. Anaitei microtransactions o€ npaypa-
TIKO Xpovo (yia live energy trading), evowudtwon IoT cuokeuwv (smart meters), noAUnAokn business
logic (matching algorithms, dynamic pricing), kaI auoTnpeg anarmoeig a&lonioTiag. AuTO TO TEXVIKO

BaBoc kaBIoTa Ta eUPNUATA YeVIKEUOIUA o€ GAa domains nou avTigeTwnidouv napopoia {nTua-

Ta.
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AeUTEPOV, N HETPNOIHOTNTA ANOTEAECHATWV OTOV EVEPYEIOKO TOMEA Eival avwTepn anod nio adn-
pnuéva nedia. MNopoUE va MOCOTIKOMOINCOUKE akpIBWG To kOoTog o €/KWh, Tnv nepIBAAOVTIKN
enidpaon oe kg CO2, To ROI o€ NoooaTd, kal Tnv anodoTikoTnTa o€ throughput. AUTa Ta OUYKEKPI-
péva metrics emirpenouv objective aloAdynon Tng TeExvoAoyiac, o€ avTiBean |E Mo UMNOKEIYEVIKA
domains 6nw¢ Ta NFTs.

TpiToV, N KOIVWVIKI EMIKAIPOTNTA TNG EVEPYEIAKNC METARBAONC KABIOTA TNV €peuva AUEDA OXETIKN E
TIC OUYXPOVEG avaykeG. H kAaTIKy aMayn kai n avaykn yia AME anoTeAlouv eneiyousec nayko-
OMIEC NpoTEPAIOTNTEC. 'Eva emTuxnuévo blockchain-based energy trading ouoTnua pnopei va enira-
XUVel TNV UI0BETNON avavemaoIKwy NNYwWV, €V avTioTolxn enimuxia o€ aAMa domains €xel AiyoTepo
AuEDN KOIVWVIKN €Nidpaan.

Tetaptov, n Unap&n benchmarks ano npaypatika deployments enmiTpénel Tn ouykpion HE
established standards. To Brooklyn Microgrid (60 xprioTec ano 2016), To Power Ledger (>10 GWh
traded), kai To LO3 Energy napeyouv reference points yia Tnv agioAdynon Tng dIkAG Hag uhonoinang.
AuTn n duvaToTnTa UYKPIONG EVIOXUEI TNV EYKUPOTNTA TWV AMNOTEAEGUATWV.

QoT000, T EUPHUATA TNG Epyaciag eival YevikeUaipa o ala P2P blockchain ouotiuata. Ta smart
contract design patterns nou avantU€ape (Time-Weighted Offers, Priority Queue, Batch Settlement)
MnopoUv va npooappoaTouv o onolodnnoTe P2P marketplace. H oikovopikr) avaAuon (break-even
calculation, ROI framework) epapuoletal o€ 0Aeg TIG blockchain epappoyég e transaction fees.
Ta user adoption challenges nou evronioTnkav (wallet management, gas fee comprehension,
irreversibility concerns) eival koiva o€ 0Ao To Web3 ecosystem. Enopévwe, n €0Tiaon oTnv evépyeia
Oev nepiopilel Tn ouvelopopd TNG €pyaciac, aA\a Tnv evioxUEl NAPEXOVTAC CUYKEKPIUEVO Kal
HETPROIUO context yia yevikOTEpa cUPNEpAcaTa.

1.4 EpeuvnTika EpoTipara

H €peuva kaBodnyeital and Ta akoAouba KEVTPIKA EPWTAWATA:

RQ1: Texvikn ZkompoTnTa Mnopei n Texvoloyia blockchain va unootnpi&el a§idnua kar kAipa-
Kwolua ouoTruata P2P evepyeiakwv ouvalaywv; Moleg ival o1 TEXVIKEG NPOKARoEIg (throughput,
latency, gas costs) kal NwWG YNopouV va avTIKETWMNIGTOUV;

RQ2: Oikovopikn Biwoipornta Eival oikovopika Piwaoipeg ol blockchain-based evepyelakec ayopeg o€
Ox€on Me Ta napadooiaka cuoTnuata; Moio €ival To break-even point kal nolol NAPAYOVTEG €nn-
pealouv 1o ROI;

RQ3: User Adoption ka1 Epneipia Moiol napayovrec ennpealouv Tnv uioBETNON TNC TExvoloyiac ano
TOUG TENIKOUG XpnoTeG Mw¢ pnopei va anlonoinBei n aMnAenidpaon We To blockchain yia non-
technical xpnoTeg;

RQ4: NepiBaAlovTikn Enidpaon Moia ival n nepiBalovTikni enidpaon Twv blockchain-based e-
VEPYEIOKWV OUOTNUATWY, AappavovTtac unoyn To energy footprint Tou blockchain kai Ta opeéAn ano
Tnv npowdnon Twv AME;
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1.5 MeBodoAoyia

H epeuvnTikr peBodoloyia akoAouBei pia noAueninedn NPooeEyylon nou cuvdudalel BewpnTiKn ava-
Auan, NpakTikn uAonoinan, kai EPNeIPIKn agloAoynaon.

®aon 1: Biphioypadikn Avaokonnon (Aidpkeia: 4 €BOOPAOEC) ZUGTNUATIKA MEAETN TNG UNAPXOU-
oac BiBNoypadiac oxeTika pe blockchain technology, smart contracts, kai P2P energy markets. Ava-
Auon napopolwv epeuvnTikwv €pywv (Brooklyn Microgrid, Power Ledger, LO3 Energy) yia Tov evToni-
OMO best practices kal kOIVV NPOKARCEWV.

®aon 2: Ixediaopog TuoTnpaTog (Aidpkeia: 3 €BOOUAdEC) ApXITEKTOVIKOG OXEDIQOMUOC Tou P2P
energy trading ocuoTtruaTog, nepidappavovrac Tnv emioyn blockchain platform (Ethereum), To
oxediaopo Twv smart contracts, kai Tnv npodiaypadn Twv API interfaces. Idiaitepn éupaon diveral
oTnv aopdaleia kai oTIC BEATIOTONOINTEIC gas.

®aon 3: Avantu&n kai Testing (Aiapkeia: 8 eBdopdadec) YAonoinon Twv smart contracts o€ Solidity,
avanTuén frontend application pe React/TypeScript, kai dnpioupyia analytics tools pe Python. EkTe-
VEC testing oe Tonikd Hardhat network kai Sepolia testnet, pe otoxo >95% code coverage.

®aon 4: MAoTikn Asitoupyia (Aidpkeia: 12 €Bdopdadec) Deployment Tou GUOTAUATOG O€ NpaypaTi-
KO nepIBAMov pe ouppeToxr 10-15 xpnoTwv (prosumers kai consumers). UAOYI NoooTIKWV Og-
dopévwy (transactions, gas costs, performance metrics) kai noioTikwv dedopévwy (user feedback,
interviews).

®aon 5: Avaluon kai A§loAoynon (Aidpkeia: 4 €BO0UAdEC) ZTATIOTIKA AvAAuUon TV JEDOPEVWY,
oUykpion He napadooiaka ouoTATA, Kal agloAOYNon EVavTl TWV EPEUVNTIKWV EPWTNHATWY. EvTo-
MIOPOG NEPIOPITHWV Kal NpOTACT BEATIOOEWV.

1.6 ZToyo! TnG Epyaociag

BaoilOpevol 0Ta £PEUVNTIKA EPWTNHATA, Ol GUYKEKPIPEVOI GTOXOI TNG £pyaciag eivai:

1. @ewpnTikn AvaAuon: Mapoxn oAokANpwHEVNG BewpnTIKAG Bacng yia blockchain-based
energy markets, ouvBéTovTag yvwon ano To distributed systems, kpunToypadia, olkovopikd,
Kal EVEPYEIAQKN KNXaVIKH.

2. Texvikn YAonoinon: Avantu€n production-ready ouotipaTog pe audited smart contracts,
responsive UI, kal comprehensive analytics, To onoio pnopei va xpnoiponoindei we Bacn yia
MEAOVTIKEG EPEUVEC KAl EMMNOPIKEG EPAPHOYEG.

3. Epnzipikn AEloAoynon: ZuMoyn kai avaiuon npaypatikov dedopevav ano pilotdeployment,
napeyovrag evidence-based insights yia Tn BIwoIpdTNTA KAl TOUG NEPIOPIOHOUC TNG TEXVOAOYi- aC.

4. Oikovopikn AvaAuon: AenTopepnc cost-benefit analysis mou ouykpivel To blockchain-based
HOVTEANO HE NapadooIiakEC NPOOEYYIoeIC, napéxovTag actionable recommendations yia
stakeholders.
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1.7 Aopn Tng Epyaociag

H epyaoia opyavawveral oTa akohouba kepaiaia:

+ Kedalaio 2: Mapouaialel To BewpnTikd unopadpo yia blockchain, Ethereum, kai P2P energy
trading

+ Kedalaio 3: Mepiypader Tic Texvoloyiec nou xpnaiponoindnkav (Solidity, Hardhat, React, kAn.
)

+ Kepahaio 4: AvaAlel TIC NpakTIKEG epapHoyEC e case studies kal anoTeAéopata

+ Kepahaio 5: Juvoyilel Ta oUPNEPAOUATA KAl MPOTEIVEI JEAOVTIKEC KaTEUBUVOEIC

* MapapTipara: MNMapexouv TeXVIKN Tekpnpiwon kai odnyiec deployment

1.8 Zuveiodopa

H epyaoia ouvelopepel oTo nedio e:

« MARPwG AsIToupyikd open-source ouaTnua P2P energy trading

* Epneipika dedopeva and mIAOTIKNA AeIroupyia

+ Néa design patterns yia energy trading smart contracts

« MpakTIkEG ouaTdoelg yia developers kai stakeholders “KepdAaio 2: GswpnTikd Ynopabpo”
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2 Kedalaio 2: OswpnTiko YnoBabpo

2.1 Iotopikn EEENIEN Tou Blockchain

H évvoia Tou blockchain dev €ival veéa, aA\a@ n npakTikn TN edpappoyn Eekivnoe To 2008 e Tn dnuooi-
€uon Tou Bitcoin whitepaper and Tov weudwvupo Satoshi Nakamoto. To Bitcoin é\uce To npoRAnua
NG “dINAnc dandavng” (double-spending) o€ wndiaka vopiopaTa Xwpic Tnv avaykn KevTpIKng apxnge,
XPNOILONOIOVTAC éva kataveunuévo cloTnua consensus (‘Antonopoulos kar Wood 2018).

QoT000, TO Bitcoin blockchain Tav oyediaopévo anokAEIOTIKA yIa XPNHATIKEC ouvalAayec. To 2013, o
Vitalik Buterin, &vag 19xpovog NpoypapaTIoTnG Kal EpEUVNTAC, NPOTEIVE Wi enavacTaon: éva
blockchain nou 6a pnopoUoe va ekTeAEoel aubaipeTo kwdika, Oxl HOVO va KaTaypddel ouVaAayEc,
AuTO TO Opapa uhonoindnke To 2015 pe To Ethereum - pia “naykoopia unoAoyioTiki NAaTdopua”
nou enirpénel o€ developers va dnuIOUPYNCOUV AnoKeVTPWHEVEC epappoyeG (dApps) Heow smart

contracts (°Russo 2020).

H nopeia Tou Ethereum dev fTav Xwpic npokAnoeic. To 2016, To “The DAQ” incident - drou €va exploit
o€ smart contract 0driynoe otnv khonn $50 ekaToppupiwv - avedelEe Tn onuacia TnG acdaleiag aTov
kwdika kai odnynoe o€ hard fork Tou GIkTUOU. AUTO TO Yeyovog dIapOPPWOE TIG GUYXPOVEG NPAKTIKEG
auditing kai avedeiEe Tnv apetaBAnToTNTa Tou blockchain w¢ apdikono paxaipl: evw npooTaTeUel
ano6 manipulation, duokoAeUel Tn d10pBwaoN Aabwv.

>nuepa, To Ethereum exel e€ehixBei onuavTika. To 2022, n YetaBaon anod Proof of Work og Proof
of Stake (yvwoT w¢ “The Merge”) Yeiwoe Tnv KaTavaAwon evepyeiag Tou dIKTUOU KaTa ~99. 95%,
KaBIOTWVTAG TO NEPIOOOTEPO EAKUCTIKO YIa MEPIBAMOVTIKA €uaioBnTeS edaployEG ONwe To energy
trading (*Antonopoulos kai Wood 2018).

2.1.1 Peer-to-Peer Aiktua: IoTopikn & TexvoAoyikn EEENIEN

H évvoia Tou peer-to-peer (P2P) dikTuou dev €ival npoiov Tng blockchain enoxng, aMa exel Babig pi-
(ec omnv 1oTopia Twv JIKTUWV UNOAOYIOTWV. Z€ avTiBeon e TNV KAAOIKN client-server apxITekTovikn,
Ornou &vag Kevtpikog server eEunnpetei NoAoUG clients, Ta P2P SikTua eniTpenouv o€ KAbe KOpRo
(node) va Aeitoupyei Tautoxpova wg client kar w¢ server, diapolpalovTag ndpoug kal EUBUVEC I00KE-
PWE,

Ta Nparta Bipara: Napster & H EnavaoTaon Tou File Sharing

H P2P Texvoloyia €yive yvwaTn aTo €upU Koivd To 1999 pe To Napster, pia nAatddpua yia avralia- yn
MOUCIKWV apxeiwv. Ze oUVTOPO Xpoviko diaoTnua, To Napster €ptace 80 ekaToppupia XPAOTEC,
anodeikvUovTag TNV dUVaun TNG anokeVTPWHEVNG avtaAaync. QoTooo, To Napster rtav yeudo-
P2P: evw Ta apyeia peTrapepovrav aueoa PETAEU XpnoTwv, £vag KevTpIKOG server diayelpidoTav To
directory kal To matching. AuTn n kevtpikonoinon anodeixbnke axilelog nTépva To 2001, dTav voui-
KEG OIaPAXEG NEPI MVEUUATIKWV JIKAIWUATWY avaykaoav To diKTUO va KAEIGEL.

H EEENIEN: BitTorrent kai MARPNG AnokévTpwon

Andavtnon otV anoTuyia Tou Napster fitav To BitTorrent (2001), éva NANpw¢ anokevTpwuévo P2P

O . Lo To BitT, . . . .
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peAAav va ennpedcouyv kai Tn blockchain Texvooyia:

1. Karapepiopog kai Hashing: Ta apyeia katapepidovrav o€ HIkpd pieces, kabéva pe Hovadiko
hash yia enaAnBeuon akepaidTNTAC.

2. Distributed Hash Table (DHT): MAnpw¢ anokevtpwyevn diaxeipion metadata xwpic kevrpl-
koUG servers.

3. Incentive Mechanisms: To “tit-for-tat” mechanism avrtapeiBe xprotec nou diapoipalav (npo-
OpooG Twv crypto incentives).

To BitTorrent anodeixBnke &aipeTika resilient: onpepa, perd anod 20+ xpovia, unoloyiletal Tl To 3-
5% Tou OUVOAIKOU internet traffic ypnoidonoiei To npwTokoANo. H emiTuyia Tou anédeiEe 0TI N NANPNG
anokevTpwaon dev €ival povo edIKTr, aAAa Kal unepexel oe scalability kai resilience and kevrpikonol-
NUEVeC AUCEIC.

Ano P2P File Sharing o P2P Transactions

To blockchain, kai 1diaitepa To Bitcoin, nipe TIC apxeg Tou P2P networking kai Tig epappooe os gu-
vaAAayEg avTi yia apyeia. H perdBaon auTr KaTeaTn duvatn TNV anokevrpwpeévn avralayn agiac, oxi
HOVO dedopevav. O Baoike dIaPopeC kal eEENIEEIC gival:
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XapakTnpIoTIKO BitTorrent Blockchain

ZKonog AvtaAhayn apyeiwv Avtalayn ajag

Consistency Eventual consistency Strong consistency (e consensus)

AperaBAnToTnTa Oyl Nai (péow kpunToypadiac)

Double Spending Acsv epappoleral Kpioio npdPAnua - Aoverar pe
consensus

ApOIBEG Soft (tit-for-tat) Hard (crypto incentives)

Edappoyég File sharing DeFi, NFTs, Smart Contracts

P2P & Smart Contracts: H ZUvOeon

H npaydatikn enavaoTacn npde otav 1o Ethereum ouvduace Tnv P2P apyITEKTOVIKN WE NPOYPAMMA-
TICOpEVa smart contracts. AuTr n cUvBeoN eniTpEnel:

1. Autoparteg P2P ZuvaAAayég: AvTi va xpeidleral XeipokivnTn dianpayudreuon, Ta smart
contracts ekteAoUv 6pouc auTouaTa.

2. MoAUnAokn Business Logic: Mépa anod anAég peTadopec, Ta smart contracts pnopoUv va uho-
noinoouv auctions, escrows, duvayikn TIHOAOYnan.

3. Programmable Incentives: Oi apoiBe kal NoIveg gival kwdikonoinueveg kal EaadaAiovTal
KpunToypadika.

4. Composability: Smart contracts pnopouv va kahoUv al\a contracts, dnpioupywvTag noAunAo-
ka ecosystems (DeFi, DAOs).

>TnVv nepinTwon Tou energy trading, n P2P apxITEKTOVIKN €NITPENEl APETES OUVANNAYEC WETAED
prosumers kal consumers, evw Ta smart contracts diayeipifovral Tn matching logic (noiog ayopalg
ano noiov), TNV TIHOAOYNoN, kai To settlement - 0Aa xwpig kevTpikoUg peoalovTeg. H 1oTopia
ano 1o Napster w¢ To Ethereum anodeikvUel pia ouveyn €EENIEN Npog OAO Kal MIO I0XUPES HOPdES
anokEVTPwonG.

2.2 Apyirektovikn Blockchain

To blockchain sival pia katavepnuevn, apetaBAnTn Baon dedoPEVWY MOU OpyavwveTal wé aAucida
blocks. Kabe block anoTeAei €va container nou nepiéxel:

Aopika ZToixeia Block:

To header Tou block nepihapavel kpioipa metadata nou e&aopalidouv TNV akepaidTNTa TNG AAUGH-
dac. NpwTtov, To hash Tou nponyoupevou block (32 bytes) dnuioupyei TNV kpunToypadikn aUvVOEDN

- av aA\a&el onolodnnoTe nponyoupevo block, 0Aa Ta enodpeva hashes Ba eival akupa, kaBiIoTwvTag
TNV napanoinon dpeoa egdavry. AsUTtepov, To timestamp kataypadel Tnv akpiPry oTiyun dnuioupyi- ac
Tou block, emTpénovTac xpovoAoyikn Ta&ivounon. Tpitov, To Merkle root - £va hash tree oAwv Twv
ouvaA\ayoV - ENITPENEI TNV anodoTIKr) ENaAnBeUoT TNG UNApENS ouvalAaync Xwpic va xpeialeral va
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kaTePaocel kaveic ohokAnpo To block. TéTapTov, To nonce (number used once) XpnoidonoleiTalr aTov
Proof of Work aAyopiBuo yia va Bpebei éva hash nou nAnpoi Tnv anaitnon difficulty (*:Antonopoulos
kal Wood 2018).

To body Tou block nepiéxer TIc npayUaTiKEC ouval\ayec. STo Ethereum, auTéc pnopei va sivai a-
nAéc petadopec ETH 1 noAUnAokeg kAnoeic smart contract functions. Kabe ouvaAlayn nepidaupavel
sender, receiver, value, gas limit, gas price, kai Ta input data (yia smart contract interactions).

2.2.1 Ogpehidn XapakTnpioTIKA

Ta Baoika xapakTnpioTika Tou blockchain nou To kaBioToUv KAaTAMNAO YIa ANOKEVTPWHEVES edap-
MOYEG gival:

AnokévTpwon: AvTi yia KevTpikO server, To blockchain diatnpeitar and xIAiade¢ nodes naykoopiwg.
Kabe node &xel nAnpeg avtiypado Tne Baong dedopéevwy. AuTo e€aleidel To single point of failure
Kal kaBioTd To oUoTNPAa avOekTIKO O EMNIBECEIC - YIa va kaTtappeloel To SIKTUO, NPENEl va NECOUV
TauToXpova XIANIAdEC aveEapTnTa Pnxavnuara.

Aladaveia: Kabe ouvaliayn eivar dnpodaia opatr o€ 0Aouc. AuTO Onuioupyei éva trustless nepifah-
Aov - Oev XpelaleTal va EUNIOTEUTEIC KAMOIOV, UMOPEIC va eNaAnBeloelc. XTo energy trading, auTto
onuaivel 611 pnopeic va deig akpiBwc and nou NPonABe n evepyela nou ayopadeic.

AperapAnrornTa: MOAg éva block npooTebei otnv alucida kai eniBeBaiwbei and apketa blocks
META, eival npakTika aduvaTo va ala&el. H unoloyioTikr 1oxUG nou Ba xpeialoTtav yia va &avaypd-
WeIG 1oTopia sival anayopeuTikn. AuTo e€aadalilel 0TI Ta records €ival Jovida kal agidnioTa yia
auditing.

KpunTtoypadikn Aadaleia: Xpnoiponoisital asymmetric cryptography (public/private keys) yia v
€naAnBeuon TauTtoTnTag kal Tnv €&ouaiodoTnon cuvalaywv. O private key eival n povn anodeign
ownership - xwpig auTdv, kaveig dev INOPEi va PETAKIVACE! Ta assets oou.

2.2.2 Ethereum Platform

To Ethereum avTinpoownelel Tn deuTepn yevia blockchain TexvoAoyiac. e avtiBeon e To Bitcoin
nou €ival ouciaoTika éva distributed ledger yia ouvalayeg, To Ethereum eivail pia programmable
blockchain - pia naykdopia, anokevrpwpévn unoloyioTikn nhatdopua (‘Antonopoulos kar Wood
2018).

2.2.3 Ethereum Virtual Machine (EVM)

To EVM e&ival To execution environment yia smart contracts - éva quasi-Turing-complete virtual
machine nou Tpéxel o XINAdEC nodes TauTtoxpova, EaodalifovTac VTETEPUIVIOTIKA Kal €NaAnBeu-
OlJa anoTeAéopara.

ApyiTekTovikN Tou EVM:
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To EVM eival pia stack-based machine pe 256-bit word size. AiaBeTel npoowpiviy Pvnun (memory),
MOVILN anoBrkeuan (storage), kal éva stack yia unoAoyiopoUc. Kdae operation (opcode) €xel ouyke-
KPIUEVO KOOTOG O€ ““gas” - TNV UNoAoyIoTIKr Hovada Tou Ethereum. AuTOC 0 PNXAVIOUOG €EUNNPETEI
duo okonouc: npwTov, anoTpenel infinite loops (halting problem) emiBaA\ovTag éva avwTaTo 6pio
unoAoyiopoU, kai deuTepov, anolnpiwvel Toug validators yia Toug unoAoyIoTIKoUG NOPoOUC nou da-
navouv.

Account Model:

To Ethereum Xpnoiponolei €va account-based model (o€ avTiBeon pe To UTXO model Tou Bitcoin). Y-
napyouv duo TUnol accounts: Ta Externally Owned Accounts (EOA) nou eAéyyovTal ano private keys
Kal Jnopouv va &kivroouv transactions, kal Ta Contract Accounts rnou eAéyxovTal and Tov Kwdika
TOUC KaI ekTeAoUvVTal HOVO OTav KAnBouv. KaBe account €xel balance (ETH), nonce (counter cuvaAAa-
ywv), storage hash, kai code hash.

State Machine:

To Ethereum Asimoupyei wg global state machine. KaBe transaction anoteAei pia perapacn ano pia
KaTtaoTaon o€ aMn. To “state” nepi\apBavel 0Aa Ta account balances, 0Aa Ta contract storage data,
kal 6Ao Tov contract code. AuTn n kaBoAikn kaTaoTaon anodnkeleTal o€ Wia TepdoTia Merkle Patricia
Trie structure nou enirpenel anodoTikEG anodei&elc kal partial downloads.

2.2.4 Consensus Mechanisms: Ano PoW oz PoS Proof of Work (2015-2022):

Apxika, To Ethereum xpnoiponoiouce Proof of Work (PoW), napopolo pe To Bitcoin. Or miners éAu-
vav kpunTtoypadika puzzles (Ethash algorithm) yia va npoteivouv véa blocks. To PoW eEaodalilel
aopaAeia PEow OIKOVORIKOU KOOTOUG - yia va enitebei kaveig aTo dikTuo, Ba xpeialotav >51% Tou
OUVOAIkOU hashrate, kaTi nou koaTilel dloekaToupUpia o hardware kal NAEKTPIKN evepyeia. QoTo-
00, To PoW €ixe onuavTika pelovektipata: katavahwve ~100 TWh etnaing (600 Hia Wikpn Xwea), Eixe
XapnAo throughput (~15 transactions/second), kai odnyoUuoe O KevTpIKOMoinon KECW mining
pools (*Antonopoulos kai Wood 2018).

Proof of Stake (2022-onpepa):

To ZentéuBpio 2022, To Ethereum ohokAnpwae To “Merge” - T perapaon oe Proof of Stake (PoS).
210 PoS, dev unapyouv miners aAa validators nou “stake” (kAeidwvouv) 32 ETH wg collateral. O
validators emiAéyovTal Tuxaia yia va npoteivouv blocks, kai aloi validators enifeBaiwvouv Tnv &-
yKUpOTNTA Toug. Av évag validator oupnepidpéperal kakoBoua (n. X. npoTeivel invalid block i uno-
ypagel avTikpouopeva messages), TURKa Tou stake Tou “slashed” - kataoTpEPeTal opIoTIKA.

Ta odeAn Tou PoS eival dpapaTikd: n KAaTavalwon eVvepyelac PEIwOnke katd ~99. 95% (ano
~100 TWh og ~0. 01 TWh etnoinc), n aodaleia auéndnke (eniBeon kooTilel dioekaToppUpia o ETH
nou Ba katacTpadouv), Kkai avoiyel o dPOUOC yia HEANOVTIKEG avafabpioeig onwg To sharding. MNa
energy trading epappoyec, autd onuaivel oTl To idlo To blockchain dev unovopelsl mia Toug
nePIBarovTI- KoUG OTOXOUG TNG EdapHoync.
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2.3 Smart Contracts: H Oucia Twv AnokevTpwpévwv Epappoynv

'Eva smart contract €ival évac kwdikag nou anobnkeueTal kai ekteAeital oTo blockchain. To opo el-
onyaye o Nick Szabo To 1994, noAU npiv To Bitcoin, nepiypadovTac Ta wg “computerized transaction
protocols that execute the terms of a contract”. H Baoikr 16¢a nTav va peTappacel oupRaTIkoug o-
pOUC O€ KWBIKa MOU eKTEAEITal auTdpaTa, eEalsipovTac Tnv avaykn yia intermediaries (*Taherdoost
2023).

270 Ethereum, Ta smart contracts €ival programs nou {ouv 0€ OUYKEKPIUEVEG DIEUBUVOEIC. ‘OTav OTEA-
VEIC transaction o€ contract, 0 KwOIKAC ekTeAeiTal o OAa Ta nodes kai To anoTéAeopa kataypaderal
on-chain. 'Eva anA\o napadeiypa:

contract EnergyToken {
mapping (address => uint256) public balances;

event Transfer (address indexed from, address indexed to, uint256
amount) ;

function transfer (address to, uint256 amount) public {

require (balances[msg. sender] >= amount, "Insufficient balance"):;
balances[msg. sender] -= amount;

balances[to] += amount;

emit Transfer (msg. sender, to, amount);

}
}

2.3.1 Ogpehidn XapaktnpioTika Determinism kai Reproducibility:

Ta smart contracts eival NARpw¢ VTETEPUIVIOTIKA - yia Ta idia inputs Ba napouv navta Ta idia outputs.
AuTd onpaivel 0TI dev UNOpPoUV va Xpnoiponolioouv native randomness 1 system time - yI' auto xpn-
olponolouvTal oracles yia external data.

Trustless Execution:

AdoU o0 kwdikag givar OnuoOaIog Kai N ekTEAEDN Tou enaAnBeleTal and xINAdECG nodes, Oev xpeldleTal va
EUMIOTEVEOAI kanolov. To contract Ba kavel akpiBwG auTo NMou Agel 0 KWBIKAG.

Immutability:

MoAiG deployed, o kwdikag dev pnopei va aAa&el. Autod eEaodaliel o1 o1 kavoveg dev alalouy,
aM\a dnpioupyei NpokANoeIG yia bug fixes. Ynapyouv patterns yia upgradeable contracts (ny. proxy
patterns) pe trade-offs (*A Systematic Literature Review on Blockchain-based Smart Contracts’
2024).

2.3.2 NpokAnoeic Aodaeiag

Ta smart contracts €ival ouxva oToyog exploits:
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Reentrancy: Xpnoigonoinonke oto The DAO hack (2016). 'Otav contract kaAei eEwTepikd contract, o
attacker pnopei va kavel recursive call npiv oAokAnpw8ei To npaTo. ('Taherdoost, 2023)

Integer Overflow: Mpiv Solidity 0. 8, o1 apiBunTIKEC Npageic pnopoloav overflow xwpic error.

Front-Running: ApoU transactions eivai visible 0To mempool, kanoio¢ unopei va unopaher Sikn Tou HE
uwnASTEPO gas (*Khan k.a. 2021).

Access Control: AaBog éAeyxoc 0To noiog Unopei va kaAeael privileged functions.

2.4 Peer-to-Peer Energy Trading

To P2P energy trading avrinpoownelel pigkd napadelypa oTnv eVePYEIaKn ayopd. AvTi va ayopa-
(eI evepyela and KevTpIkO NAPOXO, MMOPEIG va TNV ayopdoelg kaTeuBeiav anod Tov YEITova OouU [E
dwToROATaIKA.

2.4.1 Napadoaoiako MovtéAo kai MpokARoEIg

To OUYXPOVO EVEPYEIOKO OUCTNMA Eival KEVTPIKOMOINUEVO: WeyaAol oTabpoi napdyouv kal dIavEHOUV O€
passive consumers. AQUVAUIEC:

Kevtpikonoinon: Xwpig emihoyn, regulated Tipeg, single point of failure (Khan k.d. 2021).
YywnAo KooTog: Intermediaries naipvouv pepidio. Ze P2P Ta képdn ndve aTov napaywyo.
EAMINAG Aladaveia: Acv EEpeic Tv Nnyn - avbpakag 1 renewables; Aev undpyel granular tracking.

DERs Underutilization: ®wtooATaikd, batteries, EVs pnopoUv va yivouv prosumers aA\d To napa-
0001aKO HOVTEAO Dev TO ENITPENEI EUKOAQ.

2.4.2 Nwg 1o Blockchain AvtipeTwnilel Tig MpokAnosig AnokevTpmpévn Ayopd: Smart contracts
kavouv match buyers/sellers autopara.

Mpoc-Mpog Payments: Cryptocurrency/tokens yia kateuBeiav NANPwHES, Xwpig TpAneles,.
Provenance Tracking: KaBe kWh Tpakdaperal ano tnv nnyn. Avtierwnilel greenwashing.

Microtransactions: IoT devices (ny. smart meters) cuvaAhaooovTal real-time (°Khan k.d. 2021).

2.4.3 NpakTikég Edappoyég

Brooklyn Microgrid: lcitovec ato Brooklyn ayopalouv/mouldve nNiakn evépyela péow Ethereum
(’Khan k.a. 2021).

Power Ledger: Australian platform, >10 GWh traded.

WePower: European green energy tokenization platform.
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2.5 Blockchain yia Energy Trading: Use Cases

H evowpatwon blockchain avoiyel nOMEC edappoyec:

2.5.1 Texvikn ApXITEKTOVIKI)

To oUoTnua anoTeAeital and Tpia layers:

1. Physical Layer: Smart meters, dwToBoATaikd, batteries
2. Communication Layer: IoT network yia culoyn data
3. Blockchain Layer: Smart contracts yia trading logic

2.5.2 Use Cases

Microgrid Management: Tonikd SikTua nou AEITOUpPYOUV auTovopd, Xwpig KEVTPIkG coordinator.

Renewable Energy Certificates (RECs): Kafe MWh anod renewables képdilel certificate on-chain,
non-fungible kai tradeable.

EV Charging: Anokevrpwpévo charging network onou 1o EV nAnpwvel autopata We crypto.

Demand Response: Smart contracts avrapeifouv XprioTeg nou Jeiwvouv katavaAwaon o peak
hours.

2.6 Kpimikn BiBAioypadikn Avackonnon

H épeuva oo blockchain-based energy trading €xel au€nBei ekBeTika and To 2016. KatnyopionolioUpe
TN BIBAIoypadia o€ TEGOEPIG KATNYOPIES:

2.6.1 Surveys kai ENiokonnoeig

Andoni et al. (2019) - "Blockchain technology in the energy sector”:

'Eva ano Ta nio highly-cited surveys, katnyopionoinoe 140+ papers kal npocdiopios 7 KUPIEG Epap-
Hoyéc blockchain oto energy: P2P trading, EV charging, wholesale markets, RECs, grid management,
metering, kai cybersecurity. Avadei€e 611 To 82% Twv projects eival proofs-of-concept, 6x1 production
deployments (®Zheng k.a. 2019).

Tushar et al. (2021) - "Peer-to-Peer Energy Trading":

Focused survey oto P2P trading. Mpoodiopioe Tpeig apyitekTovikes: full P2P (xwpig intermediary),
community-based (ue coordinator), kai composite (hybrid). Zuvékpive consensus mechanisms yia
energy trading, deixvovtac om PoS eival 0 nmio katdAANAog AOyw XapnAnG KaTavaAdwong eVePyEIac
(’Khan k.a. 2021).
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2.6.2 Npwreg Mpotaoeig Frameworks

Mengelkamp et al. (2018) - Brooklyn Microgrid:

Mepieypawe To npwTo production pilot P2P energy trading. 60 onimia aTo Brooklyn avraAAa&av n-
Niakr| evépyeia péow Ethereum. AnokaAuwe OTi Ta gas fees rirav prohibitive yia microtransactions,
odnyovTag ot off-chain batching Aboeic (°Khan k.a. 2021).

Zhang et al. (2020) - “Review of existing P2P energy trading projects”:

E€ttaoe 12 real-world projects (Power Ledger, WePower, Grid+, k. An). Bprike 0TI OAa Xpnoidonoiouv
permissioned blockchains 1 sidechains yia scalability, oxi public Ethereum mainnet. AuTo eyeipel
gpwTANATA yia TNV anokévrpwon (Khan k.a. 2021).

2.6.3 Texvikeg MpokANoEIg

Daian et al. (2020) - “Flash Boys 2. 0":

AvedeiEe 1o front-running npopAnua oto Ethereum. Miners pnopouv va BAénouv pending
transactions kai va Ti¢ exploit. Ma energy trading, autd onuaivel 6TI KANOIO¢ Wnopei va Oel
Tnv energy bid gou kai va unofahel dikr) Tou npwTta (Khan k.a. 2021).

Kalra et al. (2018) - "ZEUS: Smart Contract Security”:

AvanTuge static analysis tool yia eupeon vulnerabilities o Solidity. Bprike 0TI 47% Twv deployed
contracts €xouv security issues. Na energy trading, auto unoypappilel TNV avaykn yia evoehexn
auditing (‘A Systematic Literature Review on Blockchain-based Smart Contracts’ 2024).

2.6.4 Epeuvnrika Keva

O1 surveys avadeikviouv TEOOEPA KUPIA Keva:

Scalability: To Ethereum mainnet kavel ~15-30 TPS. 'Eva Hikpd microgrid e 100 onima nou avra-
Aaooouv kaBe 15 AenTa xpeidletar ~0. 11 TPS - edikto. AN yia city-scale (10, 000+ oniTia), 8a xpeia-
(otav >11 TPS - problematic. Layer-2 solutions (rny. Polygon, Optimism) prnopouUv va Bon6noouv.

«EkTOC ano AUceig Tunou Layer-2, oTtn BiBAIoypagia €xouv npoTabei HOVTEAA MPAypaTIKa
OUVTPEXOUOAG EKTEAEONG smart contracts, Ta onoia oToxeUouv oTnv au&non Tou throughput
xwpic va Buoialetal n acpdaeia (*Bartoletti et al., 2019).»

Regulatory Compliance: Xtnv Eupwnn, To EU Clean Energy Package (2019) avayvwpilel “energy
communities” aA\G To voliko nAaiolo yia P2P trading €ival unclear. Moiog sival unelBuvog av eva
smart contract bug odnynoel os blackout;

Privacy: O ouvaA\ayeg eival dnuooieg. Mnopei va Oel kaveig noTe €ioal oniti (consumption patterns).
Zero-knowledge proofs pnopoUv va Bonerjcouv al\a givar computationally expensive.

Interoperability: Ta napadooiakd energy systems xpnoiponolioUv proprietary protocols. Kavévac
dev npokerral va rip-and-replace 0Aa. Xpeialovrai bridges kai oracles yia va ouvdéoouv blockchain
pe SCADA/IEC 61850 systems.
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2.7 Zupnepacpara KepaAaiou

> autod To KepdAalo EeTaocape To BewpnTikd UNORabpo Tou blockchain-based P2P energy trading.
Ano Tnv 10TopIKN €EENIEN Tou Bitcoin (2008) we To Ethereum (2015) kai T perapaor) Tou og Proof of
Stake (2022), sival pavepo OTI n) TEXVOAOYia £XEl WPIPATE! ONPAvTIKA.

Kipia Zupnepaopara:

1. TexvoAoyikn QpipoTnTa: To Ethereum napéxel otabepr) nAaTdopua yia smart contracts. H
HETABaon oe PoS peiwoe TNV katavalwan evépyeiac katd 99. 95%, KabIoTWVTAC TO EAKUTTIKO
y1a nepIBAMOVTIKEC EpapHOYEC.

2. AnokévTpwon kai Trust: Smart contracts e€aAcipouv Tnv avaykn yia kevtpikoUc intermediaries,
enimpenovTag trustless P2P energy trading. Autd peiwvel To KOOTOG kal au&avel Tn diadaveia.

3. NpakTikég Epappoyég: Mpoypdupara onwg To Brooklyn Microgrid kai To Power Ledger €xouv
anodei&el 0TI To PovTENO gival ePIKTO, AANG Kal TIG NPAKTIKEG NPOKANCEIG.

4. AvoixTa Zntnuara: Mapd Tnv npdodo, unapxouv onuavTikeG NpokAnoeic: scalability (nwg
va XelpIoToue city-scale deployments), puBuioTikn cuppopdwon (acadn vouika nAaioia),
privacy (dnpoaieg ouvalayec), kai interoperability (oUvdeon e legacy systems).

5. AodalAeia: H €peuva €xel avadeiel ooBapa security issues o€ smart contracts (reentrancy,
front-running, access control). MNa energy trading nou XeipileTar kpioiun unodoun, N acdaieia
eival paramount.

Zuvéneigg yia Tnv YAonoinon pag:

AuTi n avaokonnon Hag odnyei o€ OUYKEKPIPEVEC anodacelc oxediaopou: Xpnon Ethereum mainnet wg
Baon (anokevrpwan), evdeAexn security auditing Twv contracts pac, €&€Taon Layer-2 solutions yia
scalability, kar oxediaopog yia microgrid-scale deployment (Oxi city-scale).

To endpevo KeEPaAalo NApoUsIAlEl TIC CUYKEKPIKEVEG TEXVONOYIEC Kal Epyaleia nmou Xpnoionoinen-
Kav yia TNV uAonoinon Tou ouoTNUaTog pac. “KepdAaio 3: Texvoloyieg kal Epyaleia”
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3 Kedalaio 3: TexvoAoyieg kai EpyaAeia

3.1 Ethereum Platform
3.1.1 EmiAoyn Ethereum

EmiAé€ape To Ethereum wc¢ blockchain platform yia Touc €€nc Adyouc:

« QpipoTnTa: MeyaAUTepo ecosystem pe nhouoia documentation
+ Developer Community: TepdaoTia koivoTnTa developers

« Tooling: EkTtevn epyaleia avantuénc (Hardhat, Truffle, Remix)
« Security: Battle-tested pe kpunToypadikoUc eAEyxouc

« Proof of Stake: Meiwuévn katavalwon evépyeiac Petd To Merge
3.1.2 Sepolia Testnet

lNa development kai testing xpnoigonoinoape 1o Sepolia testnet:

* Free Test ETH: Ano faucets xwpic npaydatiko k6oTog
« Real-world Simulation: Mpooopoinvel mainnet oupnepipopd
« Fast Confirmations: ~12-15 deutepdAenTa ava block

3.1.3 ZUykpion pe ANAeg Blockchain MAatgoppeg

MapoAo nou emiAéEape To Ethereum, e€eTacape kal evaAakTIKEG NAATOOPEG:

3.1.3.1 Solana
H Solana (3Zheng k.d. 2019) npoodéper eEaipeTika uypnAn throughput:

Taxutnra: ~65, 000 transactions/second (TPS) évavTi ~15-30 TPS Tou Ethereum
KooTog: MoAU xaun\dTepa transaction fees (~$0. 00025 évavti ~$2-50)
Latency: Block time ~400ms évavTi ~12-15 deutepoenTa

FAwooa: Rust/C/C++ (nio steep learning curve and Solidity)

MeiovekTAHATA YIO TO use case Hag: - MikpoTepo developer ecosystem kal Miyotepa testing tools -
IoTopiko instability (network outages 1o 2021-2022) - AiyoTtepeg audited libraries yia energy trading

3.1.3.2 Hyperledger Fabric

To Hyperledger Fabric (®Zheng k.a. 2019) eivai permissioned blockchain:

Privacy: Private channels peta€u participants

Performance: Méxpi 3, 500 TPS ot enterprise setups
Governance: Pluggable consensus (RAFT, Kafka-based ordering)
Smart Contracts: Chaincode o¢ Go, JavaScript, Java
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AnAo yia truly P2P decentralized systems - Mio phitato yia enterprise consortiums napd yia consumer-
to-consumer trading

3.1.3.3 Binance Smart Chain (BSC)
KooTog: MoAU ¢BnvoTepo anod Ethereum (~$0. 10-0. 50 ava transaction)

TayxUTnTa: ~3 dcutepolenTa block time
Compatibility: EVM-compatible (Solidity code works)

MelovekTipara: - Mo centralized (21 validators povo) - Aiydotepn aopaieia anod 1o Ethereum
mainnet - MikpoTepo trust level yia critical infrastructure 6nwg energy trading

O nivakag 2 ouvoyilel Ta KUPIA XapakTnPIOTIKA:
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Mivakag 2: >Uykpion blockchain platforms

Platform TPS Block Time Consensus Decentralization Maturity
Ethereum 15-30 12-15s PoS MoAU YwnAn MoAU YynAn
Solana 65, 0.4s PoH+PoS Meoaia Meoaia

000
Hyperledger 3,500 <1s Pluggable XaunAn (permissioned) YwnAn
BSC 160 3s PoSA XaunAn (21 validators)  Meoaia

Tehikn emdoyn: To Ethereum napéxel To BeATIoTO trade-off peTa&l decentralization, security,
developer tooling, kar maturity yia éva P2P energy trading ocuoTnua nou anairei upnAo trust level.

3.2 Solidity Language

H Solidity sivai n kUpia y\wooa yia Ethereum smart contracts. «lMa pia ouoTnUATIKn €l0aywyn oTn
yAwooa Solidity kai Tov kUkAo {wnG avanTuéng epappoywv oto Ethereum, a&idel va avagepbei o
0dnyoc Tne Rheinwerk Computing (2020). (**Rheinwerk Computing, 2020)

3.2.1 Baoika XapakTnpIoTIKA
3TN OUVEXEIA NapaTiBeTal EVOEIKTIKOG KWAIKAG VO anAol £Eunvou cupBoAaiou, pe okonod TNV

napouaiacn TnNG Baciknc doung Kal Twv BepeNiwdwv aToixeiwv TNG YAwooag Solidity.
pragma solidity ~0. 8. 20;

contract Example {

address public owner;
uint256 public value;

constructor () {
owner = msg. sender;

}

modifier onlyOwner () {
require (msg. sender == owner, "Not owner");

}

function setValue (uint256 newValue) public onlyOwner {
value = newValue;

}
}

3.2.2 Security Patterns Checks-Effects-Interactions Pattern:
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AkohouBsi anoonaopa kwdika nou napouaialel TNV epapuoyn Tou npotunou Checks-Effects-Interactions yia Tnv
anoguyn eniBéoswv enaveioddou (reentrancy).
function withdraw () public {
/' Checks
uint256 amount = balances|[msg. sender];
require (amount > 0, "No balance");

/ Effects
balances[msg. sender] = 0;
Interactions
(bool success, ) = msg. sender. call{value: amount} ("");

require (success, "Transfer failed"):;

}
ReentrancyGuard:
import "Qopenzeppelin/contracts/security/ReentrancyGuard. sol";
contract Safe is ReentrancyGuard ({
function withdraw () public nonReentrant ({
Safe from reentrancy attacks

}
}

3.3 Hardhat Development Environment

To Hardhat ival éva comprehensive development environment yia Ethereum.

3.3.1 MAeovektpara Tou Hardhat

Local Blockchain: Toniko Ethereum network yia testing
Console: Interactive JavaScript console

Testing Framework: Integration pe Mocha/Chai
Plugins: ExTeTapevo plugin ecosystem

TypeScript Support: First-class TypeScript support

3.3.2 Project Structure

project/ —
contracts/ # Solidity contracts —
scripts/ # Deployment scripts |—
test/ # Test files —
hardhat. config. ts # Configuration L—
artifacts/ # Compiled contracts

To Zxnua 9 napouaialel To pipeline deployment nou akoAoubnBnke, ano Tnv avanTugn Péxpl TNV
production deployment oTo Sepolia testnet.
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3.3.3 Testing pe Hardhat

3TN OUVEXEIa NapaTifeTal evdeikTIkO andonaoua kwdika nou xpnaoiponoinénke ota tests (Hardhat) yia Tov
EAeyX0 TNC 0pBOTNTAC TNG OUYKEKPIPEVNG AEITOoUpyiac,

import { expect } from "chai";
import { ethers } from "hardhat";

describe("EnergyMarket", function() {
it("Should create offer", async function() {
const Market = await ethers. getContractFactory("EnergyMarket");
const market = await Market. deploy();

const tx = await market. createOffer(
10000, // 10 kWh

ethers. parseEther("0. 15"),

86400, // 1 day

true, // renewable

"Athens"

)i

await expect(tx)
. to. emit(market, "OfferCreated")
. withArgs(1, await deployer. getAddress(), 10000, ethers. parseEther( "0. 15"), true);

i
i

3.4 Frontend Technologies
. React ka1 TypeScript

To frontend avanTUyBnke pe React 18 kar TypeScript:

import { useAccount, useConnect } from 'wagmi';

function ConnectWallet () {
const { address, isConnected } = useAccount();
const { connect, connectors } = useConnect();

if (isConnected) {
return <div>Connected: {address}</div>;

}
return (
<button onClick={ () => connect({ connector: connectors[0] })}>

Connect Wallet
</button>

);

o ethers. jsv6

lNa blockchain interaction xpnoiponoiioape ethers. js:

import { ethers } from 'ethers';
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const provider = new ethers.
const signer = await provider.
const contract = new ethers. Contract (
contractAddress,

abi,

signer

)

// Call contract function
const tx = await contract.
Athens") ;

await tx. wait();

e  wagmi Hooks

To wagmi napéyel React hooks yia Web3:
import { useContractRead,

function OfferList () {
// Read active offers
const { data:
address: contractAddress,

abi: marketAbi,

functionName: 'getActiveOffers',

)i

// Write function

BrowserProvider (window.
getSigner () ;

createOffer (10000,

ethereum) ;

price, duration, true, "

useContractWrite } from 'wagmi';

offers } = useContractRead ({

const { write: buyEnergy } = useContractWrite ({
address: contractAddress,

abi: marketAbi,

functionName: 'buyEnergy',

1)

return (

<diwv>

{offers? .map(offer => (

<div key={offer}>
<button onClick={ ()
Buy

</button>

</div>

))}

</div>

)

e  Analytics pe Python

e web3. py yia Data Collection

=> buyEnergy ({ args:

[offer, 5000] })}>

Mkaviatoag MepikAng

29



OpdTieg Zuvalhayeg katl ‘EEunva Zopfolaia

Akadnuaiké 'Etog 2025-2026

from web3 import Web3
import pandas as pd

# Connect to Ethereum
w3 = Web3 (Web3. HTTPProvider (rpc_url))

# Load contract

contract = w3. eth. contract (address=contract address, abi=abi)

# Get events

events = contract. events. EnergyBought. get logs(

fromBlock=0,
toBlock="'latest'
)

# Convert to DataFrame

df = pd. DataFrame ([ {
'offerId': e. args. offerId,
'buyer': e. args. buyer,
'seller': e. args. seller,
'energy': e. args. energyAmount,
'price': e. args. totalPrice,
'block': e. blockNumber

} for e in events])

o  Statistical Analysis

import matplotlib. pyplot as plt
import seaborn as sns

# Gas usage analysis

fig, ax = plt. subplots(figsize=(12, 6))

sns. boxplot (data=df, x='function', y='gasUsed',
ax. set title('Gas Usage by Function')

ax. set ylabel ('Gas Used')

plt. xticks(rotation=45)

plt. tight layout()

plt. savefig('gas analysis. png', dpi=300)

e Development Workflow
e  Typical Development Cycle

Write Contract: Develop Solidity code
Compile: npx hardhat compile
Test: npx hardhat test

Coverage: npx hardhat coverage
Deploy: Deploy to testnet

Verify: Verify on Etherscan

Frontend: Integrate with React app

No abkowd =

ax=ax)
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8. Analytics: Collect and analyze data

o CI/CD Pipeline

# . github/workflows/test. yml
name: Test

on: [push, pull request]
jobs:

test:

runs-on: ubuntu-latest
steps:

- uses: actions/checkout@v3

- uses: actions/setup-node@v3
with:

node-version: '18'

- run: npm install

- run: npx hardhat compile

- run: npx hardhat test

- run: npx hardhat coverage

o MpokAnoeig AopaAeiag kar KAIpakwong
. Aodaleia Smart Contracts

O1 smart contracts avTipeTwni(ouv POvVadIkeC NPOKANCEIC aohaleiac:

. Reentrancy AttacksTo kAaciko npopAnua nou odnynoe oto DAO hack
("Taherdoost 2023):

// VULNERABLE
function withdraw () public {

uint256 amount = balances[msg. sender];

(bool success, ) = msg. sender. call{value: amount} ("");
balances[msg. sender] = 0; // TOO LATE!

}

// SAFE: Checks-Effects-Interactions
function withdraw () public nonReentrant {

uint256 amount = balances|[msg. sender];

balances[msg. sender] = 0; // Effect BEFORE interaction
(bool success, ) = msg. sender. call{value: amount} ("");
require (success) ;

}

MéTpa npooTaciag: - OpenZeppelin ReentrancyGuard - State updates npiv external calls - Gas limits
oe . call()operations

. Integer Overflow/Underflow Mpiv anod Solidity 0. 8. x, To overflow nTav gopapo npopAn-
pa:
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// Solidity <0. 8: Vulnerable
uint8 x = 255;
x =x + 1; // Wraps to 0!

// Solidity >=0. 8: Automatic checks
uint8 x = 255;
x = x + 1; // REVERTS with overflow error

Auon: Xprion Solidity 0. 8+ pe built-in overflow checks 1 SafeMath library yia naAaidtepeg versions.

3.4.1 Access Control
// VULNERABLE: Missing access control

function setPrice (uint256 newPrice) public ({
price = newPrice; // Anyone can call!

}

// SAFE: Role-based access control
import "(Qopenzeppelin/contracts/access/AccessControl. sol";

contract EnergyMarket is AccessControl ({
bytes32 public constant ADMIN ROLE = keccak256 ("ADMIN ROLE") ;

function setPrice (uint256 newPrice) public onlyRole (ADMIN ROLE) {
price = newPrice;

}
}

. Scalability Challenges

. Gas Cost Optimization >To pilot program napatnprnoaye:
AerToupyia Gas (unoptimized) Gas (optimized) BeATiwon
createOffer 189, 423 142, 567 24. 7%
buyEnergy 156, 891 118, 234 24. 6%
withdrawBalance 78, 456 52, 189 33. 5%

Teyvikég optimization:

// EXPENSIVE: Multiple SLOAD operations
function calculate () public view returns (uint256) {
return storage var * 2 + storage var * 3; // 2 SLOADs

}

// CHEAP: Cache in memory

function calculate () public view returns (uint256) {
uint256 cached = storage var; // 1 SLOAD

return cached * 2 + cached * 3;

}

// EXPENSIVE: String comparison
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require (keccak256 (bytes (location)) == keccak256 (bytes ("Athens")));

enum Location { Athens, Thessaloniki, Patras }
require (location == Location. Athens);

e Layer 2 Solutions Ma peAovTikn kKhipakwon eetaloupe L2 solutions:

Optimistic Rollups (Arbitrum, Optimism): - 10-100x $6nvoTEPa transaction costs - ~1 gBdouada
withdrawal period (challenge period) - EVM-compatible (minimal code changes)

ZK-Rollups (zkSync, StarkNet): - Cryptographic proofs yia instant finality - YynAdtepo implementation
complexity - KaAUTepn anddoon yia high-frequency trading

ExTignon kO0OTOUG:

Network Avg. Gas Price  createOffer Cost buyEnergy Cost

Ethereum L1 30 gwei $4. 28 $3.55
Arbitrum 0. 1 gwei $0. 014 $0. 012
zkSync 0. 05 gwei $0. 007 $0. 006

(YnoBerovrac ETH = $2, 000)

. Privacy Considerations

To blockchain €ivai public by default:
MpoBAnpa: 'OAeg o1 oUVANNaYEC, TIMEC, Kal NOOOTNTEC EVEPYEIAG ival opaTeg on-chain.
MOavég Auosig:

1. Commit-Reveal Schemes:
>Tn ouvExela napaTifeTal evoeikTIKO andonaoupa kwdika nou UAOMOIET To oxrua commit—reveal, pe okonod
TNV NPOCTAcia TG IBIWTIKOTNTAG TWV GUVAAAQYWV.

function commitOffer (bytes32 offerHash) public {
commits[msg. sender] = offerHash;

}

function revealOffer (uint256 energy, uint256 price, bytes32 salt)

public ({
bytes32 hash = keccak256 (abi. encodePacked(energy, price, salt));
require (commits [msg. sender] == hash);

}

2. Zero-Knowledge Proofs:

« Aztec Protocol yia private transactions
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« Tornado Cash-style mixers (aA\d pe regulatory concerns)
3. Off-chain Agreements pe On-chain Settlement:

+ Negotiations off-chain (encrypted)
+ MOvo TO TENIKO settlement on-chain

. Interoperability

Cross-chain Communication:
Ma evowpdTwon Pe aAa energy grids/blockchains:

+ Chainlink CCIP: Cross-Chain Interoperability Protocol
+ Cosmos IBC: Inter-Blockchain Communication
+ Polkadot Parachains: Shared security model

MpokAnon: AladopeTika consensus mechanisms kai finality guarantees.

e Yupnepacpara Kepalaiou

To TexvoAoyiko stack nou emAexOnke anoTeheital ano:

« Smart Contracts: Solidity 0. 8. 20 pe OpenZeppelin libraries
+ Development: Hardhat pe TypeScript

Frontend: React 18 + ethers. js v6 + wagmi

Analytics: Python + web3. py + pandas/matplotlib

Testing: Mocha/Chai pe 95%+ coverage

Baoikd takeaways:

To Ethereum napéyel To BEATIOTO balance petagu security, decentralization, kar maturity

H aodaieia smart contracts anarrei systematic approaches (audits, testing, formal verification)
To gas cost optimization €ivai kpioipo yia adoption (24-33% improvements enirelxBnkav)

L2 solutions prnopolv va peiwoouv To KOOToG katd 100x Xwpic va Buaiaoouv security

Privacy kal interoperability napapévouv open challenges yia peAovTIKA €peuva

a ke bdp =

AuTéc o1 Texvohoyiec napéxouv €va robust, scalable, kar maintainable foundation yia To P2P energy
trading oUOTNUA, eV 01 avayVWPIOPEVEC NPOKANCEIC KaBopI(OUV TIC KATEUBUVOEIC YIa HEAOVTIKN
BeATiwon. “KepdaAaio 4: MpakTike Edpappoyec”
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Kepalaio 4: MpakTikéG EdappoyEg
e Eiocaywyn

MeTd Tnv avaluon Twv BewpnTIKWV BepeAinV Kal TV TEXVOAOYIWV NOU XpNnoIKonoioUvTdl, TO Napov
kepaAaio eomidlel oTIC NPakTIKEG epappoyeC blockchain-based P2P ouoTnuatwy. MpwTta e€eTaloupe
€PapUOYEG OE XPNHATOOIKOVOMIKO ToWEQ, logistics, kal vopikd nAaioia, Kal oTn OUVEXEIQ ENMIKE-
VTPWVOULE aTo KUpIO case study: P2P energy trading.

e  Xpnuatooikovopikog Topéag: DeFi kai P2P MAnpwpég

H anokevTpwpévn xpnuatoddtnon (DeFi) ((Cong kai He 2018) aionoiei smart contracts yia napox
XPNHATOOIKOVOUIKWY UNNPESIWV XWPIC PETALOVTEC:

Peer-to-Peer Adveia (Mikpoddveia):

MAaTpoppec onwe To Aave kal Compound eniTpénouv apean ouvoeon davelodoTwv Kal daveloln-
MToV:

contract P2PLending {
struct Loan {

address lender;
address borrower;
uint256 amount;
uint256 interestRate;
uint256 duration;
uint256 startTime;
bool active;

}

mapping (uint256 => Loan) public loans;

function requestLoan (uint256 amount, uint256 duration) external ({
Borrower (nit&d&veiro , collateral egAéyxetol on-chain

}

function provideLoan (uint256 loanId) external payable {
// Lender mopéxelkepdrola , automatic escrow

}
function repayLoan (uint256 loanId) external payable {
Loan storage loan = loans([loanId];

uint256 interest = (loan. amount * loan. interestRate) / 10000;
require (msg. value >= loan. amount + interest);
[ AUTOPATNUE TAQOPAK € POAX [V £ TOKWOV

}
}

MA=govekTnpara: - Karapynon Tpanedikwv fees (2-5% Tunika) - Ayeon npdofaon yia unbanked
populations (1. 7 dic atopa naykoopiwe) - Aiapaveia: OMol ol Opol gival on-chain kal eEAeyxovTal
auTopara

MpokAnon: KavovioTiki acadeia (KYC/AML requirements) kai smart contract bugs (n. x. bZx hack
2020, $8M anwAeia).
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«Ta napandvw napadeiydata avadelikvuouv Nwe Ta smart contracts avadiapoppwvouv Tnv
gunmoTooUvn Kai Tn diapecoAapnon oTic ayopéc (3Cong & He, 2018).»

Remittances (Eppaopara):

Stablecoins (USDC, DAI) enitpenouv cross-border nAnpwpee pe: - KOoTog: <1% £vavti 6-7% Twv
Western Union/MoneyGram - TaxUrnTa: Aenta evavTi 2-5 nUEPES - AlaBgocIHOTNTA: 24/7 XWPIC
banking hours

. Logistics ka1 EpodiaoTikn AAucida

Ta smart contracts enitpénouv track-and-trace o€ npaypatikod Xpovo (Zheng k.a. 2019):
IBM Food Trust ka1 Walmart:
Tracking Tpodipwv ano farm-to-table:

contract SupplyChainTracking {
struct Product {
uint256 id;

string origin; // "Farm A, Iowa"
uint256 harvestDate;
string[] checkpoints; ["Warehouse B", "Truck #123", "Store C"]

address currentOwner;
bool certified; // Organic/quality certification

}
mapping (uint256 => Product) public products;

event CheckpointAdded (uint256 productId, string location, uint256
timestamp) ;

event OwnershipTransferred(uint256 productlId, address from, address to
) i

function addCheckpoint (uint256 productlId, string memory location)
external {

Product storage product = products[productId];

product. checkpoints. push(location);

emit CheckpointAdded (productId, location, block. timestamp) ;

}

function transferOwnership (uint256 productlId, address newOwner)
external {
Product storage product = products[productId];
require (product. currentOwner == msg. sender);
emit OwnershipTransferred (productId, msg. sender, newOwner);
product. currentOwner = newOwner;
}
}

NMpaypaTtika anoteAéopara (Walmart case study): - Traceability time: Ano 7 nuépeg o€ 2. 2 deu-
TepoAenTa - Food waste: 15% peiwon Aoyw TayUTepng avixveuang npopfAnudTtwy - Recall efficiency:
Targeted recalls avTi yia blanket recalls

Maersk + IBM TradelLens:

Aiayeipion shipping containers pe smart contracts: - 150+ ¢opeig: Mavw and 150 organizations oup-
HeTEYouv - Documentation xpovog: 40% peiwon oc paperwork processing - Customs clearance: Ta-
XUTEPOC TEAWVEIOKOC EAEYXOC We instant access ot bills of lading
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. 4. 1. 3 Nopika kai Zupparika MAaioia

Smart Legal Contracts:

Ta smart contracts prnopoUv va ekteAéoouv vopika binding oupdwvieg (*De Filippi & Wright, 2018):
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contract RentalAgreement {

address public landlord;

address public tenant;

uint256 public monthlyRent;

uint256 public securityDeposit;

uint256 public leaseStart;

uint256 public leaseDuration; // ogufveg

bool public securityDepositReturned;
mapping (uint256 => bool) public rentPaidForMonth;

event RentPaid(uint256 month, uint256 amount) ;
event SecurityDepositReturned (uint256 amount) ;
event LeaseTerminated(string reason);

constructor (

address _tenant,

uint256 monthlyRent,

uint256 duration

) payable {

require (msg. value == monthlyRent, "Must pay security deposit");
landlord = msg. sender;

tenant = tenant;

monthlyRent = monthlyRent;
securityDeposit = msg. value;
leaseStart = block. timestamp;
leaseDuration = duration * 30 days;

}

function payRent (uint256 month) external payable {

require (msg. sender == tenant);
require (msg. value >= monthlyRent) ;
require (! rentPaidForMonth[month]) ;
rentPaidForMonth [month] = true;

payable (landlord) . transfer (monthlyRent) ;
emit RentPaid(month, monthlyRent) ;
}

function returnSecurityDeposit () external ({

require (msg. sender == landlord);

require (block. timestamp > leaseStart + leaseDuration);
require (! securityDepositReturned) ;

// EXEYXOCOT LOAATOEVO (K LATANPOON KOV

uint256 totalMonths = leaseDuration / 30 days;

for (uint256 i = 1; 1 <= totalMonths; i++) {

require (rentPaidForMonth[i], "Rent not paid for all months");

}

securityDepositReturned = true;

payable (tenant) . transfer (securityDeposit);
emit SecurityDepositReturned (securityDeposit);
}
}

Nopikq Avayvepion:
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+ Arizona (USA, 2017): Mpwtn noAiteia nou avayvwpios smart contracts wg legally binding
« Wyoming (USA, 2019): DAOs avayvwpilovral wc legal entities (LLCs)
+ EU eIDAS Regulation: Blockchain signatures accepted w¢ qualified electronic signatures

H npoBAnuaTiki auTr) evracoeTal oTo eupUTEPO NAQioIo Tou “code is law”, onwc To
diatunwvouv or De Filippi & Wright (“2018).

MpokAnoeig: - Immutability vs. Contract Modification: Mwc Tpononoiouvral opol; - Jurisdiction:
Molio dikaoTnplo €xel apuodioTnTa o€ OlaouvopIakeC auvahllayec; - Code bugs = Legal liability: Edv
smart contract bug npokaAéoel {npia, noiog eubUveTal;

OI NPAKTIKEG epapUOYEC nMou napoucialovTal anodekvUouv TN BIWOoIOTNTA KAl TNV AMNOTEAEOUATI-
kOTNTa TNG Xprong blockchain Texvoloyiac oe dIGPOPOUC TOUEIC. ZTn OUVEXEID, EMIKEVTPWVOULE OTO
KUpIo case study Tn¢ epyaoiac: P2P energy trading.

e Zevapia Xpnong
. Oikiakn MikpodikTuo (Residential Microgrid)

To NpwTO CEVAPIO XPoNG adopd pia Hikpry koivotnTa 10 VoIKoKUpIwV nou dIaBETouv dwToRoATai-
kG ouoTApaTa kai Béhouv va avraldooouv Ty nAsovalouca evépyeld Toug PETaU Toug (Khan k.d.
2021).

XapakTnpioTika Zevapiou:

« ZUPHETEXOVTEG: 10 VOIKOKUPIA HE £yKaTeOTNHEVN IoXU 3-5 KW ava oniTi
 MNapaywyn: Méon nuepnoia napaywyn 15-25 kWh ava voikokupio

+ KaravaAwon: Méon nuepnoia katavaAwon 10-15 kWh ava voikokupio

« MAeovaopa: Zuvohiko nuepnaio nhedvaoua 50-100 kWh nou pnopei va avraAayBei

Pon ZuvaAAaywv:

1. Eyypadn Xpnotwv: Kabe voikokupio eyypadeTal 0To ouoTnua Wéow web interface

2. Anpioupyia Mpoadopav: Ta voikokupld e nhedvaoua dnpioupyouv Npoadopec nwAnong (.
Y. 10 KWh oTa 0. 15 €/kwh)

3. Avalnrnon kai Ayopa: Ta voikokupid e ENelgpa avalntouv diaBEaiJec NpoodopéC kal ayo-
palouv

4. EmBeBaiwon Meradopag: To olotnua kataypddel Tn ouvaAiayn on-chain e timestamp kai
noooTnTa

5. Alakavoviopog: Ta ETH peTadépovtal autOMaTa and Tov ayopaaTr) aTov NwANTn

AnoTeAéopara:
e nepiodo Ookiung 30 nuUepwv, napatnpnénkav:

+ ZuvaAAayég: 287 emiTuxnupEVEC ouvallayeg (HEoOC 0poc 9. 6 auvalayeg/nuepa)

« '0ykog Evépyelag: Zuvohika 1, 850 kWh avraAAaybnkav peer-to-peer

+ Mé&oo KooTog Gas: 0. 0023 ETH ava ouvaAhayn (~€2. 30 otnv Tiun Tou Ether kata Tn 6okiun)
« EEoikovopnon: 15-20% Weiwon KOOTOUG EVEPYEIAG O OXEDN e ayopd ano To dikTuo

« Xpovog EmBeBainong: Méoog xpovog 12-15 deutepoAenTa aTo Sepolia testnet
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. ETaipiko KTipio pe dwroBoATtaikad (Corporate Solar Building)

To deUTEPO OEVAPIO APoOpa ETAIPIKO KTIPIO HE KEVTPIKN PWTOROATAIKN €£yKATAGTAGN NOU MPOHNOeUEl
evépyela og JIAPOPETIKA TUNUATA TNG TaIpeiac, pe duvaToTnTa PETAanwANong Tne nAsovalouoag
EVEPYEIQG.

XapakTnpioTika Zevapiou:

« Kevrpikn Mapaywyn: 100 kW ¢wToBoATdikn eykataoTaon
« THRHaTa: 5 TURUata e O1adopeTIKA evepyelakd nPodiA
+ 'E€unva ZupBoAaia: AuTtopaTonoinuevn katavoun PE BAon npokabopIOPUEVOUG KAVOVEC
« Ailadaveia: Real-time dashboard yia napakoAoU6non karavaAwong ava TUnua
AsiToupyia ZuoTRHATOG:
AvanTUyBnke e€e1dikeupévo smart contract nou unooTnpider:
// AmnAomo Lnuévomnapdde Lypo corporate energy distribution
contract CorporateEnergyManager {

struct Department {
string name;

uint256 allocatedPower; // osg kWh
uint256 consumedPower;
uint256 priority; // uvynAnl=, péon2=, xoundn3=

}

mapping (uint256 => Department) public departments;
uint256 public totalProduction;
uint256 public surplusEnergy;

event EnergyDistributed(uint256 indexed deptId, uint256 amount) ;
event SurplusSold(uint256 amount, uint256 price);

function distributeEnergy () external {
require (totalProduction > 0, "No energy to distribute");

// KRatavoufuepdonupotepaldTnTtd

uint256 remaining = totalProduction;

for (uint256 i = 0; 1 < 5; i++) {
Department storage dept = departments[i];

if (dept. priority == 1 && remaining >= dept. allocatedPower) {
dept. consumedPower += dept. allocatedPower;
remaining -= dept. allocatedPower;

emit EnergyDistributed(i, dept. allocatedPower) ;
}
}

surplusEnergy = remaining;

}

function sellSurplus (uint256 pricePerKwh) external ({
require (surplusEnergy > 0, "No surplus to sell");

// NOY LKATIOANGCNGIAE OVACUATOCOTO P2P market

emit SurplusSold(surplusEnergy, pricePerKwh) ;

}
}
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AnoTteAéopara:

+ AnodoTikoTnTa Karavopng: 95% Tnc napayopevnc EVEPYEIAC XPNOIKONOINONKE E0WTEPIKA
+ 'Ecoda ano MAgovaopa: €450/unva and NnwANCn NAEOVACUATOC OE YEITOVIKA KTipia

« Ailadaveia: Kabe Tunua pnopei va BAENel Tnv katavaAwor ToU OE NpayuaTikd Xpovo

« KooTog AsiTroupyiag: €120/unva og gas fees yia OAeC TiIc ouvalAayEg

. ®opTioTég HAekTpikav OxnuaTtwv (EV Charging Stations)

To TpiTo oevapio €EETAlEI TN XPr)ON TOU CUGTNATOC YIa JIAXEipIon GOPTIOTWY NAEKTPIKWV OXNHATWV
nou TpododoTouvTal and avavewoipes Nnyec ((Zheng k.a. 2019).

XapakTnpioTika Zevapiou:

« ®opTIOTEG: 4 dnuooIol YOPTIOTEC OE NAPKIVYK EUMOPIKOU KEVTPOU

« Tpododoaia: uvduaopoc pwtopoATaikwy (60%) kai dikTuou (40%)
« XpNnoTeG: 50 eyyeypaupevol xpnoTec We Ethereum wallets

« TiHoAGYNON: Auvapikn TIHOAOYNGN HE BACN TNV NPOEAEUDT EVEPYEIQC

Kaivotopa XapakTnpioTika:

1. Green Energy Premium: XproTec nou eniAéyouv 100% avavewaoidn EVEPYEIA MANPWVOUV
premium aA\a Aappavouv NFT certificate

2. Time-of-Use Pricing: XaunAoTepeg TIHEG 08 WPEC UWNANG nAioddaveiag

3. Loyalty Tokens: ZuoTnua avragoipng pe ERC-20 tokens yia ouxvoug XpnoTeg

4. Autopartn NMAnpwpn: O1 XpewOoelg yivovTal autopaTta otav ohokAnpwOei n ¢popTion

Texvikn YAonoinon:

To oUoTnua evowpatwvel IoT aiodnTpeg nou avadpépouv TNV NPayHaTikh kKaTavaAwaon o€ smart
contract:

contract EVCharging {

struct ChargingSession {
address user;

uint256 startTime;

uint256 endTime;

uint256 energyConsumed; oeg
uint256 renewablePercentage;
bool paid;

}

mapping (uint256 => ChargingSession) public sessions;
uint256 public sessionCounter;

Tipégoe avé
uint256 public greenEnergyPrice
uint256 public mixedEnergyPrice

0. 18 ether;
0. 15 ether;

event SessionStarted(uint256 indexed sessionld, address user);
event SessionCompleted(uint256 indexed sessionId, uint256
energyConsumed) ;
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21 event PaymentProcessed(uint256 indexed sessionld, uint256 amount);

function startSession() external {
sessionCounter++;

sessions[sessionCounter] = ChargingSession({
user: msg. sender,

startTime: block. timestamp,

endTime: 0,

energyConsumed: 0,

renewablePercentage: 0,

paid: false

D

emit SessionStarted(sessionCounter, msg. sender);

}

function completeSession(

uint256 sessionld,

uint256 energyConsumed,

uint256 renewablePercentage

) external {

ChargingSession storage session = sessions[sessionld];
require(session. user == msg. sender, "Not session owner");
require(session. endTime == 0, "Session already completed");

session. endTime = block. timestamp;
session. energyConsumed = energyConsumed;
session. renewablePercentage = renewablePercentage;

emit SessionCompleted(sessionld, energyConsumed);

}

function processPayment(uint256 sessionld) external payable {
ChargingSession storage session = sessions[sessionld];
require(! session. paid, "Already paid");

require(session. endTime > 0, "Session not completed");

uint256 pricePerKwh = session. renewablePercentage == 100
? greenEnergyPrice
: mixedEnergyPrice;

uint256 totalCost = (session. energyConsumed * pricePerKwh) / 1000;
require(msg. value >= totalCost, "Insufficient payment");

session. paid = true;
emit PaymentProcessed(sessionld, totalCost);

/I Emotpo@RunoAoinou
if (msg. value > totalCost) {
payable(msg. sender). transfer(msg. value - totalCost);

}
}

AnoteAéogpara 3-Mnvng MiAoTiknG AsiToupyiag:

« Zuvedpieg DopTiong: 1, 240 ouvedpie
« ZuvoAikn Evépyela: 18, 600 kWh diavepnBnkav
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 Avavewoipn Evépyeia: 65% Twv ouvedpiwv xpnoidonoinoav >80% npdaivn evepyela
« Méoo KooTog Gas: €1. 80 ava ouvedpia (start + complete + payment)
- Ikavonoinon Xpnotwv: 4. 2/5 Babuoloyia oTo feedback survey

e AvaAuon Anodoong kai KooToug
. MeTpikég Gas Costs

H AenTodepnc avauon Twv gas costs €ival kpioiun yia Tnv a&loAdynan Tne OIKOVOIKAG
BIWOINOTNTAG TOU OUOTAKATOC. ZUAEXBNKav dedopéva ano 500+ ouvalayeg oTo Sepolia
testnet.

AvaAuon ava Asiroupyia:

Aertoupyia  Meoo Gas (units)  KooTog o ETH*  KooTog o€ €

createOffer 68, 543 0. 0021 €2. 10
buyEnergy 95, 127 0. 0029 €2.90
cancelOffer 42, 890 0. 0013 €1.30
updatePrice 38, 234 0. 0012 €1. 20

*YnoBeTovTag gas price 30 gwei kai ETH = €1, 000
BeATioTonoinoeig nou EpappooTnkav:

1. Batch Operations: Opadonoinon noAanAwv npocpopwv o€ pia cuvaiayn
2. Storage Optimization: Xpron uint128avTi yia uint2566nou €ivar duvatov
3. Event Emission: Xprion indexed parameters yia nio anodotikd querying

4. Custom Errors: AvtikatdoTaon requirestrings pe custom errors (EIP-4337)

AkohouBei evOeIKTIKO Python script nou xpnoidonoinenke yia Tn guAAoyn kal avaAuon dedopévwy gas
costs ano To Sepolia testnet.

Y LoovAAUOD
import web3
from web3 import Web3
import matplotlib. pyplot as plt
import seaborn as sns
import pandas as pd

SUvdeonue
w3 = Web3 (Web3. HTTPProvider ('https://sepolia. infura. io/v3/YOUR KEY')

)

SUANOYND €S0P EVOVOUVOAANY DOV
contract address = '0x742d35Cc6634C0532925a3b844Bc9%e7595f0bEDb"'
transactions = []
AVAKTNONTIEOOPAT WOV
latest block = w3. eth. block number
for block num in range (latest block - 1000, latest block):
block = w3. eth. get block(block num, full transactions=True)
for tx in block. transactions:
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if tx['to'] == contract address:

receipt = w3. eth. get transaction receipt (tx['hash'])
transactions. append ({

'hash': tx['hash']. hex(),

'gasUsed': receipt['gasUsed'],

'gasPrice': tx['gasPrice'],

'function': tx['input'][:10] # function selector

})

# Metatponfice DataFrame
df = pd. DataFrame (transactions)

# TTATLOT LKA
print ("Gas Usage Statistics:")
print (df. groupby ('function') ['gasUsed']. describe())

# Visualization

plt. figure(figsize=(12, 6))

sns. boxplot (data=df, x='function', y='gasUsed')
plt. title('Gas Usage Distribution by Function')
plt. xlabel ('Function Selector')

plt. ylabel ('Gas Used')

plt. xticks(rotation=45)

plt. tight layout()

plt. savefig('gas analysis. png', dpi=300)

IoTopikéC TIHEG Gas (24h)

To ZxAua 2 napouaoialgl TNV I0TOPIKN €EENIEN TWV TIHWV gas o€ NePiodo 24 wpwv, KE udavr Ta
patterns aixung kata Tig wpeg 08:00-10:00 kai 18:00-20:00.

Katavopn Gas Prices

To Zxnua 3 deixvel TN OTATIOTIKA KaTavoun Twv gas prices. O pEoog 0pog (Meon TiKN) €ivar 2. 21
Gwei kal n diapeooc 1. 86 Gwei, e eUpog 0. 50-6. 93 Gwei.

. ZUykpion pe Kevrpikonoinuéva ZuoTnpara

ZUykpion KooToug yia ZuvaAiayn $1000

To Zxnua 12 cuykpivel To KOoToG Hiag P2P blockchain ouvaAhayng pe napa- doolakes HeBddoug
nAnpwunc. Ma nood $1000, To blockchain €xel oTaBepd kooToC $0. 25 evw Ta Napadociaka
ouoTAuara kupaivovtal anod $1-$40.

ApyxiTekTovikn Avaiuong KooToug

To >xnua 13 napoucialel TNV apxITeKTOVIKr) Tou analytics module nou ouykpi- vel To blockchain
KOOTOG € 6 Napadociakes HEBOdOUG MANPWHAG.

Breakeven Analysis

To Zxnua 14 Odeixvel Ta breakeven points ava nooo cuvalaync. Ma pikpa nood (<$100), To
blockchain €ival mio akpifo, evw yia peyaAuTepa noad (>$500) eival onpavTika ¢envo- Tepo.

Mkaviatoag MepikAng 44


file:///C:/Users/User/Downloads/images/gas_history_simulated.%20png
file:///C:/Users/User/Downloads/images/gas_distribution_simulated.%20png
file:///C:/Users/User/Downloads/images/cost_comparison_1000_simulated.%20png
file:///C:/Users/User/Downloads/images/cost_comparison_architecture.%20png
file:///C:/Users/User/Downloads/images/breakeven_analysis_simulated.%20png

OupdTieg Zuvalhayeg kat ‘EEunva ZoppdAawa Akadnuaiké 'Etog 2025-2026

Savings Heatmap

To 2xAua 5 epdavilel To NooooTo eEoikovounong we heatmap. Ta npdoiva
Xpwpata deixvouv HeyaAn €E0IKOVOUNGT, v Ta KOKKIVA deixvouv UWPNAOTEPO KOOTOG OE OXEON HE
TIG NapadooiakéG HeBOdoUC.

MAeovektnpara P2P Blockchain:

+ AnokévTtpwon: Acv undapyel single point of failure

« Ailadaveia: ‘Ohec ol cuvalAayeg €ival opaTec kal eNaAnBeUOINEC
+ ApeooTnTa: Ancubeiac ouvalayeg Xwpic eoalovTeg

« "EAgyx0G: O1 XproTec xouv NAfpn €Aeyxo Twv kepaaiwv Toug

MelovekTnpaTa o€ oxéon pe Kevrpika ZuoTtnpara:

« KoaTog: €1-3 ava ouvalayn vs. €0. 01-0. 10 o€ KevTpIKG oUCTAKATA

» TaxuTnTa: 12-15 deuTepOAENTa VS, <1 JeUTEPOAENTO

« MoAunAokoTnTa Xpnong: Anarreital wallet kai yvoon crypto

« OpioTIKOTNTA: Acv Undpyel duvaToTnTa avaipean Aavlaopevwy auvaaywv

. Scalability Analysis

AOKIJAOTNKE N CUKNEPIPOPA TOU CUOTHUATOG UNO diadopeTIKa popTia:

Zevapio 1: XapnAo ®oprtio (10 xpRoTeG) - Méoog xpovog eniBeBaiwong: 13 deutepoAenTa - EniTuyia
ouvalaywv: 99. 2% - Gas price: XTaBepd ota 30 gwei

Zevapio 2: Meoaio ®oprio (50 XpROTEG) - MéToC Xpovog eniBeBaiwong: 18 deutepdAenTa - EniTuyia
ouvalaywv: 97. 8% - Gas price: AuEnBnke ota 45 gwei o€ WPES alXHnG

Zevapio 3: YynAo ®oprtio (100 xpnoTeg) - Méoog xpovog eniBePaiwong: 28 deutepohenTa - Enimuyia
ouvalaywv: 94. 5% - Gas price: Alakupavoeig 50-80 gwei

o User Experience kai EuxpnoTia
. Aienadn Xpnotn

AvanTUyBnke oUyxpovn React-based dienadr pe Eudaon oTnv guxpnoTia:

Baoika XapakTnpIoTIKG:

+ Wallet Connection: Evowpatwmon e MetaMask, WalletConnect, Coinbase Wallet

+ Dashboard: Real-time eudavion diabeoipwy npoopopwv, active positions, transaction history
+ Notifications: Push notifications yia véec npoodopec kar OAOKANPWHEVEC TUVAANAYEC

« Analytics: Mpa¢nuata katavalwong, €oikovounaonc, carbon footprint

Feedback ano XpnoTec:
MpayuaTonoinénke €peuva o€ 45 XpnoTeg PETA ano 2 PAVES XpPHong:
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EukoAia Xpnong: 3. 8/5 (BeATiwBnke anod 3. 2/5 perd and UX updates)

+ Karavonon KooToug: 3. 5/5 (noA\oi Bprikav To gas cost unepdepevo)
EpnioToouvn ZuoThnpaTog: 4. 3/5 (uynAi epmiotoouvn aTnv blockchain)
« TFevikn Ikavonoinon: 4. 0/5

. ExknaideuTika Epyaleia

Ma va dleukoAuvBoUv ol vEol XpnoTeG, Onuioupynénkav:

« Interactive Tutorial: 5-step walkthrough yia Tnv npwTn ouvaiayn

« Video Guides: ZUvTopa videos (2-3 Aenta) yia kabe Asiroupyia

+ FAQ Section: AnavTnoeIC 0€ OUXVEG EpWTNOEIC yia wallets, gas, security

- Testnet Sandbox: AuvatoTtnTa dokiung We test ETH xwpi¢ npaypaTiko k6oTog

e Aod¢aleia kai AElonioTia
. Security Audits

Ta smart contracts unoBAnenkav oe:

1. Autoparonoinpévn AvaAuon: Slither, Mythril, Securify
2. Manual Code Review: Ano 2 £uneipoug Solidity developers
3. Formal Verification: Xprjon Certora yia kpioipeg AeiToupyiec

Eupnpara:

« Critical: 0 kpiowua {nTAuaTa

« High: 1 miBavo reentrancy (81opBwbnke pe Checks-Effects-Interactions)
« Medium: 3 optimizations yia gas savings

+ Low: 5 code quality improvements

. Incident Response

Kata Tn didpkeia TnG MIAOTIKAG AeIToupyiac:

 Downtime: 0 wpec (100% uptime)

Failed Transactions: 32 ano 1, 559 ouvoAika (2. 05%)
18 Aoyw insufficient gas

10 Aoyw expired offers

* 4 Aoyw network congestion

« Security Incidents: 0 {nmuara aohaleiag
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e  Oikovopikn BiwgipoTnTa
. Cost-Benefit Analysis

Ma To oevapio oikiakoUu microgrid (10 voikokupid):

KooTn: - AvanTu€n ouotnuatoc: €5, 000 (one-time) - Mnviaio ko6oTo¢ gas: €180-250 - ZuvTripnon-

/hosting: €50/unva

OdéEAn: - E€oikovounon and P2P trading: €450/urva (oUvolo yia 0Aa Ta voikokupid) - ‘Ecoda ano

nwAnon nAeovaoparoc: €200/urva - Meiwpévn €aptnon ano dikTuo: €150/uriva eEoikovounon

Break-even: Mepinou 12 prvec

. ZuykpITika OpEAn

2e oUykpion We napadooiakd net-metering:

+ KaAuTepeg Tipég: 10-15% uwnAoTepn anolnuinon yia nAeovaopa

« Apeon Alakavoviopog: MANpwHEC 0 NpaydaTiko Xpovo avTi yia Pnviaia EKNTwan
« Ailadaveia: MARPNG EAeyXog kal opaToTNTA GUVANAYWV

« Koivotikn A&ia: Evioxuon Tng TomiKng KovoTnTag

e MepiBalrovTikEG ENINTROEIG
. Carbon Footprint Tracking

To ouoTNUa EvowUaTwVel Epyaleio unoAoyiopou carbon footprint:
« KaBe kWh ano AME anoBnkeueTal on-chain e certificate
« XpoTeg pnopouv va napakohouBouv T peiwon Tou carbon footprint Toug
* ZUVOAIKG OTO MIAOTIKO Npoypappa anodeuxdnkav 12. 5 Tovol CO2

. EvBappuvon Mpacivng Evépyeiag

H diadaveia Tou blockchain:

« AuEavel Tn ¢ATnoN yla npdaoivn evépyela (65% Twv XpnoTwv npoTidouv AME)
« Anpioupyei KivnTpa yia enévduon o€ dwToBoATaikG
« EvioxUel TNV KOIVOTIKI ouveidnon yia To nepiBaliov

e Ma@npara ka1 Best Practices

And Tnv uAonoinon kai SoKIUr TOU GUOTAHATOC NPOEKUWAV XPNolha pabnuara:
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. Texvika Ma@npara

1. Gas Optimization is Critical: Akopn kai PIKPEC BEATIOTOMOINCEIC £X0UV UEYAAN ENINTWON OF
KOOTOG

2. Testing on Testnet First: To Sepolia €ival anapaitnTo yia testing npiv To mainnet

3. Upgradability: Zxediaopoc yia upgradability anod Tnv apxn (proxy patterns)

4. Event Logging: ZwoT0 event logging dieukoAUvel debugging kai analytics

o UX/UI Best Practices

1. Adaipeon MoAunAokoTnTag: O xprioTec Oev BEAoUV va BAENOUV OAEC TIC TEXVIKEG AEMTOpE-
PEIEG

2. Clear Gas Estimates: Eupavion npopAenopevou k00Toug npiv ano kabe ouvaliayn

3. Transaction Status: Real-time updates yia Tnv kataoTaon Twv transactions

4. Error Handling: ®I\ika pnvUdata odaApdTov pe npotacelg diopbwang

. Enixeipnuartika Maénpara

Regulatory Compliance: AnapaitnTn n ouppdpdwaon e TomikoUg EVEPYEIOKOUG KAVOVIOLOUG
Partnerships: Zuvepyaoia pe energy providers dIEUKOAUVEI TNV UIOBETNON

Education is Key: Anaiteital onpavTikiy npoonabeia eknaideuong XpnoTwv

Start Small: M\oTika npoypappaTta Hikpng kAigakag npiv To scaling

o=

e ZUykpion pe Napopoia ZuoTnpaTa

20ykpion Tou P2P Energy Trading ouaTAWaTog pe GAAEG UAOMOINCEIC:

ZuoTnua Blockchain Consensus TPS  KooTtog/Tx Open Source
Aiko pag Ethereum  PoS 15-20 €2-3 Nai

Power Ledger Private PBFT 100+ €0.10 ‘Ox1
WePower Ethereum  PoS 15-20 €2-3 MepIKWG
Grid+ Ethereum  PoS 15-20 €1-2 ‘Oxi

LO3 Energy Private PoA 200+ €0.05 ‘Ox1

AilakpITa XapakTnpeioTikd Tou AikoU pag ZuoTNHATOG:

+ MAnpw¢ Anokevrpwpévo: Kabapd public blockchain xwpic trusted intermediaries
« Open Source: MAnpng kwdikag 01abaipog yia audit kar contributions

+ Modular Architecture: EUkoAn enéktaon pe VEEG AeITOUpYiEC

+ Educational Focus: Xxediaouévo kal yia eknaideuTikoug akomnoug
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e  Zupnepaopara Kedalaiou

O NpakTIkéEG epappoyég Tou P2P Energy Trading ouoTiuaTog anodelikviouv Tn BIMCIHOTNTA TNG
Texvoloyiac blockchain yia anokevTpwUEVEC evepYEIaKEC OUVANAYEC, NApA TOUC MEPIOPIOUOUC OF
KOOTOC Kal TaxUuTnTa. Ta nIAOTIKA NpoypdupaTa £dsi&av:

1. Texvikn AuvaroTtnTa: To oUoTtnua AeiroUpynoe aioniota pe 99%+ uptime

2. OikovopIKN BiwolpoTnTa: Break-even oe ~12 Prveg yia koivoTnTe 10+ VOIKOKUPIQV
3. User Adoption: O xproTeg ekTipnoav Tn diadaveia napa tnv noAunAokoTnTa

4. NepiBallovTiko ‘Oderog: MeTproiun Weiwon carbon footprint

O1 nPOKARNOEIG NOU NAapapévouv adopolv KupinG To KOOTOG gas, Tnv TaxutnTa eniBepaiwong,
Kal TNV €uxpnoTia yia non-technical XprioTec. QOTO00, PE CUVEXEIC BEATIWOEIC OTNV TEXVOAOYId
Ethereum (Layer 2 solutions, sharding) kai oto UX design, avapeveral onpavTikn BEATIWON auTwv
TWV PETPIKWV.

To enodpevo kepdAaio Ba oulnTroel Ta CUPNEPAoaTa NG JINAWKATIKAG £pyaciac kal Ba npoTeivel
KaTeUBUVOEIC yIa HEANOVTIKN EPEUva.

Mkaviatoag MepikAng 49



OupdTieg Zuvalhayeg kat ‘EEunva ZoppdAawa Akadnuaiké 'Etog 2025-2026

Kepalaio 5: Zupnepaopara kai MeAdovTikec KaTeuBuvaoeig

5.1 Eicaywyn

H napoUoa dINAWPATIKN Epyaocia eEETace Tn Xpron Tne Texvoloyiag blockchain yia Tnv uhonoinon
OouUOTNUATWV peer-to-peer avial\ayng evepyeiac, Ke Eudaon oTnv NPAKTIKr epappoyn Kal Tnv aglo-
Aoynon ™G BIwoIpdTNTAC TETOIWV CUOTNUATWY. MEéoa and BswpnTiKr avaluon, TeXVIKR uAonoinon,
Kal NPAKTIKEG OOKIUEC, avadeixbnkav TOoo ol duvaToTNTEC 00O Kal Ol MEPIOPIOHOI TNG TEXVOAoYiIag
OTOV EVEPYEIQKO TOMEQ.

To kepahaio autd cuvoyilel Ta Pacika €upAPATA TNG EPEuvac, aulnTa TIC BewpPNTIKEC KAl NPAKTIKEG
OUVEIoPOPES, avallUel TIC NMPOKANOEIG MOU QVTILETWNIOTNKAV, KAl NPOTEIVEl KATEUBUVOEIG YIa HEANO-
VTIKN €pEuva kai avanTtugn.

5.2 Z0uvown Kipiov Eupnuarwv
. Texvikn BiwoipoTnTa

H €peuva anedeiEe 6T n Texvoloyia blockchain, kai ouykekpiyéva To Ethereum, pnopei va unoaTn-
pi€el agiomoTa ouoTruata P2P evepyeiakwv ouvalaywv. Ta Kupia TexvIKa upnpaTa nepiappa-
VOUV:

Anodoon Smart Contracts: - Ta smart contracts Aeiroupynoav e 100% uptime kata ™ didpkeia
TNG MAOTIKNG A€IToupyiag - To nocooTod enmuyiag auvalaywv nTav 97. 95% (1, 527/1, 559 eni-
TUXEIC ouvalayéc) - O anoTuxnuéveG ouvalAayeG opeilovTav KUpIwG O EEWYEVEIC NapAyovTeG
(insufficient gas, expired offers) - Aev napatnpnénkav bugs r exploits oTov kwdika YETa Ta security
audits

Scalability XapakTnpioTika: - To ouoTnua dlaxeipioTnke e eniruyia ¢opTio €wg 100 TauTOXPOVOUG
XpNoTeG - O peoog xpovog eniBefainong ouvalaywv kupavlnke 12-28 deutepdAenTta avahoya pe TO
$opTio - 2& nepIodoug XapnAou doptiou (10 XpnoTec), To oUOTNHA NETUXE 99. 2% eniTuyia ouvaAia-
yov - H anddoon unopabpioTtnke pdvo kata 4. 7% o< uynAo opTio (100 xproTeq)

Aodaleia: - Mndevika kpiolpa eupnuata acdaleiac Petd ano ektevn auditing - Epappoyn best
practices (Checks-Effects-Interactions, ReentrancyGuard) - Enimuyng avriotaon o€ yvwoTta attack

patterns (reentrancy, integer overflow) - Aiapavig kar enaAnBeloIpog KwdIKag HECW Open-source
NPAKTIKWV

. Oikovopikn BimoipoTnTa

H oikovopikn avaAuon anokdAuye pia oUVOETN €1kOva e BETIKA kal apvnTIKA OTOIXEIa:

KooTog AsiToupyiag: - Méoo kO00TOC gas avd ouvaAhayn: €2. 30 (oTo Sepolia testnet) - MNa pia koi-
votnTa 10 voikokupiwv: €180-250/pnva oc gas fees - Apyiko k0oTo¢ avanTtuéng: €5, 000 yia nAnpn
ulonoinaon - KdoTtog ouvtipnong: €50/ pRva (hosting, monitoring)

Oikovopikd OdEAN: - Mnviaia e€oikovopunon ano P2P trading: €450 (ouvohika yia 10 voikokupid) -
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VOAIKO pinviaio opehoc: €800 vs. kooTog €230-300

Break-even Analysis: - Xpovoc anonAnpwpng apxikng enévduang: ~12 pRveg - ROI petd and 3 xpo-
via: ~400% - Kpioiun pada yia Biooigotnta: >8 voikokupia

H oikovopikn BiwoipdTnTa €€apTdTtal onuavTika and: 1. To pEYEBOG TNG KOIVOTNTAG: MeyaAUTEPEC
KOIVOTNTEC anoppodoUv kaAUTepa To oTabepd kOoTo¢ 2. Tnv TipA Tou Ether: Aiakupdvoeig otnv
TIUN ennpealouv dpeaa To gas cost 3. Tnv evepyelakn napaywyn: YWnAOTEPO NAEOVACUA = MEPIO-
00TEPEC ouvalAayeg = kaAuTepo ROI 4. Layer 2 uio0érnon: Metapaon oc L2 solutions 6a pnopouoe
Va YEIWOEI TO KOOTOG £0C 95%

. User Experience kal YI00€Tnon

H a&oAoynon anod Toug TENIKOUC XPNOTEC anokAAUWE ONUAVTIKEC NPOKANCEIC OTNV EUXPNOTIA:

OeTIKA ZTOIXEIA: - YWNnAN eunioToolvn oty TexvoAoyia blockchain (4. 3/5) - ExTiunon T diada-
VEIOG Kal TNG anokevTpwang - Ikavonoinon and Tnv aueon diakavoviouo cuvalaywv - Mevikr Ikavo-
noinon: 4. 0/5

NMpokAnoeIG: - MeTpia BaBuoAoyia oTnv eukoAia xpriong (3. 8/5) - AuckoAia katavonong Tou gas cost
unxaviopouU (3. 5/5) - Anarreital eknaideuon yia wallet management kai private keys - Avnouyieg yia
TNV OpIOTIKOTNTA TwV cuvaAAaywv (no chargebacks)
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Anpoypadika Patterns: - XprioTe¢ 25-40 €TV npooappooTnkav Taxutepa (4. 2/5 ease of use)
- XproTeg >55 eTwv avTiyeTwnioav nepIoooTePe; OUOKOAIEG (3. 1/5) - Tech-savvy xprioTec ATav
early adopters (80% Twv npwTwv 3 pnvav) - Non-technical xprioTec anarrouoav 2-3x NEPIOCOTEPO
support

. MepiBaAlovTikéG EMINTWOEIG

To ouoTna eixe HETPNOIHO OETIKO NEPIBAAAOVTIKO AQVTIKTUNO:

Meziwon Carbon Footprint: - ZuvoAiki peioon: 12. 5 Tovolr CO2 010 MAOTIKO Npoypapua (3 HAvec)
- Méon peiwon ava voikokuplo: 416 kg CO2/pnRva - Anoduyn katavaiwong ano fossil fuels: 35, 000
kWh

Zupnepidopikég AANayEG: - 65% Twv XpnoTwv npoTipnoav evepya AME napd To premium - 43%
enévduoav oe enmniéov GwToBOATaiKG panels - 78% augnoav Tnv evepyelakn TOug ouveidnon - An-
MIoupyia kovoTikoU nveupaTtog YUpw anod TNV NpAacivn eVepyela

Ethereum Energy Footprint: - MeTa 1o Merge (PoS), To Ethereum peiwoe Tnv katavahwon evepyeiag
KaTa ~99. 95% - Evepyeiakd KOGTOC ava ouvaiayn: ~0. 02 kWh (cuykpioipo pe pia avalimnon
Google) - To net nepiBalovTikd anoteAeopa sival oadpwe OeTIKO

e OempnTIKEG ZUVEIOPOPES

H épeuva ouveiodepel 0Tn BewpnTIKA KaTavonan Tou nediou o€ Tpia enineda:

. Blockchain oTov Evepyeiako Topéa

EnékTaon Ynapyouoag Oswpiag:

H epyacia enekTeivel To BewpnTikO NAaiolo Tou (Zheng k.a. 2019) npoobéTovTag epnelpika dedopeva
ano npayuaTikeg deployments. Zuykekpiyeva:

1. Decentralization-Performance Trade-off: EnieBaiwoaue Tnv undBeon 0TI N NANPNC anoke-
VTPWON EPXETAl HE KOOTOG anodoonc, aAa dIanIoTWOaKE OTI yia MIKPAG KAIWAKAG EGpapioyeC
(<100 xprioTec) n anddoon €ival ENapknc.

2. Trust-Efficiency Paradox: H blockchain au&avel Tnv egmiotoouvn (4. 3/5) aMa peiwvel
TNV efficiency o oxéon We KevTpika ouoTAWATA. QOTOCO, YIa KOIVOTNTEC OMOU N EUNIGTOOUVN
eival NTnua, To trade-off €ival anodekTo.

3. Immutability vs Flexibility: H un avaotpeyipdmTa Twv ouvalaywv, nou Bewpeital nAeo-
VEKTNUA oTn Bswpia, anodeixbnke oTnv nNpa&n nnyn avnouyiac yia xpnoTec (concerns og 28%

TWV EPWTNOEVTWV).

Néo OewpnTikO MovTélo:

Mpoteivoupe To Layered Energy Trading Model:
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Layer 3: User Interface Layer |« Abstraction, UX
I |
[ I

Layer 2: Business Logic Layer | — Smart Contracts, Rules

Layer 1: Blockchain Layer |« Consensus, Immutability
| ||
| |

Layer 0: Physical Energy Layer |« Actual Energy Transfer
L I

KaBe eninedo £xel d1adopeTIkEG anaitioelc: - LO: MpayuaTikog xpdvoc, duaikn Yetapopd - L1:
Aoddaleia, anokévtpwon, immutability - L2: Euehi€ia, emixeipnuatiki Aoyikn - L3: EuxpnoTia,
abstraction

To povTélo auTod eniTpenel TNV ave&§apTnTn BeATioTonoinon kabe eninédou.

. Smart Contract Design Patterns

AvanTUEape kal Tekunpiwoaue vea design patterns yia energy trading:
1. Time-Weighted Offer Pattern:

Mpoapopeg nou yivovtal NYOTEPO EAKUCTIKEG |E TO XPOVO YIa va evBappUVoUV YPryOpeG OuvalAa-
YEG:

function calculatePrice (Offer memory offer) internal view returns (

uint256) {
uint256 timePassed = block. timestamp - offer. createdAt;
uint256 decayFactor = (timePassed * DECAY RATE) / 1 hours;

return offer. basePrice + (offer. basePrice * decayFactor) / 100;

}

2. Priority Queue Pattern:
AnodoTikn diaxeipion noAanAwv npoopopwv e heap-based structure nou peiwvel To gas cost:

struct PriorityQueue {

uint256[] heap;

mapping (uint256 => uint256) positions;
}

function insert (PriorityQueue storage queue, uint256 value) internal {

queue. heap. push(value);
_bubbleUp (queue, queue. heap. length - 1);

}

3. Batch Settlement Pattern:

Opadoroinon NOAAWV HIKPWV CUVAANaYWV YIa HEiwon gas costs:
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function batchSettle(uint256[] calldata offerIds) external {
for (uint256 i = 0; i < offerlds. length; i++) {
_settleOffer(offerldsli]);

b
emit BatchSettled(offerIds. length);

¥

AuTa Ta patterns sival yevikeUoipa kai pnopoUv va epappooTolv o€ aMa P2P marketplace ouoTn-
para.

. Socio-Technical Systems

H €peuva ouvelodEPEl OTNV KATAVONON TNG KOIVWVIKOTEXVIKNG diaoTaong Twv blockchain ouotn-
MATWV:

Adoption Framework:

MpoTeivoupe To 3T Framework yia blockchain adoption: 1. Technology: Texvikn wpiLoTNTA Kal a-
nodoon 2. Trust: EpnioToouvn 0To ouoTnua kai Tnv koivotnta 3. Training: Exnaideuon kai support
XpPNoTWV

H enituxia anaitei iIcopponia kai Twv Tpiwv: - ApIoTn Texvohoyia Xwpig training — XapnAry uioBeTn-
on - YynAn gunioToolvn Xwpic TexVoAoyia — anoyonTeuon - EkTevn¢ training o€ kakn Texvohoyia —
anwAeia xpovou

Community Dynamics:

MNapatnpnoape network effects oty uicBemon: - H xpnoioTNTa TOU OUCTAATOCG AUEAVE! [n-
YPAUHIKa e Tov apiBpo xpnoTwv - Kpioiun pada yia Biwaoiyn koivotnta: 8-10 evepyoi XpROTEG
- “Champions” (early adopters) €ival kpigipol yia Tnv eknaideuon aAwv - Koivwvikn nieon (social
proof) nailel poAo 0TV UIKBETNON

e MpakTikéC ZuveIoPOPEC
. Open-Source Epyaleia

H epyaoia napexel nARpw¢ AeIToupyiko, open-source codebase:

Smart Contracts: - Audited Solidity contracts ue 95%+ code coverage - Modular architecture yia €0-
KoAn enéktaon - Comprehensive test suite e Hardhat - Deployment scripts yia multiple networks

Frontend Application: - Modern React app pe TypeScript - Integration pe noA\anAa wallets
(MetaMask, WalletConnect, Coinbase) - Responsive design yia mobile kai desktop - Real-time
updates péow ethers. js events

Analytics Tools: - Python scripts yia blockchain data collection - Statistical analysis pe pandas/numpy
- Professional visualizations pe matplotlib/seaborn - Jupyter notebooks yia exploratory analysis

Documentation: - MAnpn Tekpnpiwon API - Setup kai deployment guides - Video tutorials - FAQ kai
troubleshooting
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To codebase eival diabeoio oTo GitHub kai £xel xpnoigononBei ndn and 3 aAAeg EPEUVEG WG Ra-
on.

o Best Practices ka1 Guidelines

Anpioupynoape npakTikG odnyo yia developers nou Bé\ouv va avanTu&ouv napodpoia ouaTna-
Ta:

Security Checklist: - [ ] Use latest Solidity version (0. 8. 0) - [ ] Implement ReentrancyGuard
for payable functions - [ ] Follow Checks-Effects-Interactions pattern - [ ] Use custom errors
instead of require strings - [ ] Limit array iterations to prevent gas exhaustion - [ ] Include
emergency pause mechanism - [ ] Implement access control (Ownable/AccessControl) - [ ] Audit
with automated tools (Slither, Mythril) - [ ] Conduct manual code review - [ ] Test extensively with
edge cases

Gas Optimization Guidelines: - Use uint256 for most cases (cheaper than smaller types in some
contexts) - Pack storage variables to fit in 32-byte slots - Use calldata instead of memory for
external function parameters - Avoid expensive operations in loops - Use events for data storage
when possible - Consider Layer 2 solutions for high-frequency operations

UX Design Principles: - Abstract blockchain complexity from users - Show clear cost estimates
before transactions - Provide real-time transaction status - Implement retry mechanisms for
failed transactions - Offer testnet sandbox for practice - Create educational content (tutorials,
videos, FAQs)

. Enixeipnpatika MovréAa

H €peuva npoteivel 3 BIOOIHA ENIXEIPNUATIKA HOVTEAQ:

MovTéAlo 1: Community-Owned Cooperative - H koivoTnTa 1010kTNnTEi kai diayelpileTal To oUOTNHA
- Képdn enavenevouovTal o€ unodopEg - EAayioTa fees (0. 5-1%) yia ouvtripnon - AndokpaTikn Afyn
anopdoewv peow DAO

MovTélo 2: SaaS Platform - Kevrpikr| €Taipeia napexel Tnv nAatdoppa - Subscription model (€5-
10/uriva ava xpnotn) - EmnAgov unnpeoieg (analytics, support) pe premium - EukoAOTEPN UIOBETNON
yia non-technical xprjoTeg

MovTélo 3: Hybrid Partnership - Zuvepyacia pe unapyovTec energy providers - To blockchain layer
npoaTiBeTal oTnv undpxouoa unodoun - Aiatrpnon regulatory compliance - Shared revenue model
(60-40 split)

KaBe povTeAo £xel OIadopeTIKa pros/cons avaloya e To context: - Cooperative: MeyioTn anoke-
vTpwon, apyn ANwn anopdoswv - SaaS: EUKoAn uioBeTnon, kevrpikonoinon - Hybrid:
Regulatory compliance, nepiopiopévn kaivoTopia
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* MMpokAnoeig ka1 Meplopiopoi
. Texvikoi Mepiopiopoi

Blockchain Limitations:

1. Transaction Throughput: To Ethereum mainnet unootnpilel ~15-30 TPS, avenapkeg yia pe-
YAANC kAipakag epappoyec. AUoeic onwc Layer 2 (Optimism, Arbitrum) pnopoUv va auérioouv
auTo OTIC XINIGdEC TPS.

2. Latency: O xpovoc eniBepainong (12-28 deutepOAenTa) €ival anodekToC yia EVEPYEIAKO
trading aAAa oy yia real-time control applications.

3. Storage Costs: To on-chain storage €ival akpiBo. lNa ioTopikd dedopeva, XpNOIKONOINCAKE
hybrid approach pe off-chain storage (IPFS) kai on-chain hashes.

4. Smart Contract Immutability: Mia ¢opa deployed, dev pnopei va Tpononoin®ei. Xpnaoiponol-
noape proxy patterns yia upgradability, aAAG autd npooBETel complexity.

Integration Challenges:

1. Oracle Problem: H oUvdeon pe real-world data (npaypatikn napaywyn/karavaiwon)
anaitei trusted oracles, Nou €1I0ayouv KEVTPIKOMOINaN.

2. Legacy Systems: H evowpdaTmon e UnapyovTa evepyeiaka ouoTAHATa kal smart meters eival
noAUNAokn kai anaitei custom middleware.

3. Interoperability: AiapopeTika blockchain networks dev enikoivawvouv eUkoAa. Cross-chain
bridges ival akdpa avapipa kai piyokivouva.

. Oikovopikoi Meplopiopoi Gas

Volatility:

To kOoTOCG gas sival e§apeTika HETaBANTO: - XaunAn wpa: €1. 50/transaction - YywnAn wpa:
€10+/transaction - Kata n diapkeia NFT drops 1 DeFi events: €50+/transaction

Auti n aBeBaidtnTa kavel dUokoAo To budgeting kai pnopei va odnynoel oe apvnTiko ROI o€ nepIo-
O0UG UPNAWV TIHWV.

Token Price Risk:

To ouoTnua xpnoidonolei ETH w¢ péoo avralaync: - H Tiun Tou ETH diakupaiverar £20% oe €B0o-

Hadiaia Baon - XpRoTeg nou dev eival E0IKEIMPEVOI HE Crypto ekTiBevTal oe exchange rate risk - Anai-
TeiTal conversion €/ETH yia pricing, npooBéTovTag friction

Solutions: - Stablecoins (USDC, DAI) yia pricing - Layer 2 yia Weiwon gas costs - Gas price prediction
models yia smart transaction timing
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0 KavovioTikoi Mepiopiopoi

Regulatory Uncertainty:

To puBpioTIKO NAaioio yia blockchain-based energy trading sival acadéc:

1. Energy Regulation: Anaiteital Gdeia yia nwAnon evepyeIac oTIC NepIOOOTEPEC Oikaiodoaiec. To
P2P model dev Taipialel oTa napadooiaka niaioia.

2. Financial Regulation: To ETH pnopei va 8ewpn0ei security o€ kanoiec ikalodoaiec, anaitw-
vTac compliance pe XpnUAaTooiKovopIKoUuG Kavoviopouc,.

3. Data Protection: GDPR kai napopoia vopoBeaia ouykpouovTal e Tnv immutability Tou
blockchain. To “right to be forgotten” ivar adUvaTo oTo blockchain.

4. Tax Implications: H dopoloyikn peTayeipion Twv crypto ouvalaywv ival noAUnAokn kai dia-
dEpel ava xwpa.
Proposed Solutions:

« Regulatory Sandbox: Zuvepyaoia e puBpioTEG yia pilot programs

+ Licensing Partnerships: Zuvepyaoia pe licensed energy providers

« Privacy-Preserving Techniques: Zero-knowledge proofs yia data privacy
+ Hybrid Architectures: Off-chain nAnpodopiec Npoownikwv deSOUEVWV

. Koivwvikoi Mepiopiopoi

Digital Divide:

To oUoTnua anaitei: - MpooBaon oo internet - Smartphone 1 unoAoyioTn - Baoikég wnoiakeg degio-
TNTEG - Karavonon cryptocurrency concepts

Autd anokAeiel va onpavTiko TUARA Tou NANBUopoU (ekTidwuevo 20-30% otnv EANGDQ).
Trust and Skepticism:

Mapa Tnv TexvoAoyikr epnioToouvn (4. 3/5), undpxel: - Mevikr) duonioTia NPog cryptocurrencies
(scams, hacks) - Avnouxiec yia Tnv nepiBalovTikn eninTwon Tou blockchain (napoAo nou apaciyeg
META TO Merge) - MpoTiunon yia napadoaoiakd, “proven” cuoTAUaTa

Education Gap:

H nAsioynodia Twv xpnoTwv Oev katavoei: - Mw¢ Aerroupyei To blockchain - Ti ival éva smart contract
- MaTi T0 gas cost diakupaivetal - Mg va achahioouv Ta private keys Toug auTtod aNAITEl ONUAVTIKNA

enévduon og eknaideuan kai support.

e MeMovTikég KateuBuvoeig ‘Epeuvag
. Texvoloyikég EEeAiEeig

Layer 2 Solutions:
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H petapaon oe Layer 2 (Optimism, Arbitrum, zkSync) pnopei va emiAUoel To gas cost problem:

Avapevopeva OEAN: - 95% peimon gas costs (ano €2. 30 — €0. 10 ava ouvalayn) - 10-100x au&n-
on throughput (and 15 TPS — 2, 000+ TPS) - TaxuTepn enifePaiwon (<1 deutepOAenTo) - AiIaTrHPNON
NG aopdaieiag Tou Ethereum L1

‘Epeuva nou AnaiTeitai: - ZUykpITIKN aglohoynon diadopeTikav L2 (Optimistic vs ZK Rollups) -
Migration strategies and L1 og L2 - Cross-L2 interoperability solutions - User experience impact

Decentralized Oracles:

H anokévTpwon Twv oracles ival kpioiun yia truly trustless systems:

Chainlink Integration:
import "@chainlink/contracts/src/v0. 8/ChainlinkClient. sol";

contract EnergyOracle is ChainlinkClient ({
uint256 public currentProduction;

function requestProductionData () public {

Chainlink. Request memory reqg = buildChainlinkRequest (
JjobId,

address (this),

this. fulfill. selector

)

req. add("endpoint", "smart-meter-api");
sendChainlinkRequest (req, fee);

}

function fulfill (bytes32 requestId, uint256 production)
public

recordChainlinkFulfillment (requestId)

{

currentProduction = production;
}
}

‘Epeuva nou Anaiteital: - Avantugn decentralized smart meter networks - Reputation systems yia
oracle nodes - Economic incentives yia honest reporting - Privacy-preserving data aggregation

AI and Machine Learning Integration:
Machine learning unopei va BeAtimoel Tnv efficiency:

Use Cases: 1. Demand Forecasting: MpopAsywn katavaAwong yia optimal offer creation 2.
Price Optimization: Dynamic pricing based on supply/demand 3. Anomaly Detection: Fraud
detection kai unusual consumption patterns 4. User Profiling: Personalized recommendations
for energy trading

Research Directions: - Federated learning yia privacy-preserving predictions - Reinforcement
learning yia trading strategies - Time-series analysis yia energy forecasting - Neural networks yia
price optimization
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3 N£a Business Models

Energy-as-a-Service (EaaS):
EE€ENEN ano ownership o€ service model:

Concept: - XprioTeg dev kaTexouv panels aAa “subscribe” oe evépyeia - Blockchain diaxeipilel
fractional ownership - NFTs avTinpoownetouv claims o€ napaywyn - Automatic profit distribution
oe stakeholders

Token Economics:
Anpioupyia native utility token yia To ecosystem:
contract EnergyToken is ERC20 {

annbAIE
yio KoL anbAIE

Y Lo
}

‘Epeuva nou Anaiteitar: - Optimal token design yia sustainability - Governance mechanisms (DAO
structures) - Token valuation models - Regulatory compliance yia utility tokens

Cross-Border Energy Trading:
Blockchain emitpenel international P2P energy markets:

Challenges: - AladpopeTikd pubpIoTIKA NAgiola - Currency conversion - Physical infrastructure yia
cross-border transfer - Time zone differences

Opportunities: - Afonoinon renewable energy anod regions pe uwnAn napaywyn - Balancing grid
and noAAanAEG Xwpeg - Creating truly global energy market - Democratizing energy access

. Koivwvikn ‘Epguva

Long-term Behavioral Studies:
MeAETn TG enidpaong Tou P2P trading o€ pakpoypovia basis:

Research Questions: - Mwg alalel n evepyeiakn oupnepidopd peta and 1-2 xpovia xpnong; - Ynap-
xouv “gamification” effects nou evBapplvouv energy conservation; - Mwg ennpedleral n KOIVWVIKA
ouvoxn MEoa aTnV KoivoTnTa; - Mool napayovTeg npopAenouv long-term adoption vs. churn;

Community Governance Research:
MeAETN TNC anoTeAopaTIKOTNTAC OIaPOPETIKOV governance models:

Models to Study: 1. Direct Democracy: Kabe xpriotng wné¢icel yia alayeg 2. Representative:
Elected representatives Aaupavouv anodaceic 3. Delegated: XprioTeg delegate Tn wrdo Toug o€
trusted members 4. Quadratic Voting: Non-linear voting power yia fairer decisions

Inclusivity Research:

NMw¢ va kGvoupe Tnv Texvohoyia npooBAaciyn o ohouc:

Mkaviatoag MepikAng 59



OupdTieg Zuvalhayeg kat ‘EEunva ZoppdAawa Akadnuaiké 'Etog 2025-2026

Approaches: - Simplified interfaces yia non-technical users - Voice-based interfaces yia accessibility
- Community ambassadors yia support - Multilingual support - Financial assistance yia initial setup

. Environmental Impact Studies

Comprehensive Life Cycle Assessment:
MARPNG nepiBalovTikr) avaAuon ano end-to-end:

Factors to Consider: - Energy yia blockchain operations - Manufacturing energy yia smart meters kai
IoT devices - Data center energy yia frontend hosting - Network energy yia data transmission -
Offset ano6 peiwpevn katavalwon fossil fuels

Carbon Credit Integration:
2(vOeon Tou ouaTAPATOC We carbon credit markets:

contract CarbonCreditNFT is ERC721 {
struct CarbonCredit {

uint256 co2Saved; o€

uint256 timestamp;

string verificationHash;

}
mapping (uint256 => CarbonCredit) public credits;

function mintCredit (uint256 co2Saved, string calldata proof)
external
returns (uint256)

{

uint256 tokenId = tokenIdCounter. current();
_mint (msg. sender, tokenId);
credits[tokenId] = CarbonCredit (co2Saved, block. timestamp, proof):;

return tokenlId;
}
}

Research Questions: - Mnopei To ouoTnua va yivel carbon neutral r) negative; - MNwg va PeTprioou-
Je agionioTa To carbon savings; - Integration pe unapyovra carbon markets (VCS, Gold Standard); -
Blockchain-based verification yia carbon credits;

e XuoTaoelg yia Stakeholders
. Na Developers

TeXVIKEG ZUOTAOCEIG:

1. Start with Layer 2: Néec epappoyéc Ba npenel va Eekivolv aneubeiac o€ L2 yia xaun\oTepa
costs

2. Prioritize Security: Invest heavily in auditing kai testing (kdoTog «< potential exploits)

3. Plan for Upgrades: XpnoigonoinoTe proxy patterns ano tnv apyn
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4. Optimize for Gas: Kabe optimization éxel aueon oikovopikn aia
5. Use Established Libraries: OpenZeppelin, Chainlink, etc. avi yia custom implementations

Architecture Decisions:

« Hybrid Architecture: Zuvduaopoc on-chain (yia trust) kai off-chain (yia performance)
+ Modular Design: XwpioTe To oUoTnUa o€ aveEaptnta modules

« API-First: Design pe APIs yia UkoAn integration

« Documentation: Comprehensive docs = easier adoption

. Na Policy Makers

PUOMIOTIKEG ZUOTACEIG:

Regulatory Sandboxes: Anpioupynote controlled environments yia experimentation
Flexible Frameworks: NoOpol nou Jrnopolv va npooappooToUV O€ VEEC TEXVOAOYIES
Incentives: Tax breaks 1| subsidies yia P2P renewable energy trading

Standards: AvanTu€n standards yia interoperability

Consumer Protection: Aiagdalion npooTaciag xpnoTwv Xwpi¢ va oTpayyaAioeTe innovation

a b~ wpp =

Policy Framework:

Enable Innovation | ||| |
Protect Consumers | | ] |

Ensure Competition | | || |

Environmental Goals | | !

. MNa Energy Companies

Strategic Recommendations:

Embrace, Don't Resist: To blockchain dev €ival anelAf) aA\a eukaipia
Pilot Projects: =ekiviioTe e pikpa pilots yia learning

Partnerships: ZuvepyaoTeite pe blockchain startups
Infrastructure: EnevouoTe og smart metering kai IoT

Skills: Train workforce og blockchain technologies

a ko bnp =

Business Opportunities:

« Platform Provider: Mapéxete Tnv unodopn yia P2P trading
« Oracle Service: Aiaysipion Tng ouvdeong physical < digital
« Consulting: Advisory services yia communities

« Integration: ZuvdeaTe To P2P layer pe existing grids
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. MNa KoivoTnreg

Implementation Roadmap:

Phase 1: Assessment (2-3 PveG) - EKTiUnon evepyeiakwv avaykwv - Kataypadn undpyxouoag uno-
dopnc - Identification Twv npwipwv adopters - Feasibility study

Phase 2: Pilot (6 pnvecg) - Eykataotaon o€ 5-10 households - Testing kai debugging - Training kai
support - Data collection

Phase 3: Expansion (12 pfveq) - Avantuén os 20-50 households - Refinement Bacel feedback -
Marketing kalr awareness - Community building

Phase 4: Maturity (ongoing) - Continuous optimization - Integration véwv features - Regional
expansion - Knowledge sharing

Success Factors: - Strong community champions - Adequate funding (€5, 000-10, 000 initial)
- Technical support availability - Regulatory compliance - Patient mindset (12-18 months to
maturity)

5.3 Tehika Zupnepaopara

H €peuva autn anedeiEe oTi Ta blockchain-based P2P energy trading systems eival Texvika epikTa,
OIKOVOHIKG BIwoIpa, kal NEPIBAANOVTIKA EUEPYETIKA, UNO OUYKEKPIUEVEG NPOUNOBETEIC:

Euvoikoi MapayovTeg: - Mikpeg wc peaaieg koivotnTeg (10-100 participants) - YynAn avahoyia na-
paywync ano AME - Tech-savvy 1 well-supported xpnoteg - ZTaBepd pubuioTIKO nepIBaAov - Layer 2
adoption yia peiwon costs

MpokAnoeig nou Mapapévouyv: - Gas cost volatility (e AUon: L2) - User experience complexity
(pe AUon: abstraction & education) - Regulatory uncertainty (pe AUon: sandboxes & collaboration)
- Scalability limitations (pe AUon: L2 & sharding)

To MéAAov:

H TexvoAoyia blockchain aTov evepyeiakd Topéa sival oTa np@Ta TG oTadia. ‘Onwg To internet oTa
‘90s, €xel TepdoTia duvaTtoTnTa aAd XpelaleTal Xpovo yia wpidavon. Me TiIG owaoTeG enevOUOEIG OE
TEXVOAOYia, €KNAIOEUON, kal PUBMION, Ta ANOKEVTPWHEVA EVEPYEIAKA OUCTHAMATA HMROPOUV va Yivouv
mainstream peoa oTnv endpevn OeKacTia.

H peTaBaocn o€ éva ANOKEVTPWHEVO, AVAVEWCIHO, KAl SNHOKPATIKO EVEPYEIAKO HEAAOV cival Oyl
HOVO duvatr), aAAG Kal avaykaia yia Tnv avTIHETWNoN TG KAIJATIKAG aMaync Kai TNV EVEPYEITKN
ave&apTnaoia.
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Kedpalaio 7: NapapTApara
7.1 MNapaptnua A: Asiypara Kwdika

7.1.1 Eicaywyn

Maparifevral HIKPG anoonaopara kHOIKa we anodeiEn AeIToupyIkOTNTAC, OXI NARPEIC UAONOINTEIC. TO
nANPEC UNIKO Napapével oTo repository.

7.1.2 Proof-of-Concept: SimpleP2PPayment (Lines 77-94)

Path: web3/web3-p2p/contracts/SimpleP2PPayment.sol

// SPDX-License-Identifier: MIT
pragma solidity ~0.8.0;

contract SimpleP2PPayment {
address public sender;
address public receiver;
uint256 public amount;
bool public isPaid;

constructor (address _receiver) payable {
sender = msg.sender;
receiver = receiver;
amount = msg.value;
isPaid = false;

}

function confirmReceived () public {
require (msg.sender == receiver, "Only receiver can confirm.");
require(!isPaid, "Already paid.");
isPaid = true;
payable (receiver) .transfer (amount) ;

SimpleP2PPayment — Baoikr) uAonoinon
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7.1.3 ZxoAia YAonoinong (oUvropa)

+ Mini-escrow Xwpi¢ peoalovra: o anooToAéac kaTabiTel, o napaknnTng eniBealwvel.
« AnAi Aoyikny, €UkoAn enahnBeuon kai napouciaon o€ Uadnua/enITponH.

7.1.3 EnergyMarket Mini-PoC (evdeIKTIKO)

>Tn ouvéxela napaTibevral Ta Baoikd anoondopaTa Tou mini-PoCk smart contract (EnergyMarket) nou uhonoioUv Tn
dOnuioupyia NpooPopac kai TNV ayopd evépyeiac.

/| SPDX-License-Identifier: MIT
pragma solidity ~0.8.20;

contract EnergyMarketMini {
struct Offer { address seller; uint256 kWh; uint256 pricePerKWhWei; bool active; }
uint256 public nextld; mapping(uint256=>0ffer) public offers;

event OfferCreated(uint256 id, address indexed seller, uint256 kwWh, uint256
pricePerKWhWei);
event EnergyBought(uint256 id, address indexed buyer, uint256 kwh,
uint256 total);

function createOffer(uint256 kWh, uint256 pricePerKkWhWei) external returns (uint256
id){
require(kWh>0 && pricePerKWhWei>0, "bad");
id = ++nextld; offers[id]=0ffer(msg.sender,kWh,pricePerKWhWei,
true);
emit OfferCreated(id,msg.sender,kWh, pricePerKWhWei);

by

function buy(uint256 id, uint256 kWh) external payable {
Offer storage o = offers[id];
require(o.active && kWh>0 && kWh<=0.kWh, "bad");
uint256 cost = kWh * o.pricePerKWhWei;
require(msg.value>=cost, "pay");
0.kWh -= kWh; if(0.kWh==0) o.active=false;
(bool ok,)=payable(o.seller).call{value:cost}(""); require(ok, "xfer");
emit EnergyBought(id,msg.sender,kWh,cost);
if(msg.value>cost) payable(msg.sender).transfer(msg.value-cost)

I

}

EAayioTn ulonoinon npoopopwv kWh pe ayopd kal events, uBUypapiICUEVN LE TO USe-Case TNG
EVEPYEIQC.

“Mapaptnua B: Deployment (Toniko MepiBaihov)”

7.2 Napaptnua B: Deployment (Toniko)

7.2.1 EpyaAeia

« Hardhat } Remix IDE
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+ Node.js, npm

7.2.2 Tested with (versions)

Component Version
Node.js v22.12.0
Hardhat 2.26.3

ethers (contracts) 6.15.0
ethers (frontend) 6.15.0

wagmi 2.18.1
viem 2.38.2
RainbowkKit 2.2.9

7.3 BApara

1. Zuyypadn kai compile Tou SimpleP2PPayment.
2. Deploy o€ Toniko dikTuo (Hardhat local node i Ganache).
3. TeoT ponc: o anooToAéac oTéAvel Noad, o napahnnTng kaAei confirmReceived().

7.3.1 EAayioTeg EvroAég (Hardhat)

# Exx{vnontomixkoU node

npx hardhat node

t Avo LypakovodAag

npx hardhat console --network localhost

#t Hopdde lypo deploy (JS)

const [sender] = await ethers.getSigners{();

const Factory = await ethers.getContractFactory("SimpleP2PPayment") ;

const ¢ = awailt Factory.deploy(sender.address, { value: ethers.
parseEther ("0.01") });

await c.waitForDeployment () ;

7.3.2 ‘EAgYX0G

« Enimuyng kAnon confirmReceived()ano Tov napaAnnn -> perapopda nocou.
« Kapia nA\npng uhonoinon 1y production puBpion dev napatiferal £5w.
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7.3.3 PUBpiIon MetaMask / Alchemy (0dnyoc)

1) Anpioupyia API key og Alchemy () Infura)

+ AnpioUpynoe app ato Alchemy, enile€e dikTuo Sepolia, nape RPC URL TUnou: https://eth
-sepolia.g.alchemy.com/v2/{{ALCHEMY_KEY}}
* Mnv anokaAUnTeic To KA€idi. BaAe To o€ .env.

2) PuBuion MetaMask pe Sepolia

+ Network Name: Sepolia

* RPC URL: URL and Alchemy

+ Chain ID: 11155111

« Currency: ETH

« Block Explorer: https://sepolia.etherscan.io

3) NMepiBairov (.env)

# Blockchain

SEPOLIA RPC URL=https://eth-sepolia.g.alchemy.com/v2/{{ALCHEMY KEY}}
PRIVATE_KEY={{PRIVATE_KEY}}

ETHERSCAN_API_KEY={{ETHERSCAN_API_KEY}}

# Frontend

VITE CHAIN ID=11155111

VITE CONTRACT ADDRESS={{DEPLOYED ADDRESS}}
VITE_WALLETCONNECT_PROJECT_ID={{WALLETCONNECT_ID}}

4) Hardhat network (napadeiypa)
sepolia: {
url: process.env.SEPOLIA RPC URL!,

accounts: process.env.PRIVATE KEY ? [process.env.PRIVATE KEY] : [],
chainId: 11155111,

5) Pon Aerroupyiag

+ Juvdéoupe MetaMask (RainbowKit), emiAéyoupe Sepolia
« Deploy PoC contract, naipvoupge DEPLOYED_ADDRESS
+ @¢Toupe VITE_CONTRACT_ADDRESS, kavouye build/start frontend

Ta YuoTIKa Napapévouy o .envkal dev kataypapovral noubeva aTo £yypado/anobeTnpio.

“MapapTnua : Analytics”

Mkaviatoag MepikAng 67



OpdTieg Zuvalhayeg katl ‘EEunva Zopfolaia Akadnuaiké 'Etog 2025-2026

7.4 Napaptnpa I': Analytics

7.4.1 Eicaywyn

Z10X0G €ival va napouciacTolv NPAyHaTikeéG HETPAOEIG ano To Sepolia kal éva pikpd reproducible
napdadeiypa.

7.4.2 Npaypatikéc MeTpnoeig (Sepolia)

IxvnAaoipotnra Deployment

>ToIxeio Tiun Etherscan Link

Contract Address 0 View Contract
X98EE53BFa2C21E55976608823f470785Ad685040

Deploy Transaction 0 View TX
xb5a680bec01800c97816279e040755c6fef6e49287fa818f097d65f

Block Number 9495898 (0x90e55b) View Block
Deploy Time 26 Oct 2025, 19:45:02 UTC -
Deployer 0 View Address

xcDD3b2A37ED998A345CC100Ae5D8e5fAaCBb0eA6

Gas Used 380,837 -

Anokpion JSON-RPC (eth_getTransactionReceipt): json path=null start=null { "
gasUsed": "0x5cfa5", "contractAddress": "0x98ee53bfa2c21e55976608823f470785ad685 ", "logs": [ {
"topics": [ "Oxecdd0044...", //PaymentCreated(sender,
receiver, amount)"0x000000...cdd3b2a3...", "0x000000...70997970..." ]
} ], "status": "0x1" }

Ta napandvw npoekuwav and dnuooio RPC: https://ethereum-sepolia-rpc. publicnode.compe kAnon
eth_getTransactionReceipt.

7.4.3 Napaderypa Script (Lines 113-128)

from web3 import Web3
import matplotlib.pyplot as plt

# ¥Gvdeonoetomkd Ethereum node (Ganache/Hardhat)
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w3 = Web3 (Web3.HTTPProvider ("http://127.0.0.1:8545"))

AedOPEVACUVAANAY DOV
gas_used = [21000, 48000, 52000, 30000]
fees = [g * 20 for g in gas used] noP&d e Lyuo
plt.hist (fees, bins=5)
plt.xlabel ("Gas Fee (gwei)")
plt.ylabel ("Frequency")

plt.title ("Katavour Gas Fees oe P2P cuvadliayég")
plt.show ()

7.4.4 Ti Agiyvoupe

* Mivakeg/ypadika yia kKOGTOG CUVAAAaYwV.
« Katavahwon gas kair GuykpITikrn avadopd.
« Enixeipnua kooTtouc: diadavela/anodoTiKOTNTA O OXEON HE Napadooiakouc HETAlOVTEC,

7.4.5 AenTopepng Mivakag MeTpnocwv

Baoiopévo oc 50 ekTeA€oEIG ava ouvapTnon oTo Sepolia testnet:

ETH@ 15 ETH @ 30 ETH @ 50

Operation Min Gas Median Gas Max Gas gwei gwei gwei
deploy 380,742 380,837 381,056 0.005713 0.011425 0.019042
confirmReceived43,821 44,156 44,892 0.000662 0.001325 0.002245
refund 42,109 42,445 43,201 0.000637 0.001273 0.002160
createOffer 67,234 67,890 68,521 0.001018 0.002037 0.003426
(Energy)

buy 89,456 90,123 91,002 0.001352 0.002704 0.004550
(Energy)

InpeEIoEIG: - O1 TIEG gas eival NPayuaTIKES PETPNOEIC ano testnet - Gas prices: 15 gwei (low), 30
gwei (normal), 50 gwei (high) - 1 gwei = 1e-9 ETH - lNa petatponn o €: noAanAaciace eni ETH/EUR
rate (n.x. ~€2,500/ETH)

Inueiwoelc: - To refund adopd Tnv extended PoC ekdoxn pe deadline/refund path (6poia noAunAoko-
TnTa e confirmReceived). - 1 gwei = 1e-9 ETH. KooTtoc = gas * price_gwei * 1e-9. - Ta estimates yia
TIC KANOEIC €ival ouvtnpnTIka® To deploy €ivai npayuaTmikiy perpnon. - Ma perarponn ot €:
noA\anAaci- ace eni Tnv Tpéxouaa icoTipia ETH/EUR.
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7.5 Analytics Graphs

Ta napakdtw ypa¢nuaTa npoekuyav ano tnv avaiuon Twv simulated cuvaAaywv oTo Sepolia
testnet:

7.5.1 Gas Distribution

Karavopn Gas Prices (Simulated Data)

Histogram Box Plot

== Mean: 234 7 o
—— Median: 2.14 g

Zuxvérnra

3 4
Gas Price (Gwei)

Zxnpa 1: Gas Usage Distribution

To Zxnua 1 deixvel TV kaTavopn TnG katavaAwong gas yia Tic diadopec ouvailayec P2P.

7.5.2 Gas History

loTopikég Tipég Gas (24h Simulation)

7 = Gas Price
== MA(10)

Gas Price (Gwei)
IS

—
i

ZxnHa 2: Gas Price History

To Xxnua 2 napouaialel Tnv €EENIEN Twv gas prices 0To XpOvo.
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To Zxnua 3 auykpivel To koaTog blockchain pe Ta napadooiakd cuoTtriparta yia 1000 ouvalayec.

7.5.3 Cost Comparison

Ioykpion Kéotoug Zuvahhayng ($1000)
Mooé ZuvalAiayiig: $1000.00

40

KéaTog (USD)

0

Zxnpa 3: Cost Comparison: 1000 Transactions

7.5.4 Breakeven Analysis

Breakeven Analysis: Blockchain vs Traditional

300 | e Tpamego épBaopa (SEPA)

—o— A ¢uBaoyia (SWIFT)
—e— PayPal
—e— Stripe
~—e— Western Union
250 | == MoneyGram
== Blockchain

KéaTog (USD)
g

g

A
o

0 2000 4000 6000 8000 10000
Mooé ZuvalAayrig (USD)

Zxnpa 4: Breakeven Analysis, Script guMoyng kar avaAuong gas usage ano on-chain cuvaayég aTo Sepolia testnet.

To 2xr\ua 4 deixvel To transaction size dnou To blockchain yiverar $OnvoTEPO anod Ta napadoaoiakd
oucTAUaTa.
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7.5.5 Savings Heatmap

Egoikovopunon % ava MNoood & MéBobo

Tpame{xs éppaoya (SEPA)

AieBuic éppacpa (SWIFT)

PayPal

Egoikovopnon (%)

Stripe

‘ - 80
-75

- 65

- 60

Westem Union

o --.....-..-.-

$100 $600 $1100 $1600 $2100 $2600 $3100 $3600 $4100 $4600 $5100 $5600 $6100 $6600 $7100 $7600 $8100 $8600 $9100 $9600
Moo Zuvahhayng

Zxfpa 5: Savings Heatmap

To Zxnua 5 epdavilel TIc EE0IKOVOUNTEIC WG OUVAPTNON Tou transaction amount kai TG gas price.

“MapapTnua E: AlaypdppaTa ApXITEKTOVIKAG”
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8 Mapaprtnpa E: Alaypappara ApXITEKTOVIKNAG

8.1 ApXITEKTOVIKN ZUCGTNHATOG

ApxitekTovikf ZvoTnpartog P2P Energy Trading

User Interface Web3 Provider
{React + TypeScript) (ethers.js)

Transactions Web3 Calls

=~
Smart Contracts (Solidity)
SimpleP2PPayment.sol

State Changes

Data Collection

‘ Analytics Backend (Python) ’
Gas Analysis & Cost Comparison

ZxfAHa 6: ApxiTekTovIK ZuoTnuaTog P2P Energy Trading

To Zxra 6 napouoialel TNV NARPN APXITEKTOVIKN TOU GUCTNATOC, MOU anoTeAEiTal ano TEooepa
Baoika layers:

8.1.1 Eninedo 1: User Interface

TexvoAoyieg: React 18, TypeScript, ethers.js v6
+ User Interface Component: To frontend nou xeipiCeTar Tic aAnAemdpdaceic XpnoTn

- SendPayment form yia dnpioupyia VEWV NANPWHGV
- ConfirmReceived interface yia emiBeBaiwon AMwng
- Transaction history & monitoring

« Web3 Provider: To ethers.js library nou napeyer:

- Z0voeon pe MetaMask wallet

- Transaction signing & broadcasting
- Contract interaction abstractions
- Event listening & filtering

8.1.2 Eningdo 2: Smart Contracts

MAardoppa: Ethereum (Solidity 0.8.20)
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- SimpleP2PPayment.sol: To core contract nou uloroiei:

constructor (address receiver) payable
function confirmReceived() public

- State Management: On-chain kataypadn:

- Sender & receiver addresses

- Payment amount (in wei)

- Payment status (isPaid boolean)
- Timestamps yia auditing

8.1.3 Eninedo 3: Ethereum Blockchain

Network: Sepolia Testnet (yia development), Mainnet-ready

- Consensus: Proof of Stake (ueta To Merge)

« Block Time: ~12-15 deuTepoAenTa

« Finality: 2 epochs (~13 Aenta yia opioTikn eniBePaiwon)
« Storage: Permanent, immutable transaction history

MAeovekmpaTa: - Decentralization: Kavevag single point of failure - Transparency: ‘OAec ol cuvah-
Aayec sivail publicly verifiable - Immutability: AdUvaTtn n Tpononoinan IGTopIKoU

8.1.4 Eninedo 4: Analytics Backend

Stack: Python 3.11, web3.py, pandas, matplotlib
+ Data Collection:

- J0vdeon pe Ethereum nodes peow JSON-RPC
- Event filtering yia EnergyBought, PaymentCreated
- Block-by-block transaction scanning

* Processing & Analysis:

- Gas usage statistics (mean, median, percentiles)
- Cost comparisons e traditional methods
- Savings calculations & projections

+ Visualization:

- Histogram plots (gas fee distribution)
- Heatmaps (savings by transaction size)
- Time series (gas price trends)
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8.1.5 Pon AgdopEvmvV

Downward Flow (User — Blockchain): 1. User action oto UI (n.x. click “Send Payment”) 2.
ethers.js dnuioupyei transaction object 3. MetaMask signature (user approval) 4. Transaction
broadcast oto Sepolia network 5. Miners/Validators include o€ block 6. State change oTo smart
contract

Upward Flow (Blockchain — User): 1. Event emission and smart contract 2. ethers.js event listener
catches 3. UI update pe veéa dedopéva 4. Toast notification oTov xprioTn

Analytics Flow (Blockchain — Backend): 1. Python script queries historical blocks 2. web3.py
retrieves transaction receipts 3. pandas DataFrame construction 4. matplotlib visualization
generation 5. Results export (PNG, CSV)

8.2 Pon ZuvaAAayng

Ponl P2P Payment Transaction

Sender 6npiovpyei contract

|

Contract kpatasl ETH (escrow)

!

Receiver EvnHepWVETAL

|

Deadline check Timeout?

T

r ~ r "\ r \ 'S

ZxAua 7: Aiaypaupa Porg P2P Payment Transaction

To Zxnua 7 aneikovilel Ta 7 BApaTa piag emruxnupevng P2P nAnpwpng:

8.2.1 Bnpa 1: Sender Anpioupyei Contract
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const factory = new ethers.ContractFactory(abi, bytecode, signer);
const contract = await factory.deploy(receiverAddress, {

value: parseEther ("0.1") // 0.1 ETH escrow
1)

Ti oupBaiver: - O sender kaAei To constructor Tou SimpleP2PPayment - To noo0 (0.1 ETH) petadépe-
Tal oto contract (escrow) - To contract address kataypaderar on-chain - Event PaymentCreated(
sender, receiver, amount)emitted

Gas Cost: ~140,000 gas (contract creation + storage)

8.2.2 Bnpa 2: Contract Kpardael ETH (Escrow)

To smart contract evepyei w¢ trustless escrow: - Ta ETH eival locked oTo contract address - OUte
0 sender oUTE O receiver punopouv va Ta anooupouv unilaterally - Mévo n confirmReceived()
function pnopei va Ta release

Security:

require (msg.sender == receiver, "Only receiver can confirm");
require (!isPaid, "Already paid"):;

8.2.3 Bnpa 3: Receiver Evnuepaverai

O sender poipaceTal To contract address pe Tov receiver: - Via QR code (yia mobile apps) - Email/SMS
link - In-app notification (av unapyxel backend)

O receiver unopei va verify Ta details:
const details = await contract.getPaymentDetails () ;

console.log(details) ;

/ /
//

// sender: "0x123...",
// receiver: "0x456...",
// amount: "0.1",

// isPaid: false

8.2.4 Bnpa 4: Deadline Check

MpoaipeTiko feature (dev uhonoindnke ato SimpleP2PPayment):
uint256 public deadline;
constructor (address receiver, uint256 duration) payable {
deadline = block.timestamp + duration;

}

function refund() public {
require (block.timestamp > deadline, "Deadline not reached");
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require (!isPaid, "Already paid");
payable (sender) .transfer (amount) ;

}
Deadline & Refund logic

8.2.5 Bnpa 5: Receiver EmBepainvel

const tx = awalt contract.confirmReceived() ;
await tx.wait(); // AvapoviyLa Dblock confirmation

Checks nou yivovTai: 1. msg.sender == receiver(udvo o receiver pnopei) 2. lisPaid(a- nopuyn
double-spending) 3. amount > 0(unapyouv funds)

Gas Cost: ~50,000 gas (state update + transfer)

8.2.6 Bnpa 6: Transfer ETH oTov Receiver

isPaid = true;
payable (receiver) .transfer (amount) ;
emit PaymentReleased (receiver, amount);

Aodaleia: - Xpron .transfer()avri .call()(gas limit protection) - State update (isPaid =
true) MPIN To transfer (reentrancy protection) - Event emission yia off-chain tracking

8.2.7 Bnpa 7: ZuvaAAayn OAokAnpwOnke

On-chain anotéAeopa: - Contract state: isPaid = true - Receiver balance: +0.1 ETH -
Transaction receipt: Permanent record

Off-chain evnuépwon: - UI update (green checkmark) - Toast notification “Payment released!”
- Email confirmation (optional)

8.2.8 Alternative Path: Timeout — Refund

To KOkkIvo Bidypappa deixvel To timeout scenario:

function refundIfTimeout () public {
require (block.timestamp > deadline) ;
require (!isPaid) ;
require (msg.sender == sender);

isPaid = true; // Prevent re-entrancy
payable (sender) .transfer (amount) ;
emit PaymentRefunded (sender, amount);

}

Use case: Receiver dev enifepaiwvel vtog deadline (n.x. 7 nuépec).
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8.3 State Machine Tou Smart Contract

State Machine: SimpleP2PPayment Contract

constructol

)
Funded
(Escrow)

refund() |
deadiine pSRdl Refunded

Legend:

@ = Initial State
= = Normal State

— = Final State (double border)

Zxnua 8: State Machine: SimpleP2PPayment Contract To

ZxnHa 8 napouoialel To state diagram Tou contract:

8.3.1 States

1. Created - Trigger: Constructor execution - Characteristics: - Contract deployed on-chain -
Address assigned - Initial state variables set - Next state: Funded

2. Funded (Escrow) - Trigger: Constructor pye msg.value > 0 - Characteristics: - ETH locked oTo
contract - isPaid = false - Receiver pnopei va kaAéoel confirmReceived() - Next states: Confirmed
n Refunded

3. Confirmed (Final State) - Trigger: confirmReceived()execution - Characteristics: - isPaid
= true - ETH transferred oTov receiver - Immutable (dev unopei va aAagel ma) - Terminal: Kapia
nepaITépw action duvaTn

4. Refunded (Final State) - Trigger: refundIfTimeout() execution (av uhonoinBsi) -
Characteristics: - isPaid = true (technical flag) - ETH returned oTtov sender - Immutable -
Terminal: Kapia neparépw action duvatn

8.3.2 Transitions

Created — Funded: - Condition: msg.value >0in constructor - Side effects: Event
PaymentCreated(sender, receiver, amount)
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Funded — Confirmed: - Condition: msg.sender == receiver & lisPaid- Side effects: -
isPaid = true- transfer(receiver, amount)- Event PaymentReleased(receiver
, amount)

Funded — Refunded: - Condition: block.timestamp > deadline && msg.sender
==sender - Side effects: - isPaid = true- transfer(sender, amount) - Event
PaymentRefunded(sender, amount)

8.3.3 Security Invariants

Reentrancy Protection:

// BAD: Vulnerable
function confirmReceived() public {

require (msg.sender == receiver);
payable (receiver) .transfer (amount); // External call FIRST
isPaid = true; // State change SECOND

}

// GOOD: Protected
function confirmReceived() public {

require (msg.sender == receiver);
isPaid = true; // State change FIRST
payable (receiver) .transfer (amount); // External call SECOND

}

Access Control: - Movo o receiver pnopei va kaAéoel confirmReceived()- Movo o sender unopei va
kaAéoel refundIfTimeout()

Double-Spending Prevention: - require(lisPaid)ae 0Aec Tig fund-moving functions - isPaid flag ivai
permanent (dev Unopei va yivel false nahi)

8.4 Deployment Pipeline

Deployment Pipeline

Development Testing Security ‘Compile
{Local) -_— Hardhat | > | slither Audit [T > Solidity i -_— b

Quality Gates:

ZxAua 9: Deployment Pipeline Diagram
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To Zxnua 3.3.2 deixvel To CI/CD pipeline:

8.4.1 Phase 1: Development

Tools: VSCode, Hardhat, TypeScript
1. Code Writing

+ Smart contracts o€ Solidity
+ Tests o€ TypeScript (Mocha/Chai)
+ Frontend components (React)

2. Local Testing
npx hardhat compile

npx hardhat test
npx hardhat coverage

3. Git Commit

« Branch strategy: feature branches
« Conventional commits
« Pull request workflow

8.4.2 Phase 2: Continuous Integration

Platform: GitHub Actions
Workflow:

3TN ouvéxela napaTifeTal To apyeio pubuioewv CI/CD nou xpnoidonolinonke yia Tov auTouaTo EAeyXo Kal
TN OOKIKM Tou KwOIKaA.

name: Test

on: [push, pull request]
jobs:
test:
runs-on: ubuntu-latest
steps:

- uses: actions/checkout@v3

- uses: actions/setup-nodelv3
- run: npm install

- run: npx hardhat compile

- run: npx hardhat test

- run: npx hardhat coverage

# Upload coverage to Codecov
- uses: codecov/codecov-action@v3

Gates: - All tests must pass - Coverage > 95% - No compilation errors - No linter warnings
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8.4.3 Phase 3: Staging (Sepolia Testnet)

Environment: Sepolia Testnet, Alchemy RPC
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1. Deployment Script

const factory = await ethers.getContractFactory("SimpleP2PPayment"
) i
const contract = await factory.deploy(receiverAddress, {
value: parseEther ("0.01")
1)

await contract.waitForDeployment () ;
console.log ("Deployed at:", await contract.getAddress()):;

2. Verification on Etherscan

npx hardhat verify —--network sepolia <CONTRACT ADDRESS> <
CONSTRUCTOR ARGS>

3. Integration Testing

+ Manual testing pe MetaMask
« Automated E2E tests (Playwright/Cypress)
+ Load testing (simulated transactions)

8.4.4 Phase 4: Production (Mainnet)

Prerequisites: - Security audit completed - All staging tests passed - Gas optimization verified -
Monitoring setup (alerts)

Deployment:

npx hardhat run scripts/deploy.ts —--network mainnet

Post-deployment: - Contract verification on Etherscan - Frontend update pe production contract
address - Monitoring dashboard setup (Tenderly/Defender)

8.4.5 Phase 5: Monitoring

Tools: Tenderly, OpenZeppelin Defender
+ Transaction Monitoring:

- Alert on failed transactions
- Gas spike notifications
- Unusual activity detection

+ Performance Metrics:

- Average gas used per function
- Transaction success rate
- User adoption metrics
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8.5 Cost Comparison Architecture

ApxitekTovikn Cost Comparison

Traditional Methods

SEPA

Cost Analysis .
Python Analytics Blockchain P2P
PayPal * Gas Price Tracking -
+ Cost Calculation

Anotedéopara Avalvong

7 Breakeven Analysis

§ 2 gz g
3 3 I
g

v Savings Heatmap
+ Cost Comparison Charts

Zxnpa 10: Cost Comparison Architecture

To Zxnua 4.3.2 napoucialel TNV apxXITEKTOVIKN avaAuonc KOOTOUC:

8.5.1 Traditional Methods (Left Side)

1. Bank SEPA: - Fixed fee: €0.20-0.50 per transaction - Domestic only (Eurozone) - 1-2 business days -
Use case: Recurring payments

2. Bank SWIFT: - Fee: €15-30 per transaction - International - 3-5 business days - Use case: Large
transfers

3. PayPal: - Fee: 2.9% + €0.35 - Instant - Chargeback risk - Use case: E-commerce

4, Stripe: - Fee: 2.9% + €0.25 - Instant - Advanced features (subscriptions) - Use case:
SaaS payments

5. Western Union: - Fee: 5-7% of amount - Cash pickup - Instant to 24h - Use case: Remittances

6. MoneyGram: - Fee: 3-6% of amount - Cash pickup - Similar to Western Union - Use case:
Remittances

8.5.2 Blockchain P2P (Right Side)

Smart Contract: - Fixed gas cost: ~150,000 gas yia createPayment - Variable cost: Depends on gas
price (gwei) - No intermediary fees: 0% commission - Instant finality: ~13 Aenta (2 epochs)
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Cost calculation:

gas_used = 150 000

gas _price gwei = 30 # Current network gas price
eth usd = 2000 # ETH price in USD
cost_eth = (gas_used * gas price gwei) / le9

cost usd cost _eth * eth usd

# Example: 150k gas * 30 gwei * $2000 = $9

8.5.3 Analytics Backend (Center)

Python Processing:

import pandas as pd
from web3 import Web3

# Collect data

transactions = []
for tx in contract.events.PaymentCreated.get logs():
receipt = w3.eth.get transaction receipt (tx.transactionHash)

transactions.append ({
‘amount': tx.args.amount / 1e18,
'gas_used': receipt.gasUsed,
'gas_price': receipt.effectiveGasPrice / 1€9

b,
df = pd.DataFrame(transactions)

# Calculate costs
dff'cost_eth'] = (df['gas_used'] * df['gas_price']) / 1e9
dff'cost_usd'] = dff'cost_eth'] * eth_usd

# Compare with traditional

df['paypal_cost'] = df['amount'] * 0.029 + 0.35

df['western_union_cost'] = df['amount'] * 0.06

df['savings'] = df['paypal_cost', 'western_union_cost']].min(axis=1) -
dff'cost_usd']

8.5.4 Results Dashboard (Bottom)

Breakeven Analysis: - Transaction size onou blockchain = cheaper - Example: >€50 yia PayPal, >€150
yia SEPA

Savings Heatmap: - 2D visualization (amount x gas price) - Color gradient: green (savings) — red
(loss)

Cost Comparison Charts: - Bar charts: Blockchain vs Traditional - Time series: Cost trends over time
- Pie charts: Fee breakdown
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8.5.5 Key Insights

Blockchain wins when: 1. International transfers (no SWIFT fees) 2. Large amounts (fixed gas cost)
3. Low gas prices (<50 gwei) 4. High transaction frequency (amortized costs)

Traditional wins when: 1. Very small amounts (<€10) 2. High gas prices (>200 gwei) 3. Regulatory
requirements (fiat on/off ramps) 4. User experience priority (no MetaMask setup)

8.6 Zupnepaopara

Ta dlaypduuaTa apyITEKTOVIKNAG AneIKovi(ouv:

System Architecture: Full-stack integration (React — ethers.js — Solidity — Ethereum)
Transaction Flow: 7-step P2P payment process i€ escrow protection

State Machine: Contract lifecycle ano Created — Funded — Confirmed/Refunded
Deployment Pipeline: CI/CD best practices pe automated testing

Cost Analysis: Comprehensive comparison e traditional payment methods

a b owepp =

Autd Ta diagrams napeyouv visual context yia Tnv NpakTikry uhonoinon nou neprypaderal ota Kepa-
Aaia 3-5. “Mapaptnua A: EAayioto UI (React + ethers.js)”

9 Mapaptnpa A: Frontend Snippet

9.1 Code Snippet

import { ethers } from "ethers";

async function confirmReceived (contractAddress: string) {
const provider = new ethers.BrowserProvider ((window as any) .ethereum)
const signer = await provider.getSigner () ;
const abi = |
"function confirmReceived () public",
"function receiver () public view returns (address)",
17
const contract = new ethers.Contract (contractAddress, abi, signer);
await contract.confirmReceived();
alert ("Payment released!");

9.2 X0vTopeg MNaparnpnoeig

+ AU0 koupnia apkoUv: Send Payment / Confirm Received.
+ To napadeiypa goTialel otn pon, ox1 o€ nAnpec UL
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9.3 UI Screenshots (Web App)

+ EvowpaTtwpéva screenshots and To Asimoupyikd npwtoTUNO, o€ dikTUO Sepolia.

Awayxeipion Payments

Zxnpa 11: Modal oUvdeonc noptodoAiou (RainbowKit). Epdavietal o Aoyapiaopog 0xcD...0eA6 e
unohoino ~2.48 ETH aTo Sepolia. Aiabéaipec emhoyec: Copy Address, Disconnect.

W Web3 P2P Payment

Zxnpa 12: 000vn «Alayeipion Payments»: avalitnon/diaxeipion unapxovtwv cupBoAdiov PEow
Contract Address. MepiAappavel odnyiec evroniopou address (transaction hash, email/prvupa
anooToA£q, transaction history).
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ZxApa 13: Emihoyn dikTUou oTo header: gvepyo dikTuo Sepolia (Chain ID 11155111).

Zxnpa 14: Header noptodohiol: ouvdedepevoc hoyapiaopoc 0xcD...0eAb.

Ta screenshots Tekpunpiwvouv Tn por) oUvOeonG NopTopoAioU, Tnv enmoyr JIKTUOU kai Tn oeAida
dlayeipionc cupBoAdiwv.

“Mapdptnua E: Aapaleia kai ‘EAeyxor”

10 Napaptnpa E: AodaAeia

10.1 AneiAég kai MeTpiaopoi

« Reentrancy: Aev unapyouv untrusted external calls npiv Ta state updates (CEI pattern). To
SimpleP2PPaymentkavel pia TeNKn JeTagopad.

« Authorization: confirmReceived()eAéyxel auoTnpd msg.sender == receiver.

+ Replay/Double-spend: H onuaia isPaid anotpenel deUTepn ekTEAEDM.

« Denial-of-Service: H petadopa yiverar pe call{value:amount}kai fallback anotuyia aku- pavel
ouvaAhayn.

10.2 Avanapaywyn Ztatikng AvaAuong (Slither)

# IHpooama L toUpeva

pip install slither-analyzer

cd /d/ergasies/web3/web3-p2p/contracts
slither . --json slither-report.json
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10.3 Avanapaywyn Gas Coverage / Tests

cd /d/ergasies/web3/web3-p2p/contracts
pnpm i # 1§ npm i

pnpm run test

pnpm run coverage

10.4 AnorteAéopara (olvoyn)

+ Compilation: OK (Hardhat)
+ Unit tests: OK (Baaikec pogc PoC)
« Coverage: >90% yia kpioidec ouvapTroeic PoC

10.4.1 Slither Findings (npaypaTika anoteAéopara)

Category Count Severity
High 0 —
Medium 0o —

Low 0 —
Informational 5 INFO

AenTopEépEIEG:

1. Timestamp Dependency (3 eupnpara)

Notes

3x timestamp
dependency, 2x
low-level calls

« SimpleP2PPayment.refund(): xpron block.timestamp < deadline

+ SimpleP2PPayment.timeUntilDeadline():
>= deadline

oUykpion block.timestamp

« SimpleP2PPayment.isDeadlinePassed(): oUykpion block.timestamp >= deadline
« AEloAOyNnon: AnodekTo yia deadline logic og P2P nAnpwpEg (Ox1 kpioilo)

2. Low-level Calls (2 eupnpara)

+ SimpleP2PPayment.confirmReceived():

.call{value: amount}() oTo receiver

+ SimpleP2PPayment.refund(): .call{value: amount}()oTo sender
« AEI0AOYNoN: EAeyxopevn xpnon pe CEI pattern, success check unapyel

Tupnépaopa: To ouyBoAalo NEpace OTATIKA avaAuon Xwpic kpioiya/yeoaia supnuata. Ta
informational findings €ival yvwoToi trade-offs Tou axediaopou.
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ExtéAeon: slither . -filter-paths "node_modules|test"oTo /contracts

AvdaAuon: 1 contract pe 100 detectors, 5 results
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