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EYXAPIXTIEX

H moapovoa dimhopatikn ekmoviOnke oto tuniua [TAnpogopikng kot Tniemukowvmvidv
tov [Movemotuiov loavvivav yio o petantuylokd tpodypappa ITAnpoopikng Kot AKTomv.
[a v exkndévnon avtig Ba NBesha va gvyopiomom Oeppd tov emPAénov kobnynt) k.
I'pnyopro Aovpévn yia T ToAVTILES GLUPOVAES KOt 0dNYiEC.

Emiong Ba Mbeha va eguyapiotio® OAOLG TOV GULUEOITNTEC OV TOV HETOTTUYLOKOV
TUNUOTOC OV Y10 T CLUTOPACTOCT TOVG KOl 1010{TEPO. TOVG APIGTOTEAN ZoyApT KOl XoKKE,
Zooia ylo TNV moAvTyn Pondeta.



ITEPIAHYH

21 OWmMA®UATIKY 0VTY €pyacia yivetal apylkd o oavdAvon Tov OLVOTOTHTOV TV
mhateopumv IoT kot opilovror Ta kprripra a&loAdynong mov Ba mpémel va Adfovpe veoyy
TPV TNV EMA0YT oG TAateopuog [oT yia éva €pyo poc.

[Teprypdpovtar 1 Soun, To YOPAKTNPIOTIKE KoL 1] APYLTEKTOVIKT] TPUDV OVOLYTOD KOJKA
mhateopudv [oT kot avaideton o Tpdmog eykatdoTaons oAl Kot o Tpdmog dnpovpyiog evog
¢pyov loT.

"Eva moA0d onpovtikd mpdypa mov wpénet va Adfovpe voyn ot oxediaon evog Epyov
[oT eivon m emAoyn ™ TAATEOPUOS KOL OVTO YIOTL QLT 1 EMAOYY €lvol OEGUEVTIKN OF
peydro Babud, ®ote vo unv UITOPOVUE GTO UEAAOV VO LETOPEPOVIE TO £PYO OGS GE GAAN
TAOTQOPLLOL.

AOy® TOL OTL Ol GLOKELEC LTOOTNPILOLY JLUPOPETIKOVE TOTOVS GULVOECIUOTNTOG,
SLPOPETIKA TPOTOKOAAO AL KO OLUPOPETIKEG LOPPEG UNVOUATOV 1) LETAPOPA EVOS £PYOV
o€ QAAN TAateOpo KobioTatol 1dtaitepa SVGKOA).

H epyacio ovt) oocyoAeitar pe to vo mpoteivel pia AOom o610 TPOPANUO 7OV
ONUIOVPYEITOL OTOV VTLAPYEL AVAYKT] HETAPOPAS £vOG €pyov [oT amd po mhateodpua o€ o
GAAN.

Avalntaue Tovg TPOTOVG PE TOLG OTOioVG Umopel va yivel 1 HeTaQopd evOg EPYoV GE
GAAN TAOTQOPUO [LE TNV UIKPOTEPT TOPEUPOCT GTO VILAPYOV LAMKO Kol Y1 aVTO TPOTEIVETAL T
Mon g loT Gateway, tng omoiag ot cCLVEXELX AVAAVOVTOL TO BAGTKA TG YOUPUKTNPIOTIKA
KO 1) OPYLTEKTOVIKT).

H epyacia eotidlel oty avaykn ypnong wog loT Gateway petagi ovo MQTT brokers
Kot avoAbovTol ot Adyol ylo Tovg omoiovg eivar oamapaitntn 1 ¥pNon MG TETOWG TOHANG
HeTa&D GLOKEVAV OV YPNCLOTOIOVV TO 1010 TPMTOKOALO, TOV 1010 TVTTO GHVOESG OAAG Kot
v 010 Hopen UNVLOLATOV.

[Tapovsraletar 0 TPOTOG £YKATACTAONG KOl TAPAUETPOTOINONG Hog vrdpyovoag loT
Gateway ¢ loT mloteopupoag Thingsboard. H IoT Gateway  ypmowomoteitor ot
dokipdletar ot petapopd Eva vdpyovtog loT Epyov oty mhateodppa Thingsboard.

Epevvator o tpomog pe tov omoio umopel va ompovpynOel o IoT Gateway ko
viomoteiton pe koo Java pe [oT Gateway n omola pmopel va petagépet épya loT petadd
TAOTEOPUGV OV VTosTNPilovy T0 TpwTdKoiio MQTT.

Méoa and dokipég yiveror mpoomdfeia vo vTooTnPLBoVV TOAAEG SLUPOPETIKEG LOPPES
unvopdtov oote n loT Gateway va pmopei va ypnoiwonombei oe €va peydAo €Vpog
mhateopumv [oT.

TéLog yivetan e€orymyn TOATIU®V GUUTEPAGUATOV.

AéEgic-khednd: Ivrepvet tov mpayudtov, ITlateopueg, TTHAeg



ABSTRACT

In this diplomatic assignment is firstly made an analysis of the capabilities of the [oT
platforms and the criteria of evaluation are set, which we must take into consideration before
selecting an IoT platform for one of our projects.

The structure, the characteristics and the architecture of three open source IoT
platforms are described and the way of installation is analyzed, as well as the way of creating
an loT project.

One very important thing to take into consideration in designing an IoT project is the
selection of the platform and that is because this option is binding to a great degree and binds
us to be unable to transfer our work to another platform in the future.

This paper deals with proposing a solution to the problem that arises when there is a
need to transfer an IoT project from one platform to another. Due to the fact that devices
support different types of connectivity, different protocols but also different forms of
messages, the transfer of a project to another platform becomes very difficult. We are looking
for ways in which a project can be transferred to another platform with the least intervention
in the existing material and therefore the solution of loT Gateway is proposed, whose basic
characteristics and architecture are then analyzed.

The assignment focuses on the need to use an IoT Gateway between two MQTT
brokers and analyzes the reasons why it is necessary to use such a gateway between devices
that use the same protocol, the same type of connection and the same message format. The
way to set up and configure an existing loT Gateway offered by the Thingsboard platform is
analyzed. The IoT Gateway is used and tested to transfer an existing IoT project to the
Thingsboard platform. The way to create an loT Gateway is investigated and one that can
transfer [oT projects between platforms that support the MQTT protocol is developed with
Java code.

Through testing, an attempt is made to support many different message formats so that
our [oT Gateway can be used on a wide range of IoT platforms.

Finally, valuable conclusions are drawn.

Keywords: 10T, Platforms, Gateways, MQTT, Java
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KE®AAAIO 1- EIXAT'QI'H

1.1 IIAAT®OPMEX IoT - 'ENIKA

To Awdiktvo TV oviikelpévov elval éva OIKTLO GCUVOESEUEVOV GLGKELMV KO
EQOPUOYDV Ol OTOIEG UITOPOVV VO GLAAEYOLV TANPOPOPIES KO VO TIG LETAPEPOVY GE AN
onueia Tov JKTVOVL Yo amobnKevo, enelepyacio Kol O1VOUY G€ GAAEG GUOKEVEG e GTOYO
™V EVNUEPM®OT, E00TTOINGN N TN OpAoN.

Evo to lot Eexivnoe and avéykn cdvdeons cvokevmv oto Cloud o v aviailaym
UNVOUATOV Kot TOA)D GUVTOUO dNUOLPYHONKAY ETMTAEOV AVAYKES Yo

o Mol anoBrkevon dedopévav
Authentication kot acpdieln
Epappoyég eneepyaciog dedopévav
Awyeipion tov cvokevov [oT

Omntikomoinon dedopévav

[Mateoppa 10T elvar cuvoro vanpecidv (SaaS) Kot TEYVOAOYIDV TOV EMTPETOVY TNV
VAOTOINGT EQUPLOYDY TAPEYOVTAG ADGELS Y10 OAES TIC TAPOTAVD OVAYKEGS.

Ou gpappoyéc ot omoieg oyetiCovtar pe to IoT ko pmopel vo a@opovv TOCO TIG
oLOKEVEG OG0 Kol TNV amodnkevon 1N enefepyacia TV deoopévov o po mhatedpuo [oT
ovopalovtat épya [oT.

Otav avagpepdpaote oe mAateopueg [oT, ypnolonolovye (o TeXVIKY 0poAoYio OTMC
TPMOTOKOALO HETAPOPAGS, unyavicpol Kovovav, Baoelg dedopévov kAT, Av kot autol ot 6pot
etvar onuavticol kot a&ilovv mPOGEKTIKNG HEAETNG, deV Ogiyvouv HE COPNVELDL TAOG L
mhoteopua [oT propet va pag Bondnoet.

Oa avolvcovpe TG Poocikés epyacieg mov mpémer va ekteléoel €va épyo loT,
gmonpoivovtog Tig Asttovpyieg mov mpémetl va kaAvmtel | thateopua [oT.

‘Eva épyo IoT npémet:

Noa AapPavet 0edopUEVO TPUYLATIKOD KOGHOV HECH OGO THpOV.

Noa propet va avardoetl dedopéva tomikd (edge computing)

Noa cuvoéetar 6to cloud yio petddoom 6ed0UEVOV KO AT EVIOADY

Noa amobnkevet dedopéva oto cloud

Noa avaivet dedopéva oto cloud kot vo dnpiovpyel minpopopieg

Na upmopel vo dlvel eviorég PACEL OLTOV TOV TANPOPOPIOV OTA “TpAypHoate’” vo
EKTELECOVV EPYOTIES.

Na moapéyel ac@drelo TOG0 6T HETAPOPE TV OEOOUEVOV OAAG Kol GTY GLVTHPTON
TOVG,.
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Eexwvovtag €vog xpnomgs m onuovpyia evog €pyov IoT dev pmopet va mpocdiopicet
amoAvTO TIG UEAAOVTIKEG TOL ovayKes. Avtd pmopodue €Okoho vo 1O KoToAdPovpe ov
okeptovpe g Ntav 1o [oT mpwv and 6-7 ypovia. To onpavikdOTEPO KOUUATL TOTE NTAV TO
avéfacua TV dEdOUEVMVY Kol 1| 0TOBNKEVOT TOVC.

Nuepa, Bewpovpe MO Pocikd oTowyEio UIOG TAUTPOPUOG TNV OVAADOT TOV
dedopévov ko v emiPBoArn Kavovev. Eivar moAd mbavo mbavo ot yprioteg petd amd kopd
Vo OlOTIGTMOGOVY KATOL KEVA GTNV TAATPOPLLA TTOL EXEAEENV OPYIKE KOl VO, OLVOLYKOGTOVV VoL
oonynBovv otn ypnon mePocOTEPOV amd Ui TAATEOPUES N TN HETOPOPE TOVG GE GAAN
TAATQOPLLA TTOL VO TANPOT OAEG TIC TPOSAYPOPES TNG EPYUCING TOVG.

Avtd mov kdvelr avty TV gpyocio TOAD onUAVTIKY ivol To OTL épyxeton Vo TPoAdPet
TETOLEG KOTAOTACELS Kol va fondfoet tépa and v €€’ apyNg SOOTN EMAOYN TG KATAAANANG
TAOTEOPUAG, OTNV LTOPOAT AVGEWV.

Oa yivel avaivorn oto Béua g ddertovpykdmrag Kot Bo mpotadel n Adon pag
vrdpyovcoag [oT Gateway yio T c0OVOEST €VOG LVILAPYOVTOS EPYOL GE U0 TAATOOPLO OALA
ka1 1 vAomoinon pe kodwa pag loT Gateway.

O mMhotpopueg [oT mpooepépovy G6TOVG TEAATEC OVTAYOVIGTIKG TAEOVEKTNUOTO KO
YAPOKTNPLOTIKA OCTE Vo TOVS vBappuVOLY Yo TNV emAoyn Tovs. 'Eva kpitrpo a&loldynong
pog miatedpuag loT, eivar 0mmg Ba dovpe KoL 6T GUVEYELD 1] TOPOYT] TOAADV LINPECIOV
KOl EQAPLOYDV.

Aoyo g av&avopevng ypnong tov IoT, o oapBudg twv mpoceepouevov loT
TAOTQOPUDV  aLEAVETOL HE VEEG TAATQEOPUES VO EGEPYOVTOL OTO YOpo k&Be pépa.
[Tapamnpodpe OtL VLAPYEL Pia ETEPOYEVELN GE OVTEC TIG TAATOOPUES AOY® TMV SLOPOPETIKDOV
TPOTOLTI®V KOl TPOGEYYIGE®Y, TOL 0ONYEL GE TPOPANUATO KATOVONONG TNG OPYITEKTOVIKNG
TOVG,.

To Backd mpoPANpa mov TpokOTTEL £Ivo 1 €VpeEST TG KATAAANANG TAateopuag [oT
v éva cuykekpévo medio epappoyns. [lapdro mov ot matedppeg loT mapéyovv mapdpoteg
N akoun Ko i01ec TWOAAEC (QOPEG €QPAPUOYEG Ol VTOKEINEVES TEXVOAOYIEG SlopEpovv.
Agdopévov OTL dev VIAPYEL Ol YEVIKN OPYITEKTOVIKY, Ol ¥pNoteg Bo mpémel mpémel va
EMEYEQOLY  TIG TEPLYPOPES TMOV TAUTPOPUADV MOTE VO Katavoncovv o Pdboc v kabe
OPYLTEKTOVIKY].

1.2 XYXKEYEX KAI XYNAEXIMOTHTA

H o0vdeon tov cuokevdv oto Atadiktvo givarl clyovpo €va ovolaoTIKO KOUUATL TOV
AWdIKTOOV TOV TPAYHATOV. YTTApYeL £vag Heydrlog aptBpog EMAOYMV GYETIKA LE TOV TPOTO
nov Ba cvvdedel o cuokevn oto loT.

H em\oyn ™¢ cuvoesIUOTNTOG LG GLGKEVTG EXEL VO KAVEL LLE T TOPAKATO:

o Xounio kd6cTtog
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o  XounAn KOTovVOA®MOT EVEPYELNG
o  XoaunAog puOuodg dedopévav

e Emextocyotnra

o A&omotia

e TomoBeoia TG CLOKELNG

o To mpmTdKOALO GHVOEDTG

Aoappdavovtag vroynv ta mapardve o ypnoms loT pmopel va emAaélet éva amd tovg
TOPOKATO TOHTOVG OIKTVMONG Y10 TIG CLOKEVEG TOL:

Cellular
Satellite

WiFi / Ethernet
Bluetooth
RFID

Zigbee

NFC

LPWAN

NN R WD

Me mowovg opmg tpdmovg Ba cuvdoeBodv avTég o1 cuokevég e o TAaTEopuo 1oT 1
HETOED TOVG;

Ac@al®dg Yoo Kdmolo €101 GUVOECIHOTNTAG 1| GUECT) CUVOEST UE Lo TAATEOPLO Oa
Nrav adbvarn Yopig va LIdpyel Lecorapnon oty emkowmvio, GAANG cvokevng. TEToleg
ovokeves elvan ot [oT Gateways ot omoie Oa avaivBovv mapoakdTo.

I'evikd pmopovpe modpe 6t 1o 10T amoteAeitanr and tpion Pacucd otoryeia, ta omoia
€lval 01 GLOKEVEG, 01 gateways Kol 0l TAUTQOOPLLES.
Meta&d avtov pmopovpe va fpodpe 4 yevikovg TpOTovg cuvdeonc: [32]

Yvokevn og ovokevy] (D2D) - dueon obvoeon peta&d dvo IoT cvokev®dY 01 0Toieg
umopovv vo potpalovtal mANpoeopiec apécmg yopic pecdlovtec. o moapdderyua, To
Bropnyovikd poumdt kol ot acOnTpes cLVOLOVTOL HETOED TOVS GUEGO Y10 VO GLVIOVIGOLV
TIG EVEPYELES TOVG KOl VO EKTEAECOVV TH GUVAPUOAOYNON EEAPTNUATOV O OMOTEAEGLOTIKAL.
Av10¢ 0 TOTOC cHVOEoNC deV gival aKOUN TOAD KOWAC, EMELDN Ol TEPIGGOTEPEG CUCKEVEG OEV
etvar o€ Béom va XePLoTOLV TETOLES SLUOIKAGIES.
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Xvokev] pe IoT Gateway - oOvdeon peta&d awsOnmpov kou IoT Gateway. Ot
Gateways elval Mo 16YVpEG VITOAOYIOTIKEG GUOKELEG amd Tovg owsOntpes. "Exovv dvo
Bacikég Aertovpyieg: vo Hopodv Vo ETKOVEOVOVUV LE TIG GLOKEVEG VITooTnpilovtag 660 To
duVaTOV TEPIEGOHTEPOVS TPOTOLG GHVIESTG Kot TPMTOKOALN. Mmopohv va emeepydlovtan Kot
Vo ovodtopop@ovouy to dedopéva amd oeOnTPEG Kol Vo TO. SPOUOAOYOLV TPOG Mia
mhatedpua [oT yia avdivon kot amodnkevon.

IIYAn wpog mrhateoppa IoT - petdooom 0edoUEVOV amd TOAN TPOG TO L0 TAATOOPLLOL
[oT. Ed® y1a va mpocdioptotel molo mpwtdkoAro Ba ypnoiporom e, mpémetl va yivel avaivon
™G KUKAOPOPLOG OedOUEVOV (GLYVOTNTO CPAAUATOV KO GUUPOPTONG, ATOLTIGELS OCPAAELNS
Kol TOGES TAPAAANAEG GLVOESELS YpELlovTaL).

Meragv Mioatgoppdv IoT - petagopd mAnpoeopidv eviodg KEVIPOV OeOUEVOV M
ocLuvvepwv. Ta TPOTOKOAAO Yl oWTOV TOV TOTO GVUvdeong Bo mpémel va ivar €0KOAO vo

avartuyBobv kol vo  evoopatwbodv GE  LIAPYOVOEG EQAPUOYEG, VO £YOLV  LYNAN
dwbeopdTra, YOpNTIKOHTNTA Kol 0S1OTIGTY OmTOKATAGTUOT KATOGTPOPDV.

AvoAdovtag TV o] TOV GLUCKEVAOV UTOPOVUE VO TOVUE OTL ATOTEAOVVTOL Ao TPio
nepn:

1. Sensor and/or actuator

2. CPU, MEMORY, I/O

3. Physical connection (wired/wireless)

Ocov aeopd TiG cLVOESES UTOPOUUE TAAL Vo TIG Kotatdéovpe oe 600 Paoikég

Katnyopieg
1. TCP
2. no TCP

Ye mepintoon mov po cvokevn vrootnpilet TCP ko pmopet va cvvoebet dpeca pe pio
mhoteopua pumopel va yapoaktnpiotel og [oT Ready.
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loT Platform

TCP Devices

Ewova 1.1: Apeon obvdeon TCP cuokevdv og TAaTtQOpLLOL

Evod oty mepintwon mov dev eivar TCP 7 dev eivar [oT Ready Oa etvan amopaitntn pio

IoT Gateway:
loT Platform ‘
=

loT Gateway

TCP or no TCP Devices

Ewova 1.2: XHvdeon cvokevdv oe mhatpoppo pécm loT Gateway

Yrdpyovv 5149opa TPOTOKOAAN LLE TOL OO0 ETKOVOVOVY Ol GLGKEVEG TIG TAATPOPLES
[oT. Zmmv gpyacia avt) n avaivon kot ot dokipég Oa yivouv pe 1o mpwtdéxoriro MQTT, to
omoio &ivar éva amAd, «EAAPPL» TPOTOKOALO LETOPOPAS OEOOUEVMOV TOV YPNCLULOTOLEITOL
move and to TCP/IP kon Bacileton oto poviédo publish/subscribe.



O MQTT broker givan évag server, o omoiog Aapfdver OAo To uUMVOUATO TOV KAVOLV
onpocigvon “publish” ot clients kot T TpowBei pdvo otovg clients mov £yovv {ntnoet va ta
Aappdvovv kdvovtog “subscribe”.

To puvopato Tov avioAldccovtol amrotelobvtat amd dvo PEPN:

1. Topic: Eivat 1o 0épo tov pmvopatog kot ToAALEG OPES TEPLEYEL Kl TANPOPOPIES Yol
TN GLGKELT N TOV s pa.

2. Payload: Eivoar to xvpig pépog Tov UNVOUOATOG TOL TEPLEYEL TANPOPOPIES YLl TIG
TWéG Tov aotntipov. Mmopel va givan €vag aplBuog, éva aieaplBuntikd 1 Eva
keipevo popenc Json 1 xml.

1.3 XTOXOX THX EPTAXIAX

H mapovoa epyacio acyoreitor Oyt pe to Twg Oa cuvdedel apykd pio GLCKELT] G L
TAATQOPUA OAAG SLEPELVA KOl OVOADEL TOVS TPOTOVG LLE TOVG OOTOVE UTOPEL Eval VTTAPYOV
épyo IoT pe moAhég cuokevéc va petapepBel oe AAAN TAATEOPLE 0md VT TOL PEAETHONKE
oToV 0apyKO oyedopd. AAAG kot yo dcovg Eexwvovv €va épyo loT mpoteiver pua
APYLTEKTOVIKT OV pmopel va axoAovdnbel mote peAloviikd va etvon mo €dkoin 1 aAioyn
HLOG TTAOTQOPLLOG.

[Ipoteiveton pa yevikn) Aom 1 omoia 0ev apopd OAOLG TOVG TVTTOVG GLokeL®OV [oT
aAAG eotidler povo oe épya IoT ta omoia ypnoyomolovv cvokevég TCP pe dvvatdtntao
ovvoeong o€ tomikd MQTT Broker.

Boowd oty gpyacia avtr acyolovpacte pe pa Katnyopia Epymv IoT ota omoio Oleg
ot ovokevég eivan IoT Ready kot cvvdéovtar oe évav MQTT broker o omoieg Ppioketon
TOTIKG KOVTO GTO YMDPO TMV GUGKELMV.

Ot ovokevég umopovv va vrootnpilovv eite cuvoeon WiFi gite ovvdeon Ethernet.

O MQTT broker ocvvoéeton oe o IoT Gateway m omoio TN CUVEXELL GLVOEETOL GE
pia IoT mhatedpua.

Atepevvovpe 10 TG Umopel G AT TNV €W0IKN TEPIMTOON Vo Yivel o oAAoyn
TAATQOPLLAG YOPIC VO YpelaoTEl va Yivel kapio aAAayr| 6TIC GLOKEVEC Kol 6TOV broker.

[Tpoteivovpe t Aon g loT Gateway n onoia dev emnpedlet kaBOAov TV vdpyoLGa
VTOSOUT] VAKOV.

15



loT Platform

| C—

loT Gateway

MQTT Broker Node
MQTT Broker

aSn i

Ethernet or WiFi Devices

Ewova 1.3: Adypappa odvdeong cvokevmv, MQTT broker, [oT Gateway og
mhatedpuo [oT

Ymy ewova 1.3 PAémovpe mog mapepPairetor n IoT Gateway pera&d tov MQTT
broker kot g TAATQOPLLOGC.

Onwg Ba dodue TopaKAT® OTNV €pyocio Yoo TNV UETAPOPA €VOG £pYOL HE TNV
mapomdve doun oe GAAN TAatedpua Ba ypelaotel gite n aAlayn g loT Gateway eite 1 ek
VEOL TOPOUETPOTTOINGT TG MOTE VO LVITOGTNPIEEL TN VEQ TAUTOOPLLOL.

To epdO™UO TOL YevviETon TOpo elval yorli omd T oTypn mov oxedOV OAeg ol
TAaTQOPUEG, OT®MG O doVUE TOPOKAT® GTNV OVAALGN TOV TAUTPOPUOYV, VITOSTNPILoVV TO
npwtékorho MQTT, xat 6Aeg o1 cuokevég tov 1oT €pyov pog vrootpilovy kot avTtéS To 1010
TPOTOKOALO, va elvar avaykaio 1 ypnon g Gateway.
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O Baokdg Aoyog givar yiati tapdho Tov T0 TPMTOKOALO givat {010 aALALEL 1| LOpPT] KO

0 TUTTOG TV UNVLUATOV.
10 tpwtokoAro MQTT diaxpivovpe d1dpopovg THTOVG UNVOUATOV:

Json

xml

csv

Byte array

N aA] amooToM] Ko Ay evog String, int, double etc..

Agv vmoompilovy O OAEG Ol TAATPOPHES OAOVG TOVS TOPATAV® TOTTOVG. Xtilovtog
v wapadetypa éva épyo pe xml unvopoto oev €lpacte oiyovpor OTL v YPELOCTEL va
HETOQEPOVLLE TO £PYO 0€ AAAN TAaTPOppa Ba vrooTnpiletal 0 1010¢ TUTOC UNMVVUATOV.

YV moapovoa epyoacio To TPOPANL TS LETAPOPAS TOV £pyov TeplopileTor oKOUN TO
moAd kot e€gTalovpe POVO TNV TEPITTOOY TOL KOl 1) GPYIKN OAAG Ko 1 VED TAUTGOPLLOL
vrootnpifovv Tov TOmo unvopdtov Json.

Agv e€etalovpe Yoo TOPAOELYLOL TTEPUTTOCELS OOV 1) GPYIKY] TAATQOPHO  AopPdvet
unvopato xml Kot 1 véa otnv omoia 0EAovpe vo petapépovpie o €pyo AopBdvet Json.

O tHmog Json vrootnpiletar and OAEG TIG TAATQOPUES TOV AVAPEPOVTOL 1] AVAADHOVTOL
TOPAKATO OAAG Kot 0mtd TO GOVOLO TV TAATEOPU®VY ToL [0T.

[Tapoéro Oumg mov akdUN Kot 0 TUTOG TV UNVOUATOV givor 1010G, 01 TAATPOPLES
YPNOUOTOIOVV SLOUPOPETIKT LOPPY| OTN GUVTOEN TOV UNVOUATOV UE OTOTEAEGLO £VOL VOO
Json mov oTéAveTal € Lo TAATQOPLUO VO NV WITOPEL VO ovOyvOPLoTEL ammd dAAN TAATQOPLLOL.

H pn voBémon pag evwoiog popeng pnvopdtov Json amd OAeS TG TAUTOOPLES
kafiotd amoapaitnm g ypnomn wog loT Gateway m omoia Ba pmopet va mposopudlet ta
UNVOLLOTO OO L0 LOPPY| GE L0 GAAT).

Av16 amotelel kot To facikd 6TOYO TNG EPYOTING.

Apyid 0o avaivoovpe aArd kat Bo ypnoworomoovpe o loT Gateway - MQTT to
MQTT o¢ éva vaapyov 10T épyo. H IoT Gateway diveton and v mAot@oppo oty onoia
0éhovpe vo pETAQEPOVUE TO €PY0 HOG OG EPYOAEID Kol apOpd HOVO TN GUYKEKPLUEVN
TAOTQOPLOL LT LTOPADOVTAG VO TN YPOLOTOIGOVLE GE KATOLH GAAN.

>t ovvéyewn Ba onuiovpynoovpe po dkn pog loT Gateway - MQTT to MQTT n
onoio O pmopel va ypnoponomBel yevikdtepa yio v €E00QAAMGOT) SLOAEITOVPYIKOTNTOG GE
¢pya loT.

Oeopnbnke onuAvVTIKO Yoo TNV €pyacio 1 TOPOVGIOcN OPIOUEVAOV  PaCIKOV
YOPOKTNPOTIKOV 1oL dwfétovv ot mhatedpueg [oT dote va yivel cwot) emAoyn HOG
TAOTEOPUOG OAAG Kot Voo O0VUE TOVG AGYOVG TTOV TOAAEG POPES ypeldleTon N petdfacn evog
€pyov omd (o TAOTEOPUO GE Mo GAAN. ZTO TOPAPTNUHO €V VTAPYEL [ OvAALGT TOV
Baocik®V YopaKTNPIOTIKGOV TPIOV TAATQOPU®V [0T.
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1.4 AOMH KAI ANAAYXH ITEPIEXOMENOY THX
EPTAXIAX

Y10 Ke@drawo 2 Oo kdvovue o avaAvon TV PociKOV KpITnpiov ETAOYNG HOG
TAOTEOpLOG. Oa 0piGOLUE L0 OPYITEKTOVIKY AVAPOPAS OV 0KOAOLOEITAL Atd TO GUVOAO
TOV TAATQOPU®V Kol o Topéyel (o mo aenpnuévn ewova yio to cvotatikd tov [oT
platforms. Avt| n oapytektoviky avoaeopdg 6o Pondncel vo avaADCOLUE Mo YEVIKN
opoAoyia mov Bo ypnoyedoel og eviaio Pdomn yvooewv. Oa yivel pio ovOAVTIKY TEPLYPOEN
tov [oT Gateways kot Oa aoyoAn0ovE pe TNV APYLTEKTOVIKN TOVGS, TN YPNCHOTNTE TOLG Kot
TIC OLVATOTNTES TTOL TOPEYOLV.

Yto ke@aroo 3: Ha yivel eykotdotoon oe 01ko pog server g loT Gateway mov pog
mopéyel N TAoteoppa Thingsboard.

Oa wpayparoromBodv dokipég kot Ba yivel petapopd evog vrdpyovtog £pyov 1oT mov
aQopd TNV evepyswokn dwxeipion ktpiov omv mAatedpua Thingsboard otnv omoio Oa
kataokevaotel éva Dashboard yio amopaxpucspuévo Ereyyo.

210 KEQPGAO0 4 O YPNGUYOTOGOVUE TIC YVAGELS KOL TNV EUTELPIO TOV OTOKTNCOLE
amd TN YPNoM NS gateway Tov KEQOANIOL TE0oEPH MGTE VO ONLOVPYNoOVUE €€’ apyNG KoL
own pog loT gateway 1 omoia Ba £xel v duvaTdTNTO VO KAVEL LETATPOTEG UNVOUATOV ATt
MQTT to MQTT.

H IoT gateway 0o doxipaoctel ylo tn Agttovpyio TG G€ L0 SLOPOPETIKT TAUTPOPLLOL
[oT. EmiAéyOnke yio avtég Tig dokuéc N mhatedpuo Adafruit.io 1 omoia vrootnpilel peydn
TOPOUETPOTOINGCT GTO UNVOLOTO TOV AapPdvel kKot 6TéAvel, kKot pog divel T dvvatdtnta va
eetdoovpe éva peydao TANB0G TEPIMTOGEWV LETATPOTNG UNVOLATOV.

210 KEPAAOL0 5 Oa avapepBohv To GUUTEPAGLOTO TOV ATOPPEOLV OO TIG SOKIUEG TMV
ovo IoT Gateways.

Y10 mopapTnpa £ve 0o avaAVCOVLE TPELG 0VOIKTOD KoK TAaTteopueg loT.

Apywd v mhoteoppo Thingspeak g omoiag Oa avaidcovpe ta Poacikd g
YOPOKTNPLOTIKA KOl TIG QUVATOTNTEG TOV TPOCPEPEL GTOVG YPNOTEG.

21 ovvéyetn Oa yiver pa avdivon e Thateopuag Thinger.io.

Kot 1éhog Ba yiver kon por pikpn avoaeopd oty thateoppa Thingsboard oty onoia Ha
petapepovpe 1o [oT épyo pag ypnoponowwvros v IoT Gateway mov pog mopeyet.

2KOTOG OVTOV TOV AVOADGEDV €ivol va OOVUE TIG JLOPOPETIKEG OPYLTEKTOVIKES KO
Moelg tov mAateopudv [oT.

Ewdwd yuoo v mhatedpua thinger.io Oa meprypdyovpe Kot tov TpOTO PE TOV OO0
umopel va yivel €ykatdoTtaon o€ OO HaG Server Kot otn cuvEyelo o ONUIoVPYCOVLE Kot
éva 10T £pyo yia va dovpe TV LAOTOINGT TV SLVOTOTHTMOV TOL AVOUPEPEL 1] TAATEOPLLO OTL
Hoc TopEYEL.

Yo mapaptnua B vrdpyel o kddkag oe Java mov avomtiyOnke yia yio TV bAomoinon
¢ [oT Gateway tng epyaciog
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KE®AAAIO 2

2.1 BAYIKA XTOIXEIA EIITAOT'HX MIAY ITIAAT®OPMAX
IoT

To Baowd kpripilo €TA0YNG HOG TAATQOPLOS UITOPOVLE VO TO OLOGOTOU|COVUE GTIC
TOPOKATO 6 KATNYOPIES KOl VTOKATNYOPIES AVTAV:

0. LVOKEVES
e EvKoAn 60vdesT GLGKEVDOV
® YrmootnpiEn pHeydAov TANB0vg GLCKEVAOV

B. Emxowovia
e Evkolia TN AmOGTOAN - AYT LNVOUATOV
® YmootpiEn MOAADV dapopeTik®dv mpmtokOAlwv dnwg MQTT, HTTP (Rest
Api), CoAP
® Ymootpi&n HOPPOTOINGNC UNMVUUATOV LE SLOPOPETIKOVS TPOTOVG
o [lopoyn £tolpov KOdIKA GE SAPOPES YADCTES TPOYPUUUOTIGUOD Y1 PACUKES
oLoKeLES OTwe Arduino, raspberry, ESP etc.

v. Agdopéva,
e Amofnkevon 0edoUEVODV
® Xpovog LETOED OMOGTOANG O0EOOUEV@V (UNVOUAT®V)
e Yrnootpi&n dvvartottov enciepyaciog Tmv dedopuévav oto Cloud
® Ymootpi&n eEwtepikdv Pdoewv

0. IMatpoppo

e Anuwovpyia Dashboard kot dvvatdotnto omtikomoinong Ttv dedouévav
(visualization)

® YTmootpiEn €100TOMGEMV 6TO KvnTd HEGm web service

® YmootpiEn amocToAng emails, sms KAT

o Anuovpyia xovovov (Rule management) amd 10 ypfiotn He TN ¥pnon
SLOOIKTLOK®MV EPYUAEI®V TTOL TAPEYOVTOL OO TV TAATEOPLLOL.

o [lopoyn emmAéov £TOUOV EPOUPUOYDOV Y10, KIVNTE TNAEPOVO [E dVVATOTNTO
TOPOAUETPOTOINGNG AVTOV OO TOVG YPNOTESG

o Ilapoyn étowwov kmowka yw Developes ywn avintoén WEB kot MOBILE

EQOPLOYDV .
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o Kabvotépnon eppdviong tywov oto DashBoard xobmhg kot kabvotépnon
OTOGTOANG EVIOAMV GTIC GUGKEVEG

o [lpoypoppatiopdc emmAe®V CLUBAVTOV HECH TNG TAATOEOPUOGC, OTMOS EVIOAES

TPOG TIG CLOKEVEG PAon xpOvov N AauPdvovtoc VToYnN TWES amd aoOnTPeg

GAA®V GUVOESEUEVMOV GLGKEVDV.

Awoyeipion cuokevdV

2TOTIOTIKG OTOUYELN Y10 TIC GVOKEVEC T OEOOUEVA KOl TNV EXIKOIVOVIOL

Eidog yprong (epactteyvikn 1| emaryyeAULOTIKN).

Khpdkoon

€. Acpaiern

® Ac(pdAeln GUVOECNG GUCKEVADV

e Acpdiein emkowvmviag. YrnootpiEn npotokdiiwov SSL/TLS, AES .
ot. Kdéotog

® Avvatotnta eAevBepng xpNong

e [leplopiopol SOKIUACTIKNAG ¥PNONG

e K&oTOG EMYEPNUATIKNG XPNONG.

C. Yrootpién
e Forum / Community

® Yrnootpi&n meroTdV

X ovvéyxelo avtig ¢ epyocio Ba yivel po mepeTaip® avAALON TOV TOPATAVE
Kpumnpiov OoTte va PTOPEGOLUE e BACT QVTA TO KPLTPLO. Vo cLYKpivove Tig o1dpopeg [oT
TATEOpLES OV Ba avalvBoV TapaKAT® KOl Vo EVTOTIGOVIE Kot T onpeio mov Bo Kavouv
éva ypnom va aArdaéer maateoppoa [oT 1 va ypnowwonomoetl po IoT Gateway yuo va
LETAPEPEL TOL EPYQL TOV GE VEX TAUTPOPLLAL.

0. ZVOKEVES

Ké&be mlotpoppo umopel vo cvvoéetal e GLOKEVEG Ol omoieg eite meplhapPavovv
awoNTPeg 1 GLOTAHATO EAEYYOL M KOt TO. 0V0. XTIV 0yopd LILAPYOLV GCLGKEVEG Ol OTOIEC
Aertovpyohv e ouyKeKpUEveg mAatQOpues (my. Evmvor dtakdmteg) aAld kor €vo TAN00g
ocvokev®V Omwg Arduino, Raspberry, ESP8266 ot omoieg pmopodhv vo tpoypapplatiotovy ond
TOVG YPNOTEG MOTE VO LTOPOVV VAL GTEAVOLV OEO0UEVA OTIG SLAPOPES TAATPOPLLES.

H mhatedppa Bo mpémel vo moapéyel o6to ypnotn éva €0KOAO TN YPNoMN OLoYEPLOTY
ovokevdVv (device manager) MGTE va EAEYYEL TI GVVOECT Kol T CWGTH AELTOVPYID QVTOV.

Inuoavtikn eniong etvor 1 dvvatdtnTa vo Umopel 0 ypnoTng va OEL ToL apyEio KaToypagpng
OUVOEONC KOl CQOAUATOV Kol vo pmopel vo AdPer mAnpogopieg yioo Tov apOpd tov
oLOKEVOV TOV dMpocievcayv dedouéva oe €va ovykekpiuévo Bépa (Cloud Pub / Sub). H
napondve Asttovpyio fonbdetl Kot 6T OTOGPAAUATMOGT TOL KOJKA TV GLGKELMOV ALY Ko
GTOV EVTOMIGUO GUGKELMOV OV € AEITOVPYOVV GOCTA.
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Xe Uepkég MAUTQOPUES LEApPYovv TPOGHeTEG €mMAOYEG Ol omoie mpoomabovv va
TPOCTUTEVGOVV TO YPNOTH OO GLGKELEG OV VIEPPaivovy éva TPokaBoPIGUEVO XPEDMGTIKO
Op10 4edoUEVOV, ONLLOVPYDOVTAG KOTAAANAES EI0OTOGELC.

Oa e&etaotel To TOG0 VKON UTOpPEL EVOG YPNOTNG VO GLVOESEL Pt cuokevn o€ o [oT
TAoTEOpUa Kot av avth Bonddel mpog v KotevBuven ovt) pe odnyieg Kot YeVIKA pe ta
KatdAAnia tutorials.

O péyotog aplBudg GLOKELOV TOL UTOPOVV VO GVVOEOOVV Elval AGPAADS Eva oKOUN
ONUOVTIKO KPUTNplo, dedouévou 0Tt o1 ypnoteg Eekvavtag pe to IoT moté de pmopovv va
EEPOVV TIG HEALOVTIKEG OVAYKEG TTOV UTOPEL VAL TPOKLYOVV GTNV EMYEIPNOT TOVS. AGPAADG
Yoo aTovg etvar KoAvTepa vor emAEEOLY ol TAOTQOPUE e VTOGTNPEN HeEYAAoL aptBpov
GLGKELMV.

Agv Ba mpémer  Ouwg vo Eeyvape kol 1o gpactteyvikd kouudtt. H emavdotaorn tov
Arduino épepe éva peydro aplOud avlpdTOV GE ETAPN LE TNV NAEKTPOVIKY] TEYVOLOYIO KOl
10 [oT. Exotoppopia gpacitéyveg otov kKOGpo Ba BeAnocovv kol avtol kKGmow oTiyun vo
YPNOLOTOU|COVV [l TAATPOPHA. Oa Afyape 0Tl ovTO 0V €ivanl amhdg mPOPAEYT OALA
povodpouog. Kdamoteg duvatdtreg ol omoieg iomg va gival xprioYLeS 6€ emayyeApoTies, {omg
va Uy AapBavovtol vroyn and ToVG EPUCITEYVEG.

2Komog Tov ApBpov avtov dev eivor va mpooeépel Ponbeia o dcovg BEAovv va
YPNOULOTOU|COVY 10 TAATPOPLLO. Y10l ETOYYEALOTIKY ¥pion oAAd va BonBncel oty cmoTt)
emhoyn éva mAN00g ALV avOpOTOV, OTTMG POITNTES, LOONTEG, EPACITEXVES NAEKTPOVIKOVG
aAAG kol amhobg ypnoteg, ol omoiot Ba ayopdalovv oto pEALOV £TOlES GLOKEVEG oL O
TOPEYOVV EMAOYEG GUVOEOTG UE TOAAEG TAATPOPLEG APNVOVTOG TOV XPNOTN Vo eMAEEEL pe
ot B cuvoEDEL.

B. Emkowomvia

H emowovio piog ocvokevng pe pe o IoT miatedpura maporo mov Ba Enpene va elval
70 €0KOAO KOUUATL, OMm¢ Qaivetor yiveton OAo kol 7o mePimAoko AGY® TOv OTL Ot 101EC Ot
TAOTEOPLES OEV YPNGLULOTOLOVV VOV GUYKEKPIUEVO TPMOTOKOAAO OAAG oVTE TNV 110 Lopoen
UNVOUATOV.

Edm Oa Bpovue mhatpoppeg mov vrootpilovy emkovovia pécw HTTP kot mhatooppeg
oL vtootnpilovy emmAov TpmTOKOALN Omms 10 MQTT ko CoAP. Atapopomolovvion Opmg
oTN HOPOPN TOV UNVOUATOV. AVTO 0GPAADOG 0moTeELEL coPapr) SECUELGON YL TOVS YPNOTES KO
E0KA Y10 TIG eMyEPNoES Tov Ba xpnoipomolovy peydrio apBpd cvokevmv. To kdoTOg O
YPNLO OALG Kot G€ ¥pOVO GE TEPITTMOT ATOPOUCNG OO LdL ETALPIN VO OAAAEEL TAATEOPLLO Ot
elval vymAo.

Bewpovpe 0Tl €4V oL TAATEOPO. TAPEYEL TN SLVATOTNTO TPOSUPLOYNSG TOV UNVOUATOV
MOTE Ol GLOKEVEG VL UTOPOVV VoL GLVOEOVTOL G aVT YWPIS va ypelaotel va adloytel To
firmware, ovt6 0o gival éva ToAD GoPapd KpLTHPLo ETAOYNG AVTAG TNG TAATEOPLLAG.

[ToAAég TAOTPOPUES TAPEYOLV ETOULO TAPAOETYLLOTO LLE KMDOTKO GE SLAPOPES YADGGES Kol
vy ovokevég Ommwg Raspberry kot Arduino. Kotd mdéco dpmc ot ypnote sivon wavol va
YPNOLOTOU|COVV AVTOVS TOVG KOJIKES. Bempovpe 0Tt givarl facikd Kpitnplo 1 vVrapén evog
OAOKANPOUEVOL 001 Y0V TTov Ba cuumeprAauPdvel akoun kol Pivieo ®ote vo Bondnbodv ot
YPNOTESG KO VAL TETVYOLV GE HKPO YpOVO Kol Y®Pic TPOPANLTA THY ETKOVOVIA.
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v. Agdopéva

Ed® 0o dovpe mioatpoppeg IoT ov omoieg dev mapéyovv kabBOAoL dvvoTdTNTES
ATOONKEVONG TOV TIMOV OV GTEAVOVTOL ad TOLG oueOnTpes, OAAG OmA®SG KpATAvE TNV
tehevtaio . Emiong vmdpyovv meplopiopol kot 6To ypovo Kot 6Tov OYKo TV dES0UEVEOV
OV UIToPOoHV Vo, ArofnKeLOLV.

O teprocdtepeg YpNOLUOTO0VV TO PEYEDOG TV dESOUEVOV KOl 1O KPITIPLO KOGTOVG.

Opiopéveg avaloymg e TO EMAEYUEVO A0 TO YPNOTI TOKETO OTOPPITTOLY UNVOLOTO TO,
omoia £pyovrol 6€ UIKPO XPovikd S1doTno amd 10 TPoyoOUeEVO epmodilovtag £T161 TO peyaAo
traffic.

Y10 Oépa Tov dedopévev eival amapaitnto apyKd M TAATEOPUE Vo EMLTPETEL £Vl
QIATPAPIOUO TOV OEOOUEVOV (DOTE VO EUTOSIETOL M KOTOYPAPT TUDV EKTOG OTOJEKTOV
opiwv. H avtdpotn doypoapr] ToAoadtepov TIHGV HETE 0md MAOYT TOL ¥pNoTN gival emiong
TAEOVEKTNLLOL.

‘Eva and 1o Pacikotepa Opme onueia etvan 1 eneéepyacio tov dedopévav oto cloud, n
aviAvon oVTOV TOV dedouEvev Kal N eEaymyn TANPOPOPIOdV o1 omoiec Ba pmopovv va
TOPOVGIOGTOVV GTO YPNOTN UE YPOUPNLLATO.

[ToAAég TAatpopueg ypnoporotovy ) pon dedouévav IoT yio mponyuéveg avaivoels,
OMTIKOMOMGELS, UNYXOVIKY €Kpddnon kot GAAo, @ote vo Pertiobel 1 Agttovpywn
amodoTikdOTNTe, Vo yivel mpoPAeyn mpoPfinudtov Kot vo dnpovpynbovv poviédo Tov
TEPLYPAPOVY KOAVTEPO KOl BEATIGTOTTOOVY KAOE emyeipnon.

[MoAAég Paoeig dedopévav o6mwg SQL, NoSQL and Hybrid vrmootpilovtor amnd Tig
dupopeg mAateopues IoT eved onuavtikd sivor va vIdpyel Kot VTOSTAPIEN EEMTEPIKAOV
Baoewv dedouévav

0. [Mhat@oéppoa

H onuovpyle Dashboards kot 1 duvatdtnto ORTIKOTOINGONG TOV  OEOOUEVDV
(visualization) eivon éva amd ta facikdTepa KprTnplo eMAOYNG Hog TAateoppoc. Edom Oa
a&lohoynOel 1 TOPAUETPIKOTNTO KOL Ol SUVATOTNTEG TNG OMTIKOTOINGONG TV TIHAOV. Oa
petpnBodv ot xpovol kabvuoTEPMoNg amd TNV ATOGTOAN TNG TIUNG amd £va acOntipa péxpt
™mv euedvion g Tyng oto dashboard adld kot 1 kaBvotépnon kdbe popd mov diveton pio
EVIOAN OO TNV TAATEOPLA LEXPL VO TAGEL GTOV ousOnipa.

Oplopéveg mhateodpueg dbétovy apps to omoia eykadiotavrol o mepipdriiov Android
N 10S kot Aettovpyodv m¢ service mopEXovIos €WOOTOMGES Yo Ta GVUPavta. AALAL TO
OTUOVTIKOTEPO Y10 o TAATEOPLA Eivat 1 SLVOTOTNTA ATOGTOANG emails Kot sms Yo oA
OTUOVTIKA GUUPAVTO KO KATOGTAGELS.

Apxetég and Tic loT mhateodpueg g ayopdg vmootnpilovv tn Aettovpyio “Rule
management”. Méca and avtn ™ Asrtovpyia, umopel o ypNotc va emPAALEl KAmO10VG
KAVOVEG TTOV QLPOPOVV TNV OTTOGTOAY| E100TOUCEWMV 1 Kol TNV amrodnkevon Ty ot Pdaon.
Avtol ot kavéveg etvar eviodéc Paocwd popoeng If-Then ot omoleg AauPdvovv vmodym
KOTOOTACELS OO Ol0POPETIKOVG ancONTApeES OAAG KAvoLV Kal @GIATpdpicpa Tiudv. Elvol
Bacikd o ypnotng va pumopel bKOA va 0picel TETO0VG KavOveS Péca amd epyaieia Tov Ha
TapEXOVTOL OO TNV TAATOEOPLLAL.

22



Opwopéveg mhoteopueg [oT mapéyovv étoywa apps vy Android ko i0OS 1o omoia
EMEKTEIVOLY KOl PEPVOLY KOVTA GTO YpMotn TV €wkdéva tov Dashboard, divovtdg tov éva
€0KOAO €AeYY0 KOTAOTAGE®MV Kot TN duvatdTNTa Vo mopakoiovdel ta dedopéva Tov amd Tovg
alcOnmpeg 0mov kat av Ppiokertal.

Apxetéc mhateopueg [oT divouv kot £Toove KMOKEG amd apps ®ote va fondncovv
toug developers omv avantuén epappoydv mov Bo givor ovuPatég pe avtéc. Meydheg
etoupeieg ommwg 1 Google, Microsoft kot Apple £govv EVOOUATOGEL OTI TPOYPOUUOTIOTIKEG
Tovg TAaTEOpUEG Eva mANBog PipAobnkdv yia v vrootpién twv onuavtikdétepwv loT
TAATQOPUADV TNG AYOPAC.

€. Aocpaiela

Ot obvoeopor emkovoviag pe 1o cloud ocvyvd Pacilovior oe Tp®TOKOAAD OTTWS TO
Transport Layer Security (TLS) kot 1o Secure Socket Layer (SSL) ywu v npoctacio tov
amoppnTov TV punvopdtov. To mpotdokolio TLS kot o mpokdtoyds tov, 10 TPOTOHKOALO
SSL, ypnoipomolobvtal upiéms Yoo TV 0CEOAT LETOPOPE dedopévav peta&h tov meAdtn
(k6pupog 1oT) kot Tov SLOKOUGTY] HEG® UNYOVIGU®V EAEYYOV TOVTOTNTOS, KPLITOYPAPNONG
KOl 0KEPOLATNTOG.

To TLS 7 Internet Engineering Task Force (IETF), elvatr éva mpoétumo yuo acpoin
emowvavia, ypnotpomoteitar yu v acedieln emikowvoviov HTTP péow ocvuvééouwv mov
Bacilovton oe TCP. To Datagram Layer Transport Security (DLTS) exteiel moapodpowa
AertovpykoTNTa Yio Tovg cvvoéouovg UDP.

H éxdoon TLS 1.2 tov mpwtokdirov aceareiog kabictatar to de facto mpdTumo Yo ™)
oLVOEDT EVOOUOTOUEVOV CLGTNUATOV G€ éva dikTvo. AVTOC £ivar 0 AOYOg Yo ToV 0moio ot
vmnpeoieg cloud 60nwg 1o AWS ToT oamattodv amd 1t cvokevn [oT va mpaypoatomomOet
EAEYYOG TOTOTNTOG YPTOLLOTOLDOVTOS EVAV UNYAVIGHO Y10 GUYKEKPIUEVT] GUCKEDT).

O mpoypappoatiotég loT ypnotponoovv emiong ocvvnBwg to wolfSSL, po ehappid
Bprodnkn SSL / TLS Paciopévn oe C-yYAdGGo, 1 OTOlol GTOXEVEL GTO EVOMUATMOUEVOL
nepiBairovta, RTOS ko yevikd oe mepipariovto e meplopiopévous Topovs Kupiwg Adym
TOL HIKPOV HEYEBOVE, TNG TOYDTNTOG KOl T®V OLVATOTHTOV POPNTOTNTOS TOL TAPEYOLV.

[Tapodro mov 1 acPAAELD. Eivol CNUAVTIKO KPITHPLO Y10 TNV EMAOYN UOG TAATQOPUAG Oa
dvokorevtovpe vo  Ppodpe pon mAatedppo IoT mov va unv mapéxet TovAdyictov
Kpumtoypdonon pe 1o ntpwtdékorro SSL/TLS.

ot. Kéotog

210 B€pa TOV KOGTOVG SOTICTOCAE PEYAAES TILOAOYLOKES OLOPOPEC.

Ot mhatedppeg ToT meprhapfdvovv d1dpopa makéta TIHOAOYNONS TO oTtoio oyetilovton
Bacud pe Tov OyKo TV 0E00UEVOV GAAL KO LE TIC EMTALOV TOPOYES TOVG oTNV enelepyacio
QVTOV TOV 0EOOUEVOV KL TOV EPUPUOYDV TOV TAPEYOVV.

INUovtikd givol aoQOADS VO VTOPYEL M0 OOKILOOTIKY TEPiodog Aettovpyiog Tng
TAOTEOPLAG DGTE O YPNOTNG VO UTOPEL VL SOKIUAGEL TIG SUVATOTNTEG TNG.

Optopéveg mAaTQOPEG OIvouV Kot €va TOKETO EVTEAMG EAEVLOEPO LE TEPLOPICUOVS GTOV
aplBpd TOV CLOKELOV KOl GTOV OPOUd TOV UNVOHATOV. pe avtd tov Tpdmo Yyivovton
OEAEACTIKEG Y10 YPNON OO TOVETIOTI IO, GYOAEID KO YEVIKE EPAGITEYVEC.

23



2.2 H BAXIKH APXITEKTONIKH KAI TA MEPH MIAX
IHAAT®OPMAX IoT

Avalvovtag to Poacwkd  yapoktnplotikd tov  IoT  mAateopumv  pmopovue  vao
KOTOGKEVAGOLLE TO SLAypappo TG ekovos 2.1, 610 onoio dtakpivovior amd TN o to HéEpN
mov ovvBétovy TV TAOTEOpHO Kot omd TV GAAN O TPOMOG EMKOWMVING Kol M
aAnienidpaocn peta&h Tovg.

[ Application |

I

loT Integration Middleware

$

Gateway

I

Device

l Driver J[ Driver J

[ F 3

+ ¥

Sensor || Actuatbor ]

—

Ewova 2.1 Apyrtektovikn mhatedppog loT

Sensor (AweOntpog) :

elvor  ploe ovokevr] mov  aviyvevel éva euokd péyeboc Omwg Yo mopdoetypa
Oepuoxpaocio, vypacia, Tieon KAT. Kot TAPAYEL Amd ALTO NAEKTPIKA onpoTo. To onpoTe avTd
00MNYOUVTal GE AALEC GLUOKELEG TTOV TTEPLEYOVV LUKPOEAEYKTEG Ol OTOIOL TOL UETUTPETOVV GE
ap1Opove N o€ EOIKEG TEPIMTMOELS O 10100 1] GLOKELT] TOL GO TP EUTEPLEYEL LIKPOEAEYKTN
KOl TO KOTAAANAO NAEKTPOVIKO KOKAMUA Yl TNV OITOGTOAN TOV TIUAOV TOL acOntipo otnv
[oT mAatedppua.

Actuator (Evepyomomti|g) :

elvar pio ovokevn M omoio pmopel va Opdoel, eAéyEel M va XEPLOTEL TO PLGIKO
nmepairov. o mapaderypo pumopel va eAEYEEL KAmOLO Kivnom 1] VO TPOKAAEGEL £V POTEVO
N NYNTIKO CYLLaL.
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Ot evepyomomtég yperdlovtor uvnlmg Kot po Tyn Tpo@odoaciog 1 omoia mapéyxetat amd
TN GLGKELN GTNV omoia ivol cuvdedepévor.

Aoppdvouv évo niextpikd oo Kot ONUOVPYodV Lo KOTAGTAoT OTmg Kivior, ewg,
N0, EVEPYOTOINGN KUKA®UATOV KAT.

Méow TV gvepyomomT®V Umopel v AOYIGHIKO Vo emnpedlel To TepiBailov, evd pe
Tovg asOnpeg cvpPaivel o avtiBeto. Mmopel SNAadT| To PLGIKO TEPIPAALOV VO ETNpedoEL
&va AOYIGUIKO.

Device (cvokevn)

Ye autn umopel eivar cvvdedepévol acOnpeg 1 evepyomomTég | Kot to dV0 HECH
KoAmdiwv 1 acOppota 1 propel akdUn Kot Vo EVOOUATMOVEL 0V T To. 6TotE .

INo v enelepyacio dedopévav amd aoONTNPES Kt Yo TOV ELEYYO TMV EVEPYOTOUNTMV,
TEPLEYOLV UIKPOETEEEPYUOTEG Kol AOYIGIIKO. L€ TOAAES TEPMTMGELS KAvOLV Ko emesepyacia
TOV 0E00UEVOV TTOV AAUPAVOLV td TOVG aeOnTpEC.

Amotehovv 10 onueio €10600v TOL ELGKOV TEPIPAALOV oTOV YNeLokd koOcpo. Ot
OLOKEVEG elTe elval aVTOVOLES €lTe GLUVOEOVTOL AAAT GLGKELN..

Gateway (ITvin)

Ol Tep1660TEPEG CLOKEVEG AOY® NG MPOoTAdElng Helmwong Tov OYKov OAAG Kot TNG
KATOVAAWGONG TOLG dgV O1BETOVY TO QMOTOVUEVO VDAIKO Y10l TNV OTOGTOAN OE0OUEVOV GTO
cloud aAAd cuvoéovtal o aVTO PHECH EVOLAUEG®Y TVAMV (gateways).

Eniong o€ TOAMEC TEPIMTOGELS 01 GLGKEVEG OEV SLOOETOVY TOL KATAAANAQ TPOTOKOALD Y10
angvbeiog cOVOEDT).

H mdAn ypnoponoteiton yio v avtiotdOpon 101wV TEPIOPICUOV KoL TV TALPOYT| TOV
OTTOLTOVUEVOV  TEYVOAOYIDV KOOMG KOl AEITOLPYIDV UETAPPOONG HETAED OLOLPOPETIKAOV
TPOTOKOAL®V Kol TPOMONONG EMKOVOVING LETAED GVOKEVAOV KO GAL®Y GLCTNUATOV.

Mo moAn etvar, emopévog, vrevbuvn Yoo TV VTOOTNPEN TOV  OTOUTOVUEVOV
TEYVOAOYIDV KOl TPOTOKOAAMV EMKOWOVIOG Kot TPog TS 000 KOTeELOOVGEIS Kol Yo TN
HETAPPOCT TOV dEGOUEVOV £V OLTO Eivor amapoitnTo.

[ToAAég emyelpnoelg TPOGHETOVY GLVEYMS GLOKEVES 01 OToieg pmopet va. vwootnpilovv
SLPOPETIKOVS TPOTOVS SLUGVVIESNG, OLOLPOPETIKA TPOTOKOALO KOl SIOPOPETIKEG OMOLTNGELS
1600G.

H mdin yiveron o evdudpecog otabuog o onoiog pmopel amd ™ (o Vo ETKOWVOVEL e
TETOLOL €100VC GVOKELES Kat amd TV AAAN e To cloud.

Eniong oe mOALEG TV TEPITTOCEDV UTOPEL VO EKTEAEL KOl KATOEG EMMAEOV AELTOVPYIES
enefepyaciag dedopuévav.

Ot mokeg 10T teivouv va yivouv éva Bacikd cuoTATIKO Yo TV O1KOOOUNGN EVOG 1GYVPOV
[oT onmovpydvtag to Edge computing, to omoio kotavépel to @optio 6e £vo GUOTNUA
EKTEAMVTOG TNV emeiepyacio 0e00UEVOV GTNV TNy O0edopévmy, N oe éva kopupo, avti va
Baciletat og évav KevTpkd SOKOUIGTN Y10 TO LEYOADTEPO UEPOG TNG EPYACIOS.

IoT Integration Middleware

To IoT Integration Middleware eivar vmevBovo yia ™ Aqyn doedopévev omd Tig
oLVOEdEIEVEG CLOKEVEG KOl TNV eme&epyacio Twv ANeOEVToV dedouévoy.
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Mmnopet vo aglohoyel ta eloepydpevo dedopéva Kot pe Pacn Tov kavoveov cuvinkov
dpdong (condition-action rules) va mapéyst to AneOévia dedopéva Ge GLVOEDEUEVEC
EPAPLOYES KOL VAL EAEYYEL GUOKEVES LLE TNV ATOGTOAT EVIOADYV TPOG TOVG EVEPYOTOUTEC.

Yrmhpyer kor n mepinTtoon G emKowoviag MG cvokeung amevbeiog pe to loT
integration middleware, aAAd yio va coufet avtd Tpénel 1 cvokev) Vo VIOGTNPILEL TNV
KATOAANAN TEYVOAOYIO ETIKOVOVING,KOL TO OVTIGTOO TPMTOKOAAO HETOPOPAS, OTtwg HTTP
1N MQTT.

Emiong ko n popepomoinon tov dedopévov Ba mpémel va eivar og por cupuPatn popen
o6mwg JSON 1 XML.

Ye Ol0QOpeETIK) Tepimtmwon M emkowmvio. g ovokevng pe to loT Integration
Middleware Oa mpémet va yivel péow Gateway.

Yvvnboc, oe éva loT Integration Middleware pmopodue va éyovpe mpdoPacn e xpron
API, m.y. REST API mov PBacilovtor 6 HTTP.

Application

Ot gpappoyég etvar €106 Aoyiopukd mov ypnoiponotel to IoT Integration Middleware
®ote vo AdPetl Tor Oedopéva TV aoONTNPOV N Yo va EAEYEEL PUGIKEG EVEPYELEG LECH TOV
EVEPYOTOUNTAV.

2V gpyacio avT TO €101KO AOYIGUIKO oL Bl EAEYXEL TNV EVEPYELONKT KOTAGTAON EVOC
KkTpiov gtvon pia epappoyn cvvoedepévn pe to loT Integration Middleware.
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KE®AAAIO 3

3.1 IOT GATEWAYS - I'ENIKA

21ic pépeg pog ov&hveran n embopio va cuvdebodv Ta mdvta oto Awadiktvo. H cuvoeon
oLt dgv €xel va KAvEL LOVO LE TNV OTOGTOAN TANPOPOPLDOV GE JLKOMGTES Yo eneEepyacio
Kol OmoONKeELOoT, OAAG Kol HE TOV TANPN EAEYYO0 TOV (QUGIKOV GLUGKELMOV WHEGH TOV
dadtkTHOoL.

Ot avBpmmot B cuveyicovy Vo GLVOEOLV TIC GLGKEVESG TOVG 6TO AladiKTVLO OAO Kol GE
peyoAvtepo oplud kot €wg 1o 2030 avapéveror mepiocdTepeg amd S0 dioeKaTOUUVPLOL
¢Eumvec 6VoKEVEG Vo cuvdEBOVVY 610 Internet

50
40
30

20

2018 2025* 2030

Ewéva 3.1: Ot cuvdedepéveg cUOKEVEG GTO J1AOTKTVLO TV TPAYHATOV oo To 2018
péxpt to 2030

Méypt to téhog Tov 2018, vnpyav mepimov 22 S1oeKATOUUDPLN GUVIEIEUEVES GUOKEVES
dwadktvov (IoT) og 6Xo Tov kdGO.

‘Eva. av&ovopevo pepidlo T@V NAEKTPOVIKOV GUGKELMV OV TAPAYOVTAL GE OAO TOV
KOopo kataokevdlovtat pe ohvoeon 6to AladikTvo.
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O mpoPAéyerc deiyvouv 0t é¢ 10 2030 mepimov 50 dioexoToppvplo amd oVTEG TIg
ovokevég [oT Ba ypnoyomolovviar 6e OO TOV KOGHO, ONUOLPYADVTOS £Va, TEPACTIO HIKTLO
SCLVOEOEUEVOV GUOKELMOV TOL KOADTTOLV T TAVTIO, Omd smartphone £m¢ GLOKEVEG
kovulivag.

To Awdiktvo tov mpaypdtov 1 10 [oT avagépetor amhdg 610 YEVIKO SIKTLO TTOL
dNuovpyndnke omd SIGEKATOUUDPIO GVOKEVEG KOl UNYOvES cLpPBatég pe to AldikTtvo oV
popalovtar d0edopéva Kol TANpoeopieg oe dAo Tov kOcuo [21].

To IoT oyedtblotke yo va dradpopatilel omovdaio poro BeATidvovtag TV TodTNTo
™G {oNG Kot TIC EPAPHOYES TOV VTAPYOVY GE TOAAEG OO TIG KAOMUEPIVES LOG EUTELPTES, OTMG
N petapopd, 1 vysovopkn mwepiBaiyn kot o Propnyovikog avtopaticpds. To IoT éxer
JUVaTOTNTO VO UETATPEYEL UKL OTAT] QUGIKY] GUOKELN o€ EELTTVY], YPNOUYLOTOIDOVTAS TNV
EVOOUATOUEVT TEXVOAOYIO Y10 GUVOEST GTO SLOIKTVO KO TV VTOAOYICTIKT| 1GYV.

XpNoWonoumvtag Toug OlBECIUOVE s TPec Kol EVEPYOMOMTEG Ol GLOKEVEG
umopodv TAELOV VO, OVIOAAAGOLV TANPOQPOPIEC TOGO HE GALEC GLOKELEG OAAG KOl e
avOpmmToLg.

Avtd Oa éyel og amotéleoua va Exovpe por peydin ékpnén mov Ba mpoépyeTon amd
OLOKEVEG TTOV GLVOEOVTOL LLE TOV 10TO OV OeV Elyav cuvdeDel 6To TaPeABOV, dev vINPYAV, 1)
YPNOLOTOLOVV TAEOV TN GUVOEST TOLG G Pactkd yapakTNPLoTIKO [20].

T eivon n IoT Gateway?

Me anhd Adyua, po ToAn [oT eivon pion uGIKT) CLGKELT N L EIKOVIKT TAATQOPLLOL TOV
ovvoéel aucnmpeg, povaodeg IoT kan éEumveg cvuokevég oto cloud [23,24].

Ot mOAEG YPNOUELOVY KOl YO TNV OCVPUOTN TTPOGPOCNG DOTE Vo TAPEXOVLY GTIG
ovokevég [oT mpdoPaom oto Aladiktvo.

[Mapdro mov o mapamdve opopdg ociyver n IoT Gateway va powdler pe évo amid
dpopoAOYNTH,  EMTPEMOVTAG TNV EMKOWOVIO UETAED OLOPOPETIKOV TPMTOKOAA®Y KOt
GUGKELMV.

H IoT Gateway pmopei cvAléyer tepdotion dedopévo omd TOAAEG GUVOESEUEVEG
OLOKEVEG Ko oteOnTipeg, amd omotodnmote tomikd cvotnua [oT.

O moAeg [oT Aappdvovv eniong mAnpogopieg amd to cloud, mov amostéAlovton Ticw
0€ GUOKEVEG EMTPEMOVTAG TV OLTOVOLT OlALXEIPIOT) GUCKEVADV GTO TENTO.

H mdln pmopel va  mpo emeEepydleton tar dedopéva mpotov to petafipfdost oe
nhateopueg cloud, étol petdveran n ene&epyacio oto Cloud.[27]

Xpnotponoteitoar cuvnOmg petald cuokeLOV e cvuvoeon M2M peta&h TOvg Kot Yo T
oLVOEDT cvokeLAV clients (.y. TEAATOV) e TO ALOIKTOLOV.

O Paowkdc o100g TG TWOANG eivar va devBenost v gTepoyéveln  peTald
SLLPOPETIKMOV SIKTO®V TEAIKOD GNUEIOL Kot TOV ALadIKTVOV, VO EVICYVGEL TN dloyEiplon TV
SKTVOV TEMKOD oMpeiov Kot v YEQUPAOGEL TO TOPAO0GLOKO AladikTvo e TO O1KTLO TEAMKOV
onpeiov [22].
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O e¥wég gpappoyég vakov IoT gateways ypnolpomolobvTal Yo T GUVOEST| TV
OCLCGKELMV KOl YPNOTOV GTO SIKTVLO, EMTPEMOVTOS TN UETATPOT Oedopévev petald TV
TPOTOKOAL®V ETIKOVOVIOG.

H 7woAn vroompiler Sapopetikovg tOHmovg KOUPovV  acOnmpov, mToALOTAY
TPOTOKOALN ETIKOVOVING, OIGVPUATO 1| EVEUPUATO, Kol TAPEYEL VO, GOVOAO EVOTOUUEVOV
TANPOPOPLAOV YO TNV EQPAPLOYN 1| TOV YPNOTN, KoOIGTOVTOS avTd HoOvo vrevbuva Yo TV
ene&epyacio 0E00UEVOV.

H x0pia Tpdxinon yuo ) onpuovpyia puog moang IoT etvar n EAAeyn Tpotimtev, KaBdg
KaOe kOuPog acOnpa Umopel vo EMKOVOVEL pe SOPOPETIKO TPOTOKOALO OV dev givor
cuppatod yio GAAovG.

Avt6 kobotd v avantuén wog Gateway yevikoy Gkomol o TEPITAOKT €pyaciaL.
Avtog givor kot 0 AOYOC oL OMUIOVPYOHVTOL TOAEC Y10 GUYKEKPIUEVEG EQOUPUOYES KOt
vrootnpilovv mepropiopévo aplud tpmtokoAlwv [20].

Qo10060, OLEC £oVV TIG 101EC POCIKEG AMONTNGELS:

® VAIKO younriov K6GTOVG
® £UKOAN €QUPROYN KOl EXEKTAGCIUOTNTA KOl VTOSTAPIEY EMTEIOV EQUPUOYIG

To Awdiktvo tov paypdtov (IoT) Oa teprlappdvel véeg cLGKEVESG E101KA GYEOOGUEVES
v cvppotdétra loT ko cvotiuata mov givor MO o€ oYL GNUEPA Kl AEITOVPYOHV EKTOG
v diktowv [oT.

Qo1660, Yo T dnuovpyio diktvwv cloud dtacLVOEIEPEVOV GUOKELAOVY amatteiTaL Eva
HéEGO Yo T 6OVOEST cuoKeVOV TTov dgv Pacilovtar o IP ywpic va ypetdleton vo emPapuvOel
10 KOOTOG piag TAnpovg demapns Ethernet | WiFi.

Av16 pmopet va gmitevydei pe ™ ypnomn mvhadv [oT mov yepupdVOLY AVTEG TIC GUCKEVES
070 Al0diKTVO GTO TAAIGIO TPAYUATIKOV EQAPUOYDV [22].

H mdoAn IoT mailer moAd onupavtikd poAo oto Awndiktvo tov mpaypdtov. Eivor évog
Baotkdg eEOTMGOC Yo TV EVEOUATOOT OAWV TV GUCKEVMV GTO O1OIKTLO.

Oyt povo pmopet vor KOAOWEL TIC OVAYKEG TPOGPAONS OTNV EMKOWOVIOL UIKPNG
amOCTACNG, TNV LAOTOINGN KOl TN GVVIEST dNUOGLOL SIKTHOV GTNV TOTIKI TEPLOYN, CALY
umopel emiong va OAOKANPOGEL TIC Agrtovpyieg mpodONong Kot €AEYYOL, OVTOAAOYNG
OoNUaTOd0GT0C Kol KMOWKOTOINoNG Kol amokmOKoToinons, Kol 1 dloyeipion TepUATIKAOV, O
EAEYYOG TOVTOTNTOG KOl GAAEC Agttovpyies €E0GPAAILOLY TNV TOWOTNTO KoLl TNV OGQAAEL.
[25].

Ye 1L owopépovy oL Toreg IoT amd Tovg dpoporoynTtés;

e avtifeon pe toug dpoporoyntés, ot Todeg [oT pumopovv va evompHaTd®Govy dedopUEVaL
Ot0 GLGKEVEC OV EMKOWVMOVOVV HE dapopa TpoToKoAia dtktvov, Wi-Fi, LoRA, Ethernet,
Bluetooth, ZigBee kot moALd GAAQL.

Ot Bropnyovikég moreg IoT mpospépovy emiong TeplocdTEPEG PLOUNYOVIKEG JIETAPES OO
TOVG dpopoAOYNTES, cvumeptlapPavouévey tov RS485, RS232, USB, 12C, SPL

[Ipocpépovv emiong mPOGAPUOGIUO VAIKO 1] AOYIGHKO OTOV amouteiton yioo v
TPOGOPLOYT TNG TOANG GTNV ATOUTOVUEVT EQOpOYN. [27]
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[potoxoria vrooTpiing Tov Gateways

Ot IoT Gateways £yovv tn SvvVATOTNTO VO VTOGTNPIEOVY SLAPOPETIKE TPOTOKOAANL
EMKOVOVING LETAED TV GLVOEIEUEVMV GE OVTES GLOKELMOV Kot TNG TAATPOppag [oT.

Av16 onuaivel toc mivo oe po [oT Gateway pmopotdv va cuvdefodv cuotipota
Modbus, MQTT 1y HTTP ocvokevég, cuokevég bluetooth ki,

[Topaxdatw PAETOLUE OpIOUEVA O To TPOTOKOALN TOL VITOGTNPIlovTaL Kot TO €100¢ TV
GLGKELAOV OV UToPoVV va cuvdedovv oe pio [oT Gateway: [13]

o Yvvocon MQTT yia édeyyo, dtopudpemon kot GVAAOYN dedopuévav amd cuokevég [oT
oL eivan cuvdedepéveg oe eEmtepkotg brokers MQTT ypnoyonowdvtog vrdpyovia
TPOTOKOALCL.

e Xyvoeon OPC-UA yuw m oviloyn odedopévev ond ocvokevég loT mov elvan
ovvoedepéveg og drakopotég OPC-UA.

e Xvyvoeon Modbus yio ™ cviioyn ocdopévev and cvokevég loT mov cvvdcovion
Hécm TpmToKOAALoL Modbus.

e Xyvdeon BLE ywo ) cvidoyn dedopévov and cvokevég [oT mov givar cuvdedepévec
ypnowonowwvtag Bluetooth youning evépystoc.

e HTTP ocvvoeon ywo ™ cvAloyn dedopévev and cuokevéc loT mov vrootnpilovv 10
npwtoékorro HTTP .

o Xvvoeon CAN vy t cviroyn dedopévav and cvokevég IoT mov cuvodovtal pécm
npmtokOAlov CAN.

e Xvyvoeon BACnet yio ™ ovlioyn oedopévev and cvokevég [oT mov cuvvocovion
pnécm mpmtokOALov BACnet.

X9voeon ODBC yia ) cvAloyn dedopévaev and Bacelg dedopevav ODBC.

REST o0voeon vyuwo 1 onuiovpyio endpoints Kot T GLAAOYY| OEOOUEVOV OO
elogpyopeva oautnuoto HTTP.

Yvvoeon SNMP yia ) cvALoyn dedopévav amd dayelptotég SNMP.
Ipocappoopévy cvvoeon ywoo T ovAloyn odedopévav omd ocvokevéc loT mov
ouvdéovior pE  SOQOPETIKG TPOTOKOAAQ. (Mmopel OomAadq o ypnomg va
OMNUOLPYNGEL L1 EWOTKY] EPOPLOYN Y10 TO TPOTOKOAAO TOV OOLTEITOL.
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3.2 HAPXITEKTONIKH MIAX IoT GATEWAY

INo va kotavonoovpe mpaypotikd tn Aettovpyia tov [oT Gateways, o€ Tt dS1apépovv and
TOVG OPOUOAOYNTES KO GE TL OO TOVG oGO TNPES KOl TIG GLGKEVESG OVOADOVLLE TOPAKATM TO,
Bacwd otoyeio and ta onoia amotereitan o loT Gateway.

Hardware - To hardware moAng loT mepihapfaver évav pkpoenelepyoaost 1 évav
ELEYKTN, AVOAOYMC UE TNV TOYVTNTA ENeEepyaciog Kot T UV TOV OTOLTEITOL, U0 LOVADQ
ovvoeong (Cellular, Ethernet, Wi-Fi, Bluetooth k.Ax.), axcOntpeg loT ko khxAopa.

Agrtovpyko ovoetnpa - To Acttovpywd cvotnpa eivar Loyiopikd mov oyetiletal pe to
Hardware g mOAng ko GAleg epapuoyéc otn ovokevr. H emdoyn evdc Asttovpytkov
ocvotpatog 6nwg Java, Linux, RTOS k.Ax. e€optdror amd v epapproyn g TOANG.

A@aipoduevo viko - To eninedo apaipeong EMTPENEL GTO AOYIGHIKO VO AVOTTUGCETOL
Kol vo e EyyeTon aveEaptnto amd to LVAMKO. Avtd mpoohHitel yevika eveMio kabmg Kot
eveMéio 6TO0 GYESCUO EPOPUOYDV KOl OLEVKOADVEL TIG EVIUEPMDOELS AOYIGHIKOD KOl TNV

e&EMén.

Mpoypappota o0déMnynong aweONTpOV Ko gvepyomomTOdV - Avtd 10 eminedo
YPNOLEVEL WG SlEMAPN HETAED TNG GLOKELNG KOl TOV OIGONTHPOV KoL TOV LOVAI®V.

Awayeipron Kot o1opopemon ocvokev®@v - Ot moAeg [oT npénetl va maparkorlovBohv OAeg
TIC OLVOEDEUEVEG GUOKEVEG KOl GO TAPES UE TOVS OTOTIOVG ETKOV®VOUV. AVTO TO EMIMEDO
mapoakoAovdel kot Owayepiletor TG OUOPEAOCELS, TIC PLOUICELS KOl TIC 1010TNTEG TV
1o TPV KOl TOV GUVOEIEUEVOV GUGKEVDOV GTO GUGTILLO TOV.

Ac@drewn - H acpdielo amotelel facikd 6Totyelo GTNV 0pYITEKTOVIKY TOANG. AVTO TO
eninedo S1ac@arilel 0Tl o1 TOAEG £xovV a&IOMIGTEG TAVTOTNTES, 1OYLPT KPVTTOYPAPN O Kot
oxnuoto  eAEyyov tovtdtTog Kpumroypagnons. Ilapéxer pwoe aceadn ekkivnon 7y
TPOCTOGIO. TV GLOKEL®V Omd €I0POAN] Kol OGPAMON NG OKEPOOTNTOS KOl TNG
EUTIOTEVTIKOTNTOG TMV OEOOUEVOV.

Evnuepooceig vikoroyiopikov péco tov aépa (FOTA) - H evnuépoon tov
VAMKOAOYIOUIKOD TNG OLOKELNG Kot 1M dvvotdtmta emdOOpBwoNg Kot emdopOOoEDV
AcQOAEIOG Yio TV AULVA OO TIG GLVEXDG EEMGGOUEVES OmEIAEG Etvat VYIGTNG onpaciog Yo
™ JTNPNOoN NS AKEPOLOTNTAS TG GLOKEVNG. AVTO T0 minedo dtaoPaAilel OTL 1| dwaxeipion
tov  evnuepooewv Firmware Over The Air (FOTA) yivetow pe aoc@dield Kot
OMOTEAECUOTIKOTNTA Y10 T SLOTPNON TS UVIUNG TNG CLGKELNG, TNG 1oYVOG KOl TOV EVPOVE
Ldvng dktHov.

Ipotokorro emkowvmviag - To tpotdékoila g [oT Gateway emidéyovion avdioya
LE TNV TOGOTNTO KOl T GLYXVOTNTA TOV 0ed0UEVMDV TTOVL Kotvorolovvtot 6to cloud. Ot mwhAeg
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npénel va. ouvoefobv pécm pag kKoyeloeovg povadag (5G / 4G / 3G), Ethernet kot / M
Wi-Fi, oAAd T0 voxeipevo enimedo mpwtokdAAov emkowvmviag givol cuvnBmg TPOTOKOALO
TCP IP.

Awyeipton dogdopévav - Ot moreg [oT dwyepilovror dedopéva amd aicOntipeg kot
OUVOEDEUEVEG OLOKEVEG KOl OgdOUEVOL TTOL TPOEPYOVTAL amd To oOvvepo. To emimedo
dwayeipiong 0edoUEVOV ELEYYEL TN POT|, TO QIATPAPICHA Kol TNV amodnkevon dedoUEVOV Kot
TOPEYEL ELEYXO KUKAOQOPING OEGOUEVAOV Y10 TNV EANYIOTOTTOINGT TOV KOOVLGTEPHGEMY KAl TN
SGPAALON TNG TOTOTNTOG TNG CLOKEVTG.

Awyeipion ovvogopotntag Cloud - Avto to eminedo givar vevBuvo yio aTPOCKOTTY,
acOOAN cLVOESILOTNTA e TAaTQOPLES cloud kot Edeyyo TavtdTTag cuokevVNS ko cloud.

I[Ipocappoopéves e@appoyés roywopkov - Ov moreg [oT  evoopatdvovv
TPOGOPUOCUEVO AOYICUIKO Y10l TN SLOEIPLOT] GUYKEKPIUEVAOV AVAYKDOV EQAPUOYDOV. AVTO TO
EMIMEd0 OAANAEMOPA pe OAOL TO GAAOL EMIMESN YO OMOTEAEGUATIKY), OCQOAN KO
OTOTEAECUOTIKY SLOEIPLOT OVOYK®V 0E00UEVOV E101KA Yo TV e@appoyn [oT.

Meragopa dedopévov Gateway - Avtd 1o eminedo eA&yyel T GVUVOESN NG TOANG GTO
Awdiktvo ypnoonowwvrag ite poviepn 5SG / 4G / 3G / GPRS 71 povéoa IoT, ethernet 1
Wi-Fi. AvaAbel eniong kot kaBopilel mota dedopéva mpémetl vo kowvomotovvtatl 6to cloud kot
7ol dedopéva TPEMEL VO AmoONKEVOVTAL TPOCOPIVE Yo EMEEEPYOTIO EKTOC GUVOESTG Yidl
€E0KOVOUNOT EVEPYELNG EMEEEPYOTTOG KO YPEDGEDV TPOYPAUUOTOS OEOOUEVOV.[27]

32



KE®AAAIO 4

4.1 H IoT GATEWAY THX ITAAT®OPMAX
THINGSBOARD

Eykotdotaon kot Aertovpyia tng loT GateWay mov dwa0éter n mhatooppa
ThingsBoard

[No v eykatdotaon akolovbnOnkav ot 0dnyieg mov divoviar amd TV TAATEOPLLOL:
https://thingsboard.io/docs/iot-gateway/getting-started/

Apyikd Kavope €vo Aoyaplacud oty demo £kdoon g TAateoppog (wova 4.1)
https://demo.thingsboard.io

@ThingsBoard

Create your personal account on the live demo server.
Itis totally free!

G Sign up with Google
9 Sign up with Facebook

Q Sign up with Github

First name * Last name *

Email *

ﬂ Create a password *

ﬂ Repeat your password *

™

reCAPTCHA

I'm not a robot

Ewova 4.1 To mapdBupo dnuovpyiog Aoyopracspod otny mtioteoppa Thingsboard

Metd ™ omovpyios ToV AOYOPLIGHOD E1GEPYXOUACTE GTO TEPIPAALOV TG TAATOOPLLOL
¢ Tenant Administrator
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@ThingsBcard

o N Rules management Customer management Asset management
iy &D) oo

e
20 Device:
B vevcepo Rule chains Customers Assels
m Enity

B8 widgers Library

Device management Entity View management

B2 Dashoaras

= (a0

@ rivseoe

Devices evice profiles Entity Views

Dashboard management Audit

1

Widgets Library

Dashboards

©) o

Audit Logs ApiUsage

Ewéva 4.1 To ypapikod mepidriov g mhateoppog Thingsboard

210 pevov g mAateoppog emiéyovpe “Devices” vyia va giodyovpe v Gateway mov
0élovpe va dnovpyncovpe wg “Device”

ﬁ Home
<> Rule chains

&2 Customers

m Assets

(oD Devices

n Device profiles

IE= Entity Views

=: Widgets Library

== Dashboards
Home Settings
Audit Logs

Api Usage

Ewéva 4.3 To pevod Home ¢ mhatpoppog Thingsboard
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®a oovue vo vmbpyovv Kdamow Erowwa  “Devices” omd TV TAATQOPUA ™G
nopadeiypato. Qo mécovpe 10 gwoviolo “+” yu va gwodyovpe T Ok pog Gateway g
Kowvovpyla cvokevn (Add new Device).

Add new device

o Device details

ame * -

Gateway

abel
Gateway

Transport type *

MQTT -

Enables advanced MQTT transport settings

(® Select existing device profile Device profile *

(O Create new device profile

Is gateway [] Overwrite activity time for connected device

Description
PR

Next: Credentials

Ewova 4.4 To mapdBupo mpocsOnkng véag cuokeung otnv mlateoppa Thingsboard

Aoy kdvovpe Tic mapondve pvBuicelg mpocBitovpe v Gateway GTIG VIAPYOVGES
ovokevég. Q¢ “Transport type” emdéEape to TpotoKoAro MQTT.

Emiéyovtag ) véa ocvokeun epgaviletoar to mapdbvpo “Device details” oto omoio

emAéyovtog “Manage credentials” pmopodpe va doOue Kot vor avitypdyoovpe to “Access
token” Tng GLOKELC.
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Device Credentials

Credentials type

Access token

Access token *

prw6GWS8BSCQJgjblFyim

Cancel Save

Ewova 4.5 To access token mov ypnoiportomacapie yio t cuvoeon g Gateway

KéBe ocvokevn mov dnpovpyovpe oy mAot@Ope moipvel ovTtOROTO £vo LOVOOIKO
Access token 10 0moio UTOPOVUE GTN GLUVEXELL VO TO AALAEOVLE.

21 ovvéyeln Ba eykatactioovpe v Gateway 610 TEPIBAAAOV TOV VTOAOYIGTY| LOG:
H “Gateway” tg mhateoppog Thingsboard dwotifetan e didpopeg ekdOGELG :

%I% CentOS '
Q redhat

Raspberry Pi3

ubuntu

& . in *+.' f

docker windows  docker é

Ewéva 4.6 Ot d100éopec ekdooelg e mhoteoppog Thingsboard

a. 'Exdoon yia ubuntu
. 'Exdoon yu CentOS or RHEL
c. 'Exdoon yw Raspberry 1 omoia givar otnv ovsia pa ékooon v Ubuntu Server 18.04

LTS
d. "Exdoon yio Windows pe yprion Docker
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e. 'Exooon ywa Mac OS 1 Linux 1| pe xpnon Docker
f.  won pia ékdoon og Python Module

Mo v Tpaypatonoinon Tov SOKIUOV TNG ToPoVcHS EPYUGING XPNOLLOTOMGOUE £V
niektpovikd vmoloyioty pe Aertovpyikd Windows 10 ko emdéope v €kdoom

Windows+Docker.

Y10V TopaKAT® Tivoka BAETOLLE T TEXVIKA YopokTnplotikd Tov H/Y g dokiung

CPU Ryzen 7 3800X - 4,5GHz
Cores/Threads 8/16

Ram 32GB

OS Windows 10 Pro

AxohlovBdvtag Tig 0dnyies:
https://thingsboard.io/docs/iot-gateway/install/docker-installation/

TO TPMTO OV EMPETE VOL KAVOLLLE NTAV 1| €yKatdotaot tov Docker:

https://docs.docker.com/engine/install/

Méoa and v enionpo wototono tov Docker emAéEaue v eykatdotaon yio Docker
Desktop for Windows kat otn cvvéyeia and to Docker Hub katefdcape to Docker Desktop
for Windows.

Get Docker Desktop for Windows

Docker Desktop for Windows

Docker Desktop for Windows is available
By Docker

for free.
The fastest and easiest way to get started with Docker on Windows

Requires Microsoft Windows 10
Professional or Enterprise 64-hit, or
Windows 10 Home 64-bit with WSL 2.

Edition Windows x86-64

By downloading this. you agree to the
terms of the Docker Software End User
License Agreement and the Docker Data
Processing Agreement (DPA).

Ewova 4.7 O dnBéoipeg emoyég yia v eykotdotoacn tov Docker Desktop for
Windows
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AoV katéPrnke To apyeio dev £yve AUECHOS EYKOTAGTACT] OAAL TPAOTO EVEPYOTOMOTKE
10 “Hardware Virtualization” otn untpikn TAAKETO TOV VTOAOYIOTY.

[Na va yiver avtd pésa and to BIOS g untpikng yo v mhateoppa tng AMD
gvepyomomOnke n emAoyn:

Advanced CPU Settings / SVM Mode

“TEIN'T TS

Core Performance Boost Auto

AMD Cool&Quiet function Fnabled
PPC Adpustment PState O
Global C-state Control Auto

Power Supply idle Control Auto
CCD Control Auto
Downcore Control Auto
SMT Mode Auto

CPPC Auto

CPPC Preferred Cores Auto

Ewova 4.8 H emloyn SVM Mode énpene va gvepyomomBel yio tnv vmootmpién Tov
hardware virtualization

Kot petd mv emavekkivinon £ytvav ot Tapakdto puiuicelg 6to Ae1tovpykd GOGTNLO
Windows 10 pro.
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1T B * MNwokag EAdyyow » lMNpoypappoto }Iﬂpoypdppu‘m Kol fuvoToTnTEg I

Apyeio  Emelepyooia MNpoBedn ETL

Apykn ozhido Mivaka EAZyyou . ) . ) .
Evepyomoinen 1 amevepyomoinon Twv Suvarotitwy Twy Windows @

| HPDBDM EYKOTETTAHEV LIV lNo vo evepyoTooete po Suvototnta, enthédte To avtiotoyo Thaiow ehéyou. Mo va
EVNHEPLIOELIV OTTEVERYOTIOI OETE Hia SUVETOTNTE, OTEVERYOTION| OTE To ovTioToy o Thalow ehgyyou. Eva
E; Evepyomoinan f YEUOTO Thalowo onpaivel 0T povo &va PEpog TG SuvaToTnTog el svepyomolnBel
Eﬁﬁiﬁiﬁﬂﬂiﬁaﬂm o @ | .NETFramework 3.5 (mzpthapBaver MET 2.0 kot 3.0)
1 [m]  .METFramework 4.8 Advanced Services
[] | Data Center Bridging
i IE Hyper-V
[ Epyoheio Swxyzipiong Hyper-V
| Mhiotgpoppa Hyper-V
| Internet Explorer 11
[J | Internet Information Services
| [J . Microsoft Defender Application Guard
| [0 | Microsoft Message Queue (MSMQ) Server
| SMB Direct
| [J | Windows Identity Foundation 3.5
| Windows PowerShell 2.0
[ [0 | windows Projected File System
[ Windows TIFF IFilter
[ [ Amhécumnpeoize TCPIP (m.y. echo, daytime whm)
I MuvaToTnTEL TIOAIPETLIV
Exmomwon oe POF Microsoft
Epoppoyng Snpoupylag syypaguav XPS ng Microsoft
I [0 | KreiSwpo cuokeurg
[ O | Kevriwsp
| [ Mepifaihov mpogTaTzupvng sktehzong Tww Windows
I MicTpoppo EKOVIKN G LYoV
| O Mierpoppo vnepemomtn Windows
| [0 | Npoypoppe-meiémne Telnet
| [0 | Npoypoppe-meiéong TFTP
| [ | MNpoototzu HEVOE KEVTPLKAE UTIOAOYLTTH G
| [ ITogeio Tohawed TUTIoU
{ [ Ivwszon MultiPoint
| [0 | ¥mnpeoia evepyomoinong Sizpyaoway Twv Windows
[0 | vmnpeoize yw NFS
m] | vVmnpeaizc skmimLong Ko Eyy paipLav
[ | umnpeagizg korahdyou Active Directory Lightweight
[ 1| Ymohoywotig-mehatng Qokehuov epyadiog
i Ymootipiin APl omopokpuopivng Supopkn g CUPTIEDTG
| [] | ¥Ymoorhpiin kewhc ypRonc apyeivov SMB 1.0/ CIFS
| YmouoTnpe Twy Windows yu Linux I
4 aral ] Diholzvoupevos mupAvag Web Twv utmnpeawov Internet Information Services

Ewova 4.9 O tpodcbeteg duvatdtteg toov Windows mov evepyomoOnkav

Méoa and 10 TapdBvpo “Evepyomoinon 1 anevepyomoinon twv SuVATOTHTOV TOV
Windows” evepyomomOnkav n “ITAateoppa Hyper-V” kot ta “Epyoieio owyeipiong
Hyper-V” ka0d¢ kot to “Yrnosvompa tov Windows yio Linux”

Metd v evepyomoinon tov Hyper-V €yve emavekkivnon kot ot cuvEyela tpé€ape to

apyeio ya v eykatdotaon tov Docker.
Metd v gykatdotaon tov Docker kdvape Tig Tapakdto pvOuicelc:

39



General

= General
I® Resources Start Docker Desktop when you log in
4 Docker Engine [J) Expose daemon on tcp://localhost:2375 without TLS
Exposing daemon on TCP without TLS helps legacy clients connect to the daeman. It also makes yourself vulnerable to remote
Experimental Features code execution attacks. Use with caution.
Kubernetes [ Use the WSL 2 based engine

WSL 2 provides better performance than the legacy Hyper-V backend. Learn more.

[) send usage statistics

Send error reports, system version and language as well as Docker Desktop lifecyde information (e.g., starts, stops, resets).
[ show weekly tips

Open Docker Desktop dashboard at startup

Ewéva 4.10 H mapaperporoinon tov Docker
[ToAd PBacukd yro too Windows Pro n un evepyomoinon tov WSL 2 based engine

> ovvéyewn péco and “Command line” ektedécape TNV TOPOKATO EVIOAN Yo TV
gykatdon tov “container” yw v Gateway:

docker run -it -v C:/Users/Baal/tb-gateway/config./thingsboard _gateway/config -v
C:/Users/Baal/tb-gateway/extensions:/thingsboard gateway/extensions -v
C./Users/Baal/tb-gateway/logs:/thingsboard gateway/logs --name tb-gateway --restart
always thingsboard/tb-gateway

Y10 @dkero tov Ypnotn twv Windows onuovpyndnke o @dxerog “tb-gateway” o
omoiog mepi€yel To amapaitnto apyeio Yo va propécovpe va pvbuicovpe v Gateway.

Avotyovtag topa 10 mapdbvpo tov Docker PAemovpe to “container” tb gateway va
elvar og katdotaon “RUNNING”

PvOpioceig g Gateway

[Na va tpé€ovpe v Gateway amd to command line divovpe TV TOPAKATO EVIOAN:
docker start tb-gateway

[No ctapdnpo:

docker stop tb-gateway
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2ty evtol tov docker mov ddoape mopandve opicape TPeLg Pactkovg PUKEAOVS GTO
neptParlov windows ot omoiot KGvovv mount TPELG AVTIGTOLOVS POKEALOVS TG gateway.
Ytoug okEAOVG aVTOVG Ppickovtal Ta Pacikd apyeia pe To omoia B puOuicovpe v
Gateway.

https://thingsboard.io/docs/iot-gateway/configuration/

Yrapyovv Bacikd Tpelg paKeAoL:

config
extensions

logs

O @akelog Tov pag evOlPEPEL oTNV TOpovoa epyacio ivat eivatl o edkerog “config” o
omoiog mepiEyel ta. 6vo Pacikd apyeio mTov Ba mpémel va pvBuicovpe va va TeETOYOLVIE TOGO
TNV EMKOWVOVIOL LE TOV TOTIKO LaG broker 0G0 Kot 1 GOOT| LETATPOTN TOV UNVOUATOV.

» th-gateway @ config
Ovopo B
| | firstlaunch
IT bacnetjson
[N blejscn
| | bleyaml
IT canjson
.|:|' connected_devices,json
E custom_serial.json
| | logs.conf
IT modbus,json
.|:|' modbus_serial json
[N mgtt.json
IT odbejson
IT opeuajson
N request.json
IT restjson
[N} sNMp.Json
| | tb_gateway.yaml

Ewova 4.11 H Aiota pe ta apyeio tapoapetporoinong g loT Gateway

To apyeio th_gateway.yaml
glvat 10 kKVPLo apyeio SIPOPPMOONG TNG gateway Kol YPTCLLOTOLEITOL Y10, VO OPIGEL TV
devBvvon e mhateopuag Thingsboard pe v onoia Ba cuvdebei | Gateway.
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[Mopakdto PAEmovpe mwg OSapopembnke to t0 apyeio tb_gateway.yaml ywo T1g
aVAYKESG TNG TOPOVGOS EPYACIOC:

thingsboard:
host: demo.thingsboard.io
port: 1883
# remoteShell: false
# remoteConfiguration: false
security:
accessToken: SMK2sOGmCQIHmZMBulc9
qos. 1
storage:
type: memory
read_records _count: 10
max_records _count: 1000
# type: file
# data_folder path: ./data/
# max_file count: 10
# max_read records _count: 10
# max_records_per file: 10000
connectors:

name: MQTT Broker Connector

type: mqtt
configuration: mqtt.json

270 meodio host Spope®OGaE TNV gateway £tol doTe va cuvdéetan pe v ThingsBoard
instance demo.thingsboard.io

210 medio port opicape 1 oHvdoeong otov broker va yiveton oty moépta 1883 mov givar 1
KkaBopiopévn yia cuvdEoelg ympic kpumroypdonon TLS.

Onwg elye avapepOel ko apyikd n mAoteopua BAEnel v Gateway cav £va Device kot
Yo TV ac@oAn ovvdeon ypnowwomotel €va AccessToken. To AccessToken to omoio
AVTLYPAYOLLE TOpATave Otav Tpochécape v Gateway 6TIC GUOKEVES TG TAATPOPUAG Ba TO
glodyovpe 0@ 6TO avtioToryo medio accessToken.

Baowd vroompilovral tpia enimeda ac@dietlog.

Access Token Boowd eninedo acpdielog povo pe Access
Token
TLS+Access Token Acpdiela pe kpuntoypaenon TLS pe

KAEW1 oL TTEPIEYETOL GTNV gateway Kol
Access Token

TLS Private Key Acopdiewn pe kpurroypagenon TLS pe
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KAewil mov Ba kabopicetl 0 xpnoTNS Kot
Access Token

security:
accessToken: PUT_YOUR_GW_ACCESS_TOKEN_HERE

caCert: /etc/thingsboard-gateway/mqttserver.pub.pem

Xe mepintwon wov BEAovpe va glodyovpe dikd pog kKAl Oa mpémetl va kabopicovpe
dwdpoun otnv omoia Ba Exovue amodnkevuévo 10 apyeio oto medio “caCert” Onwg Qaiveton
OTO TTAPUTAVE® TOPBEOETYLOL

Ta ewoepydpevo unvopoto ot Gateway umaivovv 6e pia ovpd PEYPL VO ATOGTAAODV
Kot Tpémet va kabopicovpe av avtd Bo amodnkevovtat 6to dioKo 1 6T Uviun.

Y10 medio storage kabopioape 1 amodnKevon avtn va yivetor otn pviun opilovtog

type : memory.

210 medio read records count ddvoape v T 10 dote va dwafaloviot kaBe popd 10
UNVOLLOTO TPV OTOGTOAAODY GTH TAATQOPLAL.

1o medio max_records count opilovpe tov péytoto apBpd unvopdtov tov Oa propet
n gateway va amodnkevoetl oty tiun 1000.

H gateway and ) (o mhevpd cvvoéetan pe v mhateoppo Thingsboard aArd amd v
AN pmopel va KAveL SopopeTIKOVS TOTOVG GUVOECEMY, OO TOVG OTOIOVG EVEPYOTOUGOLLE
uovo v MQTT chvdeon Kot amevePYOTOMGALE TIC VITOAOITEC.

Kd0Oe ovvoeon dabétet kan €va apyeio mov kabopilet Tig empépoug pubuicelg g.

[Na ™ obvoeon MQTT 10 apyeio mov kabopilel avtég Tic pvOuicelg eivor to apyeio
mgqtt.json.

¥t ovvégewn Bo avaivcovue to apyeio mqtt.json kol Oa KAVOLUE TIG KATAAANAES
pvOuicelg wote vo cuvoedel n gateway e Tov broker mov emKov@VEL 11 GLGKELT TNG OOKIUNG
Kot vo. umopel va yivel 1 HETOTPOT TV UNVOUATOV GTN HOPEN TOV OTOLTEL 1 TAATQOPLLOL
Thingsboard dote va yivel duvarn ot cuvéyxela n katackevn tov dashboard.

https://thingsboard.io/docs/iot-gateway/config/mqtt/?MgttConverterTypeConfig=json

To apyeio mqtt.json wepi€yet éva Json Object to omoio mepi€yet empuépovg Json Objects
ka1 Json Arrays.

[Topaxdtw dtokpivovpe T YEVIKY SO TOL apyeiov:
e Section “broker”
o Subsection “security”

e Section “mapping”
o topicfilter
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o Subsection “converter”
Section “connectRequests”
Section “disconnectRequest”
Section “attributeUpdates”
Server side RPC commands

. Section “broker”

> e e e e

To mpdto empépovg Json object tov apyeiov €xel to label “broker” kou mepiéyet Tig
Baoikég pubuicelg mov apopovv tov broker e tov omoio Ba cuvoebel | gateway.
{
"broker": {
"name":"Default Local Broker",
"host":"peatrib322.cloud.shiftr.io",
"port": 1883,
"clientld": "ThingsBoard gateway",
"security": {
"type": "basic",
"username": "peatrib322",
"password": "6973403792"

h
55

370 OIKO HOG TOPAOELYLOL TPOTOMOMCAUE TO apyeio dote 1 chvoeon va yivel oTovV
broker tg mhateoppar shiftr.io (peatrib322.cloud.shiftr.io)

H népta yio pun aceadeic cuvdéoelg opiotnke oto 1883.

o kabe MQTT ovvdeon eivar amapaitmro éva client ID. Adcope og client ID 1o
6vopa ThingsBoard gateway mote amd v mhevupd tov broker va Eeywpilovpe molo cuvoeon
elvai 1 gateway Kot oo, 1] TOlEG 01 GUGKEVEC.

Yto Tunpo security 1 TAATQOpLOL LG SIveL TPELS ETAOYEG:

a. Boaowm acedieia: T'a ™ ocvvdeon amatteiton £va. username Kot password to oroio
dtvovton amod tov broker.
b. Zvvdeon pe avovopio: [ToAloi brokers emtpémovv v avovoun cuvoeon. Xe avt
™V TePinTmon 1o medio “security’” S1OLUOPPDOVETOL MG TOPUKATM:
"security'': {
"type'': "anonymous"

}

C. X0voeon UE TPOYWPNUEVT] AGPAAELD: XE VTN TNV TEpinT®on amattovvion Evo CA
certificate apyeio, éva apyeio mov Ba mepiéyetl éva Private Key ko éva Certificate
apyelo kot Oa mpémet va kaBopicovpe TG O100POLES TV PAKEAMV GTOVG 0TO10VG
&yovpe amodnkevpéva avtd ta apyeio dote va xpnoomomBovy and T gateway yo
N oVvoeon otov broker
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[Mopaxdto PAEmovpe Eva TOPASELYLLO TOS OLUUOPPDOVETOL TO TUNLL Security G€ Ty
mv mepinTmon:
"security'':{

"caCert'": "/etc/thingsboard-gateway/ca.pem",

"privateKey'": "/etc/thingsboard-gateway/privateKey.pem",

"cert": "/etc/thingsboard-gateway/certificate.pem"

}

B. Section “mapping”

To tunpa ovtd TePI€yet TIg pLOUICELS Yo VoL YIVEL 1] LETATPOTT TV UNVOLATOV TOL
gpyovtat and v TAevpd Tov broker mptv amoctalobv otov broker ¢ TAaTEOPLLAG
Thingsboard.

Eivatl oty mpaypatikotnta £va Json Array Tov omtoiov to kdbe otoryeio kabopiletl dvo
nmpdypata, To topic to omoio Ha yivel subscribe amd v gateway mpog v TAevpd tov broker.
To topic kaBopileton amd v T TOL TTEdiov “topicFilter” kou tov Tpdmo pe tov omoio Ha
YIVEL ] LETOTPOTN) TOL EIGEPYOUEVOV UNVOUATOS GTNV Hop@1| oL omaitel To Thingsboard, n
omoia pope1| kabopiletar and o Json tov mediov “converter”.

Subsection “topicFilter”:
Parameter Default value Description

topicFilter |sensor/data Topic address for subseribing.

Ewéva 4.12 To nediov “topicFilter” kabopilet To topic To omoio mov Oa yivel subscribe
and v Gateway

10 medio avutd glodyovpe To topic oto omoio BEAovpe 1 gateway va kdvel subscribe
amd TV mAevpd Tov broker MoTE VoL AAUPAVEL TIG EVILEPDOELS TOV TILDV.

To topic pmopeil vo elvar eite éva amoxAelotikd topic eite €vo topic to omoio
nePLOUPAVEL TOVG €1OKOVG YOPAKTAPES “+ Kot “#’ yia vo yivel subscribe o éva mOALATAO
topic.

XTI TEPMMTAOCEL; TOL Omd TNV TAELpd Tov broker eivar cvvoedepéves TOALES
TOPOLOLEC GVOKEVEG TO avoyvoploTikd cvokeung Device ID  siodystar o¢ éva tuiuo tov
topic. Kdtt této10 cvpfaivel kot pe 1t 6uoKeLn ToL TOPASEIYHOTOG OV EEETALOVIE GE QTN
mv gpyocia.

Ye GAAEC TEPMTIMOELS TO AVAYVOPIOTIKO GUOKEVNG E16AYETAL UECO OTO UIVOUO
Payload.

Avordymg v mepintwon Oa mpémetl va SIHOPOAOCOVLE KATAAANAL 0VTO TO TTESTO.

OTMG POIVETOL GTOV TOPUKATM TIVOLKOL:
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Topic Topic Filter Comments

{*serialNumber"; *SN-001", "sensorType” Device Name
Examplel [sensor/data [sensor/data “Thermometer”, “sensoriodel”: “T1000", is part of the
“termnp”: 42, *hum”: 58} payload
fsensor/SN- { "sensorType”: “Thermometer”, Device Name
Example 2 [sensor/+[data “sensorModel”: “TI000", “temp”: 42, “hum™: s part of the
001/data 58} e

Ewéva 4.13 TTopadelypata mopaperporoinong g loT Gateway

Y10 examplel 10 avayvoploTIKO TG GLGKELNG OV TEPEXETAL GTO topic, EVAD GTO
example 2 nepiéyetar oe avtd. [pocshétovtag to “+’ o BEom tov avayvopioticoy ‘SN=001"
n gateway 0o kdvelr subscribe oto ‘sensor data’ amd OAeg TIC cvvdedepéves otov broker
GLGKEVEG.

BéBawr ot ovvéyela kato T Ompovpyia Tov mpog omoctoA) oto Thingsboard
unvopatog Bo mpémer va dwPoctel 10  avayvoploTIKO GLOKELNG Oomd TO topic TOL
EL0EPYOUEVOD UNVOLOTOG Kot VoL El600el 6TO TPOg amocstoAr Json payload.

Subsection “converter”:
To tunpa avTd TEPIEXEL TN SLAUOPPOGST Yio TNV ENEEEPYUTIO TOV UNVOUATOV.
Yrootpilovtot 500 tHmot HeTaTpomng ot omoiot Ba avaivBobv TapaKaTo:

a. Json

b. Custom

a. Mertatponn pe ypnon Json petatpomén o omoiog eivon kol 0 TpokaHopiopévog amd v

gateway.
Y10V TapoKATO Tivaka BAETOVLE TV TEPLYPAPY| TNG XPNONG TOL K&bEe mediov.
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Parameter Default value  Description

tvoe ison Provides information to connector that default converter will be uses
P J for converting data from topic.
: n . Simple JSON expression, uses for looking device name in the incoming
deviceNameuJsonexpression  ${serlalNumber} message (parameter “serialNumber” will be used as device name).
: . Simple JSON expression, uses for looking device type in the incoming
deviceTypeJsonkxpression ${sensorType} message (parameter “sensorType” will be used as device type).

timeout 60000 Timeout for triggering “Device Disconnected” event

This subsection contains parameters of the incoming message, that

attrioutes will be interpreted as attributes for the device.
.. type string Type of incoming data for a current attribute.
.. key model Attribute name, that will sends to ThingsBoard instance.
Simple JSON expression, uses for looking value in the incoming
.. value ${sensorModel} message, that will send to ThingsBoard instance as value of key
parameter.
: . This subsection contains parameters of the incoming message, that
timeseries : . .
will be interpreted as telemetry for the device.
- type double Type of incoming data for a current telemetry.
.. key temperature Telemetry name, that will sends to ThingsBoard instance.
Simple JSON expression, uses for looking value in the incoming
.. value ${temp} message, that will send to ThingsBoard instance as value of key

parameter.

Ewkova 4.14 Tty eikdva PAETOVLE TIG QLVATOTNTEG TOPUUETPOTOINGNG TOL TUNIATOG
“converter’:

o o example 1 mov avaeépape TOPATAVE® OOV TO AVAYVOPLIGTIKO GLGKELN &V
nepthapPdvetal 6to topic n popen evog ototyeiov Tov Json Array Tov mediov “mapping” €xet
WG TOPOKAT®:
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{
"topicFilter": "/sensor/data",
"converter": {
"type": "json",
"deviceNameJlsonExpression": "${serialNumber}",
"deviceTypeJsonExpression": "${sensorType}",
“timeout”: 60000,
"attributes": [
{
"type”: "string”,
"key": "model",

"value": "${sensorModel}"
}
1,
"timeseries": [
{
"type": "double",
"key": "temperature”,
"value": "${temp}"
s
{
"type": "double",
"key": "humidity",
"value": "${hum}"
}
]

Ewéva 4.15 To tpunpa “mapping

>t0 medio “deviceNamelsonExpression” €100 yOUHUE TO OVOUX TOV OVOYVOPLGTIKOV
TNG GLOKEVNG TOV GTEAVEL TO UNVUUO. X€ TEPIMTMOOT TOL TO dvopa avtd glval Eva medio Tov
€10EPYOUEVOL UNVOLTOG Json glcdyovpe avtd Gov LETAPANTY LE T LOPOT|

"${serialNumber}

6mov 10 aApopBuIKd “serialNumber” Oa mpémel va avtikatactadel e to medio Tov
payload mov mepiéyel To OVOYVOPIOTIKO GLGKELTC.

H gateway oe avt v mepintwon Oa Safdoet v T mov mepiéyetal oto nedio
“serialNumber” tov g1oepyopeEVOL json unvopatog Kot Ba tn PaAret otn BEon g petafintig
${serialNumber} mptv KGvel TNV 0TOGTOAN.

>10 medlo pmopovpe kol ekel vo opicovpe por HeTafAnT) v tov tHmo tov device
epOcoVv vrdpyet LEca oto payload Tov €16EpYOUEVOL UNVOUATOC 1} VO BAAOLLLE Eva amADG Eva
ovopa avti yio ) petafAnt ${sensorType}.

Onwg avagépape mapamdve ot Tipég mov otéAvovtot oto Thingsboard pmopel va givan
eite timeseries &ite attributes.
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I1edio “attributes”:

Ye mepintoon mov B€lovpe KATOEG TIWES OMO TO EIGEPYOUEVO UNVOUO VO TIG
oteilovpe oto Thingsboard g device attributes 11 mpocBétovpe oe ovtd TO TEDIO.
Al QOpETIKA S10ypAPOVLLE EVIEADG AVTO TO TEDTO.

Y10 medio “type” kabopilovpe av n Ty wov Ba amooctarel Bo ivor TOmov “string”,
“int”, “double”, “boolean” KA.

210V TopoKAT® Tivoka PAETOVLE TIG OTOOEKTEG TILES OO TNV TAATQOPLLOL:

T String
123 Integer
123 Double
[y Boolean
{.} JSON

Ewova 4.16 Ot vroomnpilopevot TOTol d€d0UEVDV

¥to meodlo “key” divovope 10 Ovopo pe to omoio Bo epeaviletor m TN oV
TAATQOPLLO MG attribute.

Y10 medio value divoope og dvopa PETOPANTNG TO OVOLLO TOL TEGIOV TOV TEPLEYEL TNV
TIUN GTO €1GEPYOUEVO Json OT®G KAVOLE KOl TPV Y10, TO AVAYVOPIGTIKO GLGKELNG,.

[No mopddetypa v n tun mwov BEAovpe va oteilovpe wg attribute otnv TAoTEOpLQ
Bpioketar oto eloepyduevo unvopa Json oto medio “sensorModel” opilovpe v tun tov
nediov value mg ${sensorModel} énwg PAETOVLE KO GTO TOPATAV®D TAPASELYLLO.

I1edio “timeseries”:

H mlatpoppo emttpénet Onmg idape TOpAmdve TNV OTOGTOAN TIUAV MG timeseries.
Ye mepintmon mov BEAOVLE KATOLES TYES OO TO EIGEPYOUEVO UNVVLA VO, TIG GTEILOVILE GTO
Thingsboard ®¢ timeseries Tic mpocBétovpe e avTd TO TEdIO KO akolovBovpe Vv 1010
SUOPPMOT| TOV TESIOV UE TOV TPOTO TOL EPUPUOCALE Yo TO TEdi0 “attributes”.

Yy ewova 4.17 mopaxdato PAETovE £va Tapdderypa Yo To Tog 0o dtapopembet to
TOPOKATO EIGEPYOUEVO UNVUOLLOL

49



Ewogpydpevo pijvopa

topic: /sensor/data

ayload: {
pay “serialNumber”: “SN-001",

“sensorType”: “Thermometer”,
“sensorModel”: “T1000”,
“temp”: 42,
“hum”: 58

}

Ewova 4.17: Alapdppaon 16EpYOUEVOD UNVOLOTOG

"topicFilter": "/sensor/data",

"converter": {
"type": "json",
"deviceNameJsonExpression": "${serialNumber}",
"deviceTypeJsonExpression": "${sensorType}",
"timeout": 60000,
"attributes": [

"type": "string",

Ilkeyll: "modelll,

"value": "${sensorModel}"
}

timeseries": [

]

"type": "double",
"key": "temperature",
"value": "${temp}"

12
{

"type": "double",
"key": "humidity",
"value": "${hum}"
}
]
}

_ } Y,

Ewoéva 4.18: Awopopewon evog ototyeiov tov mivaka “mapping”

o 1o example 2 mov avoaeépape mopamdve OTOL TO topic TOVL EIGEPYOUEVOV
UNVOUATOG TEPIAOUPAVEL TO OVOYVOPLOTIKO GUGKEVTG ELGAYOVLE TO tOPIC LLE TOV YOPAKTPO
‘+> ot B€om 10V AVOYVEOPIOTIKOD GLOGKEVTG

Ewwodtepa oto nedio deviceNameTopicExpression m petapint ${serialNumber}
avtkadiototot amd To aAeapOuitikd "(?<=sensorV)(.*?)(?=\/data)”
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"deviceNameTopicExpression": "(?<=sensor\/)(.*?)(?=\/data)"

Ye avtd 10 mopdaderypo to topic €ywve subscribe ¢ mOAAAMAG topic pe TN HOpON
/sensor/+/data. Xe kd0Oe e1oepyduevo pnvopa otn Béon tov ‘+’ Ba VILAPYEL TO OVAYVOPICTIKO
ovokevng. ['a Tapdderypa av To pnvopa otdAdnke omd ) cvokevn SN-001

TO €16EPYOLEVO topic Tov unvopartog Ba givor /sensor/SN-001/data.

Me v mopombdve obOvtaEn mn  gateway Oa  0éoer g T  tov  mediov
deviceNameTopicExpression 1o tpuquo tov topic mov Ppioketor avdupeco omd omd To
alpapOuntcd  “sensor/” kot “/data” kou Bo Odoet g T o©T10 mEdio
deviceNameTopicExpression to aloaptBuntikdo SN=001.

Ta vwolowto media Swupopedvovtal Onwe Ko oto example 1 kot 0nwg PAEmovpe otnv

mopakdto ekovo n T tov deviceTypelsonExpression kafBopileton oe pior GUYKEKPIUET
TN and ePds Katd ™ SopdpemoT ToL mapping:
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{
“"topicFilter": "/sensor/+/data”,
"converter”: {
"type": "json",
"deviceNameTopicExpression": "(?<=sensor\/)(.*?)(?=\/data)",
"deviceTypeTopicExpression"”: "Thermometer"”,
"timeout"”: 6006080,
"attributes": [

{
"type”: "string",
"key": "model",
"value": "${sensorModel}"”
}
1,
"timeseries": [
{
"type": "double",
"key": "temperature",
"value": "${temp}"
}s
{
"type": "double",
"key": "humidity",
"value": "${hum}"
}

Ewéva 4.19 H S1opdppwon tov mapping

Iledio “connectRequests”:

To ThingsBoard kd6e @opd mov evnuepdvovtal KAmowo yopaKTnploTikd “attributes”
TNG GLOKEVNG EMITPENEL TNV ATOGTOAN EvToA®V RPC mpog 11 cuokevn. AAAG Yia va GTOAOVY,
N mAatedpua mpénel va yvopilel €4v 1 GLOKELN] TPOOPICUOV Eivarl GLVOEDEUEVN KOl TTOLL
TOAN 1N TEPL0S0G GVUVOETG YPTCLUOTOLEITAL Y10l T GVVOEST) TG CLGKELNG EKEIVI TN oTUYUA).

Edv 1 ovokevn otédvel cuveydg dedopéva tniepetpiog, to ThingsBoard yvopilet 10m
g vo mpowbel ewdomomoeis. Edv 1 cvokevun cuvdéetan povo pe tov broker MQTT ko
TEPYUEVEL EVTOLEG / EVIUEPMTELS, 1| TAATPOPLA deV YVOPILEL AV 1] CLGKELT EIVOL GUVOESEUEVT
oto broker. e avt) ™V TepinT®ON TPEMEL 1] CLGKELY| VO OTEIAEL Eval VOO GTNV gateway
Y0 VOL EVIILEPMOEL OTL Elvan cuvoedepnéEVN 6To broker.

Kot €00 vmépyovv ovo meputtddoelsc. H ovokevr] va oteidel 10 avoyvoploTiko
GLGKELNG MG LEPOG TOV topic 1 g medio Tov Json payload.
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[Mopaxdto PAérovpe g uropet va dtopopembel to medio connectRequests kot 6tig

V0 TEPIMTAOGELG.

"connectRequests”: [

{
"topicFilter"”: "sensors/connect”,
"deviceNameJsonExpression”: "${$.SerialNumber}"
}s
{
"topicFilter": "sensor/+/connect",
"deviceNameTopicExpression"”: "(?<=sensor\/)(.*?)(?=\/connect)"
}

Ewova 4.20 H swopopewon tov tpunpatog connectRequests

Iledio “disconnectRequest™:

Y10 medlo avTd SOUOPPOVOLUE €Vol UVUUN TTOV GTEAVETOL OO TN GUOKELN OTN|
gateway ywo vo evnuepwbei n mhateoppo Thingsboad yio amrochvdeon g cuoKeLNG. AVTd
TO KAVOULLE EAV 1] GLCKEVT] TEPYUEVEL EVILEPDGELS TILADV KOl TPOKELTOL VO ATOGVVOEDEL.

H Aertovpyio avt elvon mpoegportik.

To medio dapoppmdveror Tapouola e to medio connectRequests

"disconnectRequests™: [

{
"topicFilter": "sensors/disconnect”,
"deviceNameJsonExpression"”: "${SerialNumber}"
s
{
“"topicFilter": “sensor/+/disconnect”,
"deviceNameTopicExpression™: "(?<=sensor\/)(.*?)(?=\/disconnect)"
}

]

Ewova 4.21H dwopopemon tov tufpatog disconnectRequests

I1edio “attributesUpdates”:

Kat avt6 1o medio glvar mpoatpetid.

Y10 medio aVTO SIUHOPPAOVOLLE To UNVOLOTO TTOL B0 GTEAVOVTAL OO TV TAATPOPLLOL
TPOC TN GLOKELN KABE QOPA TOL £vo “KOWOXPNOTO YOPOKINPLOTIKO cvokevng” shared
attribute evnuepmvetat.

[Mapakdto PAETOLLLE TOV TIVOKO TOPAUETPOV TOV TPETEL VO SLULOPPMDCOVLLE:
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Parameter Default value Description

deviceNamefFilter SmartMeter.* Regular expression device name filter, uses to determine, which function to execute.

attributeFilter uploadFrequency Regular expression attribute name filter, uses to determine, which function to
execute.

topicExpression  sensor/${deviceName}/${attributeKey} JSON-path expression uses for creating topic address to send a message.

valueExpression  {\"${attributeKey} \":\"${attributeValue}\"} JSON-path expression uses for creating the message data that will send to topic.

AxoAovBel éva Tapdostypa g S10pdpP®oNS Tov TESIOV:

"attributeUpdates": [

{
"deviceNameFilter": "SmartMeter.*",
"attributeFilter": "uploadFrequency",
"topicExpression”: "sensor/${deviceName}/${attributeKey}",
"valueExpression": "{\"${attributeKey}\":\"${attributevValue}\"}"
}

Ewéva 4.22 H Siopodpewon tov tpunqpotog attributeUpdates

To medio topicExpression kabopilel tn pop@er| mov Ba £yl T0 topic TOL UNVOUATOS TOL
O amootarel and ) gateway mpog tov broker 6tav o AdPel pvopa amd v TAATEOpLO
Thingsboard 61t puo attribute éyet evnuepmOet.

Ot petofintég ${deviceName} wor ${attributeKey} 6o ovikatactaboov pe Tig
AVTIGTOLYEG TIES TTOV EYOVV GTNV TAATQOPLLAL.

To medio valueExpression kaBopilel T popen mov Ba £xet o payload tov unvopatog
mov O amootoAet.

H petapint) ${attributeValue} mepiéyer v evnuepouévn Tun mov mpémel Vo
OTOGTOAEL.

Ioyvovv kot 0@ o1 emA0YEG va elcayBel TO AvayvVOPIOTIKO GLGKELNG GTO topic 1 6TO
payload 6mwg ko mpv.

Iledio “serverSideRpc”:

H mioteoppo Thingsboard pmopet va otédver RPC eviodéc eite amevbeiog omnv
oLVOEdEEVT) GE LTI GLOKELN E1TE GE GLGKELT CLVOESEUEVT OTNV gateway.

210 medio oVTO SWHOPPOVOLUE TOL Unvopato oL Oa otéAvovtor amd TV gateway
otov broker ka0e @opd mov M mAateopupa Thingsboard Oo otédver o RPC gviol oy
gateway.

Ed® n mhatedppa vroompilet amootorn RPC:

a. Me andvinon and ) cvokeL, 0oV B TEPYEVEL TNV ATAVTNOT).
b. Xwpig amdvinon amnd Tt cuoKeLT.
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2V TopakdTe ewova BAETOVUE TMG UTOPOVUE VO, SLUUOPPAOGOVLE TO Tedio lte Yo
TNV TEPIMTOON TOL TPEMEL 1] GLCKEVT] VO ATTAVTNGEL EITE GTNV TEPIMTMON OV dEV YpeLaleTan
andvinon.

Av16 kaBopiletar amd tnv T tov nediov methodFilter o “echo” 1| “no-reply”

"serverSideRpc": [

{
"deviceNameFilter™: ".*",
"methodFilter": "echo",
"requestTopicExpression”: "sensor/${deviceName}/request/${methodName}/${requestId}"”,
"responseTopicExpression”: "sensor/${deviceName}/response/${methodName}/${requestId}",
"responseTimeout"”: 10600,
"valueExpression”: "${params}"”
}s
{
"deviceNameFilter™: ".*",
"methodFilter": "no-reply",
"requestTopicExpression”: "sensor/${deviceName}/request/${methodName}/${requestId}",
"valueExpression": "${params}"
}

Ewéva 4.23 H Sopdpepwon tov tufpatog serverSideRpe

To medio deviceNameFilter eivor éva @idtpo dote va dexopaocte RPC request yu
OPIGUEVEC GUGKEVEG.

Moamg m  gateway AdPer éva RPC request Bo «dver publish oto topic
requestTopicExpression 1o mepieyduevo tov mediov “valueExpession”. v mpdn
nepintwon wov M TAatedpua Bo mepuével andvinon Ba wpénetl va kabopiotel kot to medio
responseTopicExpression 1o omoio Oa yiver amd v gateway subscribe otov broker dote va
umopel va AdPet TNV amdvinon amd T GLGKELT.

To medlo ResponseTimeout kabopiler 10 ypoéHvo Yy tov omoio m mAatedpuo o
TEPLUEVEL TI GLGKELN VO ATTOVTNGEL GE YIAMOGTA TOV OEVTEPOAETTOV.

Yvvolikd To apyeio mqtt.json Oa £yl TNV TOPAKATO HLOPPY:

{
"broker": {

"name":"Default Local Broker",
"host":"peatrib322.cloud.shiftr.io",
"port": 1883,
"clientld": "ThingsBoard gateway",
"security": {
"type": "basic",
"username": "peatrib322",
"password": "6973403792"
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§s
"mapping": [
{
"topicFilter": "topic 1",
"converter": {
"type": "json",
"deviceNameJsonExpression": "${NodelD}",
"deviceTypelJsonExpression": "${Type}",
"timeout": 60000,
"attributes": [

{
"type": "string",
"key": "model",
"value": "Wemos ESP32"
h
1,
"timeseries": [
{
"type": "double",
"key": "temperature",
"value": "$ {Temperature}"
}s
{
"type": "int",
"key": "humidity",
"value": "$ {Humidity}"
}s
{
"type": "double",

n.n

"key": "coolantTemp",
"value": "${CoolantTemp}"

}s
{
"type": "boolean",
"key": "OnOff",
"value": "${OnOff}"
s
{
"type": "boolean",
"key": "HiLow",
"value": "$ {HiLow}"
§s
{
"type": "int",
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"key": "msgCount",
"value": "$ {msgCount}"

}

§
}s
{
"topicFilter": "/sensor/+/data",
"converter": {
"type": "json",
"deviceNameTopicExpression": "(?<=sensor\/)(.*?)(?=\/data)",
"deviceTypeTopicExpression": "Thermometer",
"timeout": 60000,
"attributes": [
{
"type": "string",
"key": "model",
"value": "$ {sensorModel}"
H
I,
"timeseries": [
{
"type": "double",
"key": "temperature",
"value": "$ {temp}"
}s
{
"type": "double",
"key": "humidity",
"value": "$ {hum}"

}

b
5
{

"topicFilter": "/custom/sensors/+",

"converter": {

"type": "custom",

"extension": "CustomMqttUplinkConverter",

"extension-config": {
"temperatureBytes" : 2,
"humidityBytes" : 2,
"batteryLevelBytes" : 1

H
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§
h
1,
"connectRequests": [
{
"topicFilter": "sensor/connect”,
"deviceNameJsonExpression": "$ {SerialNumber}"

s
{

"topicFilter": "sensor/+/connect",
"deviceNameTopicExpression": "(?<=sensor\/)(.*?)(?=\/connect)"

}
1,
"disconnectRequests": [
{
"topicFilter": "sensor/disconnect",
"deviceNameJsonExpression": "$ {SerialNumber}"

>

n. n

"topicFilter": "sensor/+/disconnect",
"deviceNameTopicExpression": "(?<=sensor\/)(.*?)(?=\/disconnect)"

h
1,
"attributeUpdates": [
{
"deviceNameFilter": "SmartMeter.*",
"attributeFilter": "uploadFrequency",
"topicExpression": "sensor/$ {deviceName}/$ {attributeKey}",
"valueExpression": "{\"$ {attributeKey}\":\"$ {attributeValue }\"}"

H
1,
"serverSideRpc": [
{
"deviceNameFilter": ".*",
"methodFilter": "echo",
"requestTopicExpression":
"sensor/$ {deviceName}/request/$ {methodName}/$ {requestld}",
"responseTopicExpression":
"sensor/$ {deviceName}/response/$ {methodName}/$ {requestld}",
"responseTimeout": 10000,
"valueExpression": "$ {params}"

>

{

"deviceNameFilter": ".*",
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"methodFilter": "no-reply",
"requestTopicExpression":

"sensor/$ {deviceName}/request/$ {methodName}/$ {requestld}",
"valueExpression": "$ {params}"

j
]
b

b. Custom

H gateway £ye1 T dvvatdtnta vo petatpéyel Kot eicepyopeva amd tov broker unvouato
T, omoia 0ev ivan o€ Json format aAAd eivon puo akoAovBia amd bytes.
Xe T TNV TEPITT®OT TO TEDIO converter SILUOPPDOVETOL OGS TOPAKATWD:

"converter": {
"type": "custom",
"extension": "CustomMqttUplinkConverter",
"extension-config": {
"temperatureBytes" : 2,
"humidityBytes" : 2,
"batteryLevelBytes" : 1
h

}

To medio type opiletan og “custom”

To medio CustomMgqttUplinkConverter mepiéyet 1o Ovopa amd tnv custom converter
class ko ypnowomoteitot amd TV TAATQOPLLA.

To medio extension-config mepiéyet ™ Swpodpewon tov Custom Converter. Xto
napadelypa 1n dpdpemon kabopiletar oe mévte bytes amd ta omoia ta dVO TPOTA Eivor M
Oepuokpacio, ta emdpevo dVO M vypacio kol To TEAELTAiO TO emMimMEdO EVEPYELNG TNG
umotapiog.
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4.2 META®OPA ENOX YITAPXONTOX IoT EPI'OY XTHN
ITAAT®OPMA THINGSBOARD

"‘Evag amd Tovg 6ToYouS TG TOpoVNcaS SUTAMUATIKNG epyaciag eivol N HeTAPOpd EVOG
vdpyovtoc €pyov otnv mAateopupa Thingsboard pe ypnon ¢ gateway mov avaAVcape
TOPATAV®.

To épyo mov Ba petapepOei apopd Tov mTepiPavtoroyikd Eleyyo KTipimv Kot omoTeLeiToL

amd tpio pépm T Oomoidt OMOTEAECHV OVTIKEILEVO TTLYOK®OV EPYACLOV TOL TUNUOTOG
MHXANIKQN ITAHPO®OPIKH T.E tov TEI Hreipov.

Oo umopovoaLLE Vo YWPICOVLE TO EPYO GE TEGCEPA LEPN:
H ocvokevn pe toug aicinipeg Kot TouG EVEPYOTOINTEG
O Broker
H Bdon dedopévav
H 1otoceAida diayeipiong tov €pyov

ao o

AT T0 TOPATAVEO PEPT) TOV £PYOV ATAE TOV EUTAEKOVTOL GTNV TOPOVCa EPYAGia lval
1 CLGKELN LE TOVG aceONTNPES KOl TOVG gvepyomontég Kat 0 MQTT broker

H ovoxevn| pe tovg awsnmpeg kataokevaotnke 10 2016 and 1o Aoydpa Bacilelo wg
uépog g mruyakng Tov epyaciog oo TMHMA MHXANIKOQN I[TAHPO®OPIKH T.E g
oxolg ZXOAH TEXNOAOTTKON EGAPMOI'QN tov TEI Hrgipov.[11

AXYPMATO XYXTHMA IIEPIBANTOAOI'IKOY EAET'XOY KTIPIQN

To €&umvo cvotnua dwyeiptong amotereiton amd va pkpoeieykt Texas Instruments
MSP-EXP430F5529LP , mov dwyepiletar v emkowvovia pe éva MQTT broker, kaBmg kot
™ ANy Kol 0TOGTOAN TV T®V Begppokpaciog Kot vypaciog omd Toug astntipec. Emong,
AapPBaver eviodég Yo T StoyelpLon TG KAUATIOTIKTG LOVADAG, TOL TPOYLOTOTOIEITOL HEGM
€VOG GLVOEDEUEVOD NAEKTPOLLOLYVITIKOV S1OKOTTY).

AvoAivtikd meptapfPavet:

‘Eva acucOntipa Beppokpaciog kot vypaciog ydpov (DHT11)

‘Eva acucntipa Beppokpacio yoktikod vypot (DS18B20)

Avo Relay 5V yuo 1 Owyeipion tov katactdoewv (On/Off wor Hi/Low) tng
KMUATIGTIKNG HOVAdaG.
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Ewoéva 4.24 To Bacucd pépn tov EEVTvou GuoTHHATOS TEPPAVTOALOYIKOD EAEYYOL

mim.ce.teiep.gr

Ot Tipég Tov astnmpov avtdv otéAvovtal oe éva broker mov givol £yKateoTnUEVOC
oto tunpa [IAnpoeopikng kot Tnienuovaviov tov [avemotpiov loavvivov.

Tavtoypova t0 cuoTNUO propel va AapBavel evToAég amd v 16ToceEMOO dlayeiptong
mov apopov v ON-OFF Aettovpyio kKo tn petdfaocn amd v yoén ot BEpuavon.

O MQTT Broker amotehel pépog g epyociag tov Iwdvvn Mackiafdvov tov
TMHMATOX MHXANIKQN ITAHPO®OPIKHX TE ¢ oyxomg ZXOAH
TEXNOAOI'IKQN EQAPMOI'QN tov TEI Hreipov pe titho TYZTHMA AIAXEIPIZHZ
KAT ATIOMAKPYZMENOY EAEI'XOY AIZOHTHPQN. [12]

Xkomdg TG Tapovoag EPYOCIOg €lval TOL UNVOUATO TO OTOi0L OTOCTEAAOVTIOL OO TN
ovokevn otov MQTT Broker va amootéAhovtal otn cvvéyela ond tov MQTT Broker otnv
Gateway kot a6 avt otnv mtAoteoppa Thingsboard.

AMG xor M eviorég “ON-OFF” ko “High-Low” mov  oamootéliovtor omd tnv
16T06eAd dwayelpong va amootéAlovtor mAéov oamd 1o Dashboard g mAatedpuog
Thingsboard kot va. tédvovv 6N GLGKELT APOL TPOTA TEPACOVY o TN gateway Kot PeTd
a6 tov MQTT broker

To mwopaxdto daypappate diyvouy Tov TpOTO GUVIESTC TOV UEPDV TOV £PYOV TTPLV
Kol HeTd TNV TpocOnkn g gateway ko g véag tAateoppog Thingsboard.
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DATABASE
'\ MQTT Tttt
I CLIENT
WEB SERVER
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MQTT
WEB CLIENTS CLIENT

DEVICE

Ewéva 4.24: Z10 dudypappo PAETOVLLE TOV TPOTO GUVOEGEDV TOV SLAPOPMV LUEPDY TOV
£pyov mpv TNV TpocHnKn g gateway

To mpmTO PrjHa Yo TN HETAPOPA TOL £pYOL 6N VEX TAATPOPLO LE xprion TG Gateway
etvar n dlapdpe®oN Tov apyeio

£

i
i
v
WEB CLIENTS

DEVICE

Ewéva 4.25: 1o dbypoppa BAémovpe tov 1pomo chvdeong g Gateway kot g
mhateoppog Thingsboard oto épyo.

Agv éywve xopia addhayn oto device kabmg kot otov MQTT Broker, evddy dev Ha

ypnoonombel mhéov 1 database kar o web server a@ov TOGO 1 amodnKeveN OGO Kol O
éleyyog Ba yivovtar péoa amd v mhateoppo Thingsboard.
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To mpmdTo TPAype Aowmdv oL TPEMEL VL TETOYOVUE Etvan TNV TALTOHYPOVN GHVIEST TNG
Gateway 1660 pe tov vrdpyov MQTT Broker 660 kot pe v mhateoppo Thingsboard.
Apyka dtapopemvovpe to apyeio tb_gateway.yaml

Awpdpemon apyeiov tb_gateway.yaml

Y10 medio host eiodyovue to url Tov vToAoYIoTH OV £)EL Yiver deploy N TAaTEOPLLO Kot
oto medio accessToken: elodyovpue to access token mov pog dlvel M TAATEOPUHO Yoo TN
Gateway OT®¢ ovopEPONKE TOPOUTAV®.

thingsboard:
host: demo.thingsboard.io
port: 1883
# remoteShell: false
# remoteConfiguration: false
security:
accessToken: SMK2sOGmCQIHmZMBulc9
qos: 1
Storage:
type: memory
read_records _count: 10
max_records _count: 1000
# type: file
# data_folder path: ./data/
# max_file count: 10
# max read records count: 10
# max_records _per file: 10000
connectors:

name: MQTT Broker Connector

type: mqtt
configuration: mqtt.json

Awpdpemon apyeiov mqtt.json

2t ovvéxela Ba dtopoppdcovpe To apyeio mqtt.json MGTE Vo TETVYOVIE GVVOEST) LE
tov vtapyov MQTT Broker.

To medio broker d1pOPPOVETOL MG TAPAKATM:

"broker": {
"name":"Default Local Broker",
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"host":"peatrib322.cloud.shiftr.io",
"port": 1883,
"clientld": "ThingsBoard gateway",
"security": {
"type": "basic",
"username": "peatrib322",
"password": "6973403792"

h
5

Y10 medio host £yovpe eiodyet v ip tov MQTT Broker .
"Eyxovpe emié€er ohivoeon ympic acpdieia TLS ondte ypnoponotodpe v mopta 1883.

>t ovvéyela Oa dapopeadcovpe To medio mapping yio vo Kafopicovpe to topics wov
Oa yivouv subscribe amd v gateway mpog tov MQTT Broker, kafdg kot ) dtopdppwon
TOV g1oepyoreEvev otnv Gateway Unvopatov and autov.

H cvokeun otéhvel cuvolikd Oheg Tic TANpoeopie 6to topic m2mce/hvac/ce/meas tov
broker. Ot TAnpogopiec avtég mepiéyovral e £va Json object TN TapaKaT® HLopeNg

"NodelD": "00:11:22:33:44:55",
"Type": "ControlSensor/Sensor",
"Humidity":<int>,
"Temperature": <int>,
"CoolantTemp": <int>,

"OnOff": <Boolean>,

"HiLow": <Boolean>,
“msgCount”:<int>

Amo 6t BAémovpe 6TO TTaPATAVE® Json TO aVOyVEOPIOTIKO TNG GCLOKELNG VILAPYEL LEGH
oto payload kot Oyt oto topic. Avtd onuaivel 6Tl €0® E£YOVLUE VO KAVOVLUE LE TNV TPAOTN
TEPIMTOON OLUUOPPOCNS OV avaPEPALE 0TI 6EAMO 46, OnAadn Ba elcdyovpie To topic 6To
mapping Yopig vo YpNGULOTOCOVLE TOVG OPAUKTHPES ‘“+° Ko ‘#.

Ta dedopéva Ba avéBovv oty TAatedpua cav telemetry data ondte 10 Tp®TO GTOLYKEID
Tov Json Array mapping 0o £yel ¢ TUPUKATO:

"topicFilter": "m2mce/hvac/ce/meas",
"converter": {

", n:

"type": "json",
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"deviceNameJsonExpression": "$ {NodelD}",
"deviceTypeJsonExpression": "${Type}",
"timeout": 60000,
"attributes": [
{

"type": "string",

"key": "model",

"value": "Wemos ESP32"

§
I,
"timeseries": [
{
"type": "double",
"key": "temperature",
"value": "${Temperature}"

b

{
thpeﬂ : "int",

"key": "humidity",
"value": "$ {Humidity}"
}s

{
"type": "double",

"key": "coolantTemp",
"value": "${CoolantTemp}"

}s
{
"type": "boolean",
"key": "OnOff",
"value": "${OnOff}"
}s
{
"type": "boolean",
"key": "HiLow",
"value": "${HiLow}"
s
{
"type": "int",

"key": "msgCount",
"value": "${msgCount}"
h
]
H
h
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[Moapatnmpodpe oyt To tedia
NodelD

Type

Humidity

Temperature

CoolantTemp

OnOff

HiLow

msgCount

&xovv gloayBel dG petafAntég oto apyelo SIUUOPPMOOELS LE TN HOPPT|
${JsonLabel }

Aol 6ha ta dedopéva Tov asnmpaov Ba aroctéAdovtol otov broker pe éva povo

Json dev ypedletan vo mpocbéocovpue GAAO otoryeio otov mivako mapping Tov apyeiov
SLLOPPMOTG.

H telikn popoen tov apyeiov mqtt.json petd ) Stapdpemon €XEL MG TOPUKATM:

{
"broker": {
"name":"Default Local Broker",
"host":"peatrib322.cloud.shiftr.io",
"port":1883,
"clientld": "ThingsBoard gateway",
"security": {
"type": "basic",
"username": "peatrib322",
"password": "6973403792"
h
¥
"mapping": [
{

"topicFilter": "m2mce/hvac/ce/meas",
"converter": {
"type": "json",
"deviceNameJsonExpression": "${NodelD}",
"deviceTypelJsonExpression": "${Type}",
"timeout": 60000,
"attributes": [

{
"type": "string",
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n. n

"key": "model",
"value": "Wemos ESP32"

j
1,
"timeseries": [
{
"type": "double",
"key": "temperature",
"value": "${Temperature}"
}s
{
"type": "int",
"key": "humidity",
"value": "$ {Humidity}"
}s

{
"type": "double",

n. n

"key": "coolantTemp",
"value": "$ {CoolantTemp}"

5
{

"type": "boolean",
"key": "OnOff",
"value": "${OnOff}"

5
{

"type": "boolean",
"key": "HiLow",
"value": "$ {HiLow}"
s
{

LU L

"type": "int",
"key": "msgCount",
"value": "$ {msgCount}"

"connectRequests": [

I,

"disconnectRequests": [

I,

"attributeUpdates": [
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1,
"serverSideRpc": [
]

§

21 cvvéyeln elLaoTE ETOUOL VAL KAVOLLLE TN OOKIUN TNG gateway.

a6 to command line divovpe v evioan:
docker stop tb-gateway
KoL OUECMOS LETA TNV EVTOA
docker start tb-gateway
dote n Gateway vo KAVEL ETOVEKKIVIION KoL VO TAPEL TIG VEEG TIUEG TV VO aPYEI®V
OV OLOLOPPDCULLLE.

»docker stop tb-gateway
th-gatewa:

Ewéva 4.46 Ot evioréc péca amd to command line yio to Eekivnpio. GTOUATILO TOV
Docker

Ac@aldg to 1010 Ba umopovoope vo Kavovpe kot péco amd v epappoyn Docker
Desktop

Metd v ekxivnon tng gateway pmopovpe vo. dovpe 1o apyeio Log péoa and to
Docker Desktop

Jpdates hand

dates hand

Ewéva 4.27: To apyeio Log g gateway yia tn 6OVOEST TNG UE TNV TAUTPOPLLOL
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2y ewodva 4.28 BAEmovpe TANpoPopieg Yo T oOvdeo pe TNV TAaTedpue. Mropovpe
va dobpe moéca amd ta otoryein twv Json Arrays : mapping, serverSideEpc, connectRequests,
disconectRequests, attributesUpdates £yovv avayvopiotel

Ewéva 4.28: To apyeio Log ¢ gateway yia tn ovvdeon ¢ pe tov MQTT Broker

Xmv ewova 4.29 tov apyeiov Log PAémovpe mAnpogopieg yun tn oHVOEST HE TOV
MQTT Broker.

BAémovpe omv mpdn ypapp 01t 1 ohvdeon emetevyfel Ko 6T GLVEXELD HECH GTO
KOKKIVO TA0iG10 TANpOPOpieg Yia Ta topics mov £ytvay subscribe.

Ewéva 4.29: v kovoora tov MQTT Broker BAémovpe 61t elvar cuvdedepévog 1660
LE TN cvokeL] 060 kot pe tnv Gateway

2 ovvéyewr aeob kdavovue login omv mAatedpupa Thingsboard ot Devices
mopatnpovue Ot Exel Tpootebel avtdpaTa TO GVOLO TNG CLGKELNG LLOG.

69



@ThingsBoard [0 Devices

# Home

Device profile

Devices
<2 Rule chains All <
L]
aa Customers D Created time . Name Device profile Label
m Assets
O 2021-03-14 22:30:44 00:11:22:33:44:55 default
(o0 Devices
n T s D 2021-03-02 20:25:40 Gateway Gateway Gateway
&= Entity Views [J  2020-12-3121:19:49 PC_client PC Client

Ewéva 4.30 O1 eykateotnpéves cuokevés oty mhat@oppo Thingsboard

21 cvvéyxeln avoilyovpe To settings g ovokevng pog kot PAémovpe Ot ot “Latest
telemetry” vmdpyovv ot TEG OV €YOVV AMOCTOAEL OO TN GLGKELN, GAAAL EMioNG £YOVV

onuovpynbei ko ta Keys mov opicape yioo ta telemetry data oto apyeio dtopdpemong
mgqtt.json ¢ Gateway
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00:11:22:33:44:55

Device details

Details Attributes Latest telemetry Alarms Events

Latest telemetry

D Last update time Key P Value
O 2021-03-14 22:35:47 coolantTemp 28
O 2021-03-14 22:35:47 HiLow 0

O 2021-03-14 22:35:47 humidity 42
O 2021-03-14 22:35:47 msgCount 131
O 2021-03-14 22:35:47 onoOff 0

[ 2021-03-14 22:35:47 temperature 12

Ewéva 4.31 Ot tipég mov €xovv amoctarel omd T cvuckevn epgavifovtal 6to
napdbupo “Latest telemetry”

H ovokevn Amopokpovouévovr EAéyyov Khmpatikav Eykataoctdoemv otédvel kdbe éva
Aemtd T1G TIHES TV aicOntpwv otov Broker.

[Mopakdto PAEmovpe TN pLopen £vOG TETO0V UNvOLATOS TV oTdABnke Tpog tov Broker
amd TN GLGKELN:

{

"NodelD":"00:11:22:33:44:55",

"Type":"ControlSensor/Sensor",

"Humidity":54,

"Temperature":18,

"CoolantTemp":25,

"OnOft™:0,

"HiLow":1,

"msgCount":6
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I va dovpe owtd 0 PRvLpa Teog Aappdvetat and v TAATEOP L.
Am6 10 Kevrpkd pevov emidéyovpe Rule chains / Root Rule Chain / Open rule chain
Ytov Node Red editor onupiovpyodue pioe omAn oOVOESN OTOL QIATPAPOVTOC TO

gloePYOUEVO UNvopaTo dote Vo Aapupdvoope uovo and devices ta odnyobvue oe éva Node to
01010 TO ATOONKEVEL GTNV TAATQPOPLLAL.

S input

— originator type
© Type of origination

True

Ewéva 4.32 O Node Red editor tg mhateoppog Thingsboard

Kévovtag “edit” to Node “Save Timeseries” umopovpe va 000UE OAQ TOL EICEPYOUEVA GTNV
TAaT@Oppo pmvopata ard v Gateway.

Hapoatnpodpe 6t To umvopata POST TELEMETRY eivot anodektd amd to Node.

Kévovtag click og kbmoto amd avtd pmopode vo d0VUE TO EIGEPYOUEVO GTNV TAUTQOPLLO.

HMVopO
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"temperature"”: 28,
"humidity": 56,
“coolantTemp"”: 28,
"onoff": 1,
"HiLow": 1,
"msgCount™: 203

Close

Ewéva 4.33: Zmv ewdvo PAETOLUE TN HOPET| TOV EIGEPYOUEVOL GTY| TAUTPOPLLOL
unvopatog. Tapatmpovue 6Tt €xel N S10UOPP®CT TOL OPIGAUE GTO apYEio dOUOPPMONG
mqtt.json

Kévovtag click ota Metadata epgavieton to mapaBvpo Metadata

(VEELEE]

{ .
"deviceName": "©©:11:22:33:44:55",
"deviceType": "default”,
"ts": "1615754591359"

}

Close

Ewéva 4.34: Xty ewdvo PAémovpe 10 Gvoud TG GUOKELNG TOVL EIGEPYOLEVOL
unvopatog koo kot tov tomo. Onwg avagépnke mapoamdve 1o OVORO TNG GLOKELNG
Bprokdtav oto payload Tov amesTOAUEVOL GO TN GLOKELT UNVOUOTOC. AvTd delyvel OTL 1
Gateway Aetrtovpyei KavoviKd Kot et Tnv tKovotnta vo Eexmpilet T1g GLOKEVEG.

INo va o dovpe kKoAvtepa avtd Pydlovpe T GLOKELT £KTOG AetTovpyiag Kot aAlGlovue
OTOV KOJKO TOL omestaApuévou Json 1o 6vopo tov ediov NodelD og “22:22:22:22:22:22”
MOTE VO TPOCOUOIDCGOVIE TNV KOTAGTOON OTOV 1 TPOT CLOKELY OTOGLVOEONKE Kot
ouvoEdnke pio AN pe drapopetikd NodelD.
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Metd ™ ovvdeon ¢ ovokevng otov MQTT Broker eiéyyovpe to Devices otmv
mhateoppo Thingsboard ko BAémovpe ) véa cvuokevy).

%ThingsBoard (0 Devices

A Home

Device profile
Devices
¢ Rule chains All x
L]
«a Customers D Created time . Name Device profile Label
B Assets
O 2021-03-14 22:57:48 22:22:22:22:22:22 ControlSensor/Sensor
(c0 Devices
- D 2021-03-14 22:30:44 00:11:22:33:44:55 default
[J Device profiles
I== Entity Views [0  2021-03-0220:25:40 Gateway Gateway Gateway

Ewéva 4.35: Me 11 60vdeom Log vEo GLGKELNG OTN gateway 1 TAATPOPLLOL TN
INUovpYEl Kot TNV TPOGHETEL VTOUATO GTIC VITAPYOVGES GUCKEVEC.

22:22:22:22:22:22

Device details

Details Attributes Latest telemetry Alarms Events

Latest telemetry

D Last update time Key P Value
|:| 2021-03-14 23:01:10 coolantTemp 28
|:| 2021-03-14 23:01:10 HiLow

O 2021-03-14 23:01:10 humidity 45
O 2021-03-14 23:01:10 msgCount 35
O 2021-03-14 23:01:10 OnOff

O 2021-03-14 23:01:10 temperature 29
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Ewéva 4.36: Onwg kot mpv pmopovpe va dovpe oto tab “Latest Telemetry” o media
OV Elyope opicel va amobnikevovTal ot TIEG 6To apyeio mqtt.json

Metadata

"deviceMame": "22:22:22:22:22:22",
"deviceType"”: "ControlSensor/sensor”,
"ts": "1615755786343"

Close

Ewova 4.37: Zta Metadata fAémovpe To Ovopa TG VEOS GLGKELNG VA TEPIAOUPAVETOL
TO E1GEPYOUEVO UMV

Anpuwovpyio gvog amrov Dashboard ywa v mapakorovOnon TV TIpOV.

To emduevo Priuo eivor 1 dnuovpyia amrod dashboard yio v mapakorovdnorn twv
TIUOV.

Amo 10 KevIpkd pevov emdéyovpe “Dashboards™ kot otn cvvéyeia kdvovtag click oto
ewovioo ‘+’ emAaéyovue “Create new dashboard” kot onuiovpyodue v Dashboard pe to
6vopa “Control”.

Avotyovpe o ene&epyacio v Dashboard kot onpovpyodpe v mapaxdteo Dashboard
aKoAoLO®OVTOG TIg 001 Yiec omd To Documentation g TAATQOPLOGC.
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New Timeseries Line Chart
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New Timeseries Line Chart

ra
(9]

70
65
80
55
50
45

234470 234420  2344:30 234440 23:4450 234500

avg

= humidity 58

Coolant Temperature

-60  -40  -20 0 20 40 60

80

100

OnOff

Hi-Low

rA
kd

20

40 60

80

100

Ewoéva 4.38: To Dashboard mov dnpovpyncape yia to €pyo pésa and tov Dashboard

editor
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KE®AAAIO 5

5.1 AHMIOYPT'TA ME KQAIKA JAVA MIAX IoT
GATEWAY MQTT -MQTT

H mopoandveo gateway mov ypnGULOTOCAUE ATOCKOTEL AMOKAEIGTIKG GTY GUVOEST TNG
dtkN ¢ ¢ mhatpdppog Thingsboard pe dArovg brokers.

e autd 10 pHEPOS Ba aoyoANBoVLE IE TNV KOTAOKELY oG gateway 1 ool Oa pmwopel va
mapopeTporombetl kKot vo cuvdéel omoladmote TAATPOPUO pe GAAEG TOV VITOoTNPilovy TO
npwtéxorro MQTT.

®a axolovdnoovpe Vv 1010 AOYIKN pe TV gateway g TAateoppag Thingsboard ko Oa
onuovpynoovpe €vo KMdka o omoiog Ba pmopel TOLTOXPOVO VO TPOYUOTOTOEL V0
ovvoéoelg pe 10 mpwtoékoAro MQTT ko vo pop@omolel to. pUNVOUOTO TOV GTEAVOVTOL
exaTEPOEV.

H avantuén g gateway Oo yiver oe mepipdirov windows oe yAwooa Java xat 0o
ypnooromel | TAatedpua avantuéng Aoyispukov Eclipse IDE 4.18.0 (Java ver 15.0.1)

Apyca kotepdoape v éxdoon Eclipse IDE 2021-03 amd v emionun 16toceAda g
epapuoyng : https://www.eclipse.org/downloads/

#login #Manage Cookies

l/E C LI ps E Projects Working Groups Members More -

FOUNDATION

Download Eclipse Technology
that is right for you

Tool Platforms

The Eclipse Installer 2021-03 R now includes a JRE for mac0S, Windows and
Linux.

-w
Get Eclipse IDE 2021-03

nstall your favorite desktop IDE packages

Ewovas.1
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Metd v gykatdotaon tov Eclipse IDE 10 emdupevo Pripa ftav 1 €yKatdotaorn tov
WindowBuider evdg mpdcshetov makéTo yio v vwosTNPIEN YPaEKol TEPPAAAOVTOG.
Tpé&ape 1o Eclipse IDE kat péco amd to kevipikd pevoy emAEEqe

Help/Install New Software...

EpopaviCetar to mapdBopo Install 6mov gicdyovpe 10 mapaxdto link yio v eykatdotoon
TOL TOKETOV.

Er ]

Available Software
Check the itermns that you wish to install.

Work with:] | Luna - https://download.eclipse.org/releases/luna w

| type filter text

Mame Version

[Joo0 Application Development Framewaorks
[J0o0 Business Intelligence, Reporting and Charting
[Joo0 Cellaboration
[Joo0 Database Development
[J 000 EclipseRT Target Platform Components
1> | [ General Purpose Tools |
[J 000 Linux Tools
[] 000 Mobile and Device Development

Ewovo 5.2: Y10 medio “Work with” eicdyovpe 1o link and 1o omoio Ba katéBouvv ot
nmpocOnkeg mov Bo emAéEovpe vo €yKOTAGTOOOVV GTNV TAOTPOPUO Yl TIG OVAYKES TNG
epyaciog.

Avotyovpe ta General Purpose Tools kot emiéyovpe to Takéta g ewovag 5.2
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Work with: | Luna - https://download.eclipse.org/releases/luna

| type filter text

Mame
[l Remote System Explorer User Actions
[ - RPM Tools
[ - Source for Eclipse XWT
[l Source for Eclipse XWT Workbench Integration
(- Swing Designer
@: Swing Designer Decumentation
(- SWT Designer
(- SWT Designer Core
@: SWT Designer Documentation
(- SWT Designer SWT_AWT Support

[k TCF Terminal (Console) View

(- WindowBuilder Core

(- WindowBuilder Core Documentation
ff- WindowBuilder Core Ul

(- WindowBuilder Grouplayout Support

(- SWT Designer XWT Support (requires Eclipse WTP/WST)

Version

3.7.0.201502160819
2.0.0.201502180018
1.0.0.:20140612- 1647
1.0.0w20140612-1647
1.7.0.r44: 201405021531
1.7.0.r44x 201405030444
1.7.0.r44x 201405021526
17,044 201405021519
1.7.0.r44x. 201405030426
1.7.0.r44x 201405021546
1.7.0.r44x 201405021548
1.2.0.201406042322
1.7.0.r44x 201405021445
1.7.0.r44x 201405021508
1.7.0.r44x 201405021455
1.7.0.r44x 201405021517

(- WindowBuilder Java Core 1.7.0.r44x 201405021448
O @= WindowBuilder XML Core (requires Eclipse WTP/WST) 1.7.0.r44x 201405021458
(- ¥text Complete SDK 2.7.3.v201411190455

(] 000 Linux Tools

[J oo Mobile and Device Development
[J oo Modeling

[]000 Programming Languages

Ewéva 5.3: Xy ewcova BAETOVUE To TAKETO TOV TPOGTEOMKAY Y10l TNV VTOGTHPIEN TOV
YPAPIKOL TEPPAALOVTOG.

Metd v £yKoTAGTOCT TOV TOKETOV KOl TNV EXAVEKKIVIION TN EQAPUOYNG EEKVIIGALE
éva véo project EMAEYOVTOG 00 TO KEVTPIKO LEVOL:
File / New / Other...

Yt0 mapdBvpo “Select a wizard” emdéyoope WindowsBuilder/ Swing Designer/
Application Window kot dnpovpyncape to project: MQTT GATEWAY.

Metd ™ dnuovpyio tov project €ywve gykotaotaon pog Pipiodnkng yo vrooTtypign
Json a6 to mapaxdto link:
http: java2s.com r/i/Downloadjavajsonjar.htm

[Na v gykatdotacn Tov apyeiov java-json.jar mov meEPLEYEL M TopAmave PiPAtodnkn
emAEEQE OO TO KEVIPIKO UEVOD:

Project > Build Path > Configure build path

Kot 610 gpeoviiopevo mopdbuvpo amd to tab Libraries dwcape v emioyn Add External
Libraries kot emAéEapie 10 apyeio jar
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= ]

| type filter text | Java Build Path v v
Resource A
Builders *® Source = Projects El Libraries e’{,a Order and Export @ Module Dependencies

Coverage JARs and class folders on the build path:

Java Build Path v % Modulepath Add JARs...

Java Code Style

g java-jsonjar - Ch\Users\Baal\Desktop g

Java Compiler =\, JRE System Library [JavaSE-15] Add Extemal JARs...
Javadoc Location v & Cl

- % Classpath .
Java Editor =\ Maven Dependencies SRR S
Maven Add Library..

Project Matures
Project References Add Class Folder...
Refactoring History
Run/Debug Settings
Task Tags

Validation Edit...
WikiText

Add External Class Folder...

Remove

Migrate JAR File...

Apply

@' Cancel
Ewéva 5.4: O dayeipiotg Pipaobnkadv e mhateopuog Eclipse

H gateway Ba owa0étet éva pukpd ypapikd mepiBdiiov péoa amd to omoio Oa pmwopovpe
VO EIGAYOVUE TIS TAPAUETPOVS cvvdeons twv 0vo MQTT broker, va K@vovue gdkolo
popeomoinon tov apyeimv mov Ba kabopilovy Tov TPOTO UETATPOTNG TOV UNVOLATOV KOOMG
Kol VoL PAETOVLE HEGO OO TEPLOTIKE TV KIVIOT) KOl LETATPOTT TOV UNVOLATOV.

[ Package Explorer &3 Bs 8§ =
v 15 MOTT_GATEWAY
v i src
w H images
) broom.png

) gt_ict_icen.png
W iot_gateway.png
o iot_stress_icon_312.png

£ ,ﬁ main_lﬂackage

[J] Converter.java

1] main_class.java

_m MOTT_client_controllerjava
] Toolsjava

[J] WindowJsonEditor.java

1] WindowTerminal.java

I module-info.java

Ewova 5.5 Ta apyeio tng [oT Gateway
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MainClass

Pv

MQTT BROKER 1

Message [EEEEEETTTEEEE » MQTT BROKER 2
Class Controller [

< ________ Class
MqttClientController MqttClientController

HI 4

Class Class
Terminal converer Terminal

Ewéva 5.6: 1o O1dypappo PAEmovpe TNV €0MTEPIKY] OPYITEKTOVIKN HE TNV omoia
dNuovpynOnke o KOIKOG TNG gateway.

Avantoynkav €€1 cuVOAIKA KAAGELS 0 KOOIKOG TV 0moimv Ppioketal 610 mapdpTnua
NG TAPOVCAG EPYUCING.

Class MainClass:
H «Ahdon avt) etvor n mpd KAAoM NG 0moloG 0 KOJKAG EKTEAEITOL [UE TNV EKTEAEDT

mG EPaApUOYNG.
[Tepiéyetl 10 ypapikd meptPaAlov oAAd TOVTOXPOVA TEPIEYXEL KOL TOV KOIIKO TOL EAEYYEL
To. UNVOpOTO TOL Epyovtal omd Tov kdbe broker kol oamostéAAovTOL 6TOV GALOV POV TPp®TA

oTaA0VV G€ GAAEG KAAGELS Y10 VOL VTTOGTOVV EMEEEPYOTTOL

Class MQTT_client_controller:
H kAdon avt) mepiéyet Tic amopaittes povtiveg yio cOvdeon oe broker.

Class Converter:
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Elvar 1 Pacucodtepn KAGOT TG €QAPULOYNG KOl TTEPLEYXEL OAEG TIC GLVOAPTNGELS Yol TNV
avéyvoon Kot avadnuovpyia tov Json unvopdtov mov otéivoviot petald tov brokers mov
etvatl cuvoedepévol e TNV gateway.

Class Tools:
[Tepiéyetr Pondntucéc povtiveg eyypaeng kat avdyvoong apyeiov

Class WindowJsonEditor:
[Tepiéyet évav amAid editor Json pe duvatdotnta oviyvevong Aabmv otn popen tov Json
KELWWEVOD OV ELGAYETOL OO TOV XPNOTN

Class WindowTerminal:
[Tepiéyetl Tov kMK Yoo TO VO TEPUATIKA TTOL eUPavilovy TV emkowvmvia tng Gateway
ue toug Brokers

O kodwag g loT Gateway eivar dtwbéoipog oto GitHub:
https://github.com/iliaslmp/MQTT GATEWAY.git
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https://github.com/iliaslmp/MQTT_GATEWAY.git

To ypaikd mepPAAlov TG EPOPLOYNG.
Tpéyovtag v gateway péca anod to nepipdrrov Windows 10 avoiyet 1o Pacikd
TapAbvPO TS EQUPLOYTNG.

| - - P

|
@ loT Gateway MQTT to MQTT massages converter
|
| - Broker 1 settings Broker 2 settings
!

Broker URL |i|ias.clnud.shiﬂr.i0 | Broker URL |i|ias.clnud.shiﬁr.in |
Username |br0ker1Name | Username |hr0ker1Name |
P‘HEEWOH'I L s | Pﬂﬁﬁmﬂl b |

i Client ID [ 1234567890 | Client ID (01234567890 |
[ Protocol |HQTT |"| Protocol |I|I'IQTT |"|

I [¥] Clean Session [w] Clean Session

i Cnt Timeout |10 SECs Cnt Timeout |10 SeCs

Connect Disconnect Connect Disconnect

Gateway Settings

loT Gateway ver 0.0.1 Created by llias Lamprou

Ewéva 5.7: To ypaikd meptdAlov TG EQopUOYNG

Av106 Paocikd yopiletar og 600 pépn ta omoia TEPEXOLV TO TESIO Y10 TNV EIGUYWYT TOV
TOPAUETPOV GVUVOEGN G GTOVG dVO brokers.

370 KAt PéEPOg o pmovtdv “Gateway Settings” 0o avoi&etl To mapdbvpo tov Json Editor
OV OVOPEPOLE  TPONYOVUEVDG MOTE VO YIVEL 1 TOPOUUETPOTOINGT Y10 TNV HETOTPOT| TOV
UNVOULATOV.

O yxpnotg apov iodyetl Ta. oToLEie TOL amaTOLVTOL Yo TN cLVOEST o€ kABe broker
umopel 6T CLVEXELD VO SOKILAGEL VTN TN CLVOEST EEXMPITTA Y10 TOV KaBEVAL.

[Mélovtog to pmovtév “Connect” Ba yivel avtdpatn omobKELON TOV TOPAUETP®V TOV
broker kot 6o avoi&el éva moapdBvpo Terminal otov omoio o cvykekpiuévog broker Oa
enpaviCel TAnpogopieg cuvoeoN S KABMS KL TO ELGEPYOUEVA Kot EEEPYOUEVA UMVOLLATOL.
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Cle
= N N . loT Gateway MQTT to MQTT massages c r

Broker 1 settings Broker 2 settings
Broker URL [ilias cloud.shifirio Broker URL ilias cloud shifirio
Username |brokeriName Username [broker1Name
Password [ password [
Client D Client D [01234567890
Protocol [MQTT ~ Protocol [MQTT -
v] Clean Session v Clean Session
Cnt Timeout |10 Secs Cnt Timeout |10 sSecs
Connect Disconnect Connect Disconnect

Gateway Settings

loT Gateway ver 0.0.1 Created by llias Lamprou
Ewéva 5.8: v ewcova fAémovpe to Pacicd mapdbupo e paproyns Kabds Kot Toug
dvo terminals (évav ywo kéOe broker)
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gﬁ JzonEditor

Check

{

"brokerl™: |
{ "subkTopic™: "sensor/data”,

"pubTopic™: "™username/data”,
"pubSettingsT:{
"gos™: 0O,
"retained” :1
e
"pukbData™: |
"temperature™: "temp

"subTopic™: "sensor/+/data”,
"pukbTopic™: "username/pressurs”,
"pubSettingsT: |

"gos": 0,

"retained” :z1
]'F

"pukData™: |
"device™ : "§{topic=sensor/¥/datal”,

"pressure™ : "I [pressurel”

1,

"brokerd™: |

{

"subTopic™: "username/+",
"pubkTopic™: "test”™,
"pubSettings™: {
"gos": 0,
"retained” :z1

b

"pukData™: |
"humidity™ : "&{toplc=temperaturs/%/me}"™,
"preasure™ : "I [preasurel]”

Ewéva 5.9: Xty ewdvo fAémovpe tov Json Editor péca amd tov omoio Oa yiver n
HOPPOTOINCT TV UIVULATOV.
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Apyeio popeomnoinong JsonConverter.txt

Méoa amd 10 ypapikd mepifaiiov avoiyovpe 1o mapdbupo JsonEditor. Xto mapdbupo
avtd mepiEyetol £va Json pe Bdon to omoio HBa yivel | HETATPOTT TOV UNVOUATOV GE GUUPOTY|
Ao KaOe TAATQOPLLO LOPPOTOINGT).

INo ka6e TAatedppa Bo amarteiton po HOpPOTOiNGT TOL GLYKEKPLUEVOL Json.

{
"broker1": [

{ "subTopic": "sensor/data",
"pubTopic": "username/data",
"pubSettings": {

"qos": 0,
"retained" :1
§s
"pubData": {
"temperature": "$ {temp}"
h
¥
{
"subTopic": "sensor/+/data",
"pubTopic": "username/pressure"”,
"pubSettings": {
"qos": 0,
"retained" :1
}s
"pubData": {
"device" : "${topic=sensor/*/data}",
"pressure" : "${pressure}"
H
b
1,
"broker2": [
{
"subTopic": "username/+",
"pubTopic": "test",
"pubSettings": {
"qos": 0,
"retained" :1
}s
"pubData": {

"humidity" : "${topic=temperature/*/me}",
"preasure" : "${preasure}"
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Ymoompi&ape oty avantuén mg Gateway €va mopOUOl0 TPOTO LOPPOTOINCNG TOV
apyeiov pe avtov g mhatedpuoc Thingsboard.

> Pacikn popen Tov apyeiov vapyovv dvo Json Arrays pe labels brokerl kou broker2.

Kdébe évag amd avtodc toug mivakeg mepiéyovv otoryeio to omoia givan empépovg Json
Objects pe TIg TOPAUETPOVS LOPPOTOINGNS Yo KAOE topic EexywploTd.

Yrdpyovv 600 Poacikég TePIMTAOCELS, 1| gateway vo kdvel subscribe e amdd topic 1 o€
TOAAOTTAO.

[No k6O pio mepintmon Oa xpelooTel O10POPETIKN LOPPOTOINGT.
Ao topic (yopic yopoktipes + 1 #)

"subTopic™: "sensor/data”™,

==

["pubTopic™: “"username/data”, |
“"pubSettings”:{

"qos": @,

"retained” :1
}J
"pubData”:{
"temperature”: "%{temp}”
¥
}J‘

Ewova 5.10: Mop@pomoinom amAov topic

o vo popeomomcovpe €vo amAd topic mpénetl va Kabopicovpe to topic 610 0moio M
gateway Oa kdvet subscribe otov broker 1 (moptokali mhaico).

21t ovvéyela to topic tov Broker 6to omoio Oa oteidel To vEO dropopeopéVo pnvopo
(koKKIvo TAO{G10).

210 medio pubSettings kabopilovpe 10 QoS oe 0,1,2 (] og dAAN T edv BEAovpe va
etvat 1o 1910 pe 1o gloepyOUEVO Uvupa) KaBdg Kkat To retained Tov punvOLOTOC.

TéLog oo medio pubData kaBopilovpe T popen tov unvopartog mov Ha amoctarel. Avtd
umopet va etvon Json 1 Text 1) pdvo pia tyum.

To mapdderypo g ewovag 5.10 ivon €va Json

{“temperature”: “$ {temp}”’}
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pe évo povo medio temperature, 6to omoio o tomobeTnoEl ®G T TNV TN TOV TEdIOV
temp and 10 g16epYOUEVO Json.

AxolovBolpe dAadn v 101 akpPdg AOYIK] Kot HOPON WHE TN HOPPOTOINGY| TOL
Thingsboard.

YvvOeto topic (ne yopoktipes + 1N #)
{

"subTopic": "sensor/+/data",

"pubTopic”: "username/pressure”,
"pubSettings":{

"gos": B,
"retained™ :1
¥s
"pubData”:{
"device™ : "%{topic=sensor/*/data}”,
"pressure” : "${pressure}”
I

Ewova 5.11: Moppomoinon moAlamiov topic

2y ewdva 5.11 BAémovpe ) popen g SIUOPE®ONG EVOS TOAALATAOD topic.

H gateway 0a kdvet subscribe otov broker 1 to topic sensor/+/data kot to pnvopoTo T0V
Ba Aappdaver Ba €xovv mg topic ot 6éom ToL + TO Gvoua NG cLoKEVNG Kat Bo glvar NG
HOPONG:

sensor/deviceName/data

To eEepyouevo unvopa mpog tov broker 2 Oa otodel oto topic /username/pressure
(koKKIVO TAOiG10) Kol Bo etvarl popeng json to omoio Ba éxel kot £va medio oto omoio Ha
npénel vo eleayfel  cvokevn amd TO tOPIiCc TOL EIGEPYOUEVOV UNVOUOTOC.

[N va yiver avtd opifovpie To medio mg:

"device" : "${topic=sensor/*/data}"

avtd Ba €xel g amotéleoua va gloaybel oto medio device 1o Keipevo Tov topic wov
Bpioketon peta&y tov “sensor/” kou “/data” to omoio Oo mpémer va givon to dvopo TNg
GLOKEVT|G.

[TepiocdtEPN avdAlvon 6Tov TPOTO HOPPOTOINCNE Kol TV duvaToTT®V Bo vVITapéel ota
TopodElyLATO TOPOKAT®.

88



5.2 AOKIMH THX AEITOYPI'TAX THX IoT GATEWAY
ME ATA®OPOYX MQTT CLIENTS KAI BROKERS

[Na va doxpdoovpe v Gateway ypnoyoromaoape dvo brokers €vo Tomikd 6Tov 0moio
oLVOEOVTOL 01 GLOKEVEG Kot éva broker oto cloud mov mepthapfdveton oe P TAUTPOPLLOL.

To pmvopata mov Ba dokidcovpe vo 6TEIAOVLLE amd T GLGKELT| £X0VV akpP®S TV 1010
LOPON LE TO WNVOUOTO TTOV CTEAVOLE TOPOTAve Kot otV TAatedppa Thingsboard.

Tomwkdg broker

Q¢ tomikdc kOpPog ypnopomombnke o broker mosquitto.

KoateBdooape kot eykatacmoape v €ékdoon yio Windows and tnv enionun 16toceAido:
https://mosquitto.org/download/

(b)) mosavitto ECLIPSE cedalo

Download
Source
* mosquitto-2.0.9.tar.gz (319kB) (GPG signature)
* Git source code repository (github.com)
Older downloads are available at https://mosquitto.org/files,

Binary Installation

The binary packages listed below are supported by the Mosquitto project. In many cases Mosquitto is also available directly
from official Linux/BSD distributions.

Windows
#| mosquitto-2.0.9a-install-windows-x64.exe|(64-bit build, Windows Vista and up, built with Visual Studio Community
2019)
* mosquitto-2.0.9a-install-windows-x32.exe (32-bit build, Windows Vista and up, built with Visual Studio Community
2019)

Ewéva 5.12 O1 5100éo1ieg ekddoelg Tov mosquitto broker yioo Windows
Metd v eykotdotaon tpéEope tov Broker amd T ypouun evioAdv yopig vo

acyoAnBovue pe v mopapetpomoinon tov Broker, ondte dev Ba amoartnBel otn cuvéyela
Kdmolo username Kot password yia va emitevyBei | ohvoeon.
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C:\>cd C:\Program Files\Mosquitto

C:\Program Files\Mosquittormosquitto

Ewova 5.13 Tpéyovrag tov Mosquitto broker amd to command line

"o va oryovpéyovpe 0Tt Tpéyetl o broker kot 1 BVpa givar avoryt dOCANE TNV EVIOAY
netstat -an yia va SOOLLE TIG avoLYTEG TOPTEC.

Onwg PAEmovpe oty ewova 5.14 n wopta 1883 eivar avoryt kot £xel amodobei otov
broker n IP 127.0.0.1

C:\Program Files‘\Mosquittornetstat -an
Active Connections
ddress
:135

1445
= |

State
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
LISTEMNING
| TSTEMTRIG
LISTEMNING
L15TENLNG
LISTEMNING
TCP LISTEMNING
TCP .6 LISTENING
TCP i .6:57 ) 4. ESTAELISHED
TCP i . 1. 7724 . o CLOSE_WAIT
TCP i .6 ] . . CLOSE_WAIT
TCP i ] CLOSE_WAIT
TCP ESTAELISHED

(]
m

D0 D00 D

[u]=]
oD E DD DD OS2 20 0503
I=
=
=
3]
LA
LA

TCP 8.8.
TCP 8
TCP 8
TCP 8
TCP 8
TCP 8
TCP 8.
TCP 8
TCP 8
TCP 8
TCP 8
TCP 8

8

5]

TCP
ICE

Protoc Local

bt [ e T T e T O e D e T
D D20 D000

TCP 12
1Lk
TCP

[y
b

A
@
@
@
@
@
@
@
.84
E-.
@
@
@
@
A
@
5]
@

i
ful
22030 DO

DD D IS D000 50050 5235

Ewéva 5.14: To amotédeopa TG EVTOM)G netstat -an

21N CLVEKELD EIGAYOVUE TIG TOPAUETPOLS TOV mosquitto broker otnv Gateway ko mélovpe
T0 pmovtov “Connect”.

Avotyelr avtopata to mapabvpo “Terminal” (ewkodva 5.15) ko PAEmovue 6TL N 6VVOEGN TV
EMLTUYTG.
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i
[

& 10T Gateway

conne

necting to b 7.0.0.1: .. Broker 1 seltings
fConnected succesfully

Broker URL | 127.0.0.1

Username |LocalBroker

Password
Client ID [1234567890
Protocol (MQTT v
v| Clean Session

Cnt Timeout (10 secs

Connect Disconnect

Ewova 5.15: v ewcoéva BAETOLLLE TIG TAPAUETPOVS GUVOESTG Y10 TOV TOTTIKO mosquitto
broker.
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Metd v emtvoyr] odvoeon pe tov tomkd broker Oa emiyeipncovpe cvvdEon e TOV
broker tng mhatedppag Adafruit.

O MOyog mov emA&yONKe oapyKO OUTA N TAATEOPUO. Yo T OOKU) &tvor yroti
vrootpilel éva cuykekpyuévo format ot topics Kot omottel vo oTEAVOVTOL LOVO Ol TIHES TOV
alcOnmpov Yopic va eumepiéyovtal o unvopota Json.

Avtd onpaivel 0Tt ta Json unvopato TG GVGKELNG Hag o TPETEL VO LETATPATOVV OTTO
v Gateway o€ TYEC Kol To Tedio TOL Json UNVOUOITOG VoL LETATPATOVY GE topics

Apywd  omovpyovpe  €va. AOYOoploopd otV mAaTteOpuo. ot oevbuvon
https://io.adafruit.com/ xon emAéyovpe to erebBepo makéTo 10 omoio pog divel Tig ToPaKAT®
dUVaTOTNTEG O1 OTOIEG EIVOL OPKETES Y10 TIC OVAYKES TNG OOKIUNG.

Current Plan

30 data points per minute
30 days of data storage
Triggers every 15 minutes
10 feeds

5 dashboards
Community support
Projects and guides

Ewova 5.16: v swcoéva PAETOLLLE TIG SUVATOTNTESC TOVL O TOPEYEL TO EAEVOEPO
TOKETO TNG TAaTEOpLaG adafruit.io

Metd ™ onovpyios ToL AOYoplacHoy  HECH OO TO KEVIPIKO PEVOD TNG TAATOOPLOG

emiéyoope “My Key” xar PAémovpe to Username kot 1o Active key mov pog oiver m
TAOTEOPLLOL Y10l VO, TTPOLYLLULTOTOMMGOVLE TNV cHVIEST Gg avTh (1KOVa 5.16).
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https://io.adafruit.com/

YOUR ADAFRUIT 10 KEY X

Your Adafruit 10O Key should be kept in a safe place and treated with

the same care as your Adafruit username and password. People who
have access to your Adafruit 1O Key can view all of your data, create
new feeds for your account, and manipulate your active feeds.

If you need to regenerate a new Adafruit IO Key, all of your existing
programs and scripts will need to be manually changed to the new key.

Username

Active Key ]

Ewova 5.17 To mopdBupo pe T mopapéTpous GOVOEGNS TOV GLGKELMOV GTNV
mhatedpua adafruit.io

Ewsdyovpe t1g mapapétpovg e mhatedpuog adafruit.io otnv gateway kot miéCovpe
OUVOEDT).

g4 Terminal: io.adafruit.com — O x

Clear

MQTT to MQTT massages converter

Broker 2 settings

Broker URL |io.adafruit.com
Username |iliaslamprou
Password [3f3f702bba1640aabaB31935c89515d2

Client 1D |1

=i
[ ]

233445566
Protocol [MQTT -
v| Clean Session

Cnt Timeout |10 Secs

Connect Disconnect

Ewéva 5.18 Ta amoteréopata g npoonddeiag ocvhvoeons otov MQTT broker
eUEVILOVTOL GTO TEPUATIKO

B0 TPOYUOTOTON|GOVUE OTI GULVEYEWN UEPIKEG OMOCTOAEG UNVOUATOV TOGO amd TN
ovokevn pog 660 kot amd éva emmAéov MQTT client.
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~ chrome web store

Apxikr oehida > Egpappoyig > MQTTBox

b MQTTBox

NpoapepeTal amo: woerkswithweb.com

* % W W 28 | Emekrdosig 3 30.000+ xproTeg

Ewéva 5.19: Ano 1o chrome web store katefdalovpe tov MQTT Client MQTTBox yuo
VOl TOV YPNGUYLOTOUCOVLE Y10, ATOGTOAN KOl AT UNVOUATOV TPOG TOV TOTIKO mosquitto
broker dote Vo O0KIHAGOVLE HOPPEG UNVOUATOV TTEPA, AtO ALTEG TOV LTOoTNPilovTal amd ™)
GUOKEVT UOG 1) 0ol TEPLEYEL TO project dlayeiplong evépyelag.

Onmg avapéptnke mopamdvo 1 TAATEOpUA £XEL EVOL CUYKEKPLUEVO TPOTO LLE TOV OTOT0
d€xeTal TIC TIWES ad TIG CLOKEVEG.

INo wopaderypa yro va otethovpe v Beppokpacio otnv TAat@oppa Bo Tpémel To topic
va €xel ) popoen username/feeds/temperature kot To payload va etvor povo n T mov £xein
Oepuoxpaocio.

Av16 onuaivetl 6t yuo va otakel To prvopa Json g Hopeng

{“temperature”: 34.2}

amo T cvokevn pog oty TAatedpua Adafruit Oa mpémel n Gateway va oteilel amimg
v T 34.2 g payload oto topic username/feeds/temperature.

Y& TEPUTTMOOT OV 1] GLGKELT] TOV KAVEL TNV OTOCGTOA CUUTEPIAAUPAVEL TIC TIUEG TV
awoOnmpov coe éva Json, 1ote 1 Gateway 0o mpémel Oyl AmTADS VO LOPPOTOGEL TO UVOLLOL
OAAG KO VOL TO SLOIGTIAGEL KO VOL TO GTEIAEL GE O10LPOPETIKA topics.

Qo TPAYLOTOTOMGOVUE GTN GLVEXELD V0 SOKIHES Yo va eEAEyEovpe TN Agttovpyia TG
Gateway 6€ 0VTEC TIG OV0 KOTAGTACELG

Hopaderypa 1:

Metatponr evog Json €16EpYOUEVOL UNVOUOTOS TTOL TTEPLEXEL EvaL TESTO e Ui TN, OE
dAAo 1o omoio mepiEyel og payload povo v T, eved oto topic Ba mepiEyetl kol To medio N
uoévo oTo.

1o mopdoetypa avtd Oa popeomomacovpe to apyeio JsonConveretr.txt dote 1 gateway
va 0éyetat Eva pnvopa Json amd éva amdd topic tov broker 1 kot va 6tédvel Eva pnvopa to
omoio Ba mepiéyel povo tég og £va mpokabopiopévo topic Tov broker?2.
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To pqvopa Ba otadel and tov MQTTBox client otov brokerl. H gateway ago¥ to
poppomomoel Oa 10 amocteilel 6e €va véo topic otov broker2 mov eivar o broker Tng
nhateoppog Adafruit.io

Onote Eyovpe:

Ewoepyopevo pmvopa amd brokerl:
topic: sensor/data

payload: {“temp”: 23.4}

E&epydpevo pnvopa mpog broker2:
topic: iliaslamprou/feeds/temperature

payload: “23.4”

To apyeio JsonConverter dtoapopemdveTol OTmMG TAPAKAT®:

{
"brokerl": [
{ "subTopic": "sensor/data",
"pubTopic": "iliaslamprou/feeds/temperature",
"pubSettings": {
"qos": 0,
"retained" :1
}s
"pubData": {
"temperature": "$ {temp}"
h
h
1,
"broker2": [
]
b
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WY MOTTBox — O
MQTTBox Edit Help

= Menu - all Connected ® Add publisher @ Add subscriber 1

Mosquitto - mgtt://127.8.0.1

| _
sensor/data
{‘ltemp“:F|23-4"}
QoS
0 - Almost Once . gos - 0, retain - false, emd - publish, dup : fal
se, topic - sensor/data, messageld - . length
cetain (| - 28, Raw payload - 12334116 101109112 345
etain 8345051465234125
Payload Type
Strings / JSON / XML / Characters v

e.g: {'hello""'world?}
Payload

["emp""23.4")

Ewéva 5.20: To tapdBupo tov MqttBox Client pe 1o omoio £ywve 1) amocToAr| Tov
UNVOLOTOG.

96




%
s

Clear

Connecting to rer n:ffic.adafruitc

Ewova 5.21: Ta teppatikd twv 600 brokers petd v omoctodn evog unvoLoTog GTOV
brokerl.

Yy ewova 5.21 PBAémovpe OTO TEPUOTIKA TO OMOTEAECUO. TNG OTOGTOANG TOL
TOPOTAV® UNVOpROTOG otov brokerl.

10 moptoKaAl TAaicto etvan to pnvopa tov €Aafe o broker 1

Y10 umie mhaiclo PAEmovpe 10 pvope mov Oa amootoiel otov broker2 peTd
SWUOPP®OY]  TOL CLUP®VE HE TN Hopeomoinon mov Kabopicate ot0  apyeio
JsonConverter.txt.

>t0 mpdowvo mhaiclo tov broker 2 PAémovue 6tL TO pnvVvue TapaddONnKe oTNV
TAATQOPLLO e emLTLYOL.

X1t ogAida Topa TG TAateoppog adafruit.io péca amd 10 KEVIPIKO PEVOD EMAEYOLUE
Feeds (ewova 5.22).

*ﬂdalruit Profile Feeds Dashboards
-~

Feeds | view all

temperature

Ewéva 5.22: Zmyv ewodva PAETOLE TO topic 6T0 0moio £YIVE 1| OTOGTOAN VO
epeavifetol 6TV TAATEOPLLO QVTOUATO.
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Kévovtog kKhik 6to temperature gpgaviletor to Topddupo pe To GTOTICTIKA TOV topic
o6mov PAETOLLE KO TNV TN TToL oteidape (swdva 5.23).

page| 1 ~|of1

Created at Value Location

2021/03/22 1:32:084AM 234

Ewova 5.23: v swova BAémovpe v Tiun mov oteilape 6to topic temperature
KaBmOG Kot TNV dpa Tov £YVe 1 ANYN TOV UNVOLOLTOG,.

Mopaderypa 2:

Awonaon eoepydpevonv Json unvOHOTOS pe mOAAES TWEG ausOntipwv, o TOAAA
HKpOTEPO, UMVOLLATO, TTOL B0l ATOGTAAOVV GE SLOPOPETIKA topics.

210 mapaderypa avtd Ba popeomoincovpe 1o apyeio JsonConveretr.txt dote 1 gateway
va déyeton éva unvopa Json to omoio Oa mepiéyet Tinég amd ToAAOVG acnTpes, dALL Ot
oLVEXEWL OPIGHEVEG Omd aVTEG TIG TIHEG Ba TPEMEL VO GTAAOVY GE SLOPOPETIKA topics oTNV
TAOTQOPLLOL.

®a YPNCLOTOCOVUE O ATOCTOAEN TN GVOKELT OO TO project EVEPYELNKNG KTIPLOKNG
dwayeipiong.

Onwg avaeépnke mapomdve 1 cuokev| otédvel otov brokerl 1o mopoakdtom Json to
omoio TePLEYEL Kot TO GVOLLA TNG CLGKELVTG KATL IOV dgVv Ba ypelactodpe otnyv Adafruit.io.

{
"NodelD":"00:11:22:33:44:55",

"Type":"ControlSensor/Sensor",

"Humidity":54,

"Temperature":18,

"CoolantTemp":25,

"OnOff":0,

"HiLow":1,

"msgCount":6

h

Evo n Gateway 0o Aapel to mapandve Json Ba mpénetl va oteilel oty mAaTOpUO TO
TOPOKATO UNVOLOTOL:

1. Topic: iliaslamprou/feeds/humidity

Payload: “54”
2. Topic: iliaslamprou/feeds/temperature
Payload: “18”

3. Topic: iliaslamprou/feeds/CoolantTemp
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Payload: “25”

4. Topic: iliaslamprou/feeds/OnOff
Payload: “0”

5. Topic: iliaslamprou/feeds/HiLow
Payload: “1”

To apyeio JsonConverter yio avty) TV TEPITTMOOTN LOPPOTOLEITAL OTMG TOPUKAT®:

{
"brokerl": [
{ "subTopic": "sensor/data",
"pubTopic": "iliaslamprou/feeds/humidity",
"pubSettings": {
"qos": 0,
"retained" :1
}s
"pubData":"$ {Humidity } "

n.n

{ "subTopic": "sensor/data",
"pubTopic": "iliaslamprou/feeds/temperature",
"pubSettings": {
"qos": 0,
"retained" :1
}s
"pubData":"${Temperature } "

n.n

{ "subTopic": "sensor/data",
"pubTopic": "iliaslamprou/feeds/CoolantTemp",
"pubSettings": {
"qos": 0,
"retained" :1
s
"pubData":"${CoolantTemp}"

{ "subTopic": "sensor/data",
"pubTopic": "iliaslamprou/feeds/OnOAff",
"pubSettings": {
"qos": 0,
"retained" :1

s
"pubData":"$ {OnOff}"

n.n

{ "subTopic": "sensor/data",
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n. n

"pubTopic": "iliaslamprou/feeds/HiLow",
"pubSettings": {

"qos": 0,
"retained" :1
¥
"pubData":"$ {HiLow}"
¥
1,
"broker2": [

]

Metd v omoctoAn Tov unvopatog PAETOVUE TN O1AGTOGT TOV EIGEPYOUEVOD UNVOLOTOS GE
5 d1apopeTIKA punvopoata (eikova 5.24)
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r tcp

sor/data

"Humidity™:54,
"Temperatur

ffeeds/humidity

Publish to broker 2
Topic: iliaslamprou/ ( clantTemp

Betained: true

ffeeds/HiLow

Betained: true

Ewova 5.24: To sioepydpevo otnv Gateway pnvopa 010ondotnke Kot 6TdAOnke oty
TAQTQOPUA OC OLPOPETIKA S UNVOLOTO GE OLOPOPETIKA topics.
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Feed Name Key Last value
O CoolantTemp coolanttemp 25.0

O HiLow hilow 1.0

O humidity humidity 54.0

O OnOff onoff 0.0

O temperature temperature 18.0

Ewova 5.25: Ot tedevtaieg TéC mov otdAOnioay and ) cvokevn £xovv TAEov amodnkevtel
oTNV TAATQOPLLOL.

Hoapdaderypa 3:

Eicaymyn tov ovopatog e cuoKeuMg oG LEPOG Tov eEepydlevo topic.

H mhateoppo Adafruit.io dev pog emtpénet va elodyovpe tepiocdtepa and tpio media
oe éva topic. [a mopdaderypo de pmopovpe va Exovpe €va topic pe téooepa media OTMG TO
TOPAKATO

/iliaslamprou/feeds/deviceName/temperature
(MOTE VO ELGAYOVLLE TN CLOKELN MG EVa. LEPOG TOV topic.

I'V avtd Ba elodyovpe T CLOKELY] G UEPOC TOV TPITOV TTEGIOL OO TO topic Kol TO TEMKO
topic Ba £xel T popoN:

/iliaslamprou/feeds/deviceName temperature

INo va yiver avtd o giodyovpe 10 6vopa TG GUOKELNG G UETOPANTH TNG LOPONG
${deviceName} w¢ uépog tov €egpyduevou topic

1o apyeio JsonConverter.txt Kavovpe Tic Tapakdtom aAlayég ota névie media subTopic

"pubTopic": "iliaslamprou/feeds/$ {NodeID} humidity",
"pubTopic": "iliaslamprou/feeds/$ {NodeID} temperature”,
"pubTopic": "iliaslamprou/feeds/$ {NodeID} CoolantTemp",
"pubTopic": "iliaslamprou/feeds/$ {NodeID} OnOff",
"pubTopic": "iliaslamprou/feeds/$ {NodeID} HilLow",

Metd v 0moGToA TOL UNVOUOTOC 6ToV terminal, PAETovE TNV €100 y®YN TOV OVOLOTOG TNG

ovokevng and 1o medio NodelD tov eioepydpevoy Json unvopatog, ota topics TV TPOG
OTOGTOAN UNVOUAT®V:
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Puklish to broker 2
Topic: iliaslamprou/ d=s : : 14:55) humidity

Publish to broker 2
pic: iliaslamprou/ dsg00:11:22:33:44:5!

Puklish to broker 2
Topic: iliaslamprou/ ds : 4:55) CoolantTemp

true

yic: iliaslamprou/f

Betainsed: true

to broker 2
iliaslamprou/

Ewéva 5.26: To dvopa tng cuokevng mpootifetat 6to topic.

103



Feed Name Key Last value
0O 00:11:22:33:44:55_CoolantTemp 00-11-22-33-44-5... 25.0
O 00:11:22:33:44:55_HilLow 00-11-22-33-44-5.. 10
0O 00:1:22:33:44:55_humidity 00-11-22-33-44-5.. 54.0
O 00:11:22:33:44:55_0nOff 00-11-22-33-44-5.. 0.0
O 00:1:22:33:44:55_temperature 00-11-22-33-44-5... 18.0
O CoolantTemp coolanttemp 25.0
O HiLow hilow 1.0
O humidity humidity 54.0
O onoff onoff 0.0
O temperature temperature 18.0

Ewéva 5.27: Zmv mhatpoppo £yl Tpootebel oto topic o Ovopa g cvokevng. 'Etot
UTOPOVV  OLOPOPETIKEG CLOKEVEG VO GTEAVOLV OTNV TANTQOPUO TUES KOL VO KEAVOLUE

Sy ®PIGHO avtdv e Bdon to topic.

Mopaoerypa 4:

Metatponn evog Json gloepydpevov pnvopatog o€ évo veéo Json eEgpyOpevo pnivopo

e autd 10 TaPAdEyIa Bo EKUETOAAEVTOVE [0l TTOAD CTILOVTIKY SUVOTOTNTO TOV LG

dtvel n ouykekpévn TAaTEOp TOL Eivar 1) dnpovpyio group TIUGV.

210%06G pog gival ke cLGKELN TOL GLVOEETOL GTOV TOTIKO broker v oTEAVEL TIC TIHES
™G 6€ £va JPOPETIKO group TG TAUTPOPUOG TO omoio Ba €xel pdAota Kot To dGvoua g

OLOKEVTG

‘Eoto tdpa 011 1 gateway Aappavel 1o TopokdTom pvopo omd T GUCKELT] LOG

{
"NodelD":"00:11:22:33:44:55",

"Type":"ControlSensor/Sensor",
"Humidity":54,
"Temperature":18,
"CoolantTemp":25,

"OnOff":0,

"HiLow":1,

"msgCount":6

}

Oa mpémel Vo GTEIAEL TO TOPAKAT® PNVOLLOL:
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topic: iliaslamprou/groups/deviceName/json
payload: {
"feeds": {
"humidity": "54",
"temperature": "18",
"coolan_ttemp": "25",
"on_off": "0",
"hi_low": "1"

To deviceName Oa mpémel k6Oe popd va avtikadictatotl amd 10 Gvoua TG GLGKELNG,
KoOdC kot ot Tég tov awcstnmpov Oa mpénet va avtikabiotavtor omd ovTEG TOL
E10EPYOUEVOD UNVOUOTOG.

To apyeio JsonConverter.txt popeomoteitor ®g TopaKdT®:

{
"brokerl": [
{ "subTopic": "sensor/data",
"pubTopic": "iliaslamprou/groups/$ {NodeID}/json",
"pubSettings": {
"qos": 0,
"retained" :1
}s
"pubData": {
"feeds": {
"humidity": "$ {Humidity}",
"temperature": "$ { Temperature}",
"coolan_ttemp": "${CoolantTemp}",
"on_off": "${OnOAf}",
"hi_low": "${HiLow}"
§
h
h
1,
"broker2": [
]
h

Metd v amooToA] TOL PNVOMOTOS amd TN GLoKELN oTo terminal PAEmovue OtL M
HOPPOTOINGT| TOL TPOG ATOGTOAN UNVOUATOG £XEL YIVEL COOTAL.
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mnected

olan ttemp 0", "temperature”:"18.0", "humidity™:"54.0", "hi_low":"1.0", "on_off":"0.0"}}

Ewova 5.28: Xmv eicova fAErovpe to ppvopa mov gonydn oty Gateway kabmg otnv
televtaio ypapun To Wvopa Tov £6tdAn otov broker ¢ mAatedpuoc Adafruit.io petd ™

pop@omoinon.

Default ‘

Feed Name Last value

00:11:22:33:44:55 ‘

Feed Name Last value
O coolant_temp 25.0

O hi_low 1.0

O humidity 54.0

O on_off 0.0

U temperature 18.0

Ewova 5.29: Xty mAevpd ¢ TAATOOpUOG Onpovpyndnke avtopaTo Eva group e TO
OVOLOL TNG GLOKELNG TOL £0TEAE TO Unvopa kKou mévte feeds mov mepiéyovv T1g TIEG TV
acOnTpov.
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HMopaderypa 5:
Tpomomoinon e1GepyOLEVOV UNVOUAT®V OOV TO OVOWW TNG GLOKELNG tvat LEPOG TOV
topic 10 omoio mepléyel Yapaktpeg ‘+’ kot H#’.

Mo Topddetypo og movpe OTL £YOVHE OAPOPEG GVOKEVEG TOL GTEAVOLY UNVOUOTO GE

éva topic TG LOPPTG.
sensor/deviceName/data

H gateway 0o mpémnet va kdvet subscribe o€ éva topic g Lopeng

sensor/+/data

KOl OTN GLVEYEWL v AGPEL TO OVOUO TNG GUOKELNG OO TO tOPIiCs TV EIGEPYOUEVOV
UNVOUATOV Kot Vo To LETapEPEL €iTe 6To payload eite oT0 topic Tov e€epydpevon UMVOUATOG.

Mo va 1o methyovpe avtd oto mpochétovpe gite oto pubTopic eite oto payload v
TOPAKATO EKPPOOT:

$ {topic=sensor/*/data}

H AéEn topic omv moapomdve Ekepacn onAmvel 6Tt 1 HeTaPfANT) avt Bo AdPet TIuég
amd 1o topic Kot Oyt omd to payload tov elGepyOUEVOL UNVOLOTOS O YvOTAV GTO
TPOTYOVUEVO TOPAOETYLOTAL.

Ot xeipevo vdpyel 610 €16EPYOUEVO topic PETOED TOV OAPAPIOUNTIK®VY “sensor/” Kot
“/data” Ba eloayBet to e€epydpevo topic i) payload.

INa to mapaderypd pog to apyeio ConverterJson.txt SIaHOPPAOVETOL OTWS TUPAKAT®:

{
"brokerl": [
{ "subTopic": "sensor/+/data",
"pubTopic": "iliaslamprou/groups/$ {topic=sensor/*/data}/json",
"pubSettings": {
"qos": 0,
"retained" :1
¥
"pubData": {
"feeds": {
"humidity": "$ {Humidity}",
"temperature": "$ { Temperature}",
"coolant_temp": "${CoolantTemp}",
"on_off": "${OnOff}",
"hi_low": "${HiLow}"
b
h
h
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"broker2": [
]

——

lant_temp 0™, "temperature"” ", "humidit "54.0","hi_1

Ewovo 5.30: Xto terminal tov broker PAémovpe TN HETOPOPA TOL OVOUOTOS TNG
GLGKELNG O TO E1GEPYOLEVO topic 6TOo topic Tov e€epydevov amd Ty gateway UnvOLOTOG.
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ﬁadafruit

Profile Feeds Dashboards Triaaers

iliaslamprou » Feeds

Default |
Feed Name Last value
device_1 |
Feed Name Last value
O coolant_temp 25.0

O hi_low 1.0

O humidity 54.0

O on_off 0.0

O temperature 18.0

Ewéva 5.31: v nhatedpua Adafruit.io dnpiovpyndnke Eva group pe to Gvopa g
ovokevng kot feeds ta medio Tov Json unvopaTOg TOL GTAAONKE OO TN CLOKELY.

Av 0éhape va glodyovpe to dvopo TG cvokevng oto payload Ba pmopovcape va
KAVOLLLE TNV TOPOKATO SLOUOPPOOT):

"pubData": {
"feeds": {

"device": "${topic=sensor/*/data}",
"humidity": "$ {Humidity}",
"temperature": "$ { Temperature}",
"coolant_temp": "${CoolantTemp}",
"on_off": "§{OnOfAt}",
"hi_low": "${HiLow}"
}
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Mopaoerypa 6:

Awpdpowon tov apyetov jsonConverter.txt dote 1 gateway va d&yetor pnvopato omd
TNV TAOTEOPLLO KOL VOL TOL GTEAVEL GTN GUGKELN.

INo va to methyovpe avtd avtd Ba mpénel oto apyeio JsonConverter vo €1Gayovue
TANPOQOpies poppomoinong oto medio broker2.

Ioyvovv akpiodg ta 01 mov avaeépdnkav mapamdve oo tov brokerl. H H gateway
pag eivar 100% apeidpoun vrootmpilovrog tov 010 TpdTO HOPPOTOINoNG UNVOUATOV Kot
amd T1G dV0 TAEVPEC,.

[No va oteilovpe Eva pqvopol Ty Yo, EVEPYOTOINOT| TS GVOKEVNG, TPEMEL VO, GTEIAOVUE
TO TOPOKATO Json:

{

"NodeNo": “deviceName”,

"OnOff": , true",

"msgCount": 1

b

av topoieiyovpe to msgCount yiati kéTL TETO10 08V PUmopel vo oTaAEL amd TNV
TAOTEOPLLO TTPOKVITEL TO TOPOKAT® UNVOLLOL:

{

"NodeNo": “2”,

"OnOAf": , true"

}

>mv maateopuo Adafruit.io dnpovpyodue apyika £va véo feed pe 6vopa on_off cmd.
Avt6 givan to feed Tov omoiov v T Ba aArdlovpe amd v Thatedpua. (H mAateoppa
dev emrpénel va, aAldlovpe feeds mov eumepiéyovrol uéca e groups.)

21 ovvéyeta dmuovpyodpe Eva Dashboard kot omoio elcdyovpe éva Switch.

*Eldafruit Profile Feeds Dashboards

iliaslamprou > Dashboards > test

| On-Off

Ewova 5.32: To Dashboard mov dnpovpynoope kot 1o omapaitnto switch yua 1o
TOPAOELYLLOL.

To pnvopa mov Ba otédver | TAatedpa k6B popd mov Ba adddlovpe TV KaTdoTOoN
oto switch Oa givar ¢ mapakdto popens Ba eivar éva “true” 1 “false”.
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To topic mov Ba wpémel va kdvoupe subscribe yia va Adfovue to pvopa gival To:
iliaslamprou/feeds/on_off cmd

Onwg PAEmovpe €yovpe (o mepintmon O6mov to e16epyOUEVO topic mepi€yet To device,
evo to payload mepiéyet povo po T true-false..

Ao v AN TAeLpd Bo TPEMEL VO GTEIAOVLE BTN GLGKELN TO UNVVLLOL:
{

"NodeNo": “devicelD”,

"OnOft": , value"

}

o1o topic: m2mce/hvac/ce/act

H gateway va mepdoet oto payload wg tyun tov dwkdntny On-Off oAdxAnpo 10
glogpyopevo pnvopa. Ia va yiver ovtod og tiun Palovpe Tov mopakdTm TOTo HLETAPANTIG.
$ {receivedMessage}

Tporonowobue 10 apyeio jsonConvereter.txt TpocBétovtag Tdpa TANPoPopies Kol GTO

nedio broker2 0nmg mopaKATO:

f
It

"brokerl": [
{ "subTopic": "sensor/+/data",
"pubTopic": "iliaslamprou/groups/$ {topic=sendor/*/data}/json",
"pubSettings": {
"qos": 0,
"retained" :1
}s
"pubData": {
"feeds": {
"humidity": "$ {Humidity}",
"temperature": "${Temperature}",
"coolant_temp": "${CoolantTemp}",
"on_off": "§{OnOfAt}",
"hi_low": "${HiLow}"
b
§
}
1,
"broker2": [
{ "subTopic": "iliaslamprou/feeds/on_off cmd",

"pubTopic": "m2mce/hvac/ce/act",
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"pubSettings": {
"qos": 0,
"retained" : 1

s

"pubData": {
"NodeNo": "2",
"OnOff": "$ {receivedMessage}"

}
}
]
f
l-h"
[E__ )
Clear

Adafruit.io

off emd

T JF -

iliaslamprou/fee

:"true™}

Subacr d topic:
DeliveryComplete:
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Ewéva 5.33: AMGlovtag tng katdotacn tov switch PAémovpe oto terminal tov
broker2 (Adafruit.io) To €oepydpevo unvopo KoBMG Kot T LETOTPONH TOV GTN| LOPPT TOV
BéLovLe v amooTaAEl 6T GUOKELT).

210 devtepo terminal tov brokerl oto omoio &gival cuvVOEdEUEVI) 1| GLGKELN HOG
BAémOLE TNV OVOPOPE OTOGTOANG TOL UNVOLOTOC GTY GUOKELT] HOC.

AKoloVOEL Mo oE1Pd EIKOVOV PE TIG TTEPLGGOTEPES TOV AEPUTTAOCEMV NETATPONNG
P VORATOV.

MeTaTport payload atro Json popon o€ Json

MAPAAEIFMA: AAAayn ota labels Tou eiogpydpevou Json

Eioepxépevo Mijvupa E¢epxopevo Mivupa
{
"devicelD": "DEVICE_05", N "nodelD": "DEVICE_05",
"temperature": "23.7", y "temperature": "23.7",
"humidity": "58", | 4 "humidity": "58",
"date": "2010-12-14T01:20:06Z2" "created_at": "2010-12-14T01:20:06Z2"
} }

Ewéva 5.34 Tapdaderypa 1 - AAdoyn ota labels tov Json

MetarpoTtr payload atmé Json popor) o€ Json

MAPAAEIFMA: AAAayn ota labels kol oTn yop®n Tou
E£1I0EPYOUEVOU JSONn PNVUNATOG

Eioepxbépevo Mivupa Eepxopevo Mivupa

{
"devicelD": "DEVICE_05", "nodelD": "DEVICE_05",
"temperature": "23.7", “data” : {
"humidity": "58", — "temperature": "23.7",
"date": "2010-12-14T01:20:06Z2" "humidity": "58"

} }1
"created_at": "2010-12-14T01:20:06Z"

}

Ewova 5.35 [Topdadetypa 2 - Json péca o€ Json
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Metartporrr) payload amo Json pyoper o€ Json

MAPAAEIFMA: Metarpotri) mediwv Json o€ Trivaka

Eiogpxopevo Mijvupa E¢epxdpevo Mivupa

{ {
"devicelD": "DEVICE_05", "devicelD": "DEVICE_05",
"temperature": "23.7", » "fields": [
"humidity": "58" "23.7",
“preasure”: “1005", "58",
"date": "2010-12-14T01:20:062" “1005"

} ]
"date": "2010-12-14T01:20:062"

}

Ewéva 5.36 TTapdostypa 3 - Anpovpyia wivaxo

Metartporrr) payload amo Json pyoper) o€ Json

MAPAAEITMA: MeTaTpoTri) Tivaka o€ Tedia

Eiogpyxépevo Mivupa E¢epxopevo Mijvupa
{
"devicelD": "DEVICE_05", "devicelD": "DEVICE_05",
"data": [ » "temperature": "23.7",
"23.7", "humidity": "58"
"58", “preasure”: “1005",
“1005" "date": "2010-12-14T01:20:06Z"

]
"date": "2010-12-14701:20:06Z"
}

Ewéva 5.37 Iapdadetypa 4 - Eicaymyn nivaxko Tinomv o€ Json
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MeTartpotr payload atro Json pyopen o€ Json

NMAPAAEIrMA MeTagopd TG OUOKEUNG a1Td TO topic oTO

payload
Eicepxoépevo MAvupa E¢epxopevo Mivupa
topic: /sensors/device05/data topic: /sensors/data
{
"temperature": "23.7", "nodelD": "device05",
"humidity": "58", » "outdoor_temperature": "23.7",
"date": "2010-12-14T01:20:06Z" "outdoor_humidity": "58",
} "created_at": "2010-12-14T01:20:06Z"

Ewéva 5.38 TTapddetypa 5 - Metagopd avayveoplotikoh GLGKELNS 0md TO topic Tov
gloepyopévou unvopatog oto payload tov e€epyopévon

Metartporrr) payload amro Json poper o€ Json

MAPAAEIFMA: AIGOTTOON O€ TTEPICOOTEPA PNVUMATO

Eiogpyxépevo Mivupa E¢epxopeva Mnvopara

"devicelD": "DEVICE_05",
"temperature":"23.7",

{ " n.n _ _ . . "
"temperature": "23.7", »
"humidity": "58", {
"date": "2010-12-14T01:20:06Z" "devicelD": "DEVICE_05",

’ "humidity":"58",

"date": "2010-12-14T01:20:06Z2"
}

Ewéva 5.39 Iapdadetypa 6 - Atdomaon Json
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MeTartpotm payload atmo Json pyopen o€ Json

NMAPAAEIFMA MeTagpopd TOU OVOMATOG TG OUOKEUNG ATTO TO
payload oTo topic

Eicepxoépevo MAvupa E¢epxopevo Mivupa

topic: /sensors/data topic: /IDEVICE_O05/sensors/data

{
"devicelD": "DEVICE_05", "outdoor_temperature": "23.7",

"temperature": "23.7", » "outdoor_humidity": "58",
"humidity": "58", "created_at": "2010-12-14T01:20:06Z"

"date": "2010-12-14T01:20:06Z2" }
}

Ewéva 5.40 TTapdostypa 5 - Metagopd avayvoplotikoh cuokevng omd to payload tov
E1GEPYOUEVOD UNMVOLATOG GTO topic Tov e£EPYOUEVOL
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5.3 META®OPA ENOX EPI'OY ENEPI'EIAKHX
ATIAXEIPIXHX KTIPIOY XTHN TAAT®OPMA ADAFRUIT.IO

Téhog Ba ompovpynoovpe éva amdd dashboard otmv mhatedppo adafruit.io ko Oa
KAVOLE pia OAOKANPOUEVN o eKel Olayeipton Tov €pyov Hog LEGH NG gateway .

Anpovpyovpue éva dashboard péca and to onoio Oa mapakorovBolpe Tig TIHES TV
e Humidity
e Temperature
e (CoolantTemp

Evd Ba pmopovpe va mopakoAovBolpe kot va EAEYYOVUE TNV KATAGTOOT TOV
e OnOff
e HilLow

Oleg o1 Tipég B otédvovtan og €va group e ovopa Device 1.
{
"NodelD":"00:11:22:33:44:55",
"Type":"ControlSensor/Sensor",
"Humidity":52,
"Temperature":13,
"CoolantTemp":24,
"OnOff":"false",
"HiLow":"true",
"msgCount":6

Ov Twéc g Bepuokpociog kot g vypaciag Oo gupavitovtar péocm 6vo “Gauge
widgets”, eved Ba vapyovv oto dashboard kot 600 “chart widgets” ta onoia Oa gpeavifovv
TG TWEG TOL TEAEVTAIOL 24MPOV.

Ov tipég tov OnOff ko HiLow Oa epgavitovror pé dvo “Led widgets” aAld Oa
VIapyovV kat Vo “Switch widgets” yio va yivetat o xelpiopdc Héca amd TV TAATPOPLLOL.

o va pmopet va dwPdoet n Gateway Tig TYWES TOV OLOKOTTOV KAOE POpA TOV O
YPNOTNG TS TAATEOpUOG OALALEL TNV KaTdoTaon Tov Ba Tpémet va kdvel subscribe 6to topic:

iliaslamprou/groups/device_1/json

To punvopata mov B Aappdavet Ba givar g popeng:
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{"feeds":{"hi-low":"true/false"} }

U

{"feeds": {"on-off":"true/false" } }

avoAOYMG TOV JaKOTTY TOV 0Toiov OAAACEL | KATAoTOOT).

X1 ovokevn| Oa mpémel kaOe Popd va oTEAVETOL Eva VOO TG LOPPTG:

{ HNOdeNOH: "2"’
"OnOft": "true/false"

}

{ "NodeNo": "2",
"HilLow": "true/false"

}

Edd éyovpue pio mepintmon mov dev mePIAOUPAVETOL GTA TOPAKATD TAPAOELY LT,

H mlotedpua kédbe @opd mov aArdalovpe NV KoTAoTOON GE KOTOWOV OO TOVG
JlKOTTEG OTEAVEL GTO 1010 topic dvo Json unvopota to omoia dtapépovv oe €va medio. H
Gateway 0o mpénet vo Eeympioel tar pumvopato pe Baon to medio avtd kot va oteilel dvo

JLPOPETIKA Json PNVOLLOTO GTY| GTI GUCKELY].
[Na va yiver avtod dapopeadvoovpe to apyeio JsonConverter OTwg mopaKAT®:

{
"brokerl": [
{ "subTopic": "sensor/+/data",
"pubTopic": "iliaslamprou/groups/$ {topic=sendor/*/data}/json",
"pubSettings": {
"qos": 0,
"retained" :1
¥
"pubData": {
"feeds": {
"humidity": "$ {Humidity}",
"temperature": "$ { Temperature}",
"coolant temp": "${CoolantTemp}",
"on_off": "${OnOAf}",
"hi_low": "${HiLow}"
§
h
h
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"broker2": [
{ "subTopic": "iliaslamprou/groups/device 1/json",
"pubTopic": "m2mce/hvac/ce/act",
"pubSettings": {

"qos": 0,
"retained" :1
}s
"pubData": {
"NodeNo": "2",
"OnOAf": "$ {feeds/on-off}"
}
}s
{ "subTopic": "iliaslamprou/groups/device 1/json",
"pubTopic": "m2mce/hvac/ce/act",
"pubSettings": {
"qos": 0,
"retained" :1
¥
"pubData": {
"NodeNo": "2",
"HiLow": "${feeds/hi-low}"
b
H

>to apyeio JsonConverter.txt oto JsonArray broker2 éyovpe iodyetl dvo ctoyyeio tTa
omoia TEPEXOVVY TI PLOUIGELS Y1 TNV TPOTOTOINGT TWV UNVUUATOV TOV dVO0 OLKOTTMV.

[Tapatnpodpe 611 10 topic 6to omoio Oa kdével subscribe 1 Gateway givai id10.

H Gateway kdvel pio povo @opd subscribe to dumhd topics aAdd pmopel ko Aappdvet
KOVOVIKA OA0L TOL S10pOPETIKE umvopata tov opilovtat 6to JsonArray broker?2.

Aoxpalovtog t Aesttovpyia tov dakontdv PAEmovpe 6tL 1 Gateway Aettovpyei
KOVOVIKG OTOCTEAAOVTOG SLOPOPETIKG UNVOLATO GTT GLGKEVT] KAOE POPA TOL EVEPYOTOLOVLE
SPOPETIKO S1oKOTTTN.
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Off"="false

Mnvipara mov édafPe n ouokeun

BEetained: true
M age: {"NHodeNo™:"2",

e/hv

true
{"HiLow™:"true™, "Hodelo™

Ewova 5.41: H sicdva Tov TEPHATIKOV LETA TV 0ALXYT KATAGTAOTG TOV SLOKOTTAOV.

2y ewdva 5.41 BAémovpe T0 amoTEAESUA TNG AAANYNG KATAGTOONG TMV OOKOTTOV
oT0 OVO TEPUATIKA.

10 teppoTIKd TG TAaTeOppog adafruit.io péco oto KOKKIvo TAaiclo PAEmOvUE KATMO
and ™ ypouun “Receive message” 10 topic 610 0mOi0 GTEAVETOL TO HNVLMHO GAAQYTG
Katdotaong Tov otakomtn OnOff kabmg kot To 1610 To unvopa. BAémovpe dnAadr to wijvopa
oL OTEAVEL | TAATQOppa otV Gateway.

Apéomg petd kdto amd ™ ypouun “Publish to brokerl” PAémovue to uRvopa mwov
otéAvel 1 Gateway otov broker mov eivor ocvvoedepévn mn ovokevr. To pnvouo ovtd
gumeptEyel v TN true/false tov gioepyopévonv unvopatog aAld £xel tpororomOel pe Béon
10 apyeio JsonConverter.txt
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310 TPAotvo TAMICL0 PAETOVLE T OVTIGTOLYO UNVOLLATO TTOV AAUPAVEL KOl GTEAVEL 1|
Gateway «d0e popd mov aAldlel n Katdotaon tov dakdntn HiLow.

ATTOMAKPYIMENOE EAETXOE KATMATIFTIKON ETEATAFTAFEON

‘ ‘ High-Low

High-Low

O¢gppoxpocio Xapov Yypaocia Xapov

13 52

%

-10 50

Oseppoypacia Poxtucod Yypood (°C) 2 4

Ewéva 5.42: To dashboard yia to £pyo amopoakpuopuévng dtoyeiptong KAUATIGTIKMV
EYKOTACTAGEMV.
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Ewéva 5.43: Ta charts yio tv Ogppokpacio Kot v vyposcio x®pov.

Téhog dokpudlovpe Kot TNV 0ToGTOAN OEOOUEV®V OO T GLGKEVT TPOG TNV TAATOOPLLOL
KATL TOL TO €lyope KAVEL Kol TOPOTAVED GTEAVOVTOG O TO. OEOOUEVOL GE EVaL group LE TO
OVOULO, TNG CLOKELNG LOC.
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re™ 2" 17.0", "humidicy™ ™ 1™, "hi_ low™:"true”,"on off":"false"}]

0", "temperature™: 0", "humidity™ hi_low™:"true"”,"on_of

olant_temp"

CFEEm.m

"temperature”:"17.0", "humidity™: "hi-low™:"true", "on-off":"false™}]

Ewova 5.44: v eikdvo PAETOVHE TO ATOTEAEGUO TNG ATOGTOANG OEQOUEVAV Od TN
ovokevn pog v mhatedpuo. H Gateway moporappavel to unvopa, to tpomonolel pe faon
T1c puOuicelc tov apyeiov JsonConverter.txt Kot o 6TEAVEL GTNV TAATOOPLLOL.

H mlateoppa to Aappdver kot amavtd ot Gateway mov £xel Kavel subscribe oto topics
TOV JLKOTTAOV.
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KE®AAAIO 6

XYMIIEPAXMATA

Méoo amd avt TN OMA®UOTIKY €pyacia €idaue Ta PacIKd YOPUKTNPIOTIKA Kol TNV
OPYLTEKTOVIKT] OPIGUEVOV EVOEIKTIK®OV TAat@oppdv [oT 6mwg n mhatedppa Thingspeak, n
nhoteopua Thinger.io, n mAatedppa Thingsboard, n mhateoppo Adafruit, kabhg eniong kot
tov broker Mosquitto.

Extég amd6 v mhateoppo Thingspeak otnv omoio peivape povo ota Poocikd
YOPOKTNPIOTIKE KOL TNV OPYLITEKTOVIKY TNG, O OAEG TIC OAAEG KOVOUE KOl OOKIUEG HE
mpaypatikd €pya loT dote va eEgpevviicovpe oe Pabog Tov tpdmo Aettovpyiog Tovg, TIg
SLVATOTNTEG TOV TPAYHOTIKE TTapEYOLV, GAAG Kol TNV €VKOAlD pe TNV omoio umopel va
ovvoebel Eva vtdpywv épyo IoT og avtéc.

[Mopdého mov ot mAaTEOpUES aVTEG VIOSTNPWOV JAPOPO TPOTOKOAAOL EMIKOWVOVING
acyoAnonkape pe to TpmtokoAlo MQTT 10 omoio to vrooTpilav OAEG o1 TAATPOPLLES.

H Boown mapomipnon n omoion OU®S TPOEKVYE UETA TN AELTOVPYIN Kot SOKIUY| TOV
TAOTQOPUOV TAV®D G€ Eva TPayUATIKO project ftav 0Tt vor pev vrootnpiletol T0 Tp®TOKOALO
MQTT, amd v GAAN dev LIAPYEL 0L KOWVI] VPO GTOV TPOTO SLopdppmong tv Topics
ka1 Payloads aAld kdOe mhatedpua £xel vioBethoet Eva Eexwplotd TPOTO GTNV SOUOPP®ON
pnvopdtov MQTT.

Mo mapdderypo eved o Broker Mosquitto pog emtpénel vo €l6AYOLUE GYEOOV
OTOL0.GONTOTE HOPPNG topics, amd TNV AAAN ovTd dev ioyve oy TAateoppa Adafruit.io g
omoiag o broker pog vmoypéwve To topic va Eekwvd pe ocvykekpiuévn poporn. To i1d10
ovppaivel ko pe v mhateoppa Thingspeak g omoiag ta topics mpémet vo TepAapfavouv
To kavM (channel ID), evd to payload npénetl va meptlappdavetl to tedio “field”. [14]

[Tapoio mov &xovpe €vo KOO TPMTOKOAAO TAPOUTNPNOAUE OTL ov OeAcovpe Lo
OUGKELY VO EMIKOWVMOVNCEL UE OLOPOPETIKESG TAATOOPUES, ALTO givar adhvato AOY® TNg
JPOPOTOiNGNG SIUUOPPMOONG TOV UNVOUATOV.

Evd ovppova pe to mpotokorrio MQTT pio oAy aAloyn TOV TOPOUETP®V CUVOESNC
Ba aprovoe yio va petafel g cvokevn amd évo broker oe GAlov, avtd dev apkel kot o
YPEOOTEL KO aALOYT] TOV KOOIKO LECH GTI GLOKELT] MGTE VO EMITELYOEL Lol LeTAPOPE EVOC
vdpyovtog Epyov. Av pia emryeipnon dwabétel peyaro tAnboc cuokev®mv avtd Ba amartovce
HEYAAO YPNUOTIKO KOGTOS OAAA Kol KOGTOG GE YPOVO.

AOY® ovtig TG JPOPOTOiNoNG O YPNOING OGS TAATOOPUOG OECUEVETOL VO
ONUIOVPYNGEL KOl VO TPOGOPUIGEL TO £PYOL TOV MGTE VO €ival GLUPATE GE Po GUYKEKPIUEVT|
TAoteopua. Av 610 péAROV ypelaldtav va aALGEEL TAATEOPUA VT Oa GNUALVE QVTOUOTO
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KO ETAVATPOYPAUUATICUO OA®MV T®V CLOKELOV Kol oyediocel amd v apy Tov loT €pyov
TOL.

H devtepn mapatnpnon €xetl va kavet pe ta Rule Engines. H ene&epyacio on the cloud
elvarl por TOAD onuovtiky dvvatotnto tov mhateopumv 1oT. IMapatnprioope 6tL dAeg ot
TAaTeOpUEG (exTOG ToVv Mosquitto broker mov dev glvar TAATEOpU), EYOVV EIGAYEL QLT TN
dVVATOTNTO GTO YOPOKTNPLOTIKA TOVG,.

Kot €0 0umg mopoatnpnioope CNUOVTIKES O(POPES GTOV TPOTO TTOL LVAOTOLEL I KdOe
TAQTQOPLLO OVTY| TH SVVATOTNTO.

Eidape yuo mapdostypa 6tt n mhateoppa Thingspeak emitpémer v eicaymyn kodwo
Matlab péca and tov omoio Pmopovdv ot YPNOTES TS TAATPOPLOS VO KAVOLY VITOAOYIGHOVGS
TILAOV, OALG KO VL ONULOVPYHGOVY SOy PALLLLATO, L€ GTOTIOTIKG OTOTEAEGLLOLTAL.

Amd v GAAn ot mAateopueg Thinger.io kot Thingsboard dev vrootnpilovv avt
Aertovpyior aAAd koldmTovy ™V enelepyacio TV dESOUEVOV E1GAYOVTOG OTIC TAUTPOPLES
TOVG EQPAPLOYEG TPiT®V 01 0Toieg OPMG OeV eivan cvuPatéc petald tovg.

Axoun kot oty mepintwon tov Node-Red [16] to omoio vrootnpiletar kot amd Tic 600
TAOTQOPUEG TOM  EYEL OLOPOPOTOMOCELS YTl KAOe mAotpopuo mpoomabel vo Kdavel
TPOCUPLOYY] OTA UETPO TNG UE amoTéAecua to pya mov Ba dnuovpynbovv va pnv eival
ocvopupatd petad Toug.

Avtd evioyvel OKOUN TEPLGGOTEPO OVTO TOV AVAPEPAUE TOPATAVE GTNV TPAOTN
napatnpnon. O ypnotg dNAad SEGUEVETAL GE Pt TAATPOPLO Kol OEV UTOPEL EVKOAM VO
LETOPEPEL TO EPYO TOL GE GAAN TAATOOPLLAL.

Evod to mpoto pépog Aoumdv g mapovoag dSumhopotikng Bonnoe oty eoywynq tov
TOPATAVE GLUTEPAGLOTOS TO OEVTEPO HICO 0pOopovoE TN AVon mov O PmopovGapE vo
dMOOVUE GE AVTO TO TPOPANLLOL.

H Mom mov mpoteivetanr givan n xpnon piog loT Gateway peta&d tov mpoTokOAA®V
MQTT n onoia Oa pmopet va petapépet éva épyo loT amd pia mThateoppo oe o AN xopig
VO (PELOCTEL GE OPICUEVEC TEPUTTMOOELS KOO OAAAYT] GTOV KMOIKO TOV GUOKELAOV VD GE
Kamoleg AAAeG Iomg ypelaoTel aAlayr] LOVO TV TOPAUETPOV GOVOECTC.

Eidape 6t n Aertovpyia MQTT to MQTT £&xet nom vioBetnBei amd v loT Gateway g
mhatedpuoc Thingsboard mpdypo mov delyvel méco onuaviiky eivol Ko emPeformdvel to
TOPATAVE® GUUTEPAGLOTO.

KéBe pépa ewoépyoviar otov kdopo tov IoT véeg mhatpoppes, avtd onuaiver 60Tt Ba
EYOVLLE KOl TPOCPOPA OIKOVOUIKOTEP®Y AVCEMV OAAL Kot TEPIGCOTEPWV duvatotitowv. Kdbe
emyeipnon mov Eekvd éva [oT €pyo Ba mpémet €& apyng va yvopilel 6TL 610 péALOV icmg Ba
ypewotel va petapepbel 1o £pyo ™G o GAAN TAATEOPLO KOL VO TO OVOTTUGEL AOUBAvVOVTOG
cofapd vVTOYV AT TN TAPAUETPO.

H Aon wog IoT Gateway MQTT to MQTT eivor avth) avti) Tov gaiveTon va Avel avtd
70 TPOPANUA, AL Yo va Yivel avTd akdun o evkoia Oa mpémel va eicayBodv oto loT épyo
Kol ot dvvatdtnteg Tov edge computing. AnAadn voa unv vdpyel anevdeiog cUVOEST TOV
GLUGKELMV LE TNV TAATOOPLO OAAL VO vITapyEL Eva TomikOg broker o omoiog B cuvdetan amd
™ {0 TAEVPA PE TNV TAATPOPLLO Kot artd TV GAAN pe o TAnBog towv cuokev®v [oT.
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Ta dedopéva Ba mepvodv péoca amd tov broker kot otn cuvéyel Bo GTEAVOVTOL GTNV
TAoTeopue. Me avtdv Tov tpdmo 1 mpocsOkn pog Gateway givat oyetikd €0koAn vVTOBEST).

Avto t0 €ldape oto kepdroo 6 6mov avardoope v loT Gateway g mAaTQOPHOG
ThingsBoard aALd Kot Tpocappocape Tave o€ avty Eva vedpyov Epyo loT.

Eidape 6t IoT Gateway éyxet kotaokevaotel £T01 doTe vo vTootnpilel peydn oo
TPOcapUOYdV peTald Tmv topics kot payloads Tpdyua mov pag Bodnoce 6to vo KoTapEpovpe
V0L TPOGOAPUOCOVLLE TO £PYO LOG OTH CLUYKEKPIUEVT] TAOTPOPLLOL.

‘Eva dAo mov mapatmpioope €dm eival 1 dvvatdtnta e IoT Gateway va cuvdéetan
angvbelog e GLOKEVEG Kol POAMGTO SLOPOPETIKOV TPMTOKOAA®V. Avtd Ba pumopovce va
Kavel mepttd Tov evoldpecso broker kot va ypnoyonomBel n id1a n loT Gateway d¢ Kovog
KOUPOG Y10l TIG GLOKEVEG KOl LEGOAOPNTAG LE TNV TAATPOPLLOL.

Xe autn TV mepintoon N aAloyn TAateopuag Ba propovse va yiver aAlalovtog Kabe
eopd v [oT Gateway pe v avtiotoryn mov dwabétel n kébe TAATEOPLLQL.

ApKovv OpmG HOVO Ol TOPATAVE TPOVTOOEGELS Yoo TNV HETAPOPA EVOC EPYOL Ao HLd
TAOTQOPLO. OE LL0L AAAN;

H andvinon sivon 6x1. Eidape mapoamdveo 0Tt €va onuovtiko koupdtt tAéov tov loT etvan
n ene€epyacio tov dedopévev oty TAaTEOppa. H omd petagopd tov €pyov dev pog
KOAOTTTEL 0oL 1 véa mAateOppo. Ogv Ba umopovce va kdvel v enefepyacio kot Oa
AmoLTOVGE EK VEOL TTPOYPOAUUATIGUO.

H Mon oto mpdfinua eivar n tomkn enefepyoacio. AnAadn o SE00UEVO TPOTA VO
oVAAEyovTal o€ €éva TomikO kOpPo kot ot ovvéxela pécwm ¢ loT Gateway va
amootéAhovtol oty mAateopuo 1 omoia Ba mailel tdpa 10 pOAO HOVO NG dlavoung Kot
amofKevong.

Awbétovv opmc odeg ot loT mhatedpueg Gateways;

Onwg eldape ond Tig mAot@dppes mov avoivcope povo pio pog olver avty
duvatodTTa.

To onuavTIKOTEPO KOUUATL OVTNG TNG OWTAMUATIKNG €PYAciag MTav va TpoTeivel éva
tpomo ovantuéng og loT Gateway 1 omoio vo unv elval Tpocappocpévn o€ o
ovykekpévn IoT mloateoppa, oAAd va umopel vo TPOGOPUOCTEL GE OMOLONTOTE
vrootnpilel 1o TpoTOKOA0 MQTT.

Meta v katackevr] g loT Gateway €ywvav dokiuég oe Mosquitto broker kaBdg kot
omv loT mlotpopua Adafruit.io. Ot dokiuéc elyav peydin emtuyio Kot €ywve QKT M
petapopd evog totpov loT €pyov oty mhatedppa Adafruit.io péca og pkpod ypovo.

H teyvua) mov ypnowomomnke ot owkn pog loT miatpdppo oy mopodUota e ouTy
¢ mAateoppag Thingsboard. O ypfiotng dnAadn £npeme amhd Vo TOPAUETPOTOUCEL Vol
apyeio Json.

Avtd mov moapammpnoope nNTav OtL €npeme va mpootefodv TOAD mEPIOCOTEPES
MEPUTTAOGELS OTIC LETUTPOTEG TV UNVupdTev Json, ®ote va yivel telkd 1 véa loT Gateway
ELEMKTY KO KOV VoL VTooTnpigel TAN00¢ amd TIg LLAPYOVGES TAATPOPLLEG.

H IoT Gateway mov dnpovpyncape €xel tm duvoTdTnTo PEYOAVTEPNG OVATTLENG Kol
VROGTNPLENG KOl BAL®V TPOTOKOAA®V.
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Méypt va Beomotel évog eviaiog tpdmog otV popen TV unvopdtov mov Oa
avtoAddocovton petald twv Brokers n [oT Gateway amoteAet olyovpa poa onpovtikn Avon
070 TPOPAN LA LETAPOPE EPYOV OO TAATPOPLO GE TAATPOPLLOL.
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ITAPAPTHMA A

1. HIHAAT®OPMA THINGSPEAK

[/ ThingSpeak™

A. I'svika

[Tpdtn TAateoppra Tov B AVAADGOVUE MG TPOS TO YOUPAUKTNPIOTIKA TNG GAAL Kot Oa
doxygoovpe TN Asrtovpyion g Kotackevalovrag Eva amid project eivor m Open Source
nhoteopua [oT ThingSpeak tng Mathworks (https://thingspeak.com/).

Emutpéner 1 obvdeon amepiopiotov mANOovg cvokevdv, o aplBuds Tov omoiwv
nepropiletar amd To TIHOAOYIOKO TOKETO.

O 1poémoc mov Olayelpiletonr TG OCLOKEVEG JPEPEL ONUOVTIKA omd TIG GAAES
mhateopues. Kdabe ocvokevr| Bewpeitor og éva koval amocstoAng dedopévov (channel) kot
umopel va oteilel puéypt oKT® TIHES 0d ousOnTpE.

KdéBe channel £yet to 016 tov Egywpiotd dashboard.

INa va e&nynoovpe KaAdtepa o Topakdtom Ba avapépovpe Eva mapadetypo. 'Eotw o6t
EYOVLLE 0L CLOKELT TOL KAVEL KATOlEG UETPNOELS Yo ToV Kapd kol BEAelL va oteidel ta
dedopéva amd Téooeplc aontpeg oV TAATEOPHO. Oo TPETEL VO SNULOVPYHGOVUE GTNV
TAUTQOPHO. £voL KAVAAL TOV avTioTol el 0T cvokevn pog pe mévte (fields) mwov avrieToryovv
otovg aonmpeg pag. O kdbe actnmpag Ba otédvel Tig TInég o€ €va Egympiotod field. Ot
TIHEG AVTEG KOTAYPAPOVTOL KOt UTOpovV va eppaviotovv o€ Eva Dashboard gite o¢ tipég eite
¢ ypapnuato pe kaboplopevo amd tov xpnotn Pabog ypdvov.
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https://thingspeak.com/
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Ewéva A.1.1 To dashboard g mhatedpuag Thingspeak

To kd0e Kavai propet va etvon gite 1010TKG glte ONEOGL0. ZT0 dONUOCI0 Umopel va Exet
npdcPacn omowocdNmote €xel to link TOL KOvOAoL evd Yy 10 WIOTIKO amorteiton gite
ovvogo gite N ypron KAEW100 Tov propet va mapayBel and v TAaTeOpLa.

Meydho mheovEKTNUA OmOTEAEL TO YEYOVOS OTL O OlOYEPIOTNG Umopel va opicel va
enpaviCovrat dapopeTikoi aodnpeg 6to Mpocto amd 6Tt 6to WimTkd Dashboard.

Metlovéktnua eivar To yeyovog 0Tl 0ev eMTPENEL 6TO 1010 TAVEA Vo eppavifovtan TIéG
amo Slapopetikég ouokevéc. Kabe cuokevn €xetl kKot éva Eexmptotd mavel kabadg kat link yio
npdcPacn o€ avtod.

AAo petovékTpo gtvar - EAAelyn mOAAGV Etolwmv widgets aAAd kol M EAAEWYM
erevBepiag oyedioong Tov mhvel. Atvel OUmG T dSVVATOTNTA LEGH EVOMOUATOUEVNG EPAPLLOYT
VO KOATOOKEVAGEL 0 ¥pNoTng dikd Tov widgets pe kddwa JavaScript.

To dvvatd Opmc onpeio g TAATEOPHOS Eivar 1) SLVATOTNTA AVAAVOTG TOV OEOOUEVAOV
pnéom kmoko Matlab mov pmopei va ypdwoope online péco and v epappoyn (editor) mov
LLOG TTOPEYETOL Y10 AVTO TO AGYO.
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Me tov k®Owa UTOpovpE VO EREAVIGOVUE KAOE €100VG YPOPNLLOTO LOG ETTPETEL VAL
onpovpyncovpe 1 yhowooao Matlab.

Zmv ewova A.1.2 paivetar o kddkag Matlab mov dnpovpyncape pésa and tov editor
g TAaTEOppas. Eve oty eikova A.1.3 BAémovpe 10 amotéAecpa.

H mhoatpoppo pog divel ) duvatdtnTo 6€ 0VTO TO ATOTEAECUA VO, EXOVUE TPOGPaon
uéom evog onuociov link: (https:/thingspeak.com/apps/matlab_visualizations/363019)

MATLAB Code

Fieldip = 1;

readAaPIKey = H

g| %% Read Data XX

16 stem{time, data);

readChannellID = 114938;

4| % Channel Read API Eey
5| % If your channel is priwvate, then enter the read API
g% Key between the "' below:

14| ¥¥ Visualize Data XX

11 [data, time] = thingSpeakfead(readChannellD,
'Readkey ', readAPIKey);

Field®, fieldiD, '"MWumPoints', 2e,

Ewéva A.1.2 Enelepyacia dedopévov pe kodotka Matlab oty mhateoppo Thingspeak

MATLAB Plot Output
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Ewova A.1.3 Anuovpyia ypagnuotog petd v eneéepyacio dEd0UEVOV e KOKOL
Matlab



https://thingspeak.com/apps/matlab_visualizations/363019

H mhoteoppa, v 1o kéOe ypdenua mov dNUovpyoLUE HE TOV KOJKA, Lag Oivel Tnv
emioyn vo 1o gppavifovpe oe omotodnmote dashboard cvokevng (channel). ‘Etot pnopobpe
va Eemepdoovpe 10 TPOPANUA TOV AVOQEPOLE TOPATAVED TNG UM TPOPOANS acOnpwv amo
JLUPOPETIKEG CLOKEVEG GTO 1010 TAVEA.

Av kpivovpe amd v €uKoMa pe TNV omoio SMovVPYoVUE VEX YPAPNUATO HECH Ao
TOV KMOKO KPIVOLLE QLTI TN AELTOVPYi TG TAATOOPUOG EVIVTOGLOKT.

YVUVOMKG 01 OLVATOTNTEG TTOV TPOGPEPOVTOL LLE VTN TN AElTOVPYin Elvat:

e Metatpomn, cuvOLACUOG KOl VTOAOYIGHOG VEDV OEOOUEVOV

o Anovpyio TPOYPUUUATOV Y10 EKTEAECT GE GUYKEKPIUEVEG DPES

oOnTIKY] KATOVONOT TV oYéce®mV HETAED TV  JedOUEVOV  YPTCILOTOLDVTOG

EVOOUOTOUEVEG GUVOPTNGELS

0 XuVOVaoUO OedOUEVOV amd TOAAG KovOAlo ylo dnpovpyio poag mo eEeAypévng

avdAvong

Y10 Béua g amobnkevong TILAOV 1 TAATEOPUO ETITPETEL OVOL KOVAAL TV OTOGTOAN
unvopdtov ava 15 devteporenta oto free mode Ko ava Eva dgLTEPOAENTO GTO VITOAOLTAL
TOKETA. AVTO ONUOIVEL TOG OV KATO0 GUOKELT OTEIAEL £voL UVOULOL LE SLOLPOPEL XPOVOL OO
TO TPONYOVUEVO HKPATEPT O TIG TOPATAVED TIUES L TO Oat aryvomOet.

Agv vmépyel KOATOWO GIATPAPICUA TIUAOV Kota TV amodnkevon oAld udévo koto v
eupdvion. Avtd onuoivel g ot ot ot asOntpec o mpémel va epovticovv va pnv
OTEAVOLV EGQAAUEVES KOl EVTOG oplev TIHEG. Alvel Opm¢ T dvvatodtnTa pécm kmdtke Matlab
Yol Sy pOp] CLTAV TOV TIUMV OTd TOV Server.

[Tépa amd TIc epapproyé mTov avaeépnkay Tapamdvo:

Matlab Analysis: ['la pop@omoinon Tipumv

Matlab Visualisation: 'l eppdvion ypaenudtov

Plugins yw ) onpovpyio widgets pe ypnomn koo JavaScript yia ) BeAtioon g
OTTIKOTOINGNG.

N TAATEOPUO OLOOETEL UEPIKEG OKOUN YPNOLES EQOPUOYEG T AglTovpyio Kol 1
YPNOUOTNTA TV omoiwVv a&ilel va diepevuvnOovv.

ThingTweet : Eilvol puo €popuoy TOL YPNGIULOTOLEL 1] TAATEOPUO Yo, VO OTEIAEL
€100TONGELC 0TO YPNoTN HEcm Twitter.

Ynoompilovior kot GAAOL TPOTOL EWOOTOMGE®V OTMG 1 anocToAn email aAld Oa
YPEWGTEL O YPNOTNG VO ONULOVPYNGEL KMOOWKO LEG® TNG EPapLoYng Matlab Analysis.

TimeControl. esmitpémel TV 0mOGTOA SLUPAvVIOV oe kabopiopévov ypovov Kot
Aertovpyel Gav YPOVOSIAKOTTNG.

React. To React Aettovpyel pe 11g epappoyéc ThingHTTP, ThingTweet kot MATLAB
Analysis ylo v eKTéLECT EVEPYELOY OTAV T OEOOUEVO KOVOALOD TANPOVV LU0 CUYKEKPIULEVN
npobmodOeon. o mapdostypa, umopode Vo EYOVLE L0 EPOPLOYT Y10 KIVITO VO OVOPEPEL TO
YEOYPAPIKO TAATOS Kot uKog 6ag o€ éva kavaal ThingSpeak. Otav 1 0éon pag Ppiocketon og
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[o GVYKeKPUEVT amdotacn and 1o onitt cag, {ntdue and to ThingHTTP va avayet ta pdta
TOL KOO1GTIKOV GOC.

TalkBack: Emtpénel v ektéleon eviodmv o€ ovpd. Ot gvtoAég otéAvovial otnv
TAoTEOpUa Kot praivouy og ovpd. H ovokevn otédvel aitnua ot mAatedppa vo, dStafdost
™V TPOTN oL PPIicKETOL GTNV OVPO EVIOAY| Kot TNV eKTEAN]. MeTd To d1dfacpa TG EVIOANG
avtn dwypdeeton Kot gival ot cvokevn owbéoun n emoduevn. Mg avtdv TOV TPOTO dEV
YEvVOVTOL EVIOAES OO EGQAAUEVT] EMKOIVOVIO Kot EILOGTE Glyoupotl OTL B EKTEAEGTOVV LE TN
oMWOTY GEPA..

ThingsHttp: Emupénet v emkovovio HETAED CLOKELMV, IGTOTOTMV KOl VI PECUDY
16TOV YOpIig va ypetdletorl vo paprocTel T0 TPOTOKOALO Gg eminedo cuokevng. O ¥pNog
umopet va kabopilete evépyeieg oto ThingHTTP, ov omoieg umopovv va evepyomomBodv
ypnoonolwvtag aAleg epappoyég ThingSpeak ™, 6nwg TweetControl, TimeControl xot
React.

10 emkovoviakd Koppdtt vrootnpilel emkowovio péocwm RestFull Api ko MQTT.
To RestFull Api emupéner pmvopato HTTP tomov GET, POST, PUT xoir DELETE yia
OTOGTOAY, AVAYVMOON 1 dLyPOpN] TUL®V GTO Server.

Awbéter mhovolo Documentation kot mopadeiypoTo yioo Tov TPOTO EMIKOWVOVIOG.
Xpnotponotel po EVIEADS SOPOPETIKT LOPPT ATOGTOANG UNVOUAT®V 1 omoia dev umopet va
tpontomoinBel. Avtd onuaiver otL Yo va petagepfel po cuokevy| omd GAAN TAATEOPLO GTO
ThingSpeak 0a npénel va tpormomonBel to firmware MoTE 1 LOPPT TOV UNVOUATOV Vo gfvat
ovpPartn pe v mAoteoppa. To mpoPAnua eivar 60Tt Ko otn ovvoeon MQTT ypnoyonotet
Kol TAAL EVTIEADG S10POPETIKN Hopen kot kabiotaton £tor dvokoro oe aveEaptnreg MQTT
epapuroyés yio kwnta N desktop PCs vo pmopéocovv va mapaperponomBodv dote va
VTOGTNPIEOLY TNV ETKOV®VIAL.

Oocov agopd t vroompiEn tov ypnotdv pe Android kot los APPs n mlatpoppo dev
napéyel kimoto App aArhd vrdpyovv mapa ToALL alldoloya Apps To omoic dnpovpynOnKay
and aveEdPTNTOLG YPNOTES KOl LITOSTNPILOVY TNV  EMKOVOVIK KO TNV ORMTIKOTOINGN TNG
TAOTQOPLLOG.

Méoa amd Vv 16tocerida Bprikape eniong Eva TAN00G amd ToPAdElY AT Y100 GUVOEST
ot TAaTeOpua pécsm Arduino, Raspberry, ESP8266 ka1 Google assistant pe ypnon koo
C++ kou Python. TToAd onpovtkd eivor axoun to 0t mepiéyeton ko £towun Piaodnkn yuo
Arduino mov anAonolel T GHVOEST] OVTAOV TV GLGKELMV.

210 Béua tov ypdvov amodkpiong tov dashboard oTIC EvnuUEPDOELS TIUMOV OO TIG
OLOKEVEG TOPOVCIAGTNKE HIKPY KOOLGTEPNON UEXPL KOL TPLOV-TECCAP®V OEVLTEPOAETTOV
OPICUEVES QOPEG OAAA Yo avtd To Béua Bo vmapEel €101k avdAvon otov EAEYYO NG
Aertovpylog TG TAUTPOPLOG LE TPAYUATIKEG GUOKEVEG.

€. Aoc@alela

H mloteoppo vroompiler aceareis cvvoéoels pésw SSL/TLS 1660 ommv HTTP
emkowvovia, 660 kot otnvy MQTT.
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H ovvoeon twv cvokevdv lval mpa ToAd amAn kot oev amortel kdmoww MAC address
1N OVOYVOPLOTIKO GUGKELTG.

O ypnotg umopel va. ONUOVPYNOEL HEGH A TNV TAATPOPLO. dV0 KAEWLL T omoio
etvar oA@aplBuntikd pnkovg pnikovg 16 yapoktypov. Avtd o yiver yuo kdbe Kovai
Eexmp1oTd ool Onm¢ avapipinke Topamdve Kae Kavail oamoteAdel kot po cuokevy. To éva
amd Tt dvo KAewd ovopdletar ReadApiKey kot to ypnoiplomolovv ot GUGKEVEG Yo Vo
Swpdoovv TEG amd TNV TAATPOPUO OTOV TO KOVAAL £xel OnAwbOel m¢ private, evd otnv
nepintwon mov £xel ONAwBel public ayvoeital. To devtepo khewdl Aéyeton WriteApiKey kot
amootéAeTal KaBe @opd mov yivetow ovéPacua TUOV TIUOV omd KdBe cvokevny Yoo va
yivetar 1 owBevtikomoinorn. O ypnomg mov €xel T0 AOYUPLAGUO oTNV TAATEOpL pmopel
OTOLOONTOTE GTLYUN VO 0AAAEEL QLT ToL KAEWOE KAVOVTOG adVUVATH TNV EMKOWVOVIN Amd TIg
AVTIOTO(EG GUOKEVEG GUOKEVEG.

Mmnopovpe va £govpe TEPIGGOTEPN AT EVOL KAEDA Yo AvAYVOOT TIUAV 0AAL LOVO Eva
Y10 €YYpaen.

Agv vrdpyovv dilo emimeda mpdsPaong oto Dashboard népa and ) dwfabon oe
Public ko Private mov avoeépape Tapamdvo.

ot. Kdotog

To ThingSpeak dwtifetan wg dwpedv vanpecia yoo un gumopikd pikpd €pya (<3
exatoppdpla unvopota / €tog | ~ 8.200 unvopota / npépa). To peyoldtepo €pya M
EUTOPIKEG EQUPLOYEG, TPOGPEPOVTAL TEGGEPLS OLOPOPETIKOTL TOHTTOL ETNGI®V adewwV: Standard,
Academic, Student kot Home. To ThingSpeak ayopdaletar ce povadeg, 0mov pio povado
emrpénel v eneepyocio Kot amobrkevon 33 ekatoppvpiov pnvoudtov ce TePiodo £vOg
¢€toug (~ 90.000 pnvopata / nuépa). Mia povéada mapéyetl emiong tn SuvaTOTNTA ONUIOLPYING
otafepov apBpov kavaiav oto ThingSpeak.

>myv ewova A.1.4 BAémovpe T0 €AedBepo TAKETO TOL TPOGPEPEL M TAATPOpua. H
TPOGPOPA EVOG TOKETOL YWPIC YPOVIKA Optal amoTeAET Eval O To LEYOADTEPO TAEOVEKTY|LLOTOL
™G TAATQOPUOG GE OXECN UE OAES TIG AAAEG TAATPOPES TNG AYOPAS TPAYLLOL TTOV TNV KAVEL
OELEAGTIKY] Y10 EPACITEYVEG, LOONTEG KOl POITNTES, EVA 1) dLVOTOTNTA TNG XPNoNG Tov Matlab
Yo avAALGT TV OES0UEVAOV TNV KAVEL ONLOPIAT STLLOQIAY] Y10 XPN|OT] OE TOVETIGTI L.

BA\émovpe 611 01 mepropiopol £xovv va kévovv pe Tov aplipd unvopdtov ava £10g, TovV
aplOpd ToV KOVOADV (GUOKEL®V), TO YPOVO OEAPKELNG TOV VTOAOYIGUAOV TOV KOOIKO TOV
Matlab mov 6a ecdyovpe, 10 €ld00¢ TG VROSTAPIENG, TOV OPOUO TOV TOVTOYPOVOV
subscriptions o1 ovOvéeon MQTT «or téhog mpootibetar o kabvotépnon 15
JEVLTEPOAETTOV LETOED TOV UNVOUATOV. AVTO oNUOivEL TOS Yo o T evog ooBntpa d¢
umopel va. evnuepdvetal 1 PAcEl G YPOVIKA OGTHUATO WKPOTEPO amd avtd To. 15
devTePOLETTAL.
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FREE

For small non-commercial projects

Scalable for larger projects x
No. Annual usage is capped.

Number of messages 3 million/year
(~8.200/day)@

Message update interval limit Every 15 seconds
Number of channels 4
MATLAB Compute Timeout 20 seconds
Number of simultaneous MQTT subscriptions Limited to 3
Private channel sharing Limited to 3 shares
Technical Support Community Support

Ewéva A.1.4: Ot duvatdtnteg Tov EAeLOEPOL TAKETO

Avalotikd Ol ta vrdAouto mokéTo mapovostdloviar oty ewova A.l.5 ko gkdva
A.l.6.

FREE STANDARD ACADEMIC

For time-limited commercial evaluation of the service [N RS EIRIWINT INTEL L PRV T ReT T Y For academic use by faculty, staff, or researchers at
activities degree-granting institutions(!)

Scalable for larger projects x V v
No. Annual usage is capped.
Number of messages 3 million/year 33 million/year per unit 33 million/year per unit
(~8.200/day)? (~90.000/day per unit)'? (~90.000/day per unit)@
Message update interval limit Every 15 seconds Every second Every second
Number of channels 4 250 per unit 250 per unit
MATLAB Compute Timeout 20 seconds 60 seconds 60 seconds
Number of simultaneous MQTT subscriptions Limitedto 3 50 per unit 50 per unit
Private channel sharing Limited to 3 shares Unlimited Unlimited
Technical Support Community Support Standard MathWorks support Standard MathWorks support

Ewova A.1.5 To maxéta Free, Standard ko1 Academic mov mpos@épovat amd v
mhoteoppo. Thingspeak
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Scalable for larger projects

Number of messages

Message update interval limit

Number of channels

MATLAB Compute Timeout

Number of simultaneous MQTT subscriptions

Private channel sharing

Technical Support

STUDENT

HOME

For students at degree-granting institutions® For personal use only(!)

v v

33 million/year per unit
(~90.000/day per unit)?

33 million/year per unit
(~90.000/day per unit)?

Every second Every second
10 per unit 10 per unit
20 seconds 20 seconds
50 per unit 50 per unit
Unlimited Unlimited

Community Support Community Support

Ewova A.1.6 To maxéta Student ko Home mov mpoc@épovtat amd v TAateopua

Thingspeak

To k6oT0¢ TV TaKET®V ToV ZenTéuPpro Tov 2020 £xet wg eENG:

e Standard: 600 €/year
e Academic: 250 €/year
e Student: 110 €/year
eHome: 150 €/year

¢ Yroomipién

"o va vrootnpyBovv ot ypnoteg vrdpyovv dvo tpémot. Eite anevbeiog pésa and 10
Kkévtpo vrootpiEng e MathWorks eite péoa amd 1o forum tng xowotntoag. Avtd €xet va
K@vel To mokéTto mov B emdé€el o ypnotg. Ta maxétoa Home kot Student vrootnpilovran
HoVo amd TNV KowoTNTo TPAYUO oL amoTehel cofapd petovéktnua. [3 ]
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2 H TAAT®OPMA THINGER.IO

< thinger.io

platform

A. Overview

H debtepn mhatoppa mov Bo avaAHGOLVE O TPOS TO YOUPUKTNPLOTIKA TG ALY Kot Ho
dokdoovpe TN Asttovpyion TG Kotaokevalovtog Eva amAd project gival 1 Open Sourse
mhoteoppo Thinger.io

To Thinger.io givan o mhatedppo [oT avorytov Kddwka mov avarntdydnke amd v
INTERNET OF THINGER SL, po womovikn etopeion pe otoéxo v mopoyn MG
OTOTEAECUOTIKNG, GUVETOVG Kol E0YPNOTNG TEXVOAOYiag Yia To ToT.

Eivar e mhatedppa cloud IoT mov mapéyer xébe amopaitnto epyoireio yio v
Topoyyn KApoakovpevo Kot dtyelpioo cvuvdedepéva mpoiovra loT.

0. ZVOKEVEG

H mhatedppa emrpénet ) ovvoeon kdbe gidovg cuokevng 1 Web Client.

Baowkd vrootpiletl Ta mapakdTm €101 GLGKELOV:

e Arduino

e Linux/Raspberry PI

oeMQTT clients

eLow Power devices or Edge devices 6mwc Sigfox, LoraWAN, TheThingsNetwork
KA.

e Http devices

To mpdto Prpa yuo va Eekiviioovpe omotodnmote £pyo IoT pe to Thinger.io (extog amd
LN oLVOEdENEVEG CLOKEVEG OTC To Sigfox) givar 1 dnuovpyion EvOG TPOPIiA CLGKELNG, TO
onoio Ba cuoyetilel T cvoKeLT] LAKOV LE TO Aoyoplacid xpnoT.

KdéBe cvokevn €xet to d1kd ¢ avayvoplotkd / diamotevtiplo (Device credentials),
emopévmg pa mopafracuévn cvokevn oev Ba emnpedost dAleg cvokevég. Olot ot kwdukol
TPOGPUCNC TOV GUGKELMOV GTO JAKOUIGTH OoONKEHOVTUL [LE ACPAAELD YPTOLOTOLDOVTOS TO
PBKDF2 (Password-Based Key Derivation Function 2) SHA256 32 bytes mov dnpuovpysitan
pe PRNG (pseudorandom number generator) kot £Tol mopEYETAL TPOOTAGIO ANd EMOECELC
brute force.

[ va 0ovpe T1g empépoug Aettovpyieg TPOSTAONGAUE VO EIGAYOVLLE L0 GUGKELT GTO

ocvotnpa péca amd v mAatedpua. Kata v eiloaywyn pog nmdnke o TOmog TS GLOKELNG,
éva device ID 10 omoio to kaBopilovpe gueig kot dev yperdletor va €xel oxéon e KATolo
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YAPOKTNPLOTIKO NG cvokevng (my. MAC address), pa meprypaer Kot évag kwdkds mov Ba
ypnoonomBel yio T cvvoeon g cvokevng (device credentials).

To device ID mpémet va givar d1apopetikd yio kdbe cuokev Tov Ba elGdyovE.

Metd v ecoymyn EUQOVIOTNKE UL EVTLAOGLOKY 000vn 7poPfoing Ttwv
YOPOKTNPLOTIKMV TG CLOKELNG OTT™G PAEmovE TNV gkdva A.2.1.

Devices | my_weather_station Overview Tokens Properties Terminal API Settings
Device State
Device Location
) abrador Sea 1 ra
Map Satellite United Dermerk A ; ra
o <. Kingdom (b r (-
3 Ireland Poland !
an ac Germany | e
M CR < Ukraine -
- / s Kazakhstan
5 - France £ .
= L
" B i omania
i nH 3 \
A% Wi, " Spain el 2 f Uzbekustarf,_;mgy.m,
¥ 5 Greece. P (=g A
o, Portugal Turkey ; Turkmenistan.. =1 hp
an T North { - L
» A . yria )
S e 15 Allaniie | Tunisia " Afghanistan i
i cean ot q ¥an oA
=l 4 Pakistan
- i "
— B - Algeria Libya Egypt +
Mexico Western
Sahora Saudi Arabia —
o Puerto Rico Oftan
G I ! Mauritania |
naoede - LES e Sudan Yem:Hap data €2020 Gaogle, INEGI  Terms of Use

Ewova A.2.1 To Dashboard cuokevmv ¢ mhateoppog Thinger.io

Méoa and 1o dashboard g cuckevng UTopovUE v SOVUE TP TOAAEG TANPOPOPiES
mov oyetiloviat pe avt Om®S TOV GYKO TV dE0UEVMDV TTOV £0TEINE N AfE 1| GLOKELT, AV
elvar online 1 offline, v IP g, v tomoBesia g kot 10 ¥pdvo amd TV TEAELTOIN
oVVOEDT).

>to dashboard tng cvokevng Ba dode vo copmepthapaveTon Kot Eva TEPLATIKO. AvTh
N Aewtovpyla €xer oyedwaotel ywoo vo Asrtovpyel ®G KOWO TEPUOTIKO TPOYPAUUOTOS,
EMTPEMOVIOG TNV EKTUIMOGN UNVOUUATOV EVIOTICUOV CQPOAUATOV 1 €KTEAEONS Oomd TO
TPOYPULLLO CUGKEVNG, OALA AEITOVPYEL LECH LAITKTVOV HUEG® TOPOV GLGKELTG.

Oleg ot aAMAemOPACEIS e TIG CLVOEIEUEVES GUOKEVES GG, TPEMEL Vo, EAeyyHovV
HEG® NG TAATPOPUAG. ATO TPOETAOYY, OTAV ETIKOIVMOVOVUE LE TIG GVOKEVEG HOG LECH TNG
kovoohag Thinger.io, vwogépovpe GlOTNPA OAQL TO. OLTHLOTO GOG GTNV TAUTQOPUO UE EVa
Sokp1Tikd TPOSPOoNG TOV OMOKTCANE Amd TO GVOUOL ¥PNOTN Kol TOV K®OKO TPOGPacTc.
Avto 10 €1d0¢g €£0VG10d0TNONG TTapyel TpdSPact oe GAOVG TOVG TOPOVS TOL AOYUPLUGLLOV
Hog, OomoOTE UTMOPOVUE VO OWUOPPAOCOVUE GCLOKEVEG, KAOOLS K.AT. QotdG0, OVTH M
€€ovo1000TNoN ANyel apKeTd ovyvh (OAAG OVOVEDVETOL OVTOUOTO OO TO TPOYPOLLLLLO
TEPMYNONG G0G) Kot Oev pmopel va ypnoiponomdei yio v mapoydpnon npdcPacng oTig
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OLOKEVEG LOG GE AAALOVLG ¥PNOTEG N TAATQOPUES, KOOMG Oa mapéyel mpdoPacmn 6e GAOVG TOVG
AOYOPLOG OGS LLaG.

[Na avtd t0 AOYO givar duvarh n dnpovpyio VKOV dSakpLTikK®V TPoOcPacng (tokens)
Yoo TV TOpoYdpNoN TPOcPOOoNG OTIC GUOKELEG HOG KOU OKOUN Kol TNV Topodpnon
TPOGPUCNC GE CLYKEKPILEVOLS TOPOVS TOV CLOKELVMV Hoc. EmmAéov, elvar Suvatd va oprotel
M xpovikn dtdpkela Tov token, evepyomolmdvtag pa nuepopnvio ANéng. Me avtdv tov tpodmo,
UTOPOVE VO TAPEYOVUE TPOGPUCT GE OPIGUEVOVS OO TOVE TOPOLG TNG CLOKELNG LAG, OTMG
7o IFTTT, po eEmtepikn 16T100€A00, £voL KIvTO TNAEP®VO 1) OTOONTTOTE AAAT VINPETTOL.

B. Emwkowomvia

o va €ovpe mpdoPacn oTovg TOPOVG MG CLOKELNG (ooONTPES, UETAPANTEG)
ypnowonoteitor n deraen Rest APL. Kdébe ndpog €xet éva avayvopiotiko, mov oyetileton pe
10 dvoua moépov mov opiletar otov Kwdwa pog. Xtn mAatedppo Thinger.io, umopovv va
optotobv 4 dopopeTikol TOMOL TOPWV, Evav Yoo glcaywyn (OTOGTOAN O£00UEVOV OTN
ovokevn), évav yo £6000 (1 ovokevn Bo oteihel TAnpoopiec), éva yio gicodo / €Eodo
(umopovpe va oteilovpe kot va Adfovpe mAnpogopieg oe pion kKAom), Kot akoun £vo topo
EMOVAKANGONG, TOV OMOI0 UTOPOVUE ONAMG VO EKTEAECOVUE YWOPIG OMOGTOAN N ANym
ninpoeopldv. Ta dedopéva 16650V Kot €660V, amd v ontikn Yovia tov APIL, propodv va
etvar omorodnmote Eyypago JSON.

O mhateoppa ypnotponotet o péBodo POST yio v 0moGTOA TILOV GTO GUGKELN 1)
ypnoorotwvtag pia péBodo GET kdvovpe avayvmon TANpoeopidv arnd Tr GLCGKELN.

Ievikd to TpwTOKOAAO emkowvmviog mov vrootnpiler N mAoteopua sivor to HTTP
(Rest Api) xorto MQTT. Agv vmootpiletor To tpmToKoAro CoAP.

H matoppa mopéyel £To1H0 KO Kot 001 Y00E Y10 EDKOAN GUVOECT] GLGKEVMDV OTMG
Arduino, Linux/Raspberry PI, SigFox xaf®g kot yevikdtepa mopadeiypota yio entkovmvia
pnéom HTTP wor MQTT (ver 3.1 or 3.1.1 + Web Sockets).

H Bprodnikn yio Arduino mov mopéyel kével ToAd €0KOAN TNV EXIKOVOVIO, OKOUT Kot
Y10. TOVG aPYAPLOVG.

Oocov apopd T HopeY] TOV UNVOUATOV ypnotpontolel unvopata Json ta omoia £yovv
TNV TOPOKAT® HOPON:

REST API + ?authorization= + Token

Kol amootéALovTal e TN pnébodo Post.

Avtd onpaivel T av Kamolwog ypnotng 0EAEL amd o TAaTeOppa Vo petopepbel oto
Thinger.io B mpémel va aALAEEL TOVG KOJIKES TMV GLGKELVMV TOV, APOL 1 TAATPOPLLO OEV
drabétel Kamoto epyareio 1 kdmoa eveM&ia e TNV LTOGTHPIEN TOAADY LOPODOV UNVUUATOV.

Y. Agdopéva

H pnyavr amofnkevong dedopévov tov Thingerio umopel va pvbuiotei oote va
YPNOUOTOIEL dLopopeTIKd cvatnuote Pacewmv dedopévav, dnwg MongoDB, DynamoDB 1
InfluxDB (ypnopomotleiton omd Tpoemiloyn o€ 1IWTIKEG YPNOELS TS TAATOOPLOG).

H mpoemdeypévn dtopdppmon g unyovng amodnkevong tov Thinger.io ypnoipomotet
10 ovomua InfluxDB, kabdg mapéyer pepikés evdlapépovoeg ovvatdtreg OmMc
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OLYKEVTIPMOOT] OEOOUEVAOV 1) TN YPNON ETIKETAOV OEGOUEVMV Yo TNV TAEWVOUNGT| OEOOUEVOV
Bacel cuykekpévav Kprmpiov.

Agv vrépyovv TEPLOPICUOL GTOV OYKO TMV OEOOUEVODV 1 GTO PLOUO ATOGTOANG QLPOV
npokertar yioo Open Source mpoidv. Avtoi n meplopiopoi o mpémel vo teBodv amd tov
provider mov Ba erAo&evioeL TV TAATPOPLLOL.

H eCayoyn tov odedopévov amd 1t Pdon upmopel va yivel oMkd M pepikd oe
SLLPOPETIKES LOPPES apyelv Kot va yivel enelepyacio avTdV EKTOG GOVOEGTC.

Data format: CSV, ARFF or JSON format file
Time format: Timestamp or ISO date format
Agv vdpyel vTOSTHPIEN eEMTEPIKAOV PACEWV.

0. [MAat@oppa

To thinger.io d100étet £va TOAD gvkoA0 Kot gvypnoto Dashboard.

Mmnopobpe péGO aVTOV VO SIOUOPPDOGOVUE TOVG TIVOKES EAEYYOVL UE OLUPOPETIKA
widgets, va aAAdEovpe ™ 04T, TN O140TOGT, TO YPOUN Kot TIG TNYES OEOOUEVOV Kol VO
ONUOVPYNGOLLE TOADTILEG TANPOPOPIES YO TNV EMYEIPNON N TIG EPYAUCIES LLOG.

O mivaxeg gpyadeiov pmopodv va epgoavifovv mAnpogopieg e mpaypatikod ypovo ond
TIG GLOKEVEG (YPNOYLOTOIOVTAG VITOOOYEG OOIKTUOL HEGM TOV JIOKOUIOTN Yol EAAYLOTY
KoBLGTEPNOT) N VO YPNOLUOTOLOVV 1GTOPIKEG TANPOPOpies mov gival amobnkevuéves. Elvan
duvatn 1 avefdptntn Swpdpemorn e myng oedopévav yuo kdbe widget tov mivaxo
eAEYYOVL.

Mo ToAD onpoavTikn Agttovpyio TG TAATQOPUAS, Eivar 1 OLVATOTNTO TOL oG OTVEL VO
SLLOPPDOGOVUE OLVOUIKA TO OLAGTN O OEIYHATOANYING TOV KAOE TOPOV.

Ot mivakeg eAéyyov oev €ivar HOVO Yoo TNV EUPAVION O£OOUEVDV, OAAG UTOPOVUE
EMIONG VO EVEPYOMOIOVUE GE TPAYUATIKO YpOVo OlokdOmTeS kKol  puhuioTikd mov eivor
GUVOESEUEVA [LE TIG GLUVOESEUEVEG GUOKEVEG.

Yy ewova A.2.2 BAEmovpe €va TopAdEyHo TV OLVOTOTHTOV Tov Visualization tng
TAUTEOPLLOG.
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Temperature (SHT15) Humidity (SHT15)

Altitude Pressure UVindex

902.08....

Current Location Pressure
A Pascal
Mapa 120

Las Bozas ryen-y
“Madrid

. Temperature (BMP) Humidity
7] C

X0 A 1 f

Compass

255.562

Ewéva A.2.2 To Dashboard g mhateoppog Thinger.io

Eviurootlakd eival to ypoeniuate YpoOvoGEPOV HE SVVATOTNTO OTEKOVIONS TOAADY
petaAnTaV 6To 1010 Yphonua.

Ewova A.2.3: Multiple charts

"Eva moAvtipo epyadeio eivon to Data Aggregation:

H eppdvion axatépyactov dedopévav ancvbeiog amd Evav ympo amobnikevong puropet
va gtvor S0oKoAN Otav VITAPYOLV TOAAG onuein dedopévov Kot € v ot givarl TOAD
BopuPmdon 1 aKkavovicTa.

To Data Aggregation emTpénel TN GLYKEVIPWON O€OOUEVAOV  YPTCLULOTOLDVTOG
SLPOPETIKA GTATIOTIKA oTOLYElD, OTMOG OAUEGOC, LEGOG OPOG, EAAYIOTES Ko LEYIOTES TIUEG,
petpng onueiwv dedopévov ava mepiodo kot abpoicpatog dedouévav. To aggregation
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(cvvaBpoion) pmopel vo ePaPLOGTEL GE SLOUPOPETIKA OLGTILLATO TOL KLUAiVOVTOL ard TEVTE
Aentd €m¢ pio gfdopdoa. Avtn 1 mapapeTpomoinon pmopet va yiver péca amod tn eOpL Tov
widget Kot eniong 6T YPAPIKN TOPAGTACT TOV YPOVOGELPDV.

H endpevn ewdva A.2.4 deiyvel T€60EPIG OOPOPETIKEG OVOTAPOUCTAGES TOL OOV
OLUVOAOL  OedOUEVAOV  KOL  YPOVIKOD  SLOGTILOTOC, YPNOLOTOIDVTAG  OLOPOPETIKOVG
alyopifuovg:

.......

Ewova A.2.4: Eoappoyn Data Aggregation oe ypovooeipég

[Tépa amd T Pacikd widgets dnwg pmovtov, led, progress bar, donut chart, instruments,
value displays kAm, éva ToAD evdlopépov widget sivon HTML widget.

Avt6 10 wWidget gmitpémel T Onpovpyio TPOCAUPHOCUEVOV IETAPDOV AVATOPAGTACNG
OEdOUEVMV €0V TTPOYPOAUUOTIOTEL HE TUTIKES YA®ooes 1otov onwg HTML, CSS, JS. Eivan
emiong og Béon va avimmposmnedel dedopéva and cvokevég Thinger.io 1 Kadovg dedopévav
(data buckets) 1 va gpeavilet dedopéva amd myég Tpitwv otov 1810 Tivaka eAEyyov.

H omootoAn ewdomomjoewv oe tpitovg vrootnpileton oamd to Thingerio pe v
epapuoy] ENDPOINT. Eivar éva tpdmog va gvepyomombel pua vanpecio po dtodikascion 1
OTIONMOTE GAAO OO TOV SErver TPog KATOLOV TPOOPIGHO.

‘Eva. ENDPOINT pmopetl kAnfel amd po cuckevn kot vo eKTeEAESTEL 0md TOV GEPOEP N
arootoln evog email, SMS, kAnon REST API 1 va evepyomomBei kdmolo aAAnAenidpaon e
IFTTT.

H mopokdto swkdva A.2.5 pog delyvel toug dtapopetikovg tomove EndPoints mwov
UTOPOVLE VO ONULOVPYTCOVLLE:
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HTTP Request

Virtual

FTTT Webhook Trigger
Keen 10 Analytics

nitial State Event
Thinger.io Device Call
Telegram Send Message
Thinger.io Device Call
Telegram message
Keen 10 Analytics

nitial State Event

FTTT Maker Channel Trigger

Ewoéva A.2.5 O tomor EndPoints ¢ mhateoppoag Thinger.io

Mo Ttapdderypo av o cuvoedepévn cuokevn BELeL va oteilel Eva email 1 Eva puvopa
o€ KOmowov ¥pNotn aPoAdc €ivor SVCKOAO va To KAvel amevbeiog AOY®D TOV WKPOV NG
dvvatottov. Mé ™ dnuovpyia tov avtiotoryov ENDPOINT oto Thinger.io 1 cvokeun
otédvel anhdg éva aitrta pe HTTP kot ) mhateoppa otédvel To pivopa.

Evoagpépov napovoidlet to HTTP Endpoint. ‘Eva tehikd onpeio HTTP eivon évog
YEVIKOG TOTOG TEAKOD onpeiov mov umopel va ypnopomomOetl yuoo v aAAnAenidpaon pe
OmOlOdNTOTE AAAN VINPEGio. 16TOY 1N €PAPUOY 16TOV. AVTO TO TEMKO omueio pmopel va
dtpopembel mate va kavel omotodnmote aitnuo HTTP, puBuifovroc t pnébodo (GET, POST,
PUT, PATCH | DELETE), t 61e06vvon URL, ti¢ kepaiideg kot To GO

To copo pmopet vo eivarl gite TPOGAPHOCUEVO GO LE CUYKEKPIUEVO TEPLEYOUEVO EITE
JSON payload pe tic TAnpopopieg mov amocTEAAOVTOL OO TI GLGKELN.

To Telegram Bot Endpoint eniong divel ™ dvvaTdOTNTO OTOGTOAG EWOOTOMCEWDY GE
ovokevég Android, iI0S Kot 6e omowdNTOTE AAAN VIOGTNPILEL TV AVTOALOYT UNVOULATOV
péow telegram. To Telegram elvar por amd TG MO OMUOPIAEIS TAATQOPUES GUECHOV
UNVOUATOV GTILEPTL.

Eva coPapd peiwvékmuo tov Thinger.io eivon 1 amovsio evog “Rule management™ yuo
™ onuovpyio. KovOvVeov omd Tov XPNOoTH KOl TNV OTOGTOAN E00TOUCEDV GLVOLALOVTOG
TIEG Kol GLUPAVTA OO TIC GUGKEVEC.

H mateopua dtabétet yuo toug ypnoteg Android ko i0S po epappoyn péoa omd v
omoio. pmopovv va €yovv €va Visualization mévto poall tovg. Xwpilg mn epoppoyn va
eviumowolalel wWwitepa (ewkéva A.2.6) diver ™ ovvatdtmra va PAEmovpe tokes amod
JLPOPETIKOVS YPOTES.

O kmdkag Tov App sivar dtebéoipog otovg developers péow tov GitHub
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(https://github.com/thinger-io/Mobile-App)

mz 1.99385

Update Charts

environment

temperature 30.93
humidity 13.3135
altitude 893.923
pressure 910.387
lux 5
dew_point -0.224768
Update Charts
led_rgb

Ewova A.2.6 Mo 006vn a6 1o app g mAateopuog Thinger.io

H mlotpoppo owbéter apketd plug-ins to omoio. pUmopovdv vo emeKTEiVOLV TIG
Aertovpyieg TG, OTMG:

eNode-RED

esigfox

e THE THINGS NETWORK

e Grafana

VO TOAAG oo Tpdkeltat vo Tpocstedohv GuvIOoa.

€. Aoc@aiera

210 Bépa g acpdAelag N Thateoppo vrootnpilel Ta mpwtdkoiia SSL/TLS 1660 Yo
v HTTP 600 kot yio tqy MQTT ovvoeon.

H acpdiela g ohvoeong Tov cuokev®v yivetal, Onwg avagépnke Tapomdve pe
xpnon eite Tov token gite pe  ypnomn tov Device credentials kol Device ID.
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To Thinger.io pmopel va vrootnpi&el TOALODS AOYaPLOGHLOVS YPNOTOV TOV UITOPOVV VoL
eAéyyovtar amd tov Aoyoaplacpd dwyeiptong. Avti 1 duvvatdtnta EMTPEREL T dnpovpyia
€VOG SIKTVOV YPNOTOV 0TO 0MOi0 KAOE Aoyaplacidg YpNOTH Vo EYEL TOVS SIKOVG TOL TOPOVE,
OMWG GLOKEVES, TIVOKES EPYOAEI®V, KAOO dEdOUEVOV 1 OKOUT KOl TO, OIKA TOL TPOGHETA.

ot1. Kéotog

To thinger.io givan Open Sourse.

Private Instances pmopovv va dtatebodv amd dtdpopovg mapdyovg dnwg Digital Ocean,
Amazon Web Services, Google Cloud, 1} Azure (ewova A.2.7).

& thingerio  cioudpicing ¢

) a)

- mazon
DigitalOcean  webservices" Google Cloud

Ewéva A.2.7 Ot mapoyor prio&eviog g mhateoppog Thinger.io

Ov Wwtikég cloud instances umopovv  va avoamtvyBodv pe Stopopetikés doete,
avVOAOYO LE TIG OOUTNOELS TOV £PYOV, OTTMG 1 AAO0GT TOL KEVIPIKOD VTOAOYIGTH KOl TO
gvpog Lmvng.

To AWS «at to Digital Ocean kdvouvv avtopata deploy o 1010TIKY £€YKATAGTACT] TOL
thinger.io kot €yovv TV TIHOAOYIOKT TOAMTIKY) TOV QOiveTOl OTNV €KOVA A.2.8 Kot eKOVa
A.2.9.

AWS MONTHLY MAKER AWS MONTHLY GROW AWS MONTHLY STARTUP AWS MONTHLY BUSINESS

€29.... €99..... €299.... €599....

Ewova A.2.8: Typwoloylokn moltikn tov AWS
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DO MONTHLY MAKER DO MONTHLY GROW DO MONTHLY STARTUP DO MONTHLY BUSINESS
€29..... €99..... €249..... €499.....

Ewova A.2.9: Tywoloylakn toltikn tov Digital Ocean

Ot Moyaproacpot Freemium péca amd tv 1otocerida thinger.io sivor davikol yi
ekpadnon ko dokyn g mAateoppog Thinger.io pe Alyoug mepropiopods, woTOc0, Yo vo
€Yel 0 YPNOTNG TNV KOADTEPY amOO0CN Kol OEOMCTI OQVTAG TNG TAATEOPUOS Kol TNV
TPOCPOCT GE OPIGUEVEG TTPOTYUEVEG OLVOTOTNTEG TTOV EIVOL OTOPAITNTES Y10 EXOYYEALATIKT
¥PNoN, etvar amapaitnto va avortuéet Eva 1diwtikd Thinger.

C. Yrootipién

Ot xpfoTEG TOV OEV £YOVV OYOPAGEL KATO0 IOUMTIKT EYKOTAGTOCN 1) £XOVLV 0YOPAGEL TO
@ONvoTEPO TOKETO LToaTNpilovion amd To POPoLK NG KovotnTag Thinger.io Kot T0 OpoLLL
tov amobetnpiov github.

Mo emoyyehpotiky vroompién Kol Yo Toug YPNOTEG MOV YPEILOVTIOL EUTOPIKES
TANPOPOPies VILAPYEL EMKOV®Via pécw Tov email: info@thinger.io.

AcQaAdS VTOGTAPIEN VILAPYEL KOL [LE TNV AYOPE TPOVOLLOVY MV TOKETMV.
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Apyprrektovikn [4] [6]

Store
%0 Show / analyze
- / analy
(- Data Toolkit
EE Share
loT devices C(B : Devices
_& ] Manage Customers
Thinger.io
<> Server
REST API Extensions
«~— \ ¥
Bidirectional Plugins 34 party integration

communications

Ewova A.2.10: Adypappa g apyttektovikng tov Thinger.io.

H mhateoppa Thinger.io dtopopeaverar amd 600 Pacikd pépn, éva Backend (mov givat
o mpaypatikog dwukopotg [oT) kot éva Frontend mov Pacileton otov Iotd mov amlomotel
mv gpyacio pe OAEg TIG OLVOTOTNTEG YPNOLLOTOLDOVTIONS OTOLOVONTOTE VTOAOYIGT 1
smartphone. ITapokdto PAETOLLE TOL KOPLOL YOPAKTNPICTIKE TOV TOPEXEL AVTH 1) TAUTEOPLLOL
v ™ dnpovpyia Epywv IoT.

Connect devices: Eivor mAnpwg coppat pe xkabe gidovg cvokevn|, aveEaptnta and
tov emeEepyaoctn, to Oiktvo M Tov Katackevaot. To Thinger.io emitpémel ) onpovpyio
apeidopopmv emkovovidv pe cvuokevég Linux, Arduino, Raspberry Pi 1 MQTT kot akoun
Kot pe teyvoloyieg ayyung o6mwg Sigfox 1 LoRaWAN 7 dAlovg mopovg dedopévav API
dadtkTHOoL.

Store Device Data: Movo pepikd KAKG apkovdV Y10 VoL OILIOVPYNOEL O ¥PNOTNG EVOV
Kéoo oOgdopévev yio amobnkevon oedopévav IoT pe KMpok®td, 0modoTIKO Kol TPOGITO
TPOTO, KATL TOL EMTPEMEL EMIONG TN CLYKEVTPMOOT] OEGOUEVOV GE TPUYLOTIKO XPOVO.

Display Real-time or Stored Data: Yndpyet n dvvotdtnto epedvions 0edouEVOV €
TPUYUATIKO XpOVO 1| amodnkevpéva o mToAAd widget, Omwg xpovosepES, YpaprLata vidvar,
LETPNTES 1 OKOUY] KO TPOGOPUOGUEVEG TOPACTAGELS Y10 VO ONULOVPYNCETE KATUTANKTIKOVS
nivakeg EAEYYOL PEoa GE Alya AETTAL.
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Trigger events and data values: Mmnopei va yiver evepyomoinon ocopfdviov
YPNOCULOTOUDVTAG L0 EVOOUATOUEVT pnyav] kavovev Node-RED

Extend with custom features H miatpoppo pmopel vo emektabel pe Tpocaprocpéves
Aertovpyieg pe moAAd Tpdcheta Yo va mpocappootovy Epya [IoT 6to Aoyiopkd g etoupeiog
00G 1 6€ OmoladNTOTE AAAN LANPEGIa ALUOIKTOOL TPITOV.

Custom the appearance Mmnopel va yivel mpocappoyn g eueAviong yopn o©To
TIPS enavanpocdlopicpévo frontend, mov emtpémel TV €160y TS EXOVLUING TNG
etoupeiag Ko tv Aoyotunwv. [4] [6]

O oépPep pmopet vo KAvel ap@idpopeg GLVOEGELS amd TN o TAELVPE pe eEmTePKég
OLOKEVEG KO amd TNV GAAN e E0MTEPIKA Epyaieio T OOl EMTPETOVY TNV ATOONKEVGOT Kot
dwyeipton TIHAOVY, T Sloyelplon TEAATOV Kol GVOKELAOV KAODS Kot Evay aptBud plugins ta
omoia EMEKTEIVOLV TIC OLVATOTNTES TNG TAATOOPLLOG.

Avaidovtag tepattépm avti TN doun TG ewovag 18 BAémovpe 6T | TAaTEOpLO pTopel
va yop1otel o€ 4 Pacikd pép.

1. IoT devices kot REST API:

To mp®dTO KOPWPATL TG TAATEOPUOG TEPAaUPavel TIG €EMTEPIKES GLVOEGELS TOL
pumopovv vo Tpaypatoronfovyv e auT.

Onwg avagépnke kol mopomdve Hmopovy vo GuVOEHOVV Kol VO ETIKOIVOVIIGOVY LE
TNV TAATPOPLLOL OLOPOPETIKOD THTTOL GUOKEVEG LE SLOPOPETIKA TPMTOKOAAN EMKOWVMVING. [6]

Ed® vroompileton n apyrrektovikny REST.

Etvaw apyrtektovikd otod ya distributed hypermedia systems kot TopovclicTnKe yo
npmTn Popd amd tov Roy Fielding to 2000.

To REST éyet 6 Baoikobg meploptopoVs Tov TPEMEL VA, 1KavoroinBovy v pia Semaen
npénet va, avapépetal og RESTful. Avtég ol apyéc mapatifevrol mopokdtm.

Client-server:

Aoyopilovtag TIC TEPUTTAOCEIS OETAPNG YPNOTN OO TIC TEPIMTMCELS OmodNKELONG
dedouévav, Pedtidvetor T eopnTdTTO TOL TEPPAAAOVTOS EPYOCING XPNOTN GE TOAAEC
TAOTEOPLES KO PEATIOVETOL 1] ELEKTAGIULOTITO OTAOTOIDVTOG TO GTOLXEID TOL SLUKOUIGTY.

Stateless:

Kéfe aimuo amd meddtn o€ O10KOMGTH TPEMEL VO, TEPLEYEL OAES TIC OTOPOITNTES
TANPOPOPIEG YOO TNV KOTOVONCT TOL OUTHUOTOS KOl OgV UTOPEl vo. EKUETOAAELTEL
omo100NTToTE OmodnKeLUEVO TEPIPAAAOV GTOV OLOKOUIOTH. ZVVETMC, 1) KATAGTACT GLVESPIOG
dlatnpeital AmOKAEIGTIKA GTOV TEAUTY).

Cacheable:
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Ot teplopio ol TG TPOSMPIVIG LVIUNG ATOLTOVV T 0E00UEVA EVTOS oG 0mOKPLONG GE
éva aitnua Vo EToTHLoivovTot EUIEST 1} PNTA WG TPOSOPVE aTodNKELUEVA 1] |11 TPOCMOPIVA
aroOnkevpéva. Edv po andkpion elival mpocopvd amobnkevpévn, TOTE Hio. KPUON UVALN
TEAATN EYEL TO OIKOIMLLOL VO, ETAVOYPTCLLOTOMGEL AVTA T SEGOUEVA OTOKPIONG Ko 0pYOTEPQL
Y10L 16OOVVOLLLOL OLLTYLLOLTOL.

Uniform interface:

Epappolovtag v apyf HUNYOVIKNG AOYICUIKOD GTN OEMO(PN CGLOTATIKOV GTOLXEIMV,
OTAOTOIEITOL 1] GUVOAIKT OPYLTEKTOVIKT TOL GLGTNUOTOC Kol PEATIOVETOL 1| OPATOTNTO TV
aAniemdpdoewmv. [lpokeévon va emtevyBel pia opodpopen deman, amortovviot ToArol
OPYLTEKTOVIKOT TTEPLOPIGHOL Vi TV KaB0ONYNON TNG CLUTEPIPOPAS TOV CLUGTATIKAOV.

To REST opiletat and té66ep1g TEPLOPIGUOVG SIETAPNG:
Avayvapion topwv
Xepopog mopmv HEGH TOPUGTAGEDV
Avto-meprypapikd unvopato
Ymeppéoa mg unyovr] KaTtaotoons EQoPUOYNG.

Layered system

To GTUA GUOTNUATOG LE GTPMCELS EMTPEMEL GE O APYITEKTOVIKN VO amoTeAEiTOL Ao
EPOUPYIKE OTPOUATO TEPLOPILOVTAG TN CLUTEPIPOPAE TOV GCLOTATIKOV £TGL MOTE KAOE
ototyelo va unv pmopet vo, "oet" mépa amd T0 AUECO EMIMEDO LLE TO OTOI0 AAANAETIOPOVV.

Code on demand (optional)

To REST emtpémer v eméktoon Tng AETOLPYIKOTNTOG TOV TEAATN HE ANYM Ko
EKTELEDT] KOOIKO [LE TN HOPPN HWKPOEPAPLOYDV N GeEVAPIOV. AVTO OTAOTOLEL TOVG TEAATES
LLELOVOVTAG TOV aplBUd TV SVVATOTNTMOV OV ATOLTOVVTOL VO, EPOPLOGTOVV.

[5]
2. Server:
O Server amoteiel T0 O€VTEPO UEPOC TNG OPYLTEKTOVIKNG TNG TAATOOpLOG. Emtpémet

1060 aueidpopeg ovvoéoelg pe TG ovokevég kot o REST API aAld xot apgidpopeg
E0MTEPIKEG CUVOECELG UE TOL EPYOAELD TOL TTEPIAAUPAVEL | TAATPOPLLOL.

3. Data Toolkit
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r~ Store

%O —  Show/ analyze

Data Toolkit  \_ ghare

Ewoéva A.2.11 Ta SwBéoia epyareio tov Data Toolkit tng mhateoppag Thinger.io

To Data Toolkit mepthappdvetl €va cOvoro gpyaieimv Tov a@opodv TV amobnKevon,
TNV ELOAVICT)-0VAADOT) TV SEGOUEVMV KO TOV S10UOIPACHO.

o Thinger.io mapéyet éva gvéhkto ovotnuo amobrikevone cloud mov emiTpémel
petapoptmon apyeiov oto dwukopot) loT mwpokeévonr va mapéyel vrootpién oe dAleg
dvvatdtteg mhatedpuag onwg to Widget HTML 1 to ovotnuo OTA. Ot mAnpogopieg Ha
amoONKELTOVY CE oL LN TTNTIKY LV TOV KEVIPIKOV VTOAOYIGTH OLOKOUIGTY), OTOTE OEAEL
npocoyn to 10 Wé€yebog tv apyelov, Wdwd Otav yivetar kown ypnon uHe GAlovg
AOYaPLOGHOVS YPNOTOV, Yo Vo amo@evyBel 11 KOPEGUAS TOV TOTIKOV YMPOL OTOOKELGNG
JLOKOULOT.

4. Manage:

r

Devices
& <

Manage L Customers

Ewéva A.2.12 Ot dwbéoieg emhoyég amd to Manage ¢ mhoteopuag Thinger.io

[TepthapPaver €va cHGTNHO SLOEIPIONS TOV GLCKEVOV Kot £V GOOCTNHO dlaXEIPLoNg
TOV TEAATAOV.

5. Plugins:

4 .
Extensions

U <

Plugins L 3" party integration

Ewéva A.2.13 Ot dwbéoyeg emhoyég amd to Plugins g miatedppag Thinger.io
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Ot pooHnkeg eival ENEKTAGELS TOL EMITPENOLY TN CLUTANPp®OT TG TAaTeOprag Thinger.io
pe mpochHeteg dSuvATOTNTES 1 TN dNUOLPYID EVOTOWCEMV HE VINPEGIEG dLOdIKTVOV TPiTOV,
alyopOpovg avaAvong dedOUEVMV | TPOCUPHOGIEVO AOYIGLUKO.

O mupnvag g mAatedppag Thinger.io IoT €yel oyediaotel Yo va eivon MTd¢ Ko eAappOc,
wote va peylotomolel v eveMéio kol va ehayotomolel TN pAOnom Kot TtV Kown
Swpopemon twv diktowv [oT. Ot tpochnkeg TPOoPEPOLY TPOCAPUOGUEVES AELTOVPYIES TOV
UTOPOVV va. avamtuy0ovV Kot 'omaitnon, EnTpETOVTIOS 6€ KAOE ¥poTn VO GUUTANPDOGEL TOV
koot [oT wg cLYKEKPIEVES OVAYKES TOV.

INo odnyleg xor mAnpogopiec oyetwd pe v €ykotdotacn, tnv ovapPaduon, v
OVTETOMION TPOPANUATOV Kot T dayeipion twv tpocOnkov Thinger.io, avatpéEte oty
evomra "Awyeipion mpoocOnkov". T va pdbete mdOG Vo YPNCLLOTOIEITE OTOONTOTE
VILAPYOVGA TPOSHN KN, ATADC Ppeite TapaKdTm pio Aota pe Kabe pia.

Ot mpooBnkeg eivol €MEKTAGEIS MOV EMTPEMOVY TN GUUTANPWOOCN TNG TAATPOPLOG
Thinger.io pe TpocOeTEG SOLVATOTNTEG 1) TN SNULOLPYIC EVOTTOUCEMV LLE VRN PEGIEG O1UOIKTHOV
Tpitv, aAyOpOLoVS avAAVOTG SEOOUEVMV 1| TPOGAPLOGUEVO AOYIGHKO.

O mopnivog g mrateopuag Thingerio IoT €xer oyedaotel y va givor MTdg Ko
AP, MOTE Vo peyloTomolel v gveMéio Kot va gEloyiotonolel T pdbnomn kot v Ko
dpopemon Tov diktdwv IoT. Ot TpochnKes TPOGPEPOLY TPOGAPUOGUEVEG AEITOVPYIES TTOV
pUmopovV va avartuyfovv Kot 'amaitnon, EntpEToVToS 6€ KAOE ¥poTn VO GUUTANPDOGEL TOV
dwkopot [oT wg cuyKeEKPYEVES OVAYKEG TOV.

[Mopaxdato (ewova A.2.14)BAérovpe pepikd omd ta mpokabopiopéva plugins g
TAOTQOPLOG:

Default Plugins

Node-RED ' Sigfox

Node-RED sigfox

a The Things Network Y~ Grafana

THE THINGS

uuuuuuu

Ewova A.2.14 Ta Plugins mov mapéyet n mhiateopuo Thinger.io
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H 3rd Party Integration gmtpénel v npodcPacn oe Aettovpyieg 1 0d0UEVA Yo XPNOT
o€ 16TOTOTO 1| GAAES QapLOYES. ME 0VTO TOV TPOTO VILAPYEL 0L EMKOVOVI TNG TAATPOPLLOL
ne GAAES EQPOPUOYEC.
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6 . Anmovpyia evég project yra doxkiun g rhat@oppog ThingerlO

Metd v avdAvon Tov BocKOV YOPUKTNPICTIKOV Kol TNG OPYLITEKTOVIKNG NG KAOE
Thoteopuag, Bo yiver viomoinom evog project dwoyeipiong mePPUALOVIIKOV OESOUEVDV
KTIPLOKADV EYKATACTAGEMV.

H ocvokevun mov Ba ypnoyomomOel yioo TNV amocToA] TOV KTIPLUK®OV 0E00UEVOV E1val
éva module ESP32. [§]

Ewova A.2.15: ESP32 development Module

To ESP32 egivor éva Module yopnAod «O6GTOLE KO YOUNANG  KATOVAA®ONG.
Xpnotponotel pukpogreyktn pe evoopotopuévo Wi-Fi ko Bluetooth  durAng Aettovpylog
(Classic & BLE).

H cepd ESP32 ypnowomotet pikpoenelepyaotr Tensilica Xtensa LX6 ce mapailoyég
SUTAOV TLPNVA KOt LOVOD Tup1vaL Kot TEPIAOUPEAVEL EVEOUATOUEVOLS dl1aKOTTTEG Kepaiag, RF
balun, gvioyvt 1oyv0g, evioyvty AMYNG YaunAov BopvPov, eiltpa Kot povades dtayeiptong
oyvos. To ESP32 dnovpyndnke kot avartoydnke and v Espressif Systems, po kiveQikn
etoupeio pe €dpa T Zaykdn kot katackevaletor amd v TSMC ypnoipomoidvtag
dwdkacio tov 40 nm. Eivow diddoyog tov pikpoeieykti) ESP8266.

[Teptéyer peydro apBud pins, €k’ TV omoiwv meplocdtepa amd €(KOGL UTOPOLV VL
¥pNoomomBohv yuo T chHvOEsT YNELIKAOV Kol OVOAOYIKOV aoOnmpav, eved vrootnpilet
ouvvdéoelg SPI, 12C, 12S ka1t UART [9]

Mo 11g doxég dev Ba ypnopomomBovv mpayuatikol ocOntipeg aAld to module
ESP32 Ba otéAver gite Toyaiec Tipég elte TIEG TPOEPYOUEVES QIO TPOCOLOLMTY.

To mpdto Pua NTOV M OMpovpyios HoG VENS CLOKEVNG OTNV TAATEOPUA, OTOV
ewoaydyape éva device pe dvopa ESP232 test. (sewdva A.2.16)
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" 3 = o
<% thinger.io = & DO

Statistics Devices

Dashboards

Device List
Devices
Endpoints Asset Asset
Device Protocol Type Group Description

ss Tokens

esp32_test Generic - - ThingerlO

ESP32
tester

File Sto

Ewova A.2.16 O dwyep1omg cvokevmv g mAateopuog Thinger.io

Avtd mov {nnKov amd TNV TAATEOPLO VO, ELGAYOVLE NTOV:

O timog ™¢ ovokevng, O6mov emléyOnke o tomoc “Generic Thinger Device (WiFi,
Ethernet, GSM) (ewkovog A.2.17)

To Device ID, to onoio anoteiel To dvopo TG GLGKELNG CTNV TAATPOPLLAL.

Mo cuvToun meptypoen

To Device credential, To omoio givon éva aApapBuntikd mov mailel to pOAO KWKoV
acQOAEING GVVIEOTG Y10 TN GLYKEKPYEVT GLOKELT Kot Ba TPEMEL VO OMOGTEALETOL QIO TN
GLGKELY KATO TN OdpKEWD TG GVVOESTG TG AvTtd onuaivel 0Tt Ba mpénet va eloayBel otov
KOOIKO EMKOVOVING TNG GVOKELNG 1| VO LITAPYEL 1 SOLVOUTAHTNTA VO YIVETOL EIGOYMYN OO TOV
YPNOTN TNG GLGKELTG.

O ypnotg ™G TAaTEOpUaG (Stoyelptotig) umopel vo oAAAEEL av ¥pelooTel AVTOV TOV
KOOWKO KOl VO EUTOSIGEL TN CLYKEKPIUEVN] CLOKELY] Vo €€l TAEOV TN OLVATOTNTO VO
ovvoebet.
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Device Details

Device Type @ Generic Thinger Device (WiFi, Ethernet, GSM)
Generic Thinger Device (WiFi, Ethernet, GSM)
Device Id @ HTTP Device (Sigfox, Lora, cURL)
MQTT Device
Device description @ NB-loT
Device credentials @ y3bkhfNGzGNO

Generate Random Credential

Ewova A.2.17 Ot vmoomptlOpevol TOTOL GLVOECEDY GUOKEVMV TNG TAATPOPLLOG
Thinger.io

[Mopakdto PAEmovpe ta Pacikd pépn tov kmdwa C++ mov ypnoyoromdnke yuo
oLVOEDT Kot TN dNUoVPYia TOV project EVEPYELNKNG KTIPLUKNG o elpitong.

Apyicd ecdyovpe 1o username, device ID kot device gredential yio vo pmopéoet n
mhokéta va ouvdebel oty TAatedpua, kabmg kot ta aroapaitnto SSID ko WiFi password
v va ouvdeDel oto tomikod diktvo WiFi.

- I'ix 10 Thinger.io
$include <ThingerESP32.h>

#define USEBNAME "iliaslamprou™ Flwelb

#definse DEVICE ID "esp3i_test” Ff web

$define DEVICE CREDENTIAL "wHh2ygFwnwiyrl™ Fioweb

ThingerESF32 thing (USERNAME, DEVICE_ID, DEVICE_CREDENTIAL);

#define S5I0 "WiFi NETWORE"™
gdefine S55ID PASSWORD "dddddddidwin

AxolovBei 0 vTOLoUTOG KMOKAG
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ffmmm e Tl ovEW@oT ThOC ECUTEPR LK G BEPUOKPNC NG OUOKEUNC
gifdef _ cplusplus

EXLErD
gendif
uintd_t temprature sens3 read()r
gifdef cplusplus

}

gendif

IFE"IF {

ninti t temprature sens_read():

e Sensors
int humidity=0;

int temperature=0;

int CooclantTemp=0;

int OnOEf=0;

int HiLow=0;

int esp Temp=0;

long WiFi R55I=0;

unsigned long lastTimeSend=0;
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rr s3=tup
wvold setup() |
Serial.begin(9600);
thing.add wifi {(55ID, 55ID_PRSS5WORD) ;
S/ digital pin control example
thing["led on off™] << digitalFin({4};
thing["led hi low"] << digitalPFin(l7};
Ff——— OoNOOTpOQN FOTOGOTOONC TOU EvoLuoTeuévou LED
thing["led teat™] << [] (pson& in){
if{in.is_empt¥({)){
/4 We send kback the pin walue to thinger platform
in = {kool) !digitalBead(LED BUILTIN};

1

else]
S/ This code 13 called whenewver the "led"™ resource change
digitalWrite {LED BUILTIN, in 2 LOW : HIGH):

1

}i

S/ resource output example (i.e. reading a senscr value)
thing["millis™] »>»> outputValue (millis({}):

thing["indoor humidity™] >> outputValue (humidity):
thing["indoor temperature™] >> outputValue (temperature);
thing["coolant temperature™] >> ocutputValue (CoolantTemp) ;
thing["on_off™] >» outputValus (OnOff);

thing["hi low"™] >»> outputValuse (HiLow);

thing["esp Temp"] >> outputValue (esp Temp) :

thing["wifi rasi™] >» outputValue (WiFi R55T);

Sf—-—- Bhhoc Tpomog wo ovERoOUV TLREC

o T R 114§

pinMode (LED BUILTIN, COUTFUT);

pinMode (4, 0UTEUT) ; Jf OnOff

pinMode (17, 00TFUT); f/ HiLow

pinMode (18, IHEUT) ; S/ Test Button
lastTimeSend=milli=s{);

S/ more details at http:/fdocs.thinger.ic/arduing/
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ff loop
wold loop() |
thing.handl=({):

humidity=50+random {20}
temperature=30+random (10} ;
CoolantTemp=getD318B20_temperature():
OnOff=digitalRead{4);
HiLow=digitalBResad{17}):
e3p_Temp=getESP32_internalTemperature();
WiFi_RS55T=getWiFiRSII():

S - TNophde Lype ovefdopaTos TLRGY OT0 properties
S 1f(millis()-lastTimeSend>5000) { S/mst be flow controlled

ffcreate a pson with new wvalues
pson data:
data["longitude™]=random({l0) ;
data["latitude™]=random{1l0} ;
thing.set_property("location”™, data, true):
lastTimeSend=millis(};
}

k

ff——— Mopde 1ype & LefdopoTor; TLIPOW omd T properties

fH p3on data;

thing.get _property ("My Property™, data);//retrieving data from the platform
float lng=data["longitude™]:

float lat=data["latitude”™]:

Serial.print{"L: ™);

Serial.print{lng):

Serial.print{"™ , 1l: "):

Serial.println{lat);

lastTimeSend=millis(};
k
S f——— TNopide yue EndPoint
if(millis{)-lastTimeSend>60000) {
pson data;s
data["temperature™] = random{20+random{l0}):
data["humidity™] = random{30+random{S0));
thing.call endpoint({"EndPoint Email Test"™, data);
Serial.println({"Send email™);
lastTimeSend=milli=(};
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iy

iy

Avinrwaon eCWTEp LK. Bepuokpacicg tou ESE32
int getESPF3Z_internalTlemperature () {
int egp_temp=(temprature_sens_read() - 32) / 1.8; /S convert to Celcius
Jf/Serial.printf("Internal Temperature: $dC°\n",esp_temp);
return esp_temp;

P

Ruinywaoon Ttng otabpng Tov onuetog WiFi
int getWiFiRSII(){

long rssi = 0

long averageR55I = 0;

int points=10;

for {(int i=0;i < points;i++) |
r3si += WiFi.ES3I():
delay (20} ;

1

averageR351 = rasi/points;

S/ Serial.printf{"WiFi R55I=%dd4Bm'n",averageR55T1);
return averageR5S5I:
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ff Dudnyoaon BEpuokphiciog

int getD518B20 temperature () {
return 20+random(S);

2T ovvéxEw £Yve 1 CLVOEST TNG MAOKETOS LE TNV TAATEOPUO Kol akoAovOnoce n
onuovpyia evdg Dashboard yio To project evepyelakng dtoyeipiong.

H onovpyia tov Dashboard mepropilotav amd éva pukpd apBud widgets ta omoia
elyav ko ToAD pikpd Babuod mtapapeTpomoinomnc.

Yto BeTikd NTav 1 dvvatoOTNTA EEUYMYNG TNG TAATPEOPUO GOV aPYEI0 KEWWEVOL Kol M
gloaywyn Tov oe AAlo Dashboard axoun kot dtopopeTikon ¥pHoth.

H free ékdoon tov Thinger.io dev emrpénetl T dnpovpyia Data Bucket pe amotédecpa
o server va yiver Deploy ®ote va e£gtactovv Kkdmoleg Asttovpyleg mov NTav 0dHvVATO Vo
e€etaotovv o1o cloud server g TAATOOPLLOG.

2y ewdva A.2.18 BAénovpe 1o Dashboard mov dnpovpynOnke yuo o project SOKUNg.

210 mhvo pépog o olaxkomtng On-Off evepyomotel 1 Oyt 10 GVOTNHA KAMUATIGHOV KO
™V évoeiEn Aettovpyiog PAérovpe oto evoektikd On-Off mov Bpioketar de€d Tov.

O owxontng Hi-Low oAddler v katdotaon g 0épravong and Low oe High xon
avTioTpOPms Kot 6to Led de€id Tov PAémovpe avth TV KATAGTAOT).
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O dwkomteg pe v ekkivnon tov Dashboard maipvouv avtopata Tic mpoypotikég
KOTOGTACELS TOV GUOGKELAOV TOL EAEYYOLV. Av dNAadN M GLGKELN €Kkelvn TN oTIyun €lval 6€
Aertovpyio 0T 0 drokdmTNG Ba petakvnOet avtodpata ot BEon ON.

Xta 600 Opyovo otn péon tov mavek PAEmovpe TV Bgpuokpacio Kol VYPAGio. TOL
EC0MTEPIKOV YDPOV.

Evo axkpipong and kdto ota Opyava PAETovpe T Beprokpacio TOL YuKTIKoD VYPOL, TO
onuo WiFi, ™ Oeppokpacio tng cuokevng kot Evav aptBpd mov petafdrietor petd omd kébe
refresh Typuov.

TéLlog 610 KAT® PEPOG TPOOTEDMKE Kol £VOG OLOKOTTNG Y10 VO KAVOLLLE test Aettovpyiog
TNV GUGKELT|
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Ewova A.2.18 To dashboard yio 10 épyo mov dnpovpyndnke oty TAATEOpUOG
Thinger.io
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7. Deploying the Thinger.io

Xe vt TV evotnTa Bo TopoVSLacTEL OAN 1| S1AOIKOGIN LG EYKATACTOGNG TOV Server
Thinger.io o€ €va, TOTIKO VTOAOYIGT)..

H mhateoppo énwg avaeépape mapardve gival Open Source Kot vrootnpilel To server
deploying.

I'a To deploy emAéyOnke po KEVIPIKY] LOVADQ LE TO TAPOAKAT® YOPOKTNPIOTIKA.
e Intel core i5 - teTpamvpyvog

o8GB ram

/28 SSD

o Linux Ubuntu 20.04

To Ppata mov akorovBodue givar Ta €ENG:

Bipa 1:
Apyca yivetan gykatdotacn tov Docker Engine. AxoAovOnOnkav ot odnyieg and tov
wot6tomO: https://docs.docker.com/engine/install/ubuntu/

Eykatdotaomn tov Docker repository
$ sudo apt-get update

$ sudo apt-get install \
apt-transport-https \
ca-certificates \
curl \
gnupg-agent \
software-properties-common

Add Docker’s official GPG key:

$ curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

EnaAn0gvon kiedro0 pe fingerprint: 9DC8 5822 9FC7 DD38 854A E2D8 8D81 803C

OEBF CD88, eAéyyovtog Tovg TEAELTAIOVS OKTM YOPOUKTINPES OVOVIOG TNV  TOPUKAT®
EVTOM).

$ sudo apt-key fingerprint 0EBFCD88
pub 1524096 2017-02-22 [SCEA]
9DCS8 5822 9FC7 DD38 854A E2D8 8D81 803C OEBF CD88

uid [ unknown] Docker Release (CE deb) <docker@docker.com>
sub rsa4096 2017-02-22 [S]
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AxoiovbBel 1 eykatdotaon Tov stable repository:

$ sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(Isb_release -cs) \
stable"

Kévovue update to apt package index «ot gykaBiotodpe v teEAevTOion £KO0GT TOV
Docker Engine

$ sudo apt-get update
$ sudo apt-get install docker-ce docker-ce-cli containerd.io

21 ovvéyeln eErEyyovpe Tig dtabéoiueg ekddoelg Tov Docker Engine mov
nepAapPAvovTal 6To repository e TV TopoKdT® EVIOAN:
apt-cache madison docker-ce

Kot AapBavovpe Ty mopokdto Moo

docker-ce | 5:19.03.12~3-0~ubuntu-focal | https://download.docker.com/linux/ubuntu
focal/stable amd64 Packages

docker-ce | 5:19.03.11~3-0~ubuntu-focal | https://download.docker.com/linux/ubuntu
focal/stable amd64 Packages

docker-ce | 5:19.03.10~3-0~ubuntu-focal | https://download.docker.com/linux/ubuntu
focal/stable amd64 Packages

docker-ce | 5:19.03.9~3-0~ubuntu-focal | https://download.docker.com/linux/ubuntu
focal/stable amd64 Packages

Emiléyovpe v televtaio éxdoon: 5:19.03.12~3-0~ubuntu-focal
KOl TNV KAVOVE EYKOTAGTOGCT LE TNV TAPUKAT® EVTOAN:

$ sudo apt-get install docker-ce=<VERSION STRING> docker-ce-cli=<VERSION_ STRING>

containerd.io

omov avtikabiotovpe 1o VERSION STRING pe v ékdoon:
5:19.03.12~3-0~ubuntu-focal

EAéyyovpe av 6OAa miyav KOAQ LLE TNV EVIOAN:
$ sudo docker run hello-world

Kot teppévoope v amdvinon:
Hello from Docker!

Bipa 2:
Eykotdotaon tov Docker compose akolovOavtog ta frpate amod to link: [10]
https://docs.docker.com/compose/install/

Apywcd kotefalovpe v stable éxdoon tov Docker Compose
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sudo curl -L

"https://github.com/docker/compose/releases/download/1.26.2/docker-compose-$(uname -s)-$(uname

-m)" -o /ust/local/bin/docker-compose
Epappoyn ekteAéoipov dioiopdtov
sudo chmod +x /ust/local/bin/docker-compose
EAéyyovpe v eykatdotaon:
$ docker-compose --version

ildocker-compose version 1.26.2, build 1110ad01

Bipa 3:

X1 ovvéyewn mpv KatePfdoovpe to docker-compose Oo mpémel va Eyovpe AdPet Eva

license key.

2TOV 16TOTOTO:

https://pricing.thinger.io/#!/on-premise
PAEmovpe To TakéTa Tov pog wapEyet To thinger.io yo va kdvoovpe to deploy .

ON-PREMISE MONTHLY ON-PREMISE MONTHLY ON-PREMISE MONTHLY ON-PREMISE MONTHLY
MAKER GROW STARTUP BUSINESS

Free €79, €199..... €399.....

Choose Instance Choose Instance Choose Instance Choose Instance

Ewéva A.2.19 To dwbéopa maxéta g mhateoppoc Thinger.io

310, TOKETO TOV TOPEXOVTOL TAPATNPOVUE OTL TO free makéTo mepthapPdvel ToAd Alyeg

JUVATOTNTES, EVA TO AUECWOS EMOUEVO EXEL GYETIKE VYNAT TIUT.

Eméyovpue 1o free makéto 1o onoio £xel 10 moAd Pacikd petovéktmuo 6tt vrootpilet

éva ypnotn povo kot kavéva plug-in.

AxoilovBolpe T Ppato Kot a@od dMGOVE TO aTaPOiTNTA GTOLYEI OAOKANPDOVOLLLE

Tov 00MY6 Ko Aappdvovpe oto email mov dwcape éva license key
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Bipa 4:

21 ovvéyewn Tpoxmpdlue oty gyKotaotoon tov apyeiov tov docker-compose mov
oyetiCovron pe ta license mov pog £xovv amocTaAel.

Atvoope Vv mapokdte evtodn oviwkadiotoviog ) AéEn LICENSE pe 1o 96bytes
KAEWOL.

curl https://subscriptions.thinger.io/v1/docker-compose.yml?token={ LICENSE} -0
docker-compose.yml

AoV yiver n egykatdotaon eréyyovpe av to. docker-compose apyeia €yovv KoTéPEL
oWOoTA.

cat docker-compose.yml

Oa mpénel va AMdPoovpe og amdvinon éva apyeio mov Eekivd dmmg TopoKAT®:

docker—compose.yml

e3T7adc41676balef5a32bdldcad 225

Ewova A.2.20 To apyeio mapapeTpomoinong tov Docker

21 ovvéyela Eekvape tov Server divovtog TV ETOUEVT] EVIOAN:
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sudo docker-compose up -d

Edv 6ho myav xold petd iocwg oamd pepwcd Aemtd Bo dovue apyikd o Aioto
EVNUEPOTIKAOV UNVUUATOV GTO TEPUATIKO Kot 6TO TEAOG Ba SOVLLE TO TOPAKATO:

Creating mongodb done

Creating ouroboros done

Creating influxd done
Creating thinger done

Bnpa 5:

['a v cuvdehovpe 6To server Tov HOALG EYKATOCTI|COUE

uropovue péoo amd TOV 1010 VTOAOYLOTH] OV EYKATOGTIOCOUE VO OMGOVUE GTOV
browser v ip

https://127.0.0.1 1 https://localhost

N and Kamolov GALO VRTOAOYIGTH 1 GAAN GLOKELY] OV &Vl GLUVOESEUEVE GTO 1010
Tomikd diktvo va ddcovpe v IP tov vmoloyiot mov rlo&evel tov server Thinger.io (my
https://192.168.1.4).

O browser kat 6T 00O TEPMTOGELS B amoppiyel T GVVOEST OC UN AcPOAN Kot Oa
nog mpotpéyel va ypnoiponomoovpe self-signed certificate. Metd v amodoyn Oa yiver n
ovvdeon Kot Ba dovpe ™ oerida login (ewkdva A.2.21)

Apywcd Bo Tpémer va ONUIOLPYNCOLUE Eva XPNOTH Kol GTN CLUVEXEWL Vo elcEABovpLe
oTNV TAATQOP L.

Avotoymg 1o free makéto tov Thinger.io emtpénet povo ™ dnuovpyia evog ypnot.
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https://localhost
https://192.168.1.4

< thinger.io

platform

Sign in to manage your cloud

Username or Email

Remember me on this computer

Forgot password?

Do not have an account?

Create an account

INTERNET OF THINGER 5.L. © 2020

Ewova A.2.21

8. Anpovpyia €vog project yia doxip g that@oppag Thinger.io

#define THINGER SERVER "192.168.1.4"

#include <ThingerESP32.h>
#define USERNAME "ilias"
#define DEVICE ID

"esp32_ weather station"

#define DEVICE_CREDENTIAL
"Ni!SQILNbtG7a$"

#define SSID "ILIAS NETWORK"
#define SSID_PASSWORD "6973403792"

ThingerESP32 thing(USERNAME,
DEVICE ID, DEVICE CREDENTIAL);
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void setup() {
pinMode(LED BUILTIN, OUTPUT);

thing.add wifi(SSID,
SSID PASSWORD);

// digital pin control example
thing["led"] <<
digitalPin(LED BUILTIN);

// resource output example (i.e. reading a
sensor value)
thing["millis"] >> outputValue(millis());

thing["indoor humidity"] >>
outputValue(random(100));

thing["indoor temperature"] >>
outputValue(random(50));

Aok omootoAng email péca omd v TAaTeOpu

Arduino code

//--- Napéaoerypo EndPoint
if(millis()-lastTimeSend>60000){
pson data;
data["temperature'| = temperature;
data["humidity" ] = humidity;
thing.call_endpoint('"EndPoint_Email_Test", data);
Serial.printin("Send email");
lastTimeSend=millis();

167



& Test Endpoint

Endpoint Identifier @ EndPoint_Email_Test

EndpointDescriptiono Enter endpoint description

Enabled @ ()
Endpoint Type @ Email

Destination Addresses @ iliaslampr@gmail.com
Reply To @ iliaslampr@gmail.com
Subject @ Thinger.io My Platform

Email body @ Send custom body

H1 H2 H3 H4 H5 HE P pre

Thinger.io Alert
Temperature is! {{temperature}}*C

Humidity is {{humidity}%

Ewoéva A.2.22 : Anpovpyio EndPoint otnv miatedppa
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Thinger.io <no-reply@thinger.io=
Mpoc EYW -

KX AYYAIKA ~ > EMANVIKG ~

Thinger.io Alert

Temperature is: 21°C

Humidity is 6%

Ewéva A.2.23 : Xty ewkdvo fAémovpe To email Tov £0TEIAE 1) TAATQOPLLOL LETE TNV
gvepyomoinon tov EndPoint
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3 H ITAAT®OPMA THINGSBOARD

%ThingsBoard

A. Overview

H tpitn mhatedppa mov Bo avaidcovpe g TPog To YopakTploTikd g gival 1 Open
Source mAateoppa Thingsboard.

H Thingsboard Inc. givar o apepikdvikn etoapeio mov 16pvOnke to 2016. To RnD
kévipo ¢ Ppioketon oto Kiefo g Ovkpaviag. H etapio avt) elvol kot o kOplog
SYEPIOTNG NG TAATPOPUOG 0volkToL KMotk Thingsboard.

H mhateoppa Thingsboard éxel oxedootel o va mpoc@épet avantuén kot dayeipion
[oT épyov.

Emutpénel v onpovpyio vrodoung dtaxopuotn (server) gite oto cloud 1 o€ y®po tov

xPHoT™.

H mhateoppa Thingsboard mpocpépet Tic mapakdtem SuvaTOTNTEG:

* AvvatOTnTo OMOVPYIoG CLOKELAV, GTOVYEIMV Kol TEANTOV Kol GYECEWV HETAED
TOVG,

* ZUALOYY| KOl OTTIKOTOINGOT) OE00UEVAOV OO GTOLXELN KOl GUOKEVES

* AvAlvon e1oepyOEVNG TNAEUETPIOG KOL EVEPYOTTOINGT GLVAYEPUAOV LE TOAVTAOKN

eneEepyocio cuppaviov,

* "Eheyyog cuokevdv pe amopakpuopéves kAnoelg swadtkaciog (RPC)

» Anpovpyio pong epyaciog Paciopévne oe cvpPdvro kokiov {mng cvokevng, REST
API, autipartog RPC, kA,

o Yxed100UOG OLVOIK®V KOl OVTOTTOKPIVOUEVOV TOUTAO Y10 TOPOLGINGT TNAEUETPIOG
OLOKEVMV 1| GTOLYEI®V KOl TATPOPOPILDV,

* AvvatOTNTO XPNONG CLYKEKPILEVOV AEITOVPYLOV OVE TEPITTMOT YPNOULOTOLDOVTOG
TPOCUPUOCIUES AAVGIOES KAVOV®V,

* [Ipo®BN oM dEdOUEVOV GUGKELDOV GE GALD GLGTHLLATOL

Kot TOAAEG e avtioTotyeg duvatdtres. [31]
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€ Devices

£ Devices

£ Devices

€ Devices

Legend:

#F ThingsBoard Ul ] = External Systems

= SQL Database

ThingsBoard
5 Transports

[N IR ¥ ThingsBoard Core

Queus

™ Gateways

Queue g ¥ Rule Engine | = NosQL DataBase

External Systems

.[__..
J
—J

- ThingsBoard Components: horizontally scalable and fault tolerant

- Meszage Queue: Kafka, RabbithMQ, AWS 505, Azure Service Bus, Google Pub/Sub

- Databases: PostgreSQL and Timescale/Cassandra (NoSQL)

- Gateways: support of Modbus, OPC-UA, BLE, CAN, MQTT, HTTP, and other protocols

Ewéva A.3.1: Apyitektovikn Thingsboard [29]

211N TopOmave E1KOVO, ATEIKOVILETOL GE YPAPN U 1) OPYLTEKTOVIKT TNG TAATPOPLLOG.

To kOpra oToKElD TG TEPAAUPAVOVTOL GTOL UTAE KOVTAKLO Kot glval Tal €ENG:

- Meragopeig (Thingsboard Transports)

INa k4Be e@appoyn 1 vAKoAoyokd piag cvokevng, To Thingsboard mapéyet APIs

(Application Programming Interface) — to API umopet va meprypagel o¢ £va evolapueco
AOYIOHIKO TIOL  EMUTPEMEL TNV EMKOWVOVIOL UETAED 000 epappoy®dv — Pociopévo oe
npwtéxoAroa MQTT, HTTP kou CoAP.

Yrapyovv Eeymprotd otoryeia Tov server yio kébe API kot etvon pépog tov <’ Transport
Layer” tov Thingsboard. To ototyeio mov apopd 10 mpwtoKolro MQTT mpocpéper emiong
ta ’Gateway APIs” pe ta omoio duvatat o xpnotg va xepiletorl moAAATAES GUOKEVES KAL)

alcOnmpeg.

Ot Metagopeig Asttovpyobv ¢ €€ng: H ovokevr| otéhvel 10 pnRvopo Tov TO
maporappdvel o Metagpopéag, avaivetal Kot Tpombeital oty Ovpd Mnvopdtov (Message

Queue).

H mapddoon tov pnvdpatog avayvopiletor poévov oa@ovd TO OovTIGTOWO HAVOLO
avayvoptotel amd v Ovpd Mnvoudtov.

- Mvpnveg (Thingsboard Core)
O IMvpnvag tov Thingsboard eivar vrevBuvog yra Tov xepiopd kKAncemv REST API kau
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cuvdpoudv WebSocket. EmumAéov, eivar vmevbouvog yio v amobrkevon Tov mo
TPOCPUTOV TANPOPOPLDV GYETIKA LE EVEPYEC GUOKELEG KOL YO TNV TopaKoAovONGN g
oLVOESILOTNTOG TOVG. EdM yiveton kot 1 xprion tov Xvotpotoc [Hapayovimv (Actor System)
TPOKEEVOD VAL YIVEL EQOPUOYN TTAPAYOVIOV Yo TIS KUPLEG ovtoTnteg, Tovg ’Evoikovg”
(Tenants) kot T1g “’Zvokevéc” (Devices). Xtnv cuoTAd0 LTOPOVY VAL GUUUETEXOLV Kot KOpPOL
™G¢ mAaTEOpLOG, Omov kabe kOpPog elval vevBuvog Yo opiopéva PEPN TOV EIGEPYOUEVOV
UNVOLATOV.

- Mnyoviy Kavovev (Thingsboard Rule Engine)

H Mnyavy Koavoveov tov Thingsboard sivar icmw¢ 10 onuovtikdOtepo HEPOG TOV
GLGTNLOTOG KO Etvat vTeHOLVO Yo TNV EMEEEPYACIA TOV EIGEPYOUEVAOV UNVOUATOV.

Onwg kot o TTupnvag, ypnowonotel To Actor System yio v EQapROGEL TOPAYOVTIES Y10
T1G KOPLEG OVTOTNTES: 0AVGidES Kavovmv (rule chains) kot kOpPot kavovav (rule nodes).

Emiong 6mwg kot o Tlvprivag, ot kéuPor g Mmnyovig Kavévev pmopodv va
ocvumeptrappavovior oy cvotdda 0mov kdbe kOUPog eivar vevBuvog Yoo opouéva pépn
TOV EIGEPYOUEVOV UNVOUATOV.

H peydin mowidio otnv ypnon ¢ mhatedpuoc Thingsboard opeideton otig TOALATAES
oTpotnYIKéS owbéoyueg amd v Mnyovry Kavévov, yuoo tov €heyyo g oepdc M g
emeepyaciog UNVOLATOV Kol TV KPUINPimV Yo TNV ovoyvmdpioT) TOVG.

H Mnyavy Koavoveov €xet d00 Aeitovpyieg: KON Kol OTOHOVOUEVH. ZTNV KON
emeEepydleTon uUMvOLATO TOV OVIKOVYV GE TOAAATAOVG tenants, VA GTNV OTOUOVOUEVT Yol
£VaV GLYKEKPYLEVO.

- Avodktoako [eprarirov Xpnotn (Thingsboard Web Ul)

To Thingsboard mapéyel £va ehappl ototyeio oyedaouévo pe Express.js Framework
v va grhoéevel otatikd web Ul mepieyodpevo. Exel mepiéyeton kat 0éoun epappoymv. Moig
N epappoyn eoptwdei, apyilel va ypnoponolel to REST API ko1 to WebSockets API mov
nmopéxovror oo tov [Tupnva [31]

Mg 10 ThingsBoard, propovv va eKTeLeoTOVV EVEPYELES YIO. ¢

* AQA®ON GCLOKEVAOV, OTOLEIOV Kol TEAATOV Kol KOOOPoHdg Tov Hetald Tovg
OYECEMV.

* ZvAA0Y1] KOL OTTTIKOTTOIN 6] 0€O0UEVMV 0T GUGKEVES KO AVTIKEILEVAL.

* AVaA061) TNG E16EPYONEVIS TNAENETPLOG KOl EVEPYOTOINOT TOV GUVAYEPUDOV LE

ouvletn enelepyosio couPaviov.

* "EAEYY0S TOV GVGKEVMV YP1CLULOTOLOVTOG KANCELS OMOUAKPVOUEVNC OUOTKAGTOG.

* Kataokevn poov gpyaciog Bdon copPdavtog kokiov {ong g kdbe cuoKevm|s.

* Xy€01061 OVVOUIKAV KUl AVTUTOKPIVOUEVMV TIVAK®OV ELEYYOV Y10, TNV AEITOVPYIKN
TOPOLGIOCT) TNG TNAEUETPIOG TV CLGKELVMV N AVTIKEILEVOV LE TIC EKAGTOTE TANPOPOPIES Y10
TOVG TEAATEG,

* Evepyomoinon AETOUPYIOV Y10 GULYKEKPUUEVES TEPUTTAOGELS YPTOLLOTOLDOVTOG
TPOGOPLOGUEVEG AAVGIOES KAVOVOV.

* ATOGTOAI TOV GLALEYOREVOV dEd0UEVOV GE GAAL cvuatipata. [30]

Ano migvpa Apyrrextoviknyg to ThingsBoard givar cyedraocuévo va givar :
* KMpokopévo : optllovtia KAMPLAK®OoN TAATQOPLLOC, ToL 6acileTol o€ KopuPaies
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TEYVOLOYIEG OVOLYTOV KAOOIKAL.

* AvOeKTIKO o0g o@alpota @ Kavéva onueio amotvyiog, kibe kOUPog oto cvumieypo
glval TovopoloTLTToG.

e Ioyvpé Ko 0mT0d0TIKO : £vag LOVOOIKOS KOUPOG SloKoUloT) pmopet vo xelplotel
OeKAdEC 1 OKOMO, KOl €KOTOVTAOEC YIAMAdEC OLOKELEG avdioya pe T ypnomn. Eva
ThingsBoard cluster pmopel va y€1p16Tel EKATOUUVPLO CLOKEVES.

* [Ipocapuocipo : 1 TposHNKN vEwV AELITOVPYIDOV Elval EDKOAN UE TO TPOGAPLOGUEVA
widget Kot Tovg KOUPOVE UNYAVAV KAVOVOV.

* AVOEKTIKO : OgV YAvovTOoL TOTE T OEOOUEVAL.

Emokonnon ovtot)tov
To ThingsBoard mapéyet t diemaen ypriotn kot o REST APIs yo tnv mapoyn kot
dlayeiplon TOAALGV TOT®V OVTOTHTAOV Kol TV oyéce®Vv Tovg otnv loT gpappoyn.

Orvrootpldpeveg ovtotnteg €lva :

* Tenants : kdOe Tenant pmopel va avtipetonilete Kot og EExmPLoTN EMLEipNON,

GTopo 1M opyovVIGLO OV KATEYEL 1] TOPdyel GLOoKEVEG Kat avtikeipeva. O Tenant

umopel va £xel TOALATAOVG YPNOTES, SLOXEIPIOTEG KOl EKOTOULLVPLOL TEAATES.

* [lehdTeg : 0 meAdng elvan emiong Eeywplo emtyeipnon, ATOUO 1 OPYOVIGLOG TOV

ayopdlel 1 ypnolponotel cuokevEG. O mEAATNG UTopel vor el TOAAOVG ¥PNOTES

KO EKOTOUUVPLO GUOKEVES.

* XpNoTES : Ol YPNOTEC UTOPOLV Vo TEPUYOUVTOL O TIVAKES EAEYYOL KO VO
dwyepilovron oviotnTEC.

* Yvokevég : 6aokéc ovrotnteg [oT mov pmopovv va Tapdyovv dedopéva ThAEUETPiog
Kot v, xelpifovron evrorég remote procedure calls (RPC). o mapaderypo

aeOntipeg N evepyomomTéc.

* Avtikeipeva : apnpnuéveg ovtotteg loT mov evdéyetar va oyetilovion pe dAheg

GLOKEVEC KoL TEPLOVGLOKA oTotyela. ['a Tapddetya epyoostdoto, medio 1| dynua.

* Yuvaygppot : copfavta mov evromilovv CnTRUOTO OO TO AVTIKEILEVA, TIG GUOKEVEG,.
[30]
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ITAPAPTHMA B

O KQAIKAY XE T'AQXXA JAVA THX IoT GATEWAY

Class MainClass

H «hdon avt eivon n TpdTn KAGoTN NG 0Toi0G 0 KMOKOG EKTEAEITAL UE TNV EKTEAEDT
™G EQUPHOYNG.

[Tepiéyet 10 Ypapikod mepBAAlov aAld TLTOYPOVO TEPIEXEL KOL TOV KOOKO TOV EAEYYEL
To, uMvopoTa Tov Epyovrol amd tov kdbe broker kot amosTtéEALOVTAL GTOV AALOV ALPOV TPWOTA
oTaAOUV G€ GAAEG KAAGELS Y10 VOL VTTOGTOVV EMEEEPYOTIOL

package main_package;

import java.awt.Color;

import java.awt.Component;

import java.awt.Dimension;

import java.awt.EventQueue;

import java.awt.Image;

import java.awt.event.ActionEvent;
import java.awt.event.ActionListener;
import java.awt.event.KeyEvent;
import java.net.URL;

import java.util. ArrayList;

import javax.swing.Imagelcon;
import javax.swing.JButton;

import javax.swing.JCheckBox;
import javax.swing.JComboBox;
import javax.swing.JFrame;

import javax.swing.JLabel;

import javax.swing.JPanel;

import javax.swing.JSeparator;
import javax.swing.JTextField,;
import javax.swing.SwingConstants;
import javax.swing.border.TitledBorder;

import org.eclipse.paho.client.mqttv3.MqttMessage;
import org.json.JSONException;
import org.json.JSONObject;

import main_package.Converter.Converterltem;
import main_package.MqttClientController.OnMqttClientReceiveCallbackInterface;

* Updated : 20/03/2021
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* Tl compile To dependencies Run>Run as...> maven build...> clean verify
*/

/ MainClass
public class MainClass {

JsonEditor windowJsonEditor = null;
private static final String APP. NAME = "IoT Gateway";

/] ==mmmmem GUI Variables
/l
private JFrame frame;

private JTextField textField urll;
private JTextField textField usernamel;
private JTextField textField passwordl;
private JTextField textField clientID1;
private JTextField textField timeoutl;
private JTextField textField url2;
private JTextField textField username2;
private JTextField textField password2;
private JTextField textField clientlD 2;
private JTextField textField timeout2;

public static MqttClientController mqtt client _controllerl = null;
public static MqttClientController mqtt client_controller2 = null;

public static ArrayList<Converterltem> brokerl settings = null;
public static ArrayList<Converterltem> broker2_settings = null;

public static Terminal windowTerminall = null;
public static Terminal windowTerminal2 = null;

final String broker1SettingsFilename = "broker1_settings.json";
final String broker2SettingsFilename = "broker2_settings.json";

class BrokerSettings {
String brokerURL ="";
String username = "";
String password ="";
String clientID = "1234567890";
int protocol = 0;
boolean cleanSession = true;
int timeout = 10;
int keepAlive = 60;

BrokerSettings brokerl = null;
BrokerSettings broker2 = null;

// onReceiveFromBrokerl callback
private OnMqttClientReceiveCallbackInterface onReceiveFromBrokerl = new
OnMgttClientReceiveCallbackInterface() {

@Override

public void onReceive(String topic, MqttMessage message) {
mqtt_client controllerl.writeToOutput("----------=-===-----—- ");
mgqtt client controllerl.writeToOutput("Received message");
mgqtt client controllerl.writeToOutput("Topic: " + topic);

175



mgqtt client controllerl.writeToOutput("Message: " + message);

if (broker1_settings == null) System.out.println("Error: Can\'t read JsonConverter.txt file ");
if (mqtt_client controller2 == null)
System.out.println("Error: Broker2 is not running");

if ((broker1_settings == null) || (mqtt_client _controller2 == null))  return;

else {
ArrayList<MqttClientController.PubMessage> pubList =
Converter.getConvertedPubMessageList(topic,
message.toString(), broker1_settings);
for (int i = 0; 1 < pubList.size(); i++) {
MgttClientController.PubMessage pubMessage = pubList.get(i);
if (pubMessage != null) {
int qos = pubMessage.qos;
if ((gos < 0) || (qos >2))
gos = message.getQos();
mgqtt client controllerl.writeToOutput("---------=======-=---- ");
mqtt_client controllerl.writeToOutput("Publish to broker 2");
String newPubTopic = Converter.getConverted Topic(topic, pubMessage.topic,
message.toString());
mqtt_client_controllerl.writeToOutput("Topic: " + newPubTopic);
mqtt_client controllerl.writeToOutput("QoS: " + pubMessage.qos);
mqtt_client_controllerl.writeToOutput("Retained: " + (pubMessage.retained == 1));
mgqtt client controllerl.writeToOutput("Message: " + pubMessage.message);

System.out.println("newPubTopic=" + newPubTopic);

if (pubMessage !=null) {
mgqtt client controller2.mqttPublish(newPubTopic,
pubMessage.qos, pubMessage.retained == 1,
pubMessage.message);

H
} else System.out.println("Error: Can\'t retrieve data from file JsonConverter.txt");
}
}
H
¥
/l

/I onReceiveFromBrokerl callback
private OnMqttClientReceiveCallbackInterface onReceiveFromBroker2 = new
OnMqttClientReceiveCallbackInterface() {

@Override

public void onReceive(String topic, MqttMessage message) {
mqtt_client_controller2.writeToOutput(" ");
mqtt_client controller2.writeToOutput("Received message");

mgqtt client controller2.writeToOutput("Topic: " + topic);

mgqtt client controller2.writeToOutput("Message: " + message);

if (broker2 settings == null) System.out.println("Error: Can\'t read JsonConverter.txt file ");
if (mqtt_client_controller]l == null) System.out.println("Error: Broker1 is not running");

if ((broker2_settings == null) || (mqtt_client controllerl ==null))  return;
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else {
ArrayList<MqttClientController.PubMessage> pubList =
Converter.getConvertedPubMessageList(topic,message.toString(), broker2 settings);
for (int i = 0; i < pubList.size(); i++) {
MqttClientController.PubMessage pubMessage = pubList.get(i);
if (pubMessage != null) {
int qos = pubMessage.qos;
if ((qos < 0) [ (qos > 2))
gos = message.getQos();

mgqtt_client controller2.writeToOutput(" ");

mqtt_client_controller2.writeToOutput("Publish to broker 1");

String newPubTopic = Converter.getConverted Topic(topic, pubMessage.topic,
message.toString());

mqtt_client_controller2.writeToOutput("Topic: " + newPubTopic);

mgqtt_client _controller2.writeToOutput("QoS: " + pubMessage.qos);

mqtt_client_controller2.writeToOutput("Retained: " + (pubMessage.retained == 1));

mgqtt client controller2.writeToOutput("Message: " + pubMessage.message);

System.out.println("newPubTopic=" + newPubTopic);

if (pubMessage != null) {
mqtt_client controllerl.mqttPublish(newPubTopic, pubMessage.qos,
pubMessage.retained == 1,
pubMessage.message);

}
} else
System.out.println("Error: Can\'t retrieve data from file JsonConverter.txt");
}
}
1l Main
!l
/l

public static void main(String[] args) {

EventQueue.invokeLater(new Runnable() {
public void run() {
try {
MainClass window = new MainClass();
window.frame.setVisible(true);
} catch (Exception e) {
e.printStackTrace();

s

!/

// main_class

public MainClass() {
brokerl = loadBrokerSettings(broker1SettingsFilename);
broker2 = loadBrokerSettings(broker2SettingsFilename);
initialize();
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mqtt_client_controller] = new MqttClientController(onReceiveFromBrokerl);
mgqtt client controller2 = new MqttClientController(onReceiveFromBroker2);

1

// initialize GUI

1

!/l
1l

!l

private void initialize() {

smooth way

frame = new JFrame();

frame.setBackground(new Color(253, 245, 230));
frame.setResizable(false);
frame.getContentPane().setBackground(new Color(245, 245, 245));
frame.setBounds(100, 0, 700, 500);
frame.setDefaultCloseOperation(JFrame.EXIT ON_CLOSE);
frame.getContentPane().setLayout(null);

URL url = getClass().getResource("/images/iot_stress_icon_512.png");
frame.setlconlmage(new Imagelcon(url).getimage());

JPanel panel = new JPanel();
panel.setBounds(0, 0, 694, 36);

frame.getContentPane().add(panel);

URL urll = getClass().getResource("/images/gt_iot_icon.png");

Imagelcon imagelcon = new Imagelcon(urll);

Image image = imagelcon.getlmage(); // transform it

Image newimg = image.getScaledInstance(700, 36, java.awt.Image. SCALE_SMOOTH); // scale it the

imagelcon = new Imagelcon(newimg); // transform it back
JLabel label = new JLabel(new Imagelcon(MainClass.class.getResource(""/images/iot_gateway.png")));
label.setBounds(0, 0, 694, 36);// x axis, y axis, width, height

label.setVisible(true);
panel.setLayout(null);

panel.add(label);

/] ==mmm Broker 1 settings ---------------------
/l

1/l

/

JPanel panel serverSettings] = new JPanel();
panel_serverSettings1.setBounds(10, 47, 323, 318);
panel_serverSettings1.setBorder(
new TitledBorder(null, "Broker 1 settings", TitledBorder. LEADING,

TitledBorder. TOP, null, null));

panel serverSettings1.setTool TipText("");
frame.getContentPane().add(panel_serverSettings1);
panel_serverSettings1.setLayout(null);

JLabel IbINewLabel urll = new JLabel("Broker URL");
IbINewLabel urll.setHorizontal Alignment(SwingConstants.RIGHT);
IbINewLabel urll.setBounds(10, 34, 69, 20);

panel serverSettings1.add(IbINewLabel urll);

textField urll = new JTextField();
textField urll.setBounds(83, 34, 225, 20);
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textField_urll.setHorizontal Alignment(SwingConstants. LEFT);
textField urll.setText(brokerl.brokerURL);

panel serverSettings1.add(textField urll);

textField urll.setColumns(10);

JLabel IbINewLabel unl = new JLabel("Username");
IbINewLabel unl.setHorizontalAlignment(SwingConstants. RIGHT);
IbINewLabel unl.setBounds(10, 59, 69, 20);

panel serverSettings1.add(lbINewLabel unl);

textField_usernamel = new JTextField();
textField usernamel.setBounds(83, 58, 225, 22);
textField usernamel.setText(brokerl.username);
panel serverSettings1.add(textField usernamel);
textField usernamel.setColumns(10);

textField passwordl = new JTextField();
textField passwordl.setColumns(10);

textField passwordl.setBounds(83, 84, 225, 22);
textField passwordl.setText(brokerl.password);
panel serverSettings1.add(textField passwordl);

JLabel IbINewLabel psl =new JLabel("Password");

IbINewLabel psl.setHorizontal Alignment(SwingConstants. RIGHT);
IbINewLabel psl.setBounds(10, 86, 69, 20);

panel serverSettings1.add(IbINewLabel psl);

textField_clientID1 = new JTextField();
textField clientID1.setColumns(10);

textField clientID1.setBounds(83, 110, 225, 22);
textField clientID1.setText(brokerl.clientID);
panel_serverSettings1.add(textField clientID1);

JLabel IbINewLabel clientID1 = new JLabel("Client ID");

IbINewLabel clientID1.setHorizontal Alignment(SwingConstants. RIGHT);
IbINewLabel clientID1.setBounds(10, 110, 69, 22);
panel_serverSettings1.add(IbINewLabel clientID1);

JCheckBox CheckBox_cleanSeasonl = new JCheckBox("Clean Session");
CheckBox_cleanSeasonl.setBounds(83, 170, 226, 23);
CheckBox_cleanSeasonl.setSelected(brokerl.cleanSession);

panel _serverSettings1.add(CheckBox cleanSeasonl);

textField timeoutl = new JTextField();

textField timeoutl.setText(brokerl.timeout + "");

textField timeoutl.setColumns(10);

textField timeoutl.setBounds(83, 200, 58, 22);

textField timeoutl.addKeyListener(new java.awt.event.KeyAdapter() {
@Override
public void keyReleased(java.awt.event.KeyEvent evt) {

}

@Override
public void keyPressed(KeyEvent e) {

}

@Override
public void keyTyped(KeyEvent e) {
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String filterStr = "0123456789";

char ¢ = (char) e.getKeyChar();

if (filterStr.indexOf(c) < 0) {
e.consume();

s

panel_serverSettings1.add(textField timeoutl);

JLabel IbINewLabel timeoutl = new JLabel("Cnt Timeout");
IbINewLabel timeoutl.setHorizontal Alignment(SwingConstants.RIGHT));
IbINewLabel timeoutl.setBounds(10, 200, 69, 20);

panel serverSettings1.add(IbINewLabel timeoutl);

JLabel IbINewLabel secsl =new JLabel("secs");
IbINewLabel_secsl.setHorizontal Alignment(SwingConstants.LEFT);
IbINewLabel secsl.setBounds(145, 200, 77, 22);

panel serverSettings1.add(IbINewLabel secsl);

JSeparator separator] = new JSeparator();
separatorl.setBounds(10, 252, 298, 2);
panel_serverSettings1.add(separatorl);

JButton Button connectl = new JButton("Connect");
Button_connectl.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e) {
mgqtt client _controllerl.mqttDisconnect();
brokerl.brokerURL = textField urll.getText().toString().trim();
brokerl.username = textField usernamel.getText().toString().trim();
brokerl.password = textField passwordl.getText().toString().trim();
brokerl.clientID = textField clientID1.getText().toString().trim();
int timeout = 10;
try {
timeout = Integer.parselnt(textField timeoutl.getText().toString().trim());
} catch (NumberFormatException nfe) {
}
brokerl.timeout = timeout;
brokerl.cleanSession = CheckBox cleanSeasonl.isSelected();
if (brokerl.brokerURL.length() > 0) {
// mqttConnect(bUrl,bUn,bPs,bClientID,timeout,cleanSession);
mgqtt client controllerl.showTerminal();
brokerl_settings = Converter.getConverterltemList(1, "");
mgqtt client controllerl.mqttConnect(brokerl.brokerURL, brokerl.username,
brokerl.password, brokerl.clientID, brokerl.timeout,
brokerl.cleanSession,Converter.getTopicList(brokerl_settings));

}

saveBrokerSettings(brokerl, broker1SettingsFilename);

3

Button_connectl.setBackground(new Color(220, 220, 220));
Button_connectl.setBounds(10, 265, 136, 30);

panel serverSettings1.add(Button_connectl);

JButton Button_disconnect] = new JButton("Disconnect");
Button_disconnectl.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e) {
mgqtt client controllerl.mqttDisconnect();
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1)s

Button_disconnectl.setBackground(new Color(220, 220, 220));
Button_disconnectl.setBounds(179, 265, 129, 30);
panel_serverSettings1.add(Button_disconnectl);

String[] protocolList = { "MQTT", "MQTTS /TLS" };

JComboBox comboBox = new JComboBox(protocolList);
comboBox.setBounds(83, 143, 225, 20);
comboBox.setMaximumSize(comboBox.getPreferredSize()); // added code
comboBox.setAlignmentX(Component. CENTER _ALIGNMENT);// added code
panel_serverSettings1.add(comboBox);

JLabel label protocol = new JLabel("Protocol");

label protocol.setHorizontal Alignment(SwingConstants. RIGHT);
label protocol.setBounds(10, 143, 69, 22);
panel_serverSettings1.add(label protocol);

JPanel panel serverSettings 2 = new JPanel();
panel_serverSettings_2.setLayout(null);
panel serverSettings 2.setToolTipText("");
panel serverSettings 2.setBorder(
new TitledBorder(null, "Broker 2 settings", TitledBorder. LEADING, TitledBorder. TOP,
null, null));
panel serverSettings 2.setBounds(351, 47, 323, 318);
frame.getContentPane().add(panel serverSettings 2);

JLabel IbINewLabel url 2 =new JLabel("Broker URL");
IbINewLabel url 2.setHorizontalAlignment(SwingConstants.RIGHT);
IbINewLabel url 2.setBounds(10, 34, 69, 20);

panel serverSettings 2.add(IbINewLabel url 2);

textField url2 = new JTextField();

textField url2.setText(broker2.brokerURL);
textField_url2.setHorizontal Alignment(SwingConstants. LEFT);
textField url2.setColumns(10);

textField url2.setBounds(83, 34, 225, 20);

panel serverSettings 2.add(textField url2);

JLabel IbINewLabel un_2 = new JLabel("Username");

IbINewLabel un_2.setHorizontalAlignment(SwingConstants.RIGHT);
IbINewLabel un_2.setBounds(10, 59, 69, 20);

panel serverSettings 2.add(IbINewLabel un_2);

textField_username2 = new JTextField();

textField username2.setText(broker2.username);
textField username2.setColumns(10);

textField username2.setBounds(83, 58, 225, 22);
panel serverSettings 2.add(textField username?2);

textField password2 = new JTextField();

textField password2.setText(broker2.password);
textField password2.setColumns(10);
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textField password2.setBounds(83, 84, 225, 22);
panel serverSettings 2.add(textField password2);

JLabel IbINewLabel ps 2 =new JLabel("Password");

IbINewLabel ps 2.setHorizontalAlignment(SwingConstants.RIGHT);
IbINewLabel ps 2.setBounds(10, 86, 69, 20);

panel_serverSettings 2.add(IbINewLabel ps 2);

textField clientID 2 =new JTextField();
textField clientID 2.setText(broker2.clientID);
textField_clientID 2.setColumns(10);

textField clientID_2.setBounds(83, 110, 225, 22);
panel serverSettings 2.add(textField clientID 2);

JLabel IbINewLabel clientID 2 =new JLabel("Client ID");

IbINewLabel clientID_2.setHorizontal Alignment(SwingConstants. RIGHT);
IbINewLabel clientID_2.setBounds(10, 110, 69, 22);

panel serverSettings 2.add(IbINewLabel clientID_2);

JCheckBox checkBox cleanSeason2 = new JCheckBox("Clean Session");
checkBox_cleanSeason2.setSelected(broker2.cleanSession);

checkBox cleanSeason2.setBounds(83, 170, 226, 23);
panel_serverSettings_2.add(checkBox_cleanSeason2);

textField timeout2 = new JTextField();

textField timeout2.setText("" + broker2.timeout);
textField timeout2.setColumns(10);

textField timeout2.setBounds(83, 200, 58, 22);
panel_serverSettings 2.add(textField timeout2);

JLabel IbINewLabel timeout 2 =new JLabel("Cnt Timeout");
IbINewLabel timeout 2.setHorizontal Alignment(SwingConstants.RIGHT);
IbINewLabel timeout 2.setBounds(10, 200, 69, 20);

panel_serverSettings 2.add(IbINewLabel timeout 2);

JLabel IbINewLabel secs 1 =new JLabel("secs");
IbINewLabel secs_1.setHorizontalAlignment(SwingConstants.LEFT);
IbINewLabel secs 1.setBounds(145, 200, 77, 22);
panel_serverSettings 2.add(IbINewLabel secs 1);

JSeparator separator 2 = new JSeparator();
separator_2.setBounds(10, 252, 298, 2);
panel serverSettings 2.add(separator 2);

JButton button_connect 2 = new JButton("Connect");
button_connect 2.setBackground(new Color(220, 220, 220));
button_connect 2.setBounds(10, 265, 136, 30);

panel serverSettings 2.add(button connect 2);
button_connect 2.addActionListener(new ActionListener() {

public void actionPerformed(ActionEvent e) {
mqtt_client_controller2.mqttDisconnect();
broker2.brokerURL = textField url2.getText().toString().trim();
broker2.username = textField username?2.getText().toString().trim();
broker2.password = textField password2.getText().toString().trim();
broker2.clientID = textField_clientID 2.getText().toString().trim();
int timeout = 10;
try {
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timeout = Integer.parselnt(textField timeout2.getText().toString().trim());
} catch (NumberFormatException nfe) {
}
broker2.timeout = timeout;
broker2.cleanSession = checkBox cleanSeason2.isSelected();
if (broker2.brokerURL.length() > 0) {
// mqttConnect(bUrl,bUn,bPs,bClientID,timeout,cleanSession);
mqtt_client controller2.showTerminal();
broker2_settings = Converter.getConverterltemList(2, "");
mqtt_client controller2.mqttConnect(broker2.brokerURL, broker2.username,
broker2.password, broker2.clientID, broker2.timeout,
broker2.cleanSession,
Converter.getTopicList(broker2 _settings));

}

saveBrokerSettings(broker2, broker2SettingsFilename);

s

JButton button_disconnect 2 = new JButton("Disconnect");
button disconnect 2.setBackground(new Color(220, 220, 220));
button_disconnect 2.setBounds(179, 265, 129, 30);
button_disconnect 2.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e) {
mqtt_client_controller2.mqttDisconnect();

s

panel_serverSettings_2.add(button_disconnect 2);

JComboBox<Object> comboBox 1 = new JComboBox<Object>(protocolList);
comboBox_1.setMaximumSize(new Dimension(84, 20));
comboBox_1.setAlignmentX(0.5f);

comboBox_1.setBounds(83, 143, 225, 20);

panel_serverSettings 2.add(comboBox_1);

JLabel label protocol 1 =new JLabel("Protocol");

label protocol 1.setHorizontalAlignment(SwingConstants.RIGHT);
label protocol 1.setBounds(10, 143, 69, 22);

panel serverSettings 2.add(label protocol 1);

JButton btnGatewaySettings = new JButton("Gateway Settings");
btnGatewaySettings.setBackground(new Color(250, 235, 215));
btnGatewaySettings.setBounds(274, 376, 136, 30);
btnGatewaySettings.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e) {
// JOptionPane.showMessageDialog(null, "java is fun");
if (windowJsonEditor == null) {
windowJsonEditor = new JsonEditor();
windowJsonEditor.showWindow();
} else
windowJsonEditor.show();

1s
frame.getContentPane().add(btnGatewaySettings);

JLabel IbINewLabel = new JLabel("IoT Gateway ver 0.0.1  Created by Ilias Lamprou");
IbINewLabel.setForeground(new Color(0, 128, 128));
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IbINewLabel.setBackground(new Color(0, 0, 139));
IbINewLabel.setBounds(227, 435, 287, 23);
frame.getContentPane().add(IbINewLabel);

JSeparator separator]l 1 = new JSeparator();
separator]_1.setBounds(0, 435, 674, 2);
frame.getContentPane().add(separatorl 1);

/* JButton btnPublish = new JButton("Publish");
btnPublish.addActionListener(new ActionListener() {

public void actionPerformed(ActionEvent e) {
mqtt_client_controller2.mqttPublish("iliaslamprou/feeds/temperature"”, 0, true, "55.4");

}

s
btnPublish.setBackground(new Color(250, 235, 215));

btnPublish.setBounds(441, 376, 136, 30);
frame.getContentPane().add(btnPublish);

*/

}

1/l

BrokerSettings loadBrokerSettings(String filename) {
/I System.out.println("========loadBrokerSettings");
String brokerData = StorageTools.readFile(filename);
// System.out.println(" brokerData="+brokerData);
return getBrokerSettingsFromJson(brokerData);

H

!/l

void saveBrokerSettings(BrokerSettings bs, String filename) {
String brokerData = getBrokerSettingsAsJson(bs);
/I System.out.println("========Save brokerData:"+brokerData);
StorageTools.stringToFile(brokerData, filename);

/l
String getBrokerSettingsAsJson(BrokerSettings bs) {
JSONObject jsObject = new JSONODbject();
try {
jsObject.put("brokerURL", bs.brokerURL);
jsObject.put("username", bs.username);
jsObject.put("password", bs.password);
jsObject.put("clientID", bs.clientID);
jsObject.put("protocol", bs.protocol);
jsObject.put("cleanSession", bs.cleanSession);
jsObject.put("timeout", bs.timeout);
jsObject.put("keepAlive", bs.keepAlive);
} catch (JSONException e) {
// TODO Auto-generated catch block
e.printStackTrace();

}
return jsObject.toString();

!l
BrokerSettings getBrokerSettingsFromJson(String jsonText) {
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BrokerSettings brokerSettings = new BrokerSettings();

try {

JSONODbject jsObject = new JSONODbject(jsonText);
brokerSettings.brokerURL = jsObject.getString("brokerURL");
brokerSettings.username = jsObject.getString("username");
brokerSettings.password = jsObject.getString("password");
brokerSettings.clientID = jsObject.getString("clientID");
brokerSettings.protocol = jsObject.getInt("protocol");
brokerSettings.cleanSession = jsObject.getBoolean("cleanSession");
brokerSettings.timeout = jsObject.getInt("timeout");
brokerSettings.keepAlive = jsObject.getInt("keepAlive");

} catch (JSONException e) {

}

e.printStackTrace();

return brokerSettings;
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Class MqttClientController

H «idon MqttClientController mepi€yet tov facikd kddka yio T dnpovpyio evog MQTT
Client ko1 Ti¢ Pacikég GUVAPTNGELG Y10 GUVOEST] KOL EAEYYO TNG OTOGTOAN KOl AYNG UNVUUAT®V.

Y11 MainClass dnpiovpyodvtar Vo avTiKeieva avTg Tng KAAONG T0 0ol KAVoLY To Kaféva
oVVOEGT UE dVO dlapopeTikovg Brokers.

H emxowvovia avtdv Tov aviikelpévov pe t MainClass yivetor péow pog callback function 1
omoio E1GAYETOL GTIV KAAGT GOV TOPAUETPOG,.

package main_package;
import java.util. ArrayList;
import java.util.List;

import org.eclipse.paho.client.mqttv3.IMqttDeliveryToken;
import org.eclipse.paho.client.mqttv3.MqttCallback;

import org.eclipse.paho.client.mqttv3.MqttClient;

import org.eclipse.paho.client.mqttv3.MqttConnectOptions;
import org.eclipse.paho.client.mqttv3.MqttException;

import org.eclipse.paho.client.mqttv3.MqttMessage;

import org.eclipse.paho.client.mqttv3.MqttPersistenceException;
import org.eclipse.paho.client.mqttv3.persist. MemoryPersistence;

public class MqttClientController {

private String brokerURL ="";

",

private String username="";
private String password="";
private String clientID="1234567890";

private MqttClient mqttClient=null;

private Terminal windowTerminal = null;

public static interface OnMqttClientReceiveCallbackInterface {
void onReceive(String topic, MqttMessage message);

private OnMqttClientReceiveCallbackInterface onMqttClientReceiveCallbackInterface=null;

/
public static class PubMessage {
String topic=""};
String message="";
int qos=0;
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int retained=0;

/
MQTT client controller

public MqttClientController(OnMgqttClientReceiveCallbackInterface callback) {

//output=output_;
onMgttClientReceiveCallbackInterface=callback;

public void writeToOutput(String message) {
if (windowTerminal!=null) {
windowTerminal.printin(message);
¥
/lelse
System.out.println(message);

writeToOutput

/
public void showTerminal() {
if (windowTerminal==null) {
windowTerminal= new Terminal();
windowTerminal.showWindow();

}

else windowTerminal.show();

/

public boolean mqttConnect(String brokerURL ,String username , String password
String clientID , int timeout_, boolean cleanSession_, List<String> topicList){

brokerURL = brokerURL_;
username = username_;
password=password _;

if (windowTerminal!=null) windowTerminal.setTitle(brokerURL );

clientID="";
if (clientID .length()!=0) clientID=clientID ;
else clientID = "iot_tester"+System.currentTimeMillis();
MemoryPersistence persistence = new MemoryPersistence();
try {
//System.out.println("clientld="+clientID);
String broker = "tcp://"+brokerURL+":1883";
mgqttClient= new MqttClient(broker,clientID, persistence);

MgqttConnectOptions connOpts = new MqttConnectOptions();
connOpts.setCleanSession(cleanSession_);

/loptions.setMqttVersion(MqttConnectOptions. MQTT_VERSION 3 1);
//options.setMqttVersion(MqttConnectOptions. MQTT VERSION 3 1 1);
connOpts.setMqttVersion(MqttConnectOptions. MQTT VERSION DEFAULT);

if (username.length() > 0) connOpts.setUserName(username);

if (password.length() > 0) connOpts.setPassword(password.toCharArray());

connOpts.setConnectionTimeout(timeout_*1000);
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connOpts.setAutomaticReconnect(false);

//System.out.println("Connecting to broker: "+broker);
writeToOutput("Connecting to broker "+broker+"...");

mgqttClient.connect(connOpts);
System.out.println("Connected");
writeToOutput("Connected succesfully");

mgqttSubscribeList(topicList);

mqttClient.setCallback(new MqttCallback() {
@Override
public void connectionLost(Throwable cause) {
writeToOutput( "Error: connectionLost");

}

@Override

public void messageArrived(String topic, MqttMessage message) throws Exception {
Thread.sleep(100);
new Thread("Tread name"){
public void run(){
System.out.println("Thread: " + getName() + " running");
if (onMqttClientReceiveCallbackInterface!=null)
onMqttClientReceiveCallbackInterface.onReceive(topic,message);

}
}.start();
// new MainClass.PublishRunnable(topic,message).run();
H
@Override
public void deliveryComplete(IMqttDeliveryToken arg0) {
try {

writeToOutput("DeliveryComplete: "+ arg0.getMessageld()+", "+
arg0.getMessage().toString());

} catch (MqttException e) {
e.printStackTrace();

}
s

} catch(MqttException me) {
writeToOutput("Connection error: ");
writeToOutput("Reason:"+ me.getReasonCode());
writeToOutput("Msg:"+ me.getMessage());
writeToOutput("Loc:"+ me.getLocalizedMessage());
writeToOutput("Cause:"+ me.getCause());
writeToOutput("Excep:"+ me.getReasonCode());

me.printStackTrace();

return false;
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/ executePost
public void mqttDisconnect() {
if (mqttClient!=null) {
if (mqttClient.isConnected()) {
try {
mgqttClient.disconnect();
if (!mqttClient.isConnected()) {
System.out.println("Disconnected");
writeToOutput("Broker disconnected");
§
} catch (MqttException e) {
e.printStackTrace();
writeToOutput("Disconnection error:");
writeToOutput(""+e.getMessage().toString());

}

executePost

public void mqttPublish(String topic, int qos, boolean retained, String payload) {
try {
MqttMessage message = new MqttMessage(payload.getBytes());
if ((qos<=2) & (qos>=0)) message.setQos(qos); else message.setQos(0);
message.setRetained(retained);
mgqttClient.publish(topic, message);
// writeToOutput("topic="+topic+" message="+message);
/! writeToOutput("Send succesfully");
} catch (MqttPersistenceException e) {
writeToOutput("Publishing error: "+e.getMessage());
e.printStackTrace();
} catch (MqttException e) {
e.printStackTrace();
writeToOutput("Publishing error: "+e.getMessage());

}

executePost

public void mqttSubscribe(String topic) {

try {
mgqttClient.subscribe(topic);
writeToOutput("Subscribed topic: "+topic);

} catch (MqttException e) {
writeToOutput("Error subscribed topic: "+topic);
writeToOutput(e.getMessage().toString());
e.printStackTrace();

executePost

public void mqttSubscribeList(List<String> topicList) {
if (topicList==null) return;
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for (int i=0;i<topicList.size();i++) {
String topic = topicList.get(i);
try {
mgqttClient.subscribe(topic);
writeToOutput("Subscribed topic: "+topic);

}+ catch (MqttException e) {
writeToOutput("Error subscribed topic: "+topic);
writeToOutput(e.getMessage().toString());

e.printStackTrace();
H
}
}
/ executePost
public void mqttUnsubscribe(String topic) {
try {

mgqttClient.unsubscribe(topic);
writeToOutput("Unsubscribed topic: "+topic);

} catch (MqttException e) {
writeToOutput("Error unsubscribed topic: "+topic);
writeToOutput(e.getMessage().toString());
e.printStackTrace();

Class StorageTools

H kAdon avt mtepiéyel 600 cuvaptnoelg mov ypnotponotovviot yio to Load/Save tov apyewv
brokerl settings.json ka1 broker2 settings.json mov TEPEXOLV TIS TAPAUETPOVS TOV OPilEL O YPNOTNG
vw Tovg Brokers kabmg kot yio 1o apyeio popeomnoinong jsonConverter.txt to omoio mepiéyet £va Json

OVTIKEIUEVO LE TIG LOPPOTOINGELG TTOV TPEMEL VAL YivOVTol 6TO Urvopate, arnd tov éva broker otov
dAlov.

AxolovBet o kddwkag tng khdong StorageTools
package main_package;

import java.io.Buffered Writer;
import java.io.File;

import java.io.FileReader;
import java.io.FileWriter;
import java.io.IOException;

public class StorageTools {

/
public static String stringToFile( String text, String fileName ){
try{
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}

File file = new File( fileName );
if (! file.exists( ) ){
file.createNewFile( );
H
FileWriter fw = new FileWriter( file.getAbsoluteFile( ) );
BufteredWriter bw = new BufferedWriter( fw );
bw.write( text );
bw.close( );
return "OK"+"\n"+file.getAbsolutePath();

catch( IOException e )

{

System.out.println("Error: " + e);
e.printStackTrace( );
return e.getMessage().toString();

}

} //End method stringToFile

public static String readFile(String filename){

}

String content ="";
File file = new File(filename); // For example, foo.txt
System.out.println("file: "+file.getAbsolutePath());
FileReader reader = null;
try {
reader = new FileReader(file);
char[] chars = new char[(int) file.length()];
reader.read(chars);
content = new String(chars);
reader.close();
} catch (IOException e) {
e.printStackTrace();
System.out.println(e.getMessage().toString());

} finally {
if(reader !=null){
try {
reader.close();
} catch (IOException e) {
e.printStackTrace();
System.out.println(e.getMessage().toString());
H
}
H

return content;
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Class Converter

Eivan pio amd T1g faoikotepeg KAAGELC Y1oTi TEPLEYEL OAEG TIC GUVAPTNOELS LE TIC 0Toleg Oa
YIVETOL 1] LETOTPOTT TOV UNVOUATOV.

AxolovBet 0 kdIKAG NG TopakdT® KAAONG e avaivon g Aettovpylog Kabe pog
cuvaptnong Eexwpilotd.

package main_package;

import java.util. ArrayList;
import java.util.List;
import java.util.stream.Collectors;

import org.json.JSONArray;
import org.json.JSONException;
import org.json.JSONObject;

public class Converter {
static String jsonConverterFilename = "jsonConverter.txt";

static class Converterltem {
public String subTopic
String pubTopic="";
int pubQoS=0;
int pubRetained=0;
String pubData="";

—nn.
s

public static String errorWhileConvertingMessage="";

static final String INCOMMING MESSAGE ID = "${receivedMessage}";
static final String TOPIC_SPECIAL CHAR_ID = "*";

/
public static ArrayList<Converterltem> getConverterltemList(int brokerID,
String jSettings){
errorWhileConvertingMessage="";
ArrayList<Converterltem> list = new ArrayList<Converterltem>();
String brokerLabel="broker1";
if (brokerID==2) brokerLabel="broker2";
String jsonSettings =jSettings;

if (jsonSettings.length()==0) jsonSettings =
StorageTools.readFile(jsonConverterFilename);

System.out.println("========= jsonSettings: "+jsonSettings);

if (jsonSettings!=null) {

try {

JSONObject mainJsonObject = new JSONODbject(jsonSettings);
JSONArray brokerJA = mainJsonObject.get]SONArray(brokerLabel);
System.out.println("========= brokerJA: "+brokerJA.toString());
for (int i=0;i<brokerJA.length();i++) {
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JSONODbject jsonltem = brokerJA.getJSONODbject(i);
Converterltem item = new Converterltem();
item.subTopic = jsonltem.getString("subTopic");
item.pubTopic = jsonltem.getString("pubTopic");
JSONODbject pubSettings = jsonltem.get]SONODbject("pubSettings");
item.pubQoS = pubSettings.getInt("qos");
item.pubRetained = pubSettings.getInt("retained");
try {
item.pubData = jsonltem.getJSONODbject("pubData").toString();
} catch (JSONException e) {
e.printStackTrace();
item.pubData = jsonItem.getString("pubData");

list.add(item);
}
} catch (JSONException e) {
e.printStackTrace();
System.out.println("========= error: "+e.getMessage().toString());
errorWhileConvertingMessage=e.getMessage().toString();

f
}
System.out.println("========= list.size=: "+list.size());
return list;
}
/

public static String getCovertedStatusMessage(String jsonSettings) {
getConverterltemList(1,jsonSettings);
if (errorWhileConvertingMessage.length()>0) return errorWhileConvertingMessage;

else {
getConverterltemList(2,jsonSettings);
if (errorWhileConvertingMessage.length()>0) return errorWhileConvertingMessage;
}
return "";
}
/

public static List<String> getTopicList(ArrayList<Converterltem> list){
List<String> topicList =new ArrayList<String>();
for (int i=0;i<list.size();i++){
Converterltem item = list.get(i);
topicList.add(item.subTopic);
H
topicList = topicList.stream().distinct().collect(Collectors.toList());
return topicList;

public static MqttClientController.PubMessage getConvertedPubMessage(String topic, String message,
ArrayList<Converterltem> list) {
for (int i=0;i<list.size();i++) {
Converterltem item = list.get(i);
//if (topic.equals(item.subTopic)){
System.out.println("topic="+topic);
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if (isTopicAccepted(topic,item.subTopic)) {
String pubTopic=item.pubTopic.trim();
System.out.println("pubTopic ="+topic);
if (pubTopic.length()>0) {
MgqttClientController.PubMessage pubMessage =
new MqttClientController.PubMessage();
pubMessage.topic = pubTopic;
pubMessage.qos= item.pubQoS;
pubMessage.retained= item.pubRetained;
pubMessage.message=
getConvertedPayload(topic,message,item.pubData);
return pubMessage;

}
else return null;
}
else System.out.println("not accepted topic="+topic);
H
return null;

public static ArrayList<MqttClientController.PubMessage> getConvertedPubMessageList(String topic,
String message, ArrayList<Converterltem> list) {
ArrayList<MqttClientController.PubMessage> pubList = new
ArrayList<MqttClientController.PubMessage>();
for (int i=0;i<list.size();i++) {
Converterltem item = list.get(i);
//if (topic.equals(item.subTopic)){
System.out.println("topic="+topic);
if (isTopicAccepted(topic,item.subTopic)) {
String pubTopic=item.pubTopic.trim();
System.out.println("pubTopic ="+topic);
if (pubTopic.length()>0) {
MgqttClientController.PubMessage pubMessage =
new MqttClientController.PubMessage();
pubMessage.topic = pubTopic;
pubMessage.qos= item.pubQoS;
pubMessage.retained= item.pubRetained;
pubMessage.message=
getConvertedPayload(topic,message,item.pubData);
if (pubMessage.message.length()>0) pubList.add(pubMessage);

H
}
/lelse System.out.println("not accepted topic="+topic);
}
return pubList;
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static String getConvertedTopic(String subTopic, String pubTopic, String message) {

!

String cTopic = pubTopic;

ArrayList<String> labelList = new ArrayList<String>();
int pos=-1;
do {
pos= cTopic.indexOf("${",pos+1);
if (pos!=-1) {
int [Pos = cTopic.indexOf("}",pos+1);
if (IPos!=-1) {
String variable = cTopic.substring(pos+2, 1Pos);
labelList.add(variable);
}

else break;

} while (pos>=0);
for (int i=0;i<labelList.size();i++) {
System.out.println("======== labelList."+i+"="+ labelList.get(i));
}
// System.out.println("======== message ="+ message);
for (int i=0;i<labelList.size();i++) {
String jsonLabel=labelList.get(i);
String valueFromIncommingMessage = "";
if (jsonLabel.startsWith("topic=")) valueFromIncommingMessage =
getTopicValue(subTopic,jsonLabel);

else valueFromIncommingMessage = getJsonValue(message,jsonLabel);

"+valueFromIncommingMessage);

cTopic = cTopic.replace("${"+jsonLabel+"}",valueFromIncommingMessage);

System.out.println("======== final cPayload ="+ cPayload);

return cTopic;

static String getConvertedPayload(String topic, String message, String payload) {

String cPayload = payload,;
// mepintwon 1. emoTPoEn TOV E1GEPYOLEVOL UNVOLLOTOG ElTe AMOKAEIGTIKA gite poli pe
// TpocONKN KepEVoL
// glte dNovpydOVTOG £Vo. json
if (payload.contains(INCOMMING MESSAGE ID)){
cPayload= cPayload.replaceINCOMMING MESSAGE ID,message);
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/] mepimTOON 2. AVIIKOTAGTOON TILOV GTO TPOG 0moctoAn payload amd tipég mov Ppickovtat 6to
£10EPYOLEVO VULLOL.
/l 10 gloepyouevo payload mpémet va givor json
else {
//System.out.println("payload not contains(INCOMMING MESSAGE ID)");
ArrayList<String> labelList = new ArrayList<String>();
int pos=-1;
do {
pos= payload.indexOf("$ {",pos+1);
if (pos!=-1) {
int IPos = payload.indexOf("}",pos+1);
if (IPos!=-1) {
String variable = payload.substring(pos+2, 1Pos);
labelList.add(variable);

}
else break;
H
+ while (pos>=0);
// System.out.println("======== payload ="+ payload);
// System.out.println("======== message ="+ message);

for (int i=0;i<labelList.size();i++) {
String jsonLabel=labelList.get(i);

String valueFromIncommingMessage = "";

if (jsonLabel.startsWith("topic=")) valueFromIncommingMessage =
getTopicValue(topic,jsonLabel);

else valueFromIncommingMessage = getJsonValue(message,jsonLabel);

System.out.println("==>>>====== [abel "+i+"= "+jsonLabel);
System.out.println("==>>>====== valueFromIncommingJson=
"+valueFromIncommingMessage);

if (valueFromIncommingMessage.equals("CLEAR JSON_FIELD")) {
cPayload ="";
}

else
cPayload = Payload.replace("${"+jsonLabel+"}",valueFromIncommingMessage);

}
1l System.out.println("======== final cPayload ="+ cPayload);
H
return cPayload;
}
/
public static String getJsonValue(String messageOnJsonFormat, String path){

System.out.println("========>>>>> getJsonValue path="+ path);
if (path.length()==0) return "";
ArrayList<String> labels = new ArrayList<>();
String s= path;
if (!s.endsWith("/")) s+="/";
String part="";
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for (int i=0; i<s.length();i++){
char ¢ = s.charAt(i);
if ((c=="") & (part.length()>0)) {
labels.add(part.trim());

part='”';
H
else {
part+=c;
b
H
System.out.println("========>>>>> labels.size= "+ labels.size());
System.out.println("========>>>>> messageOnJsonFormat= "+ messageOnJsonFormat);

String jsonText = messageOnJsonFormat;

try {
for (int i=0;i<labels.size();it++) {

String label = labels.get(i);

System.out.println("========>>>>> i="+i+" label ="+ label);
jsonText=getJsonLabelPart(label,jsonText);
System.out.println("========>>>>> jsonText ="+ jsonText);

H
} catch (JSONException e) {
System.out.println("========>>>>> error ="+ e.getMessage().toString());
return "";
H
System.out.println("'========>>>>> jsonText final ="+ jsonText);
return jsonText;

/
public static String getJsonLabelPart(String jsonLabel, String jsonText) throws JSONException {

System.out.println("======== getJsonLabelPart > jsonLabel="+jsonLabel+" jsonText ="+

jsonText);

if (jsonLabel.endsWith("]")) { //is array
System.out.println("======== getJsonLabelPart > isArray");
int sPos = jsonLabel.lastIndexOf("[");
String arrayIndexAsText = jsonLabel.substring(sPos + 1,jsonLabel.length()-1);
int arraylndex = -1;
try {arrayIndex= Integer.parselnt(arraylndexAsText); }catch(NumberFormatException e){}
if (arraylndex >=0) {
String label org="";
if (sPos > 0) label org = jsonLabel.substring(0, sPos);
if (label org.length() > 0) {
JSONObject jsonObject = new JSONObject(jsonText);
JSONArray jsonArray = jsonObject.get)]SONArray(label org);
if (arraylndex < jsonArray.length()) {
String jsonltem = jsonArray.getString(arraylndex);
return jsonltem;
H
}
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else {
JSONArray jsonArray = new JSONArray(jsonText);
if (arraylndex < jsonArray.length()) {

String jsonltem = jsonArray.getString(arraylndex);
return jsonltem;

}
}
}
}

else {
String jsonPart="";
JSONObject jsonObject = new JSONObject(jsonText);
System.out.println("======== getJsonLabelPart > jsonObject="+jsonObject.toString());

try {
jsonPart = jsonObject.getJISONODbject(jsonLabel).toString();

catch (JSONException ¢) {
try {
jsonPart = jsonObject.getString(jsonLabel);
System.out.println("======== getJsonLabelPart 1 > jsonPart="-+jsonPart);
} catch (JSONException e2) {
System.out.println("======== getJsonLabelPart 2 > jsonPart="+jsonPart);
try {
jsonPart = ""+jsonObject.getDouble(jsonLabel);
} catch (JSONException e3) {
System.out.println("======== getJsonLabelPart > Error3");
return "CLEAR _JSON_FIELD";
H
}

System.out.println("======== getJsonLabelPart 1 > jsonPart final ="-+jsonPart);
//return jsonPart;

}

return jsonPart;

}

return

",
b

/
public static String getTopicValue(String topic, String pattern) {
int equalPos = pattern.indexOf("=");
try {
if ((equalPos>=0) & (pattern.length()>equalPos+1)) {
String clearedPattern = pattern.substring(equalPos+1);
int specialCharPos = clearedPattern.indexOf(TOPIC_SPECIAL CHAR ID);
if (specialCharPos>=0) {
String prefix ="";
if (specialCharPos>0)
prefix=clearedPattern.substring(0,specialCharPos+1);
String suffix = clearedPattern.substring(specialCharPos+
TOPIC_SPECIAL CHAR ID.length());
int topicPos_start = topic.indexOf(prefix)+prefix.length();
String value ="";
if (suffix.length()>0) {
int topicPos_end = topic.indexOf(suffix);
if (topicPos_end>=0) value = topic.substring(topicPos_start,
topicPos_end);
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else value = topic.substring(topicPos_start);
return value;

i
}
} catch (Exception e) {}
return "";
H
/

static ArrayList<String> getTopicPartList(String topic) {
ArrayList<String> list= new ArrayList<String>();
String restTopic=topic;
int pos =-1;
do {
pos = restTopic.indexOf{('/");
if (pos==-1) list.add(restTopic);

else {
String firstPart = restTopic.substring(0,pos);
list.add(firstPart);
restTopic=restTopic.substring(pos+1);

H

+ while (pos>=0);
return list;

b
/

static boolean isTopicAccepted(String topic, String topicMask) {
if (topicMask.endsWith("#")) {
String firstPartOfMask = topicMask.substring(0,topicMask.length()-1);
if (firstPartOfMask.length()<=topic.length()) {

String firstPartOfTopic = topic.substring(0, firstPartOfMask.length());
if (firstPartOfMask.endsWith(firstPartOfTopic)) return true;

}
else if (topicMask.contains("+")) {
ArrayList<String> topicList =getTopicPartList(topic);
ArrayList<String> maskList =getTopicPartList(topicMask);
for (int i=0;i<maskList.size();i++) {
if (i==topicList.size()) return false;
String maskPart=maskList.get(i);
String topicPart=topicList.get(i);
if (!((topicPart.equals(maskPart))|| (maskPart.equals("+")))) return
false;

}

return true;

}

else if (topic.equals(topicMask)) return true;

return false;
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Class JsonEditor

H xAdon avt mepirapfaver éva andd JsonEditor pe ypaeikd meptBadiiov yio va Bondnocet to
¥PMNOTN VO KAVEL TpOTOTO oIS 6T0 apyeio JsonConverter.txt.

H 61apopd and éva amho editor sivar 6TL 1 KAGo™ TEPLEYEL KO TN dvvaTOTNTA EVPESC AaODV
ota Json avtikeipeva mov gl6dyet o ypnotng fonbdviag oto debugging.

package main_package;

import java.awt.BorderLayout;
import java.awt.Container;

import java.awt.Font;

import java.awt.event.MouseAdapter;
import java.awt.event.MouseEvent;
import javax.swing.JButton;

import javax.swing.JFrame;

import javax.swing.JOptionPane;
import javax.swing.JPanel;

import javax.swing.JScrollPane;
import javax.swing.JTextArea;
import javax.swing.JToolBar;

import javax.swing.border.BevelBorder;

public class JsonEditor {

static JTextArea editArea=null;
static JFrame f=null;
public static void main(String [] args) {
showWindow();
}

public static void show() {
if (fl=null) f.setVisible(true);

public static void showWindow() {
JToolBar toolBar = new JToolBar("TaskBar", JToolBar HORIZONTAL);
JButton btnSave = new JButton("Save");
btnSave.addMouseListener(new MouseAdapter() {
@Override
public void mouseClicked(MouseEvent e) {
String jsonText= editArea.getText().toString().trim();
String result =
StorageTools.stringToFile(jsonText,Converter.jsonConverterFilename);
JOptionPane.showMessageDialog(null, result);

s

toolBar.add(btnSave);
JButton btnCheck = new JButton("Check");
btnCheck.addMouseListener(new MouseAdapter() {
@Override
public void mouseClicked(MouseEvent e) {
String jsonText= editArea.getText().toString().trim();
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String error = Converter.getCovertedStatusMessage(jsonText);
if (error.length()==0) JOptionPane.showMessageDialog(null, "Json is valid");
else JOptionPane.showMessageDialog(null, error);

s
toolBar.add(btnCheck);
JPanel panel = new JPanel(new BorderLayout());
editArea = new JTextArea(20,80);
editArea.setBorder(new BevelBorder(BevelBorder.RAISED, null, null, null, null));
Font font = new Font(
Font. MONOSPACED,
Font.PLAIN,
editArea.getFont().getSize());
editArea.setFont(font);
panel.add(new JScrollPane(editArea,JScrollPane. VERTICAL SCROLLBAR ALWAYS,
JScrollPane. HORIZONTAL SCROLLBAR ALWAYYS));
f=new JFrame("Editpad");
f.setTitle("JsonEditor");

Container cp = f.getContentPane();

cp.setLayout(new BorderLayout());

f.getContentPane().add(toolBar, BorderLayout. NORTH);

f.getContentPane().add(panel);

f.setDefaultCloseOperation(JFrame.DISPOSE ON_CLOSE);
f.pack();

f.setVisible(true);

String jsonText = StorageTools.readFile(Converter.jsonConverterFilename);
editArea.setText(jsonText);
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Class Terminal

H xAdon mepthapfaver Evay terminal ce ypoewd tepifdriov otov omoio Tpofdriovtal Ta
gloepyopeva Kot e&gpyoueva unvopoto omd ke broker.

package main_package;

import java.awt.BorderLayout;
import java.awt.Container;

import java.awt.Font;

import java.awt.event.FocusEvent;
import java.awt.event.FocusListener;
import java.awt.event. MouseAdapter;
import java.awt.event.MouseEvent;
import javax.swing.JButton;

import javax.swing.JFrame;

import javax.swing.JPanel;

import javax.swing.JScrollPane;
import javax.swing.JTextArea;
import javax.swing.JToolBar;

import javax.swing.border.BevelBorder;
import java.awt.Color;

public class Terminal {
JTextArea editArea=null;
JFrame f=null;
public void main(String [] args) {
showWindow();
}
public void show() {
if (f!=null) f.setVisible(true);
}
public void println(String text) {
editArea.append(text+"\n");

H

public void print(String text) {
editArea.append(text);

H

public void setTitle(String title) {
f.setTitle("Terminal: "-+ttitle);

/
public void showWindow() {
JToolBar toolBar = new JToolBar("TaskBar", JToolBar HORIZONTAL);
JButton btnSave = new JButton("Clear");
btnSave.addMouseListener(new MouseAdapter() {
@Override
public void mouseClicked(MouseEvent e) {
editArea.setText("");

s

toolBar.add(btnSave);
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JPanel panel = new JPanel(new BorderLayout());
editArea = new JTextArea(20,80);
editArea.setForeground(new Color(230, 230, 250));
editArea.setBackground(Color.BLACK);
editArea.setEditable(false);
editArea.setCaretColor(Color.RED);
editArea.addFocusListener(new FocusListener() {

@Override
public void focusGained(FocusEvent e) {
editArea.getCaret().setVisible(true);
¥
@Override
public void focusLost(FocusEvent e) {
}
1)s
editArea.setBorder(new BevelBorder(BevelBorder. RAISED, null, null, null, null));
Font font = new Font(
Font. MONOSPACED,
Font.PLAIN,
editArea.getFont().getSize());
editArea.setFont(font);
panel.add(new
JScrollPane(editArea,JScrollPane. VERTICAL SCROLLBAR ALWAYS,JScrollPane. HORIZONTAL SCROLLBAR AL
WAYS));

f=new JFrame("Editpad");

Container cp = f.getContentPane();

cp.setLayout(new BorderLayout());

f.getContentPane().add(toolBar, BorderLayout. NORTH);

f.getContentPane().add(panel);

f.setDefaultCloseOperation(JFrame.DISPOSE_ON_CLOSE);
f.pack();

f.setVisible(true);
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